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Abst ract

Source Packet Routing in Networking (SPRING W5 is devel oping an MPLS
source routing mechanism The MPLS source routing nechani smcan be

| everaged to realize a unified source routing instruction which works
across both IPv4 and | Pv6 underlays in addition to the MPLS underl ay.
Thi s docunment describes how to | everage the unified source routing
instruction to realize a transport-independent service function
chai ni ng by encoding the service function path information or service
function chain information as an MPLS | abel stack

Requi renents Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

Xu,

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 31, 2017

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

When applying a particular Service Function Chain (SFC) [ RFC7665] to
the traffic selected by a service classifier, the traffic need to be
steered through an ordered set of Service Functions (SF) in the
network. This ordered set of SFs in the network indicates the
Service Function Path (SFP) associated with the above SFC. | n order
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to steer the selected traffic through the required ordered list of
SFs, the service classifier needs to attach information to the packet
speci fying exactly which Service Function Forwarders (SFFs) and which
SFs are to be visited by traffic), the SFC, or the partially
specified SFP which is in between the fornmer two extrenes.

The Source Packet Routing in Networking (SPRING W5 is devel opi ng an
MPLS source routing mechani smwhich can be used to steer traffic
through an ordered set of routers (i.e., an explicit path) and

i nstruct nodes on that path to execute specific operations on the
packet. By l|leveraging the MPLS source routing nmechani sm

[1-D.xu-npl s-unified-source-routing-instruction] describes a unified
source routing instruction which works across both I Pv4 and | Pv6
underlays in addition to the MPLS underlay. This docunent describes
how to | everage the unified source routing instruction to realize a
transport-independent service function chaining by encoding the
service function path information or service function chain
information as an MPLS | abel stack

Ter m nol ogy

This neno makes use of the ternms defined in
[I-D.ietf-spring-segnent-routing-npls],

[1-D. xu-npl s-unified-source-routing-instruction] and [ RFC7665].

Sol ution Description

S —-- -+

| MPLS SPRI NG Net wor ks |

| S Ry + S Ry + |

| | SFL | | sF2 | |

| B R B R |

| ~1(3) ~11(e) |

I (1) (21 1V (4 (9 |V (7) I
S R e B LTI S S T T USRI SR S
|G assifier+------ + SFF1  +------- + SFF2  +------- + D |
- + D - + D - + IR T

I I

o e e e e e e e e e e e e e e e e e e memmemma—mn +

Figure 1: Service Function Chaining in MPLS-SPRI NG Net wor ks

As shown in Figure 1, SFF1 and SFF2 are two MPLS- SPRI NG capabl e
nodes. They are also SFFs, each with one SF attached. |In addition
they have all ocated and advertised MPLS | abels for their locally
attached SFs. For exanple, SFF1l allocates and advertises a | abel
(i.e., L(SF1)) for SF1 while SFF2 allocates and advertises a |label (
i.e., L(SF2)) for SF2. These |labels, which are used to indicate SFs
are referred to as SF | abels. To encode the SFP information as an
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MPLS | abel stack, |ocal MPLS | abels are allocated from SFFs’ (e.qg.
SFF1 in Figure 1) |abel spaces to identify their locally attached SFs
(e.g., SF1 in Figure 1), whilst the SFFs are identified by either
nodal SIDs or adjacency SIDs depending on how strictly the network
path needs to be specified. |In addition, assune node SIDs for SFF1
and SFF2 are L(SFF1) and L(SFF2) respectively. 1In contrast, to
encode the SFC informati on by an MPLS | abel stack, those SF | abels
MUST be domai n-wi de uni que MPLS | abel s.

Now assune a given traffic flow destined for destination Dis

sel ected by the service classifier to go through a particular SFC
(i.e., SF1-> SF2) before reaching its final destination D

Section 3.1 and 3.2 describe approaches of |everaging the MPLS- based
source routing nmechanisnms to realize the service function chaini ng by
encoding the SFP information within an MPLS | abel stack and by
encoding the SFC information within an MPLS | abel stack respectively.
Since the encoding of the partially specified SFP is just a sinple
combi nation of the encoding of the SFP and the encoding of the SFC
this docunent woul d not describe how to encode the partially
speci fi ed SFP anynore.

Encodi ng SFP Information by an MPLS Label Stack

et al. Expi res Decenber 31, 2017 [ Page 4]



Internet-Draft June 2017

Xu,

I T ----+

| MPLS SPRI NG Net wor ks |

| Fomm - oo - - + Fomm - oo - - + |

[ [ SF1 [ [ SF2 [ [

| Fom oo -+ Fom oo -+ |

| S Ry + | | S Ry +

| | L(SFF2) | | | | Pkt to D | |

| B S + | | B S + |

| | L(SF2) | I I I

e + I M I

| [Pkt toD| ~ | | [ | | I

| A + | (51 | 1(6) I

I (2)1 | 1(3) | |V I

I (1) | |V (4) I (7) I
[ B T T S LT T S S
| assifier+------ + SFF1  +------- + SFF2  +------- + D |
Fomm e + Foemmmmaas + Foemmmmaas + Ho- - - -+

| S Ry + S Ry + S Ry +

| | L(SFF1) | | L(SFF2) | | Pkt to D | |

| B S + B S + B S + |

I | L(SF1) | | L(SF2) | I

[ Fomm e - + Fomm e - + [

| | L(SFF2) | | Pkt to D | |

| S Ry + S Ry + |

I | L(SF2) | I

| e + |

| | Pkt to D | |

| e + |

N +

Fi gure 2: Packet Valk in MPLS underl ay

As shown in Figure 2, since the sel ected packet needs to trave
through an SFC (i.e., SF1->SF2), the service classifier would attach
a segment list of (i.e., SID(SFF1)->SID(SFl)->SlD(SFF2)-> SID(SF2))
whi ch indicates the corresponding SFP to the packet. This segnent
list is represented by an MPLS | abel stack. To sonme extent, the MPLS
| abel stack here could be | ooked as a specific inplementation of the
SFC encapsul ati on used for containing the SFP information [ RFC7665].
When t he encapsul ated packet arrives at SFF1, SFF1 woul d know whi ch
SF shoul d be perforned according to the top label (i.e., SID (SFl))
of the received MPLS packet. W first consider the case where SF1 is
an encapsul ation aware SF, i.e., it understands how to process a
packet with a pre-pended MPLS | abel stack. 1In this case the packet
woul d be sent to SF1 by SFF1 with the | abel stack SID(SFF2)->
SID(SF2). SF1 would performthe required service function on the
recei ved MPLS packet where the payload is constrained to be an IP
packet, and the SF needs to process both IPv4 and | Pv6 packets (note
that the SF would use the first nibble of the MPLS payload to
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identify the payload type). After the MPLS packet is returned from
SF1, SFF1 would send it to SFF2 according to the top label (i.e., SID
(SFF2) ).

If SF1 is a legacy SF, i.e. one that is unable to process the MPLS

| abel stack, the renmi ning MPLS | abel stack (i.e.

SI D( SFF2) - >SI D( SF2) ) MJST be saved and stripped fromthe packet

bef ore sending the packet to SF1. When the packet is returned from
SF1, SFF1 woul d re-inpose the MPLS | abel stack which had been
previously stripped and then send the packet to SFF2 according to the
current top label (i.e., SID (SFF2) ). As for how to associate the
correspondi ng MPLS | abel stack with the packets returned from | egacy
SFs, those nechani sns as described in
[1-D.song-sfc-1egacy-sf-mappi ng] could be considered.

When t he encapsul ated packet arrives at SFF2, SFF2 woul d performthe
simlar action to that described above.

As shown in Figure 3, if there is no MPLS LSP towards the next node
segrment (i.e., the next SFF identified by the current top |abel), the
correspondi ng | P-based tunnel for MPLS (e.g., MPLS-in-1P/ GRE tunne

[ RFC4023], MPLS-in-UDP tunnel [RFC7510] or MPLS-in-L2TPv3 tunne

[ RFC4817]) woul d be used instead, according to the unified source
routing instruction as described in

[1-D. xu-npls-unified-source-routing-instruction].
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Fi gure 3: Packet Walk in |IP underlay

Since the transport (i.e., the underlay) could be IPv4, |1Pv6 or even
MPLS networ ks, the above approach of encoding the SFP information by
an MPLS | abel stack is fully transport-independent which is one of
the major requirements for the SFC encapsul ati on [ RFC7665].

3.2. Encoding SFC Information by an MPLS Label Stack

Since the sel ected packet needs to travel through an SFC (i.e.
SF1->SF2), the service classifier would attach an MPLS | abel stack
(i.e., L(SF1)->L(SF2)) which indicates that SFC to the packet. Since
it’s known to the service classifier that SFF1 is attached with an

i nstance of SF1, the service classifier would therefore send the MPLS
encapsul at ed packet through either an MPLS LSP tunnel or an | P-based
tunnel towards SFF1 (as shown in Figure 4 and 5 respectively). Wen
the MPLS encapsul ated packet arrives at SFF1, SFF1 woul d know whi ch
SF shoul d be perforned according to the current top label (i.e.
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L(SF1)). Simlarly, SFF1 would send the packet returned from SFl to
SFF2 through either an MPLS LSP tunnel or an |P-based tunnel towards
SFF2 since it’s known to SFF1 that SFF2 is attached with an instance
of SF2. Wen the encapsul ated packet arrives at SFF2, SFF2 woul d do
the sinilar action as what has been done by SFF1. Since the
transport (i.e., the underlay) could be IPv4, |Pv6 or even MPLS

net wor ks, the above approach of encoding the SFC information by an
MPLS | abel stack is fully transport-independent which is one of the
maj or requirements for the SFC encapsul ati on [ RFC7665] .

O B
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Figure 4: Packet WAl k in MPLS underl ay
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Figure 5: Packet Walk in | P underlay
3.3. Howto Contain Metadata within an MPLS Packet

Since the MPLS encapsul ati on has no explicit protocol identifier
field to indicate the protocol type of the MPLS payl oad, how to

i ndi cate the presence of netadata (i.e., the NSH which is only used
as a netadata containner) in an MPLS packet is a potential issue to
be addressed. One possible way to address the above issue is: SFFs
all ocate two different |abels for a given SF, one indicates the
presence of NSH while the other indicates the absence of NSH  This
approach has no change to the current MPLS architecture but it would
require nore than one |label binding for a given SF. Another possible
way is to introduce a protocol identifier field within the MPLS
packet as described in [I-D.xu-npls-payl oad-protocol -identifier].

More details about how to contain netadata within an MPLS packet
woul d be considered in the future version of this draft.
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| ANA Consi derati ons
Thi s docunment makes no request of | ANA
Security Considerations

It is fundamental to the SFC design that the classifier is a trusted
resource which determ nes the processing that the packet will be
subject to, including for exanple the firewall. It is also
fundanmental to the SPRI NG design that packets are routed through the
network using the path specified by the node inposing the SIDs.
Where an SF is not encapsul ation aware the packet nmay exist as an I P
packet, however this is an intrinsic part of the SFC design which
needs to define how a packet is protected in that environnment. \Were
a tunnel is used to Iink two non-MPLS domai ns, the tunnel design
needs to specify howit is secured. Thus the secutity
vulnerabilities are addressed in the underlying technol ogi es used by
this design, which itself does not introduce any new security

vul nerabilities.
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