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1. Introduction

The NETCONF and RESTCONF protocols do not provide any standard
mechani snms to restrict the protocol operations and content that each
user is authorized to access.

There is a need for interoperable managenent of the controlled access
to adm ni strator-selected portions of the avail able NETCONF or
RESTCONF content within a particul ar server

Thi s docunent addresses access control nechanisns for the Operations
and Content |ayers of NETCONF, as defined in [ RFC6241], and RESTCONF,
as defined in [I-D.ietf-netconf-restconf]. It contains three main
secti ons:

1. Access Control Design Objectives

2. NETCONF Access Control Mbdel (NACM

3. YANG Data Mdel (ietf-netconf-acm yang)

YANG version 1.1 [ RFC7950] adds two new constructs that need specia
access control handling. The "action" statenment is sinmlar to the
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"rpc" statement, except it is located within a data node. The
"notification" statenment can also be |ocated within a data node.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVWENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119].

The following terns are defined in [ RFC6241] and are not redefined
here:

o client

0 datastore

0 protocol operation
0 server

0 session

0 user

The following terns are defined in [RFC7950]. and are not redefined
her e:

0 action
o data node
o data definition statenent

The following terns are defined in [I-D.ietf-netconf-restconf]. and
are not redefined here:

0o data resource

o datastore resource

0 operation resource

The following terns are used throughout this docunent:

access control: A security feature provided by the NETCONF server

that allows an adm nistrator to restrict access to a subset of al
NETCONF pr ot ocol operations and data, based on various criteria.
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access control model (ACM: A conceptual nodel used to configure and
moni tor the access control procedures desired by the adm nistrator
to enforce a particular access control policy.

access control rule: The criterion used to deternine if a particular
NETCONF protocol operation will be pernitted or deni ed.

access operation: How a request attenpts to access a conceptua
object. One of "none", "read", "create", "delete", "update", or
"execute".

data node hierarchy: The hierarchy of data nodes that identifies the
specific "action" or "notification" node in the datastore.

recovery session: A special administrative session that is given
unlimted NETCONF access and is exenpt fromall access contro
enforcenment. The nechani sn(s) used by a server to control and
identify whether or not a session is a recovery session are
i mpl enent ation specific and outside the scope of this docunent.
wite access: A shorthand for the "create", "delete", and "
access operations.

updat e”

1.2. Changes Since RFC 6535

The NACM procedures and data nodel have been updated to support new
data nodeling capabilities in the version 1.1. of the YANG data
nodel i ng | anguage. The "action" and "notification" statenments can be
used within data nodes to define data-nodel specific operations and
notifications.

An inmportant use-case for these new YANG statements is the increased
access control granularity that can be achi eved over top-level "rpc"
and "notification" statenents. The new "action" and "notification"
statements are used within data nodes, and access to the action or
notification can be restricted to specific instances of these data
nodes.

Support for the RESTCONF protocol has been added. The RESTCONF
operations are sinlar to the NETCONF operations, so a sinple mapping
to the existing NACM procedures and data nodel is possible

2. Access Control Design Objectives

This section docunments the design objectives for the NETCONF Access
Control Model presented in Section 3.
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.1. Access Control Points

NETCONF al | ows new protocol operations to be added at any tine, and
the YANG Dat a Model i ng Language supports this feature. It is not
possi ble to design an ACM for NETCONF that only focuses on a static
set of protocol operations, |ike sone other protocols. Since few
assunptions can be nmade about an arbitrary protocol operation, the
NETCONF architectural server conponents need to be protected at three
conceptual control points.

These access control points, described in Figure 1, are as follows:

protocol operation: Pernission to invoke specific protoco
operati ons.

datastore: Permssion to read and/or alter specific data nodes
wi thin any datastore.

notification: Pernission to receive specific notification event

types.

e e e - + e e e - +
client | protocol | | data node |
request --> | operation | ------------- > | access |

| allowed? | dat astore | allowed?

R + or state R +

dat a access

o a oo +

| notification |
event --> | allowed? |

S +

Figure 1

.2. Sinplicity

There is concern that a conplicated ACMw || not be w dely depl oyed
because it is too hard to use. It needs to be easy to do sinple
things and possible to do conplex things, instead of hard to do
ever yt hi ng.

Configuration of the access control system needs to be as sinple as
possible. Sinmple and common tasks need to be easy to configure and
require little expertise or domai n-specific know edge. Conpl ex tasks
are possi bl e using additional nechanisns, which may require
addi ti onal experti se.
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A single set of access control rules ought to be able to control all
types of NETCONF protocol operation invocation, all datastore access,
and all notification events.

Access control ought to be defined with a small and familiar set of
perm ssions, while still allowing full control of NETCONF datastore
access.

2.3. Procedural Interface

The NETCONF protocol uses a renpte procedure call nobdel and an
extensi bl e set of protocol operations. Access control for any
possi bl e protocol operation is necessary.

2. 4. Dat ast ore Access

It is necessary to control access to specific nodes and subtrees
within the NETCONF datastore, regardl ess of which protocol operation,
standard or proprietary, was used to access the datastore.

2.5. Users and G oups

It is necessary that access control rules for a single user or a
configurable group of users can be confi gured.

The ACM needs to support the concept of adm nistrative groups, to
support the well-established distinction between a root account and
other types of |ess-privileged conceptual user accounts. These
groups need to be configurable by the adm nistrator

It is necessary that the user-to-group mappi ng can be del egated to a
central server, such as a RADI US server [RFC2865][ RFC5607]. Since
aut hentication is perfornmed by the NETCONF transport |ayer and RADI US
perforns authentication and service authorization at the sane tine,

t he underlying NETCONF transport needs to be able to report a set of
group nanes associated with the user to the server. It is necessary
that the adm nistrator can disable the usage of these group nanes
within the ACM

2.6. Mintenance
It ought to be possible to disable part or all of the access contro

nmodel enforcement procedures w thout deleting any access contro
rul es.
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2

2

7

8.

Configuration Capabilities

Suitabl e configuration and nonitoring nechanisns are needed to all ow
an admnistrator to easily manage all aspects of the ACM s behavi or
A standard data nodel, suitable for use with the <edit-config>
protocol operation, needs to be available for this purpose.

Access control rules to restrict access operations on specific
subtrees within the configuration datastore need to be supported.

I dentifying Security-Sensitive Content

One of the nost inportant aspects of the data nodel docunentation
and bi ggest concerns during deploynent, is the identification of
security-sensitive content. This applies to protocol operations in
NETCONF, not just data and notifications.

It is mandatory for security-sensitive objects to be docunented in
the Security Considerations section of an RFC. This is nice, but it
is not good enough, for the foll owi ng reasons:

0 This docunentation-only approach forces adm nistrators to study
the RFC and determine if there are any potential security risks
i ntroduced by a new data nodel

o If any security risks are identified, then the adm nistrator nust
study sonme nore RFC text and determine howto nmitigate the
security risk(s).

o0 The ACM on each server nust be configured to nmtigate the security
risks, e.g., require privileged access to read or wite the
specific data identified in the Security Considerations section

o If the ACMis not pre-configured, then there will be a tinme w ndow
of vulnerability after the new data nodel is |oaded and before the
new access control rules for that data nodel are configured,
enabl ed, and debugged.

Often, the administrator just wants to disable default access to the
secure content, so no inadvertent or nmalicious changes can be nmde to
the server. This allows the default rules to be nore |enient,

without significantly increasing the security risk.

A data nodel designer needs to be able to use machi ne-readabl e
statenments to identify NETCONF content, which needs to be protected
by default. This will allow client and server tools to automatically
i dentify data-nodel -specific security risks, by denying access to
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sensitive data unless the user is explicitly authorized to perform
the requested access operation

3. NETCONF Access Control Mdel (NACW

3.1. Introduction
This section provides a high-level overview of the access control
nmodel structure. 1t describes the NETCONF protocol nessage
processi ng nodel and the conceptual access control requirenents
wi thin that nodel.

3.1.1. Features

The NACM data nodel provides the follow ng features:

0 |Independent control of renpte procedure call (RPC), action, data,
and notification access.

o Sinple access control rules configuration data nodel that is easy
to use.

0 The concept of an energency recovery session is supported, but
configuration of the server for this purpose is beyond the scope
of this docunent. An emergency recovery session wll bypass al
access control enforcenent, in order to allowit to initialize or
repair the NACM confi guration

o0 Asinple and fanmiliar set of datastore perm ssions is used.
0 Support for YANG security tagging (e.g., "nacmdefault-deny-wite"
statenment) allows default security nodes to automatically exclude

sensitive data.

0 Separate default access nodes for read, wite, and execute
per i ssi ons.

0 Access control rules are applied to configurable groups of users.

0 The access control enforcenent procedures can be disabled during
operation, without deleting any access control rules, in order to
debug operational problens.

0 Access control rules are sinple to configure.

0 The nunber of denied protocol operation requests and denied
datastore wite requests can be nonitored by the client.
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o Sinple unconstrai ned YANG i nstance identifiers are used to
configure access control rules for specific data nodes.

3.1.2. External Dependencies

The NETCONF protocol [RFC6241] is used for network managenent
pur poses within this docunent.

The RESTCONF protocol [I-D.ietf-netconf-restconf] is used for network
managenent purposes within this docunent.

The YANG Dat a Model i ng Language [ RFC7950] is used to define the data
nodel s for use with the NETCONF or RESTCONF protocols. YANGis also
used to define the data nodel in this document.

3.1.3. Message Processing Mdel

The foll owi ng di agram shows the conceptual nessage fl ow nodel
i ncluding the points at which access control is applied during
NETCONF nessage processing.

RESTCONF operations are nmapped to the access control nodel based on
the HTTP nmet hod and resource class used in the operation. For
exanpl e, a POST nmethod on a data resource is considered "wite data
node" access, but a POST nethod on an operation resource is

consi dered "operation" access.
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The follow ng high-Ievel sequence of conceptual processing steps is
executed for each received <rpc> nessage, if access contro
enforcenent is enabl ed:

o For each active session, access control is applied individually to
all <rpc> nmessages (except <cl ose-session>) received by the
server, unless the session is identified as a recovery session

o If the <action> operation defined in [RFC7950] is invoked, then

read access is required for all instances in the hierarchy of data
nodes that identifies the specific action in the datastore, and
execute access is required for the action node. |If the user is

not authorized to read all the specified data nodes and execute
the action, then the request is rejected with an "access-deni ed"
error.

0 Oherwise, if the user is not authorized to execute the specified
protocol operation, then the request is rejected with an "access-
deni ed" error.

o |If the configuration datastore or conceptual state data is
accessed by the protocol operation, then the server checks if the
client is authorized to access the nodes in the datastore. |f the
user is not authorized to performthe requested access operation
on the requested data, then the request is rejected with an
"access-deni ed" error.

The followi ng sequence of conceptual processing steps is executed for
each generated notification event, if access control enforcenent is
enabl ed:

0 Server instrumentation generates a notification for a particul ar
subscri ption.

o If the notification statenment is specified within a data subtree,
as specified in [RFC7950], then read access is required for al
instances in the hierarchy of data nodes that identifies the
specific notification in the datastore, and read access is
required for the notification node. |If the user is not authorized
to read all the specified data nodes and the notification node,
then the notification is dropped for that subscription

o If the notification statement is a top-level statenent, the
notification access control enforcer checks the notification event
type, and if it is one that the user is not authorized to read,
then the notification is dropped for that subscription
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3. 2. Dat ast ore Access

The sane access control rules apply to all datastores, for exanple,
the candi date configuration datastore or the running configuration
dat ast or e.

Only the standard NETCONF dat astores (candi date, running, and
startup) are controlled by NACM Local or renote files or datastores
accessed via the <url> paraneter are not controlled by NACM A

st andal one RESTCONF server (i.e., not co-located with a NETCONF
server) applies NACMrul es to a conceptual datastore, since
datastores are not supported in RESTCONF.

3.2.1. Access Rights

A small set of hard-wired datastore access rights is needed to
control access to all possibl e NETCONF protocol operations, including
vendor extensions to the standard protocol operation set.

The "CRUDX" nodel can support all NETCONF protocol operations:

0 Create: allows the client to add a new data node i nstance to a
dat ast or e.

0 Read: allows the client to read a data node instance froma
datastore or receive the notification event type.

o0 Update: allows the client to update an existing data node instance
in a datastore.

0 Delete: allows the client to delete a data node instance froma
dat ast or e.

0 eXec: allows the client to execute the operation
3.2.2. RESTCONF Met hods

The RESTCONF protocol utilizes HTTP methods to perform datastore
operations, simlar to the NETCONF protocol. The NACM procedures
were originally witten for NETCONF protocol operations so the
RESTCONF net hods are napped to NETCONF operations for the purpose of
access control processing. The enforcenent procedures described
within this docunent apply to both protocols unless explicitly stated
ot herw se.

Not all RESTCONF nethods are subject to access control. The
followi ng tabl e specifies how each nmethod i s napped to NETCONF
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protocol operations. The value 'none’ indicates that NACMis not
applied at all to the specific RESTCONF net hod.

Fomm e - S Fom e e e e oo oo S +
| nmethod | resource class | NETCONF operation | Edit operation |
TR o e e e oo - o e e e o e e e oo - +
| OPTIONS | all | none | NVA [
| HEAD | all | <get> | NA |
| GET | all | <get> | NA |
| POST | datastore, data | <edit-config> | create [
| POST | operation | specified operation | NA |
| PUT | data | <edit-config> | create, replace

| PUT | datastore | <copy-config> | replace |
| PATCH | data, datastore | <edit-config> | nerge |
| DELETE | data | <edit-config> | delete |
Fomm e - S Fom e e e e oo oo S +

Tabl e 1: Mappi ng RESTCONF Met hods to NETCONF
3.2.3. <get> and <get-config> Operations

Data nodes to which the client does not have read access are silently
omtted fromthe <rpc-reply> nmessage. This is done to all ow NETCONF
filters for <get> and <get-config> to function properly, instead of
causi ng an "access-deni ed" error because the filter criteria would

ot herwi se include unauthorized read access to sone data nodes. For
NETCONF filtering purposes, the selection criteria is applied to the
subset of nodes that the user is authorized to read, not the entire
dat ast or e.

3.2.4. <edit-config> Operation

The NACM access rights are not directly coupled to the <edit-config>
"operation" attribute, although they are sinmlar. Instead, a NACM
access right applies to all protocol operations that would result in
a particular access operation to the target datastore. This section
descri bes how these access rights apply to the specific access
operations supported by the <edit-config> protocol operation

If the effective access operation is "none" (i.e., default-
operation="none") for a particular data node, then no access contro
is applied to that data node. This is required to allow access to a
subtree within a larger data structure. For exanple, a user may be

authorized to create a new "/interfaces/interface" list entry but not
be authorized to create or delete its parent container
("/interfaces"). |If the "/interfaces" container already exists in

the target datastore, then the effective operation will be "none" for
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the "/interfaces" node if an "/interfaces/interface" list entry is
edi t ed.

If the protocol operation would result in the creation of a datastore
node and the user does not have "create" access perm ssion for that
node, the protocol operation is rejected with an "access-deni ed"
error.

If the protocol operation would result in the deletion of a datastore
node and the user does not have "del ete" access perm ssion for that
node, the protocol operation is rejected with an "access-deni ed"
error.

If the protocol operation would result in the nodification of a

dat astore node and the user does not have "update" access perm ssion
for that node, the protocol operation is rejected with an "access-
deni ed" error.

A "nerge" or "replace" <edit-config> operation may include data nodes
that do not alter portions of the existing datastore. For exanple, a
container or list node may be present for nami ng purposes but does
not actually alter the correspondi ng datastore node. These unaltered
data nodes are ignored by the server and do not require any access
rights by the client.

A "nerge" <edit-config> operation may include data nodes but not

i nclude particular child data nodes that are present in the
datastore. These missing data nodes within the scope of a "nerge"
<edit-config> operation are ignored by the server and do not require
any access rights by the client.

The contents of specific restricted datastore nodes MJUST NOT be
exposed in any <rpc-error> elenents within the reply.

3.2.5. <copy-config> Operation
Access control for the <copy-config> protocol operation requires
speci al consi derati on because the admi nistrator may be replacing the
entire target datastore.
If the source of the <copy-config> protocol operation is the running
configuration datastore and the target is the startup configuration
datastore, the client is only required to have permi ssion to execute
t he <copy-config> protocol operation

O herwi se:
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o |If the source of the <copy-config> operation is a datastore, then
data nodes to which the client does not have read access are
silently omtted.

o |If the target of the <copy-config> operation is a datastore, the
client needs access to the nodified nodes, specifically:

* |f the protocol operation would result in the creation of a
dat astore node and the user does not have "create" access
perm ssion for that node, the protocol operation is rejected
with an "access-deni ed" error.

* |f the protocol operation would result in the deletion of a
dat astore node and the user does not have "del ete" access
perm ssion for that node, the protocol operation is rejected
with an "access-deni ed" error.

* |f the protocol operation would result in the nodification of a
dat astore node and the user does not have "update" access
perm ssion for that node, the protocol operation is rejected
with an "access-denied" error.

3.2.6. <delete-config> Qperation

Access to the <del ete-config> protocol operation is denied by
default. The "exec-default"” |eaf does not apply to this protoco
operation. Access control rules nust be explicitly configured to
all ow i nvocation by a non-recovery session

3.2.7. <commit> COperation

The server MJST determ ne the exact nodes in the running
configuration datastore that are actually different and only check
"create", "update", and "del ete" access pernissions for this set of
nodes, which could be enpty.

For exanple, if a session can read the entire datastore but only
change one | eaf, that session needs to be able to edit and conmit
that one | eaf.

3.2.8. <discard-changes> Qperation
The client is only required to have pernission to execute the

<di scard- changes> protocol operation. No datastore permnissions are
needed.
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3.2.9. <kill-session> Qperation

The <kill-session> operation does not directly alter a datastore.
However, it allows one session to disrupt another session that is
editing a datastore.

Access to the <kill-session> protocol operation is denied by default.
The "exec-default" |eaf does not apply to this protocol operation

Access control rules nust be explicitly configured to allow
i nvocation by a non-recovery session

3.3. Mdel Conponents

This section defines the conceptual conmponents related to the access
control nodel

3.3.1. Users
A "user" is the conceptual entity that is associated with the access
perm ssions granted to a particular session. A user is identified by
a string that is unique within the server.
As described in [ RFC6241], the usernane string is derived fromthe
transport layer during session establishnent. |[|f the transport |ayer
cannot authenticate the user, the session is terninated.

3.3.2. G oups

Access to a specific NETCONF protocol operation is granted to a
session, associated with a group, not a user

A group is identified by its name. Al group names are unique within
t he server.

A group nenber is identified by a usernanme string.
The same user can be a nmenber of nultiple groups.
3.3.3. Energency Recovery Session
The server MAY support a recovery session nechanism which wll
bypass all access control enforcenent. This is useful for

restricting initial access and repairing a broken access contro
confi guration.
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3.3.4. dobal Enforcenent Controls

There are five global controls that are used to help control how
access control is enforced.

3.3.4.1. enable-nacm Swi tch

A gl obal "enabl e-nacnm on/off switch is provided to enable or disable
all access control enforcenment. When this global switch is set to
"true", then all requests are checked agai nst the access contro

rules and only permitted if configured to allow the specific access
request. When this global switch is set to "false", then all access
requested are permitted.

3.3.4.2. read-default Switch

An on/off "read-default" switch is provided to enable or disable
default access to receive data in replies and notifications. Wen
the "enabl e-nacnt gl obal switch is set to "true", then this gl oba
switch is relevant if no matching access control rule is found to
explicitly permt or deny read access to the requested NETCONF
datastore data or notification event type.

When this global switch is set to "permt" and no nmatching access
control rule is found for the NETCONF datastore read or notification
event requested, then access is permtted.

When this global switch is set to "deny" and no matchi ng access
control rule is found for the NETCONF datastore read or notification
event requested, then access is denied.

3.3.4.3. wite-default Sw tch

An on/off "write-default" switch is provided to enable or disable
default access to alter configuration data. When the "enabl e-nacnt
global switch is set to "true", then this global switch is rel evant
if no matching access control rule is found to explicitly pernmit or
deny wite access to the requested NETCONF dat astore dat a.

When this global switch is set to "permt" and no matchi ng access
control rule is found for the NETCONF datastore wite requested, then
access is permtted.

When this global switch is set to "deny" and no matchi ng access

control rule is found for the NETCONF datastore wite requested, then
access i s denied.
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3.3.4.4. exec-default Switch

An on/off "exec-default"” switch is provided to enable or disable
default access to execute protocol operations. Wen the "enabl e-
nacn gl obal switch is set to "true", then this global switch is
relevant if no matching access control rule is found to explicitly
permit or deny access to the requested NETCONF protocol operation

When this global switch is set to "permt" and no matchi ng access
control rule is found for the NETCONF protocol operation requested,
then access is permtted.

When this global switch is set to "deny" and no matchi ng access
control rule is found for the NETCONF protocol operation requested,
then access is denied.

3.3.4.5. enabl e-external -groups Switch
When this global switch is set to "true", the group nanmes reported by
the NETCONF transport |ayer for a session are used together with the
| ocal ly configured group nanes to deternine the access control rules
for the session.

When this switch is set to "false", the group names reported by the
NETCONF transport |ayer are ignored by NACM

3.3.5. Access Control Rules
There are four types of rules available in NACM

nodul e rule: controls access for definitions in a specific YANG
modul e, identified by its nane.

protocol operation rule: controls access for a specific protoco
operation, identified by its YANG nodul e and nane.

data node rule: controls access for a specific data node, identified
by its path location within the conceptual XM. docunent for the
dat a node

notification rule: <controls access for a specific notification event
type, identified by its YANG nodul e and nane.

3.4. Access Control Enforcenent Procedures
There are seven separate phases that need to be addressed, four of

which are related to the NETCONF nessage processing node
(Section 3.1.3). In addition, the initial startup node for a NETCONF
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server, session establishment, and "access-deni ed" error-handling
procedures al so need to be consi dered.

The server MJST use the access control rules in effect at the tinme it
starts processing the nessage. The sane access control rules MJST
stay in effect for the processing of the entire nessage.

3.4.1. Initial Operation

Upon the very first startup of the NETCONF server, the access contro

configuration will probably not be present. |If it isn't, a server
MUST NOT allow any wite access to any session role except a recovery
sessi on.

Access rules are enforced any tine a request is initiated froma user
session. Access control is not enforced for server-initiated access
requests, such as the initial load of the running datastore, during
boot up.

3.4.2. Session Establishnent

The access control nodel applies specifically to the well-fornmed XM
content transferred between a client and a server after session
establ i shment has been conpleted and after the <hell o> exchange has
been successful |y conpl et ed.

Once session establishnent is conpleted and a user has been

aut henticated, the NETCONF transport |ayer reports the usernane and a
possi bly enpty set of group nanes associated with the user to the
NETCONF server. The NETCONF server will enforce the access contro
rul es, based on the supplied usernanme, group nanes, and the
configuration data stored on the server.

3.4.3. "access-deni ed" Error Handling
The "access-denied" error-tag i s generated when the access contro
system deni es access to either a request to invoke a protoco
operation or a request to performa particul ar access operation on
the configuration datastore.

A server MJST NOT include any information the client is not allowed
to read in any <error-info> elements within the <rpc-error> response.

3.4.4. Inconing RPC Message Validation
The di agram bel ow shows the basic conceptual structure of the access

control processing nodel for incom ng NETCONF <rpc> nessages within a
server.
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Fi gure 3
Access control begins with the nmessage dispatcher.
After the server validates the <rpc> el enent and determ nes the
namespace URI and the el ement nanme of the protocol operation being
requested, the server verifies that the user is authorized to invoke

the protocol operation.

The server MJST separately authorize every protocol operation by
foll owi ng these steps:

1. If the "enable-nacni leaf is set to "false", then the protocol
operation is permtted.

2. If the requesting session is identified as a recovery session,
then the protocol operation is permtted.
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10.

11.

12.

If the requested operation is the NETCONF <cl ose-session>
prot ocol operation, then the protocol operation is permtted.

Check all the "group" entries for ones that contain a "user-
nane" entry that equals the username for the session nmaking the
request. If the "enabl e-external -groups" leaf is "true", add to
these groups the set of groups provided by the transport |ayer

If no groups are found, continue with step 10.

Process all rule-list entries, in the order they appear in the
configuration. |If a rule-list’s "group" leaf-list does not
mat ch any of the user’s groups, proceed to the next rule-Ilist
entry.

For each rule-list entry found, process all rules, in order
until a rule that matches the requested access operation is
found. A rule matches if all of the following criteria are net:

* The rule’s "nodul e-nane" leaf is "*" or equals the nane of
the YANG nodul e where the protocol operation is defined.

* The rul e does not have a "rule-type" defined or the "rule-
type" is "protocol -operation" and the "rpc-nane" is "*" or
equal s the nanme of the requested protocol operation

* The rule’ s "access-operations” |eaf has the "exec" bit set or
has the special value "*".

If a matching rule is found, then the "action" |eaf is checked.
If it is equal to "pernit", then the protocol operation is
permitted; otherwise, it is denied.

At this point, no matching rule was found in any rule-1list
entry.

If the requested protocol operation is defined in a YANG nodul e
advertised in the server capabilities and the "rpc" statenent
contains a "nacmdefault-deny-all" statenent, then the protoco
operation is denied.

If the requested protocol operation is the NETCONF <kill -
session> or <del ete-config> then the protocol operation is
deni ed.

If the "exec-default" leaf is set to "permt", then pernit the
protocol operation; otherw se, deny the request.
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If the user is not authorized to invoke the protocol operation, then
an <rpc-error> is generated with the follow ng information:

error-tag: access-denied

error-path: ldentifies the requested protocol operation. The
foll owi ng exanpl e represents the <edit-config> protocol operation
in the NETCONF base nanespace:

<error-path
xm ns: nc="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
/I'nc:rpc/nc:edit-config
</ error-path>

If a datastore is accessed, either directly or as a side effect of
the protocol operation, then the server MJIST intercept the access
operation and nake sure the user is authorized to performthe
requested access operation on the specified data, as defined in
Section 3.4.5.

3.4.5. Dat a Node Access Validation

If a data node within a datastore is accessed, or an action or
notification tied to a data node, then the server MJST ensure that

the user is authorized to performthe requested "read", "create",
"update", "delete", or "execute" access operation on the specified
dat a node

If an action is requested to be executed, the server MJST ensure that
the user is authorized to performthe "execute" access operation on
the requested action

If a notification tied to a data node is generated, the server MJST
ensure that the user is authorized to performthe "read" access
operation on the requested notification

The data node access request is authorized by follow ng these steps:

1. If the "enabl e-nacnt leaf is set to "false", then the access
operation is permtted.

2. If the requesting session is identified as a recovery session
then the access operation is pernitted.

3. Check all the "group” entries for ones that contain a "user-
nane" entry that equals the username for the session nmaking the
request. |If the "enabl e-external -groups" leaf is "true", add to

these groups the set of groups provided by the transport |ayer
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4. If no groups are found, continue with step 9.

5. Process all rule-list entries, in the order they appear in the
configuration. |If arule-list’s "group"” leaf-list does not
mat ch any of the user’s groups, proceed to the next rule-Ilist
entry.

6. For each rule-list entry found, process all rules, in order,

until a rule that matches the requested access operation is
found. A rule matches if all of the following criteria are net:

* The rule’s "nodul e-nanme" leaf is "*" or equals the name of
the YANG nodul e where the requested data node is defined.

* The rul e does not have a "rule-type" defined or the "rule-
type" is "data-node" and the "path" matches the requested
data node, action node, or notification node.

* For a "read" access operation, the rule’s "access-operations”
| eaf has the "read" bit set or has the special value "*".

* For a "create" access operation, the rule’'s "access-
operations" leaf has the "create" bit set or has the special
val ue "*".

* For a "delete" access operation, the rule’s "access-
operations” leaf has the "delete” bit set or has the special
val ue "*".

* For an "update" access operation, the rule's "access-
operations" |leaf has the "update" bit set or has the special
val ue "*".

* For an "execute" access operation, the rule's "access-
operations" |leaf has the "exec" bit set or has the special
val ue "*".

7. If a matching rule is found, then the "action" |eaf is checked.
If it is equal to "permt", then the data node access is
permtted; otherwise, it is denied. For a "read" access
operation, "denied" nmeans that the requested data is not
returned in the reply.

8. At this point, no matching rule was found in any rule-1list
entry.
9. For a "read" access operation, if the requested data node is

defined in a YANG nodul e advertised in the server capabilities
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3. 4.

10.

11.

12.

13.

6

and the data definition statenment contains a "nacm defaul t-deny-
all" statement, then the requested data node is not included in
the reply.

For a "wite" access operation, if the requested data node is
defined in a YANG nodul e advertised in the server capabilities
and the data definition statenment contains a "nacm defaul t-deny-
wite" or a "nacmdefault-deny-all" statenent, then the data
node access request is denied.

For a "read" access operation, if the "read-default" leaf is set
to "pernit", then include the requested data node in the reply;
ot herwi se, do not include the requested data node in the reply.

For a "wite" access operation, if the "wite-default" leaf is
set to "permt", then pernit the data node access request;
ot herw se, deny the request.

For an "execute" access operation, if the "exec-default" leaf is
set to "permt", then pernit the request; otherw se, deny the
request.

Qut goi ng <notification> Authorization

Configuration of access control rules specifically for descendant
nodes of the notification event type el enment are outside the scope of

this docunent. If the user is authorized to receive the notification

event type, then it is also authorized to receive any data it
cont ai ns.

If the notification is specified within a data subtree, as specified
in [RFC7950], then read access to the notification is required.
Processi ng continues as described in Section 3.4.5.

The following figure shows the conceptual nessage processi ng node
for outgoing <notification> nmessages.
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Figure 4

The generation of a notification for a specific subscription
[ RFC5277] is authorized by follow ng these steps:

1. If the "enabl e-nacnt leaf is set to "fal se", then the
notification is permtted.

2. If the session is identified as a recovery session, then the
notification is permtted.

3. If the notification is the NETCONF <repl ayConpl ete> or

<noti ficationConpl ete> event type [ RFC5277], then the
notification is permtted.
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10.

11.

3. 5.

Check all the "group" entries for ones that contain a "user-
nane" entry that equals the username for the session making the
request. If the "enabl e-external -groups” leaf is "true", add to
these groups the set of groups provided by the transport |ayer

If no groups are found, continue with step 10.

Process all rule-list entries, in the order they appear in the
configuration. |If a rule-list’s "group” leaf-list does not
mat ch any of the user’s groups, proceed to the next rule-Ilist
entry.

For each rule-list entry found, process all rules, in order
until a rule that matches the requested access operation is
found. A rule matches if all of the following criteria are net:

* The rule’s "nodul e-nane" leaf is "*" or equals the nane of
the YANG nodul e where the notification is defined.

* The rul e does not have a "rule-type" defined or the "rule-
type" is "notification" and the "notification-name” is "*" or
equal s the nane of the notification

* The rule’'s "access-operations" |eaf has the "read" bit set or
has the special value "*".

If a matching rule is found, then the "action" |eaf is checked.
If it is equal to "pernit", then permt the notification
otherwi se, drop the notification for the associated
subscri pti on.

O herwi se, no matching rule was found in any rule-list entry.

If the requested notification is defined in a YANG nodul e
advertised in the server capabilities and the "notification"
statenment contains a "nacmdefault-deny-all" statenent, then the
notification is dropped for the associated subscription

If the "read-default” leaf is set to "permt"”, then pernt the
notification; otherwi se, drop the notification for the
associ at ed subscription

Data Mbdel Definitions
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3.5.1. Data Organization

The follow ng diagram highlights the contents and structure of the
NACM YANG nodul e.

nmodul e: ietf-netconf-acm
+--rw nacm

+--rw enabl e- nacn? bool ean

+--rw read-defaul t? action-type

+-rw wite-default? action-type

+--rw exec-defaul t? action-type

+--rw enabl e- ext er nal - gr oups? bool ean

+--ro deni ed-operations yang: zer o- based- count er 32
+--ro denied-data-wites yang: zer o- based- count er 32
+--ro denied-notifications yang: zer o- based- count er 32

+--rw groups
| +--rw group* [nane]
| +--rw nane group- name-type
| +--rw user - nane* user - nane-type
+-rwrule-list* [nane]
+--rw nane string
+--rw group* uni on
+--rw rul e* [nane]
+--rw name string
+--rw nodul e- name? uni on
+-rw (rule-type)?
| +--:(protocol-operation)
| | +--rwrpc-nane? uni on
| +--:(notification)
| | +--rwnotification-nanme? uni on
| +--:(data-node)

| +--rw path node-i nstance-identifier
+--rw access-operations? uni on

+--rw action action-type

+--rw coment ? string

3.5.2. YANG Modul e

The followi ng YANG nodul e specifies the normati ve NETCONF cont ent
that MJUST by supported by the server.

The "ietf-netconf-acm' YANG nodul e inports typedefs from [ RFC6991].

<CODE BEG@ NS> file "ietf-netconf-acm®016-08-26. yang"
nmodul e i etf-netconf-acm {

namespace "urn:ietf:paranms: xm : ns:yang:ietf-netconf-acnt;
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prefix "nacni;

i mport ietf-yang-types {
prefix yang;

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

Aut hor : Andy Bi er man
<mai | t 0: andy @ unmawor ks. conp

Aut hor : Martin Bjorklund
<mailto:nmbj @ail-f.com";

description
"NETCONF Access Control Mbdel

Copyright (c) 2012, 2016 | ETF Trust and the persons
identified as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I ETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision "2016-08-26" {
description
"Second version";
ref erence
"RFC XXXX: Network Configuration Protocol (NETCONF)
Access Control Model";

}

revision "2012-02-22" {
description
"Initial version";
ref erence
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"RFC 6536: Network Configuration Protocol (NETCONF)
Access Control Mbdel";

}

/*
* Extension statenents
* [

ext ensi on default-deny-wite {
description
"Used to indicate that the data nodel node
represents a sensitive security system paraneter.

If present, and the NACM nodul e is enabled (i.e.

/ nacm enabl e- nacm obj ect equals "true’), the NETCONF server
will only allow the designated 'recovery session’ to have
wite access to the node. An explicit access control rule is
required for all other users.

The ' defaul t-deny-wite extension MAY appear within a data
definition statement. It is ignored otherw se.”

}

extension default-deny-all {
description
"Used to indicate that the data nodel node
controls a very sensitive security system paraneter.

If present, and the NACM nodul e is enabled (i.e.

/ nacni enabl e- nacm obj ect equals 'true’), the NETCONF server
will only allow the designated 'recovery session’ to have
read, wite, or execute access to the node. An explicit
access control rule is required for all other users.

The ' default-deny-all’ extension MAY appear within a data
definition statement, 'rpc’ statement, or 'notification
statement. It is ignored otherw se.";
}
/*
* Derived types
*/

typedef user-name-type {
type string {
length "1.. max";
}

description
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"CGeneral Purpose Username string.";

}

typedef matchall-string-type {

type string {
pattern "\ *';

}

description
"The string containing a single asterisk '*’ is used
to conceptually represent all possible values
for the particular leaf using this data type."

}

typedef access-operations-type {
type bits {
bit create {
description
"Any protocol operation that creates a
new data node.";

}
bit read {
description
"Any protocol operation or notification that
returns the val ue of a data node.";

}
bit update {
description
"Any protocol operation that alters an existing
data node.";
}
bit delete {
description
"Any protocol operation that renoves a data node."

bit exec {
description
"Execution access to the specified protocol operation.";

}
}

description
"NETCONF Access Operation.";

}

typedef group-nane-type {
type string {
length "1.. max";
pattern '[M*] . *";
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description
"Name of administrative group to which
users can be assigned.”

}

typedef action-type {
type enuneration {
enum permt {
description
"Requested action is permtted.”;

enum deny {
description
"Requested action is denied.";
}

}

description
"Action taken by the server when a particul ar
rule matches.";

}

typedef node-instance-identifier {
type yang: xpat hl. 0;
description
"Path expression used to represent a speci al
data node, action, or notification instance identifier
string.

A node-instance-identifier value is an

unrestricted YANG i nstance-identifier expression

Al the same rules as an instance-identifier apply
except predicates for keys are optional. |If a key
predicate is mssing, then the node-instance-identifier
represents all possible server instances for that key.

This XPath expression is evaluated in the follow ng context:

0 The set of namespace decl arations are those in scope on
the | eaf element where this type is used.

o0 The set of variable bindings contains one variabl e,
"USER , which contains the name of the user of the current
sessi on.

o The function library is the core function library, but

note that due to the syntax restrictions of an
i nstance-identifier, no functions are all owed.
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0 The context node is the root node in the data tree.

The accessible tree includes actions and notifications tied to
dat a nodes.";

}

/*
* Data definition statenents
* [

contai ner nacm {
nacm def aul t - deny-al | ;

description
"Paraneters for NETCONF Access Control Nbdel."

| eaf enabl e-nacm {
type bool ean;
default true;
description
"Enabl es or disables all NETCONF access contro
enforcenent. If "true’, then enforcenent
is enabled. If "false’, then enforcenent
is disabled. ";

}

| eaf read-default ({
type action-type;
default "permit";
description
"Controls whether read access is granted if
no appropriate rule is found for a
particul ar read request.";

}

|l eaf wite-default {
type action-type;
default "deny";
description
"Controls whether create, update, or del ete access
is granted if no appropriate rule is found for a
particular wite request.";

}

| eaf exec-default ({
type action-type;
default "permt";
description
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"Control s whether exec access is granted if no appropriate
rule is found for a particul ar protocol operation request.";

}

| eaf enabl e- ext ernal - groups {
type bool ean;
default true;
description
"Controls whether the server uses the groups reported by the
NETCONF transport |ayer when it assigns the user to a set of

NACM groups. |If this leaf has the value 'false', any group
nanes reported by the transport |layer are ignored by the
server.";

}

| eaf deni ed-operations {
type yang: zer o- based- count er 32;
config fal se
mandat ory true
description
"Nurmber of tinmes since the server last restarted that a
protocol operation request was denied.";

}

| eaf deni ed-data-wites {
type yang: zer o- based- count er 32
config fal se
mandat ory true
description
"Nunber of times since the server last restarted that a
protocol operation request to alter
a configuration datastore was denied.";

}

| eaf deni ed-notifications {

type yang: zer o- based- count er 32;

config fal se

mandat ory true;

description
"Nunber of times since the server last restarted that
a notification was dropped for a subscription because
access to the event type was denied.";

}

cont ai ner groups {
description
"NETCONF Access Control G oups."”
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list group {
key nane;

description
"One NACM Group Entry. This list will only contain
configured entries, not any entries |learned from
any transport protocols.";

| eaf nane {
type group-nane-type
description
"Group nanme associated with this entry.";
}

| eaf-1ist user-nane {
type user-nane-type
description
"Each entry identifies the usernanme of
a menber of the group associated with

this entry.";
}
}
}
list rule-list {
key "nane";

or der ed- by user;
description
"An ordered collection of access control rules."”;

| eaf nane {

type string {
length "1.. max";

}
description
"Arbitrary nane assigned to the rule-list.";
}
leaf-1ist group {
type union {
type matchal | -string-type
t ype group-nane-type
}
description
"List of admi nistrative groups that will be
assigned the associ ated access rights
defined by the "rule |ist.

The string '*’ indicates that all groups apply to the
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entry.";

}

list rule {
key "nane";
order ed- by user;
description
"One access control rule.

Rul es are processed in user-defined order until a match is

found. A rule matches if 'nodul e-nanme’, 'rule-type’, and
"access-operations’ match the request. If a rule
mat ches, the 'action’ leaf deternmines if access is granted
or not.";

| eaf nane {

type string {
length "1.. max";
}

description
"Arbitrary name assigned to the rule.”
}

| eaf nodul e- nane {
type union {
type matchal | -string-type
type string;

default "*";
description
"Nanme of the nodul e associated with this rule.

This leaf matches if it has the value "*' or if the
obj ect being accessed is defined in the nodule with the
speci fi ed nodul e nane.";

choice rule-type {
description
"This choice matches if all leafs present in the rule
match the request. |If no |eafs are present, the
choi ce matches all requests.";
case protocol -operation {
| eaf rpc-nane {
type union {
type matchal | -string-type
type string;

description
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"This leaf matches if it has the value "*’ or if
its value equals the requested protocol operation
nane. " ;

}
}
case notification {
| eaf notification-nane {
type union {

type matchal | -string-type

type string;

description
"This | eaf matches if it has the value "*’ or if its
val ue equal s the requested notification nane.";

}
}
case dat a- node {
| eaf path {
type node-instance-identifier;
mandat ory true;
description
"Data Node Instance ldentifier associated with the
data node controlled by this rule.
Configuration data or state data instance
identifiers start with a top-level data node. A
compl ete instance identifier is required for this
type of path val ue.
The special value '/’ refers to all possible
datastore contents.";
}
}

}

| eaf access-operations {
type union {
type matchal | -string-type
t ype access-operations-type;

default "*";
description
"Access operations associated with this rule.

This leaf matches if it has the value "*' or if the
bit corresponding to the requested operation is set.";
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| eaf action {

type action-type;

mandat ory true;

description
"The access control action associated with the
rule. If arule is deternined to match a
particul ar request, then this object is used
to determ ne whether to pernit or deny the
request.";

}

| eaf comment {

type string;

description
"A textual description of the access rule.";

<CODE ENDS>
Figure 5
3. 6. | ANA Consi der ati ons

This docunent registers one URI in "The | ETF XML Regi stry".
Following the format in [ RFC3688], the followi ng has been registered.

URI: urn:ietf:parans:xm:ns:yang:ietf-netconf-acm
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

Thi s docunent registers one nodule in the "YANG Mddul e Nanes"
registry. Following the format in [ RFC6020], the follow ng has been
regi st ered.

Nane: ietf-netconf-acm

Nanespace: urn:ietf:parans:xm:ns:yang:ietf-netconf-acm
Prefix: nacm

ref erence: RFC 6536

3.7. Security Considerations
This entire docunent discusses access control requirenents and

mechani sns for restricting NETCONF protocol behavior within a given
sessi on.
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This section highlights the issues for an administrator to consider
when configuring a NETCONF server with NACM

3.7.1. NACM Configuration and Monitoring Considerations

Configuration of the access control systemis highly sensitive to
system security. A server nmay choose not to allow any user
configuration to sone portions of it, such as the global security
| evel or the groups that allowed access to system resources.

By default, NACM enforcenent is enabled. By default, "read" access

to all datastore contents is enabled (unless "nacm defaul t-deny-all"”
is specified for the data definition), and "exec" access is enabl ed

for safe protocol operations. An adm nistrator needs to ensure that
NACM i s enabl ed and also decide if the default access paranmeters are
set appropriately. Make sure the follow ng data nodes are properly

confi gured:

0 /nacni enabl e-nacm (default "true")

o /nacnfread-default (default "permt")
o /nacmwite-default (default "deny")
o /nacnfexec-default (default "pernmit")

An admini strator needs to restrict wite access to all configurable
objects within this data nodel.

If wite access is allowed for configuration of access control rules,
then care needs to be taken not to disrupt the access contro
enforcenment. For exanple, if the NACM access control rules are
edited directly within the running configuration datastore (i.e.
:writable-running capability is supported and used), then care needs
to be taken not to allow unintended access while the edits are being
done.

An admi ni strator needs to make sure that the translation froma
transport- or inplenentation-dependent user identity to a NACM
usernane is unique and correct. This requirenent is specified in
detail in Section 2.2 of [RFC6241].

An admi ni strator needs to be aware that the YANG data structures
representing access control rules (/nacnmrule-list and /nacm rul e-
list/rule) are ordered by the client. The server will evaluate the
access control rules according to their relative conceptual order
within the running datastore configuration.
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Note that the /nacnml groups data structure contains the admnistrative
group nanmes used by the server. These group nanmes may be confi gured

| ocal Iy and/or provided through an external protocol, such as RADI US

[ RFC2865] [ RFC5607] .

An admi ni strator needs to be aware of the security properties of any
external protocol used by the NETCONF transport |ayer to determn ne
group nanes. For exanple, if this protocol does not protect against
man-in-the-m ddl e attacks, an attacker m ght be able to inject group
nanes that are configured in NACM so that a user gets nore

perm ssions than it should. |In such cases, the adm nistrator nmay

wi sh to disable the usage of such group nanes, by setting /nacm
enabl e-external -groups to "fal se"

An admi ni strator needs to restrict read access to the foll ow ng
objects within this data nodel, as they reveal access contro
configuration that could be considered sensitive.

0 /nacni enabl e- nacm
o /nacniread-default
0 /nacnmwite-default
0 [/ nacni exec-def aul t
o /nacni enabl e- ext er nal - gr oups
o0 /nacni groups
o /nacnirule-list

3.7.2. Ceneral Configuration |Issues
There is a risk that invocation of non-standard protocol operations
wi Il have undocunmented side effects. An administrator needs to
construct access control rules such that the configuration datastore
is protected fromsuch side effects
It is possible for a session with sone wite access (e.g., allowed to
i nvoke <edit-config>), but w thout any access to a particul ar
dat astore subtree containing sensitive data, to determ ne the
presence or non-presence of that data. This can be done by
repeatedly issuing some sort of edit request (create, update, or
del ete) and possibly receiving "access-deni ed" errors in response.
These "fishing" attacks can identify the presence or non-presence of

specific sensitive data even without the "error-path" field being
present within the <rpc-error> response.
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It may be possible for the set of NETCONF capabilities on the server
to change over time. |If so, then there is a risk that new protocol
operations, notifications, and/or datastore content have been added
to the device. An administrator needs to be sure the access contro
rules are correct for the new content in this case. Mechanisns to
det ect NETCONF capability changes on a specific device are outside
the scope of this docunent.

It is possible that the data nodel definition itself (e.g., YANG
when-stnt) will help an unauthorized session determ ne the presence
or even value of sensitive data nodes by exanining the presence and
val ues of different data nodes.

There is a risk that non-standard protocol operations, or even the
standard <get> protocol operation, may return data that "aliases" or
"copies" sensitive data froma different data object. There may
simply be nmultiple data nodel definitions that expose or even
configure the same underlying systeminstrunentation

A data nodel may contain external keys (e.g., YANG |l eafref), which
expose values froma different data structure. An adm nistrator
needs to be aware of sensitive data nodels that contain |eafref
nodes. This entails finding all the leafref objects that "point" at
the sensitive data (i.e., "path-stnt" values) that inplicitly or
explicitly include the sensitive data node.

It is beyond the scope of this docunment to define access contro

enf orcenent procedures for underlying device instrunentation that may
exi st to support the NETCONF server operation. An adm nistrator can
identify each protocol operation that the server provides and decide
if it needs any access control applied to it.

Thi s docunment incorporates the optional use of a recovery session
mechani sm whi ch can be used to bypass access control enforcenent in
energenci es, such as NACM configuration errors that disable all
access to the server. The configuration and identification of such a
recovery session nmechani smare inplenentation-specific and outside
the scope of this docunent. An adm nistrator needs to be aware of
any recovery session nmechani snms avail able on the device and make sure
they are used appropriately.

It is possible for a session to disrupt configuration managenent,
even without any wite access to the configuration, by |ocking the
datastore. This may be done to ensure all or part of the
configuration remains stable while it is being retrieved, or it may
be done as a "denial -of-service" attack. There is no way for the
server to know the difference. An administrator may wish to restrict
"exec" access to the follow ng protocol operations:
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3.

4.

4.

o <lock>

0 <unl ock>

0 <partial-Ilock>

0 <partial -unl ock>

.3. Data Mdel Design Considerations

Designers need to clearly identify any sensitive data, notifications,
or protocol operations defined within a YANG nodul e. For such
definitions, a "nacmdefault-deny-wite" or "nacm default-deny-all"
statement ought to be present, in addition to a clear description of
the security risks.

Pr ot ocol operations need to be properly docunented by the data nodel
designer, so it is clear to adm nistrators what data nodes (if any)

are affected by the protocol operation and what information (if any)
is returned in the <rpc-reply> nessage.

Dat a nodel s ought to be designed so that different access |evels for
i nput paraneters to protocol operations are not required. Use of
generic protocol operations should be avoided, and if different
access |l evel s are needed, separate protocol operations should be
defined instead.
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Appendi x A. Usage Exanpl es

The following XML sni ppets are provided as exanples only, to
denonstrate how NACM can be configured to perform sone access contro
t asks.

A. 1. <groups> Exanpl e

There needs to be at |east one <group> entry in order for any of the
access control rules to be useful

The following XM. shows arbitrary groups and is not intended to
represent any particul ar use case.

<nacm xm ns="urn:ietf: parans: xm : ns:yang:ietf-netconf-acn >
<gr oups>
<gr oup>
<nane>adni n</ nane>
<user - nanme>admi n</ user - nanme>
<user - name>andy</ user - nane>
</ group>

<gr oup>
<nane>l i m t ed</ nane>
<user - name>wi | ma</ user - nane>
<user - nane>bam banxk/ user - nane>
</ group>

<gr oup>
<name>guest </ nane>
<user - nanme>guest </ user - nanme>
<user - name>guest @xanpl e. conx/ user - name>
</ group>
</ groups>
</ nacnp

Thi s exanpl e shows three groups:

admin: The "adm n" group contains two users naned "adm n" and

" a.r1dyll i
limted: The "limted" group contains two users naned "w | m" and
"bam bant'.
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guest: The "guest" group contains two users named "guest" and
"guest @xanpl e. cont'.

A.2. Mdule Rule Exanple

Modul e rules are used to control access to all the content defined in
a specific nmodule. A nodule rule has the <nodul e-nanme> | eaf set, but
no case in the "rul e-type" choice.

<nacm xm ns="urn:ietf: parans: xn : ns: yang:ietf-netconf-acn>
<rule-list>
<nane>guest - acl </ nanme>
<gr oup>guest </ gr oup>

<rul e>
<nanme>deny- ncnx/ nane>
<nmodul e- nane>i et f - net conf - noni t ori ng</ nodul e- nane>
<access-operations>*</access-operati ons>
<acti on>deny</ acti on>
<conment >
Do not allow guests any access to the NETCONF
nmoni toring i nformation.
</ comment >
</rul e>
</rule-list>

<rul e-list>
<nanme>l i m t ed- acl </ nane>
<group>l i m ted</ group>

<rul e>
<name>per m t - ncnk/ nane>
<nmodul e- nane>i et f - net conf - noni t or i ng</ nodul e- name>
<access-operati ons>read</ access-operati ons>
<action>pernmit</action>
<conment >
Al'l ow read access to the NETCONF
nmoni toring information
</ commrent >
</rul e>
<rul e>
<name>per mt - exec</ nanme>
<nmodul e- name>* </ nodul e- nanme>
<access-operati ons>exec</ access-operations>
<action>permt</action>
<conment >
Al'l ow i nvocation of the
supported server operations.
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</ conment >
</rul e>
</rule-list>

<rule-list>
<nane>adm n- acl </ nane>
<gr oup>admi n</ gr oup>

<rul e>
<nane>permt-all </ nane>
<nmodul e- name>* </ nodul e- name>
<access-operations>*</access-operati ons>
<action>pernit</action>
<conment >
Al'l ow the admi n group conplete access to all
operations and dat a.
</ comment >
</rul e>
</rule-list>
</ nacn®

Thi s exanpl e shows four nodul e rul es:

deny-ncm This rule prevents the "guest"” group fromreadi ng any
monitoring information in the "ietf-netconf-nonitoring" YANG
nodul e.

permit-ncm This rule allows the "linited" group to read the "ietf-
net conf - moni tori ng" YANG nodul e.

permt-exec: This rule allows the "limted" group to invoke any
protocol operation supported by the server

permit-all: This rule allows the "admi n" group conplete access to
all content in the server. No subsequent rule will match for the
"admi n" group because of this nodule rule.
A. 3. Protocol Operation Rule Exanple

Prot ocol operation rules are used to control access to a specific
pr ot ocol operation.

<nacm xm ns="urn:ietf: parans: xn : ns: yang:ietf-netconf-acn>

<rule-list>
<nane>guest-|imted-acl </ nane>
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<group>li nited</group>
<gr oup>guest </ gr oup>

<rul e>
<nanme>deny- ki | | - sessi on</ nane>
<nmodul e- nane>i et f - net conf </ nodul e- nane>
<rpc- nane>ki |l | - sessi on</r pc- name>

<access-operati ons>exec</ access-operations>
<acti on>deny</acti on>
<conment >
Do not allowthe linmted or guest group
to kill another session.
</ comrent >
</rul e>
<rul e>
<nane>deny- del et e- confi g</ nane>
<nmodul e- nane>i et f - net conf </ nodul e- name>
<r pc- nane>del et e- confi g</ r pc- nane>
<access-operati ons>exec</ access-operati ons>
<acti on>deny</acti on>
<conment >
Do not allow limted or guest group
to del ete any configurations.
</ comment >
</rul e>
</rule-list>

<rule-list>
<nane>l i m t ed- acl </ nane>
<group>li nited</group>

<rul e>
<name>permt-edit-config</nane>
<nodul e- nane>i et f - net conf </ nodul e- nane>
<rpc- nane>edi t - confi g</rpc- nane>
<access-operati ons>exec</ access-operati ons>
<action>pernit</action>
<comment >

Cct ober 2016

Allowthe limted group to edit the configuration

</ conment >
</rul e>
</rule-list>

</ nacne

Thi s exanpl e shows three protocol operation rules:
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deny-kill-session: This rule prevents the "limted" or "guest"
groups frominvoking the NETCONF <kill-session> protoco
operati on.

deny-del ete-config: This rule prevents the "limted" or "guest"
groups frominvoking the NETCONF <del et e-confi g> protoco
operati on.

permt-edit-config: This rule allows the "limted" group to invoke

the NETCONF <edit-config> protocol operation. This rule will have
no real effect unless the "exec-default" leaf is set to "deny".

A. 4. Data Node Rul e Exanple

Data node rules are used to control access to specific (config and
non-config) data nodes within the NETCONF content provided by the
server.

<nacm xm ns="urn:ietf: paranms: xnl:ns:yang:ietf-netconf-acnt>
<rule-list>
<name>guest - acl </ name>
<gr oup>guest </ gr oup>

<rul e>
<name>deny- nacnx/ name>
<path xm ns:n="urn:ietf:parans: xm : ns:yang:ietf-netconf-acn>
/ n: nacm
</ pat h>
<access-operati ons>*</access-operati ons>
<acti on>deny</ acti on>
<conment >
Deny the guest group any access to the /nacm data.
</ comment >
</rul e>
</rule-list>

<rule-list>
<nane>| i m t ed- acl </ name>
<group>l i m ted</group>

<rul e>

<nane>per ni t - acne- confi g</ name>

<path xm ns:acrme="http://exanpl e. com ns/ net conf ">
[ acne: acne- net conf/ acne: confi g- paraneters

</ pat h>

<access-operations>
read create update delete

</ access- operati ons>
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<action>pernit</action>

<conment >
Allow the limted group conplete access to the acne
NETCONF configuration paraneters. Showi ng long form
of 'access-operations’ instead of shorthand.

</ comment >

</rul e>
</rule-list>

<rule-list>
<nanme>guest - | i m t ed- acl </ nane>
<gr oup>guest </ gr oup>
<group>li m ted</ group>

<rul e>
<nane>per m t - dunmy-i nt er f ace</ nane>
<path xm ns:acnme="http://exanple.comns/itf">
[acne:interfaces/acne:interface[acne: nane=" dunmy’ ]
</ pat h>
<access-operati ons>read updat e</access-operations>
<action>permt</action>
<conment >
Allow the linmted and guest groups read
and update access to the dummy interface.
</ comment >
</rul e>
</rule-list>

<rule-list>
<nane>adni n- acl </ nanme>
<gr oup>admi n</ gr oup>
<rul e>
<name>permt-interface</ name>
<path xm ns:acnme="http://exanple.comns/itf">
[acne:interfaces/acne:interface
</ pat h>
<access-operati ons>*</access-operati ons>
<action>perm t</action>
<conment >
Al'low admin full access to all acne interfaces.
</ coment >
</rul e>
</rule-list>
</ nacn®

Thi s exanpl e shows four data node rul es:
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deny-nacm This rule denies the "guest" group any access to the
<nacn® subtree. Note that the default nanespace is only
appl i cabl e because this subtree is defined in the sanme namespace
as the <data-rul e> el enent.

permit-acne-config: This rule gives the "limted" group read-wite
access to the acme <confi g-paraneters>.

permt-dumy-interface: This rule gives the "limted" and "guest”
groups read-update access to the acne <interface> entry naned
"dumy". This entry cannot be created or del eted by these groups,
just altered.

permit-interface: This rule gives the "admin" group read-wite
access to all acne <interface> entries.

Notification Rul e Exanple

Notification rules are used to control access to a specific
notification event type.

<nacm xm ns="urn:ietf: parans: xn : ns:yang:ietf-netconf-acn>
<rule-list>
<nanme>sys- acl </ name>
<group>li m ted</group>
<gr oup>guest </ gr oup>

<rul e>
<nanme>deny- conf i g- change</ nane>
<nmodul e- nane>acne- syst enx/ nodul e- nane>
<noti fi cati on-name>sys-confi g- change</ noti fi cati on- name>
<access-operati ons>read</ access-operati ons>
<acti on>deny</acti on>
<conment >
Do not allow the guest or limted groups
to receive config change events.
</ comment >
</rul e>
</rule-list>
</ nacnw

Thi s exanpl e shows one notification rule:

deny-config-change: This rule prevents the "limted" or "guest"
groups fromreceiving the acnme <sys-config-change> event type.
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Abstr act
Thi s docunent defines a YANG data nodul e for a systemlevel keystore
mechani sm that might be used to hold onto private keys and
certificates that are trusted by the system advertising support for
thi s nmodul e.

Edi

torial Note (To be renobved by RFC Editor)

This draft contains many pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note

summari zes all of the substitutions that are needed. No other RFC
Editor instructions are specified el sewhere in this docunent.

Thi s docunent contains references to other drafts in progress, both
in the Normative References section, as well as in body text

t hroughout. Please update the followi ng references to reflect their
final RFC assignnents:

o draft-ietf-netconf-restconf

0 draft-ietf-netconf-call-home

o0 draft-ietf-rtgwg-yang-key-chain

Artwork in this docunent contains shorthand references to drafts in
progress. Please apply the follow ng repl acenments:

o "WW' --> the assigned RFC value for this draft

0 "XXXX'" --> the assigned RFC value for draft-ietf-netconf-restconf
0 "YYYY'" --> the assigned RFC value for draft-ietf-netconf-call-home
Artwork in this docunment contains placehol der values for ports

pendi ng | ANA assignnent from"draft-ietf-netconf-call-hone". Please
apply the follow ng repl acenents:
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o "7777" --> the assigned port value for "netconf-ch-ssh"
0 "8888" --> the assigned port value for "netconf-ch-tls"
0 "9999" --> the assigned port value for "restconf-ch-tls"

Artwork in this docunment contains placehol der values for the date of
publication of this draft. Please apply the follow ng repl acenent:

0 "2016-10-31" --> the publication date of this draft

The followi ng two Appendi x sections are to be renoved prior to
publi cati on:

o Appendix A Change Log
o0 Appendix B. Open |ssues
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 4, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines a YANG [ RFC6020] data nodule for a systeml eve
keystore mechani sm which can be used to hold onto private keys and
certificates that are trusted by the system advertising support for
thi s nodul e.

This nodul e provides a centralized | ocation for security sensitive
data, so that the data can be then referenced by other nodul es.
There are two types of data that are naintai ned by this nodul e:

o Private keys, and any associated public certificates.

0 Sets of trusted certificates.

Thi s docunment extends special consideration for systens that have
Trusted Protection Mddules (TPMs). These systens are unique in that
the TPM nust be directed to generate new private keys (it is not

possible to load a private key into a TPM and it is not possible to
backup/restore the TPM s private keys as configuration
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It

is not required that a system has an operating system | eve

keystore utility to inplenent this nodul e.

1.1

Requi renents Language

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2

Tree Di agram Notation

A simplified graphical representation of the data nodels is used in
this docunent. The neaning of the synbols in these diagrans is as

fol | ows:

o0 Brackets "[" and "]" enclose |ist keys.

0 Braces "{" and "}" enclose feature nanes, and indicate that the
named feature nmust be present for the subtree to be present.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

o Synbols after data node nanes: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list and leaf-Ilist.

o Parentheses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

The Keystore Mbdel

The keystore nodul e defined in this section provides a configurable
obj ect having the follow ng characteristics:

0

(0]

A sem -configurable list of private keys, each with one or nore
associ ated certificates. Private keys MJST be either preinstalled
(e.g., a key associated to an | DevlD [Std-802. 1AR- 2009]
certificate), be generated by request, or be | oaded by request.
Each private key is MAY have associated certificates, either
preinstalled or configured after creation.

A configurable list of lists of trust anchor certificates. This
enabl es the server to have use-case specific trust anchors. For

i nstance, one list of trust anchors night be used to authenticate
managenent connections (e.g., client certificate-based
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aut hentication for NETCONF or RESTCONF connections), and a
different list of trust anchors m ght be used for when connecting
to a specific Internet-based service (e.g., a zero touch bootstrap
server).

0 An RPC to generate a certificate signing request for an existing
private key, a passed subject, and an optional attributes. The
signed certificate returned froman external certificate authority
(CA) can be later set using a standard configuration change
request (e.g., <edit-config>).

0 An RPC to request the server to generate a new private key using
the specified algorithmand key | ength.

0 An RPC to request the server to | oad a new private key.
2.1. Overview

The keystore nmodul e has the following tree diagram Pl ease see
Section 1.2 for information on howto interpret this diagram

nmodul e: ietf-keystore
+--rw keystore
+--rw private-keys
+--rw private-key* [nane]

+--rw hame string
+--ro al gorithn? i dentityref
+--ro key-1ength? ui nt 32
+--ro public-key bi nary

+--rw certificate-chains
| +--rwcertificate-chain* [naneg]
| +--rw hame string
| +--rw certificate* bi nary
+---X generate-certificate-signing-request
+---w i nput
| +---w subject bi nary
| +---wattributes? bi nary
+--ro out put
+--ro certificate-signing-request bi nary

---X generate-private-key
+---w i nput
+---w name string
+---w algorithm i dentityref

+---w key-1ength? ui nt 32
---x | oad-privat e-key
+---w i nput
+---w hane string
+---w private-key bi nary

+-- -
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+--rw trusted-certificates* [name]

+--rw hame string

+--rw description? string

+--rw trusted-certificate* [nane]
+--rw hane string

+--rw certificate? bi nary

I
|
I
I
I
+
I
|
I
I
I
+

--rw trusted-ssh- host - keys* [ nane]
+--rw hame string
+--rw description? string
+--rw trusted- host - key* [ nane]

+--rw hane string
+--rw host - key bi nary

--rw user-auth-credentials

+--rw user-aut h-credential * [usernane]

+--rw usernane string
+--rw aut h-nethod* [priority]
+-rwopriority uint8

+--rw (aut h-type)?
+--:(certificate)
| +--rwcertificate*

+--: (public-key)
| +--rw public-key*
- keys/ privat e- key/ nane
+--: (ci phertext-password)
| +--rw ciphertext-password?
+--:(cl eart ext - password)
+--rw cl eart ext-password?

notifications:
+---n certificate-expiration

+--ro certificate i nstance-identifier

+--ro expiration-date yang: dat e-and-ti ne

2.2. Exanple Usage

Cct ober 2016

-> |/ keystore/private
-keys/ private-key/certificate-chains/certificate-chain/name

-> |/ keystore/private

The following exanple illustrates the "generate-private-key" action

in use with the RESTCONF protocol and JSON encodi ng.

Wat sen & Wi Expires May 4, 2017
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REQUEST

[\ Iine wapping added for formatting only]

POST https://exanpl e.com restconf/datalietf-keystore: keystore/\
privat e-keys/ generate-private-key HITP/ 1.1

HOST: exanpl e. com

Cont ent - Type: application/yang. operati on+j son

"ietf-keystore:input" : {
"name" : "ex-key-sect571r1",
"al gorithni : "sect571r1"
}
}
RESPONSE

HTTP/ 1.1 204 No Content
Date: Mn, 31 Cct 2015 11:01: 00 GVI
Server: exanpl e-server

The following exanmple illustrates the "l oad-private-key" action in
use with the RESTCONF protocol and JSON encodi ng.
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REQUEST

[\ Iine wapping added for formatting only]

POST https://exanpl e.com restconf/datalietf-keystore: keystore/\
private-keys/| oad-private-key HTTP/ 1.1

HOST: exanpl e. com

Cont ent - Type: application/yang. operati on+xm

<input xm ns="urn:ietf:paranms: xm :ns:yang:ietf-keystore">
<nane>ex- key-sect 571r 1</ name>
<private-key>
NGc Ek3UE90cnNFV] RWTUNBdOVBQWPQOFSSXdnZ0VPCk 1 CVEd BMVVK RGA\
VEJi Z0JTWEd] bUEKMhhpRHVOT Vkv VHFLNWi4 ¢ FJBZ1ZOYUUOCc ERZAO5ER\
V6 QVJICZO5WK FNVENr T1 NUQDJKYz NOWpYSONDUUNVRHBNSI | 6 UGBz REF\
ZO5WSFI 4RVI gQTdNR] ZnSXFBZ2hoNWOk SFI3T2k4dl pYaGgKYl hCc1pTN
Qnd OvkJ BW/RBbFZUTVJ Bd O RN WURWUVFLRXdkbApl ROZOYOd4bE1RNHIEQ
McF6a3hquDl VQA HROdv S1UleUc1SVROWIOVK3BOR2Fi e XVDM BRd2kvZ\
NQTdOVkhSTUJIBZj hFCk FqQUFNQTRHQTFVZER3RUI vd1FFQXdJ SGAEQnBC\
WrdsK2gy TTg30Qnmt GV hWbWLCdFFVaWe 3CEgr Rk Yy RTFwd St 4ZVRIbVFFM
I LQ | sdWhCcj FTMhRLRO5EMUC 20VI pK2FWNGAM2NTAZNCt adVIMZgpRY]j k\
Z SFNWSDAdWWXBCYnA4dnt NanFt Zj Jnma3RqZHBxeFppUUt TondWZTF22Zwot \
25PZnpZNEhONApXYOpTaUpZK2xt YW 3RTRORUZXZS9RAGp4ANUl XZndv N2\
Wi M B2W hoaGI YQnNaUz VgY215al9L=
</ private-key>
</i nput >

RESPONSE

HTTP/ 1.1 204 No Content
Date: Mon, 31 Cct 2015 11:01: 00 GMr
Server: exanpl e-server

The following exanple illustrates the "generate-certificate-signing-
request” action in use with the NETCONF protocol.

REQUEST

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<action xm ns="urn:ietf:parans: xn :ns:yang: 1">
<keystore
xm ns="urn:ietf:parans: xm :ns:yang:ietf-keystore">
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<private-keys>
<privat e- key>
<name>ex- key-sect 571r 1</ name>
<generate-certificate-signing-request>
<subj ect >
czt vaWWRoc2Rn¥Z2t gaHNKZndr anRzZnZzZG manbi dnNvO2R
manZvBNkZmlpdmhzZGZpbHVi dj t ve2l kZmhi dml 1bHN nO
Z2aXN Z&ZpYnmhzZGB7ZmIvBNkZ25i Q29pLnmR6Zgo=
</ subj ect >
<attributes>
bwt ak\WRoc2RnZ2t gaHNkZndr anRzZnZzZG manbi dnNvut 4
ar nZvBNkZmI pdnmhzZGZpbHVi dj t ve2l kZmhi dml 1bHNKYm
Z2aXNi ZGZpYrmhzZG87Zmlv O8Nk Z25i O29pLnC6Rhp=
</attributes>
</ generate-certificate-signing-request>
</ private-key>
</ privat e-keys>
</ keyst or e>
</ action>
</rpc>

RESPONSE

<rpc-reply nmessage-id="101"

xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >

<certificate-signing-request
xm ns="urn:ietf:parans: xm :ns:yang:ietf-keystore">
LSOt LS1CRUdJTi BDRVJUSUZJQOFURSOt LSOt Ck1JSUNr ek NDQWZ5Z
0F3SUJBZ0Il KQUpRT2t 3bGoNK2pj TUEWRONTcUdTSW z RFFFQkIRVU
FNRFF4@pBSkJInTl YKQkFZVEFsVI RNUKF3RGIZRFZRUUt Fd2Rs ZUd
Gd GNHe GxNUk 13RVFZRFZRUURFA3BEVW 3Z1NYTnpkV1Z5TUl OWApE
di RLVARXpBUkJnTI ZCQU1UQt QULRDXK pj MD4xW hJd2daCHIEUVI
KS29aSWh2 YO4KQVFFQkJRQURNWIBBTU HSk Fv ROJBTXW ZnmFPNEV3
El 1QAM QLRs TkNnmc 0d6c Ewl UnbydXZs OFRI cUJTdGZQY3NOZKk 1KT1
FaNzl nNl NW/I dsM dzaHE1bUVi CkIJNNi t GNzdj bTAvU25FcFEOTnV
bXBDT2 YKQNMINQk FBR2pnYXd3Z2Fr dOhRWJRWJ] BPQkJZRUZKY102W
URi ROl PNDB4aj | Pb3Jt REds RUNCVTFNRLFHQTFVZApJd1Jk TUZ1QU
ZKY102WJUR ROl PNDB4aj | Pb3Jt REdsRUNCVTFvVA r TnpBMELRc3d
mMVKTUEOROEx VWREdAOVCL 3d RRUF3SUNCREFTQMd OVkhSTUIBZj hFQO
RBROFRSC9BZ0VBTUEWRONTc Ud TSW z RFFFQg p CUVVBQT RHQK FMVITX
r WiFGNWey aGCR6MWNhZnZPbnBneHA4e QO0SHRhb St adHpLazFl S3Bx
TXp4YXJICoFpDSH LCkl VbCOGVz Rt VIRQS1VDeEt FTE4A0NEY2Znk2d
c4d0t SSEl KYWLW.OpGTm QSOVXSTF4K1l 1aDZmazcr Qz QLQXg1RW/
SWHgz Zj dVM2xZTgot LSOt LUVORCBDRVJUSUZJ QOFURSOt LSOt Cg==

</certificate-signing-request>

</rpc-reply>
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The following exanple illustrates what a fully configured keystore
object might look like. The private-key shown below is consistent
with the generate-private-key and generate-certificate-signing-
request exanpl es above. This exanple also assunes that the resulting
CA-signed certificate has been configured back onto the server.
Lastly, this exanple shows that three lists of trusted certificates
havi ng been confi gur ed.

<keystore xm ns="urn:ietf:paranms: xm :ns:yang:ietf-keystore">

<!-- private keys and associated certificates -->
<private-keys>
<private-key>
<name>ny-r sa- user - key</ name>
<al gori t hnersa</al gorit hnme
<publ i c- key>
czt vaWRoc2RnZ2t gaHNKZndr anRzZnZzZG manbi dnNv2RmanZv 3Nk Z
mlpdnmhzZGZpbHVi dj t ve2l kZmhi dnl 1bHNKYniZz2aXNi ZGZpYnhzZG87Zm
JvBNKZ25i 29pLnR6Zgo=
</ publi c- key>
<certificate-chai ns>
<certificate-chain>
<nanme>ny-r sa- chai n</ nanme>
<certificate>
ZKY102WURi ROl PNDB4aj | Pb3Jt REdsRUNCVTFvVA r TnpBMELRc3d
di RLVARXpBUkJnTI ZCQU1Ut QULRDk pj MD4xW hJd2daCHIEUVI
LSOt LS1CRUdJTi BDRVJIUSUZJQOFURSOt LSOt Ck1JSUNr ek NDQAZS5Z
KS29aSWh2 Y04 KQVFFQkJRQURNWIBBTU HSk Fv ROJBTXW ZnmFPNEV3
0F3SUJBZ0I KQUpRT2t 3bGoNK2pj TUEWRONTcUdTSW z RFFFQkJRVU
FNRFF4@pBSkJInTl YKQkKFZVEFs VI RNUK F3RGIZRFZRUUt Fd2RszUd
Gd GNHe GxNUk 13RVFZRFZRUURFA3BEVW 3Z1NYTnpkV1Z5TUl OWApE
MVKTUEOROEx VWREdOVCL 3d RRUF3SUNCREFTQNd OVkhSTUIBZj hFQO
RBROFRSC9BZ0VBTUEWRONTc UdTSW z RFFFQgp CUVVBQT RHQk FMvix
r WiFG\Wey aGR6 MWNhZnZPbnBneHA4e Q0SHRhb St adHpLaz Fl S3Bx
TXp4YXIChFpDSH LCklI VbCOGVz Rt V1IRQS1VDeEt FTEA0ONEY2Znk2d
c4d0t SSEl KYWLWLOpGTmM QSO0VXSTF4K1Il 1aDZmazcr Qz QLQXg1RW
SVWWRxZTgot LSOt LUVORCBDRVJUSUZJQOFURSOt LSOt Cg==
</certificate>
</certificate-chai n>
</certificate-chains>
</ private-key>

<private-key>
<name>ny- ec- user - key</ name>
<al gori t hnmesecp256r 1</ al gori t hne
<publ i c- key>
mJpdmhzZGZpbHVi dj t ve2l kZmhi dm 1bHNkYnZz2aXNi ZGZpYnhzZG87Zm
czt vaWWRoc2RnZ2t gaHNKZndr anRzZnZzZG manbi dnNv2RmanZv G3NkZ
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JvBNKZ25i O29pLnR6Zgo=
</ publi c- key>
<certificate-chai ns>
<certificate-chain>
<nanme>ny- ec- chai n</ nane>
<certificate>
0F3SUJBZ0I KQUpRT2t 3bGoNK2pj TUEWRONTcUdTSW z RFFFQkJRVU
ZKY102WURi ROl PNDB4aj | Pb3Jt REdsRUNCVTFvVA r TnpBMELRc3d
di RLVARXpBUkJnTI ZCQU1UQt OULRDGk pj MD4xW hJd2daCHIEUVI
LSOt LS1CRUdJTi BDRVJUSUZJQOFURSOt LSOt Ck1J SUNr ek NDQA\Z5Z
KS29aSWh2 Y04 KQVFFQkJ RQURNWIBBTUl HSk Fv ROJBTXW Zn-PNEV3
FNRFF4@pBSkJInTl YKQkKFZVEFs VI RNUK F3RGIZRFZRUUt Fd2RszUd
Gd GNHe GxNUk 13RVFZRFZRUURFA3BEVW 3Z1NYTnpkV1Z5TUl OWAPE
MVKTUEOROEx VWREdOVCL 3d RRUF3SUNCREFTQNd OVkhSTUIBZj hFQO
RBROFRSC9BZ0VBTUEWRONTc UdTSW z RFFFQgp CUVVBQT RHQK FMvix
r WiFG\Wey aGR6 MWNhZnZPbnBneHA4e QO0SHRhb St adHpLaz Fl S3Bx
TXp4YXIChFpDSH LCkl VbCOGVzRt VIRQS1VDeEt FTEAONEY2Znk2d
c4d0t SSEl KYWLWLOpGTmM QSO0VXSTF4K1Il 1aDZmazcr Qz QLQXg1RW/
SWWRxZTgot LSOt LUVORCBDRVJUSUZJQQFURSOt LSOt Cg==
</certificate>
</certificate-chai n>
</certificate-chai ns>
</ private-key>

<private-key>
<name>t pm pr ot ect ed- key</ nanme>
<al gorithnmpsect 571r 1</ al gori t hne
<publ i c- key>
czt vaWRoc2Rn¥Z2t gaHNKZndr anRzZnZzZG manbi dnNv2RmanZv 3Nk Z
mlpdnmhzZGZpbHVi dj t ve2l kZmhi dnl 1bHNKYniZz2aXNi ZGZpYnhzZG87Zm
JvBNKZ25i 29pLnR6Zgo=
</ publi c- key>
<certificate-chai ns>
<certificate-chain>
<nane>def aul t - i devi d- chai n</ name>
<certificate>
di RLVARXpBUkJnTI ZCQU1Ut QULRDk pj MD4xW hJd2daCHIEUVI
LSOt LS1CRUdJJTi BDRVJUSUZJQOFURSOt LSOt Ck1JSUNr ek NDQAZ5Z
KS29aSWh2Y04KQVFFQkJRQURNWIBBTU HSk Fv ROJBTXVW ZnFPNEV3
0F3SUJBZ0I KQUpRT2t 3bGoNK2pj TUEWRONTcUdTSW z RFFFQkJRVU
FNRFFA@BpBSkJInTl YKQKFZVEFsVI RNUKF3RGIZRFZRUUt Fd2Rs ZzUd
Gd GN\He GxNUk 1 3RVFZRFZRUURFA3BEVW 3Z1NYTnpkV1Z5TUl OWApE
ZKY102WURi ROl PNDB4aj | Pb3Jt REdsRUNCVTFvVA r TnpBMELRc3d
MVKTUEO RO Ex VWREdOVCL 3d RRUF3SUNCREFTQNd OVkhSTUIBZj hFQO
RBROFRSC9BZ0VBTUEWRONTc UdTSW z RFFFQgp CUVVBQT RHQK FMvix
r WiFG\Wey aGR6 MWNhZnZPbnBneHA4e QO0SHRhb St adHpLaz Fl S3Bx
TXp4YXIChFpDSH LCkI VbCOGVz Rt VIRQS1VDeEt FTEA0ONEY2Znk2d
c4d0t SSEl KYWLWLOpGTmM QSOVXSTF4K1Il 1aDZmazcr Qz QLQXg1RW
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SWWPxZTgot LSOt LUVORCBDRVJUSUZJ QOFURSOt LSOt Cg==

</certificate>

<certificate>
KS29aSWh2 Y04 KQVFFQkJRQURNWIBBTU HSk Fv ROJBTXW ZnmFPNEV3
El 1QAM QLRs TkNnc 0d6c EwlUnby dXZs OFRI cUJTAGZQY3NOZk1KT1
FaNzl nNl N\ dsM dzaHE1bUVi CKINN t GNzdj bTAVU25FcFEOTNV
bXBDT2 YKQNMNQk FBR2pnYXd3Z2Fr dOhRWJRWJj BPQkJZRUZKY102W
LSOt LS1CRUdJJTi BDRVJIUSUZJQOFURSOt LSOt Ck1JSUNr ek NDQAZSZ
0F3SUJBZ0I KQUpRT2t 3bGoNK2pj TUEWRONTcUdTSW z RFFFQkJRVU
FNRFFA@pBSkJInTl YKQKFZVEFsVI RNUKF3RGIZRFZRUUt Fd2Rs zUd
Gd GNHe GxNUk 13RVFZRFZRUURFA3BEVW 3Z1NYTnpkV1Z5TUl OWApE
di R1VARXpBUkJINTI ZOQU1UQRt OULRDGkpj MD4AxW hJd2daOHd EUVI
URi ROl PNDB4aj | Pb3Jt REds RUNCVTFNRLFHQTFVZApJd1Jk TUZ1QU
RBROFRSC9BZ0VBTUEWRONTc UdTSW z RFFFQyp CUVVBQT RHQk FMvix
r WiFG\Wy aGR6 MWVNhZnZPbnBneHA4e QO0SHRhb St adHpLaz Fl S3Bx
c4d0t SSEl KYWLW.OpGTm QSOVXSTF4K1l 1aDZmazcr Qz QLQXg1RW/
SSUZJ QOFURSOt LSOt Cg==

</certificate>

</certificate-chai n>
<certificate-chain>

<name>ny- | devi d- chai n</ nanme>

<certificate>
0F3SUJBZ0I KQUpRT2t 3bGoNK2pj TUEWRONTcUdTSW z RFFFQkJRVU
FNRFF4@pBSkJInTl YKQkKFZVEFs VI RNUK F3RGIZRFZRUUt Fd2RszUd
Gd GNHe GxNUk 13RVFZRFZRUURFA3BEVW 3Z1NYTnpkV1Z5TUl OWApE
di RLVARXpBUkJnTI ZCQU1Ut QULRDk pj MD4xW hJd2daCHIEUVI
LSOt LS1CRUdJTi BDRVJIUSUZJQOFURSOt LSOt Ck1JSUNr ek NDQAZS5Z
KS29aSWh2 Y04 KQVFFQkJRQURNWIBBTU HSk Fv ROJBTXW ZnmFPNEV3
El 1QAM QLRs TKNnc 0d6c EwlUnby dXZs OFRI cUJ TAGZQY3NOZKk1KT1
FaNzl nNl N\ dsM dzaHE1bUVi CKINN t GNzdj bTAVU25FcFEOTNV
ZKY102WURi ROl PNDB4aj | Pb3Jt REdsRUNCVTFvVA r TnpBMELRc3d
MVKTUEOROEx VWREdOVCL 3d RRUF3SUNCREFTQNd OVkhSTUIBZj hFQO
RBROFRSC9BZ0VBTUEWRONTc UdTSW z RFFFQgp CUVVBQT RHQk FMvix
r WiFG\Wey aGR6 MWNhZnZPbnBneHA4e Q0SHRhb St adHpLaz Fl S3Bx
TXp4YXIChFpDSH LCklI VbCOGVz Rt V1IRQS1VDeEt FTEA0ONEY2Znk2d
c4d0t SSEl KYWLWLOpGTmM QSO0VXSTF4K1Il 1aDZmazcr Qz QLQXg1RW
SWWPxZTgot LSOt LUVORCBDRVJUSUZJ QOFURSOt LSOt Cg==

</certificate>

<certificate>
LSOt LS1CRUdJTi BDRVJUSUZJQOFURSOt LSOt Ck1JSUNr ek NDQAZ5Z
0F3SUJBZ0I KQUpRT2t 3bGoNK2pj TUEWRONTcUdTSW z RFFFQkJRVU
FNRFF4@pBSkJInTl YKQkKFZVEFs VI RNUK F3RGIZRFZRUUt Fd2RszUd
Gd GNHe GxNUk 13RVFZRFZRUURFA3BEVW 3Z1NYTnpkV1Z5TUl OWApE
di RLVARXpBUkJnTI ZCQU1Ut OULRDk pj MD4xW hJd2daCHIEUVI
KS29aSWh2 YO4KQVFFQkJRQURNWIBBTU HSk Fv ROJBTXVW ZnFPNEV3
El 1QA QLRs TkNnc 0d6c EwlUnby dXZs OFRI cUJTAGZQY3NOZk 1KT1
FaNzl nNI N\ dsM dzaHELbUVIi CkIJNNi t GNzdj bTAVU25FcFEOTnV
bXBDT2 YKQMINQKFBR2pnYXd3Z2Fr dOhRWURWJ] BPQkJZRUZKY102W
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URi ROl PNDB4aj | Pb3Jt REds RUNCVTFNRLFHQTFVZApJd1Jk TUZ1QU
ZKY102WURi ROl PNDB4aj | Pb3Jt REdsRUNCVTFvVA r TnpBMELRc3d
mMVKTUEO RO Ex VWREdOVCL 3d RRUF3 SUNCREFTQNd OVkhSTUIBZj hFQO
RBROFRSC9BZ0VBTUEWRONTc Ud TSW z RFFFQg p CUVVBQT RHQK FMViTx
r WiFG\Wey aGR6 MWNhZnZPbnBneHA4e QO0SHRhb St adHpLaz Fl S3Bx
TXp4YXIChFpDSH LCkl VbCOGVzRt VIRQS1VDeEt FTEAONEY2Znk2d
c4d0t SSEl KYWLW.OpGTm QSOVXSTF4K1l 1aDZmazcr Qz QLQXg1RW
SWHgz Zj dVMRxZTgot LSOt LUVORCBDRVJUSUZJQOFURSOt LSOt Cg==
</certificate>
</certificate-chain>
</certificate-chai ns>
</ privat e- key>
</ privat e-keys>

<l-- trusted netconf/restconf client certificates -->
<trusted-certificates>
<nanme>explicitly-trusted-client-certs</nane>
<descri pti on>
Specific client authentication certificates that are to be
explicitly trusted NETCONF/ RESTCONF clients. These are
needed for client certificates not signed by our CA.
</ description>
<trusted-certificate>
<name>Ceor ge Jet son</ nane>
<certificate>
QrdOVvkJ BWRBbFZUTVJ BdORNWURWUVFLRXdk bApl ROZ0YOd4bE1RNHAEQ
McF6a3hquDl VQA HROdv S1UleUc1SVROWOVK3BOR2Fi e XVDM BRd2kvZ
25PZnpZNEhONApXYOpTaUpZK2xt YW BRTRORUZXZS9RAGp4NUl XZndv N2
RV0JCU2t 2MXI 2 SFNHe UFUVK pwSmYy O Xb UUONEoS5akJr QrdOvKhTTUVY
VEJi Z0JTWEdI bUEKMhhp RHVOT VKV VHFLNWI4 ¢ FIBZ1Z0OYUUOCERZAO5ER
Ux NQW HQTFVRUJo TUNVWK 14RURBTOJNnTI ZCQMUQ JVWNApZVz F3YkdVeE
V6 QVICZO5WK FNVENr T1 NUQDJKYz NOWp YSONDUUNVRHBNSI | 6 UGBz REF
NQTdOVkhSTUIBZj hFCk FqQUFNQTRHQTFVZER3RUI vd1FFQXdJ SGIEQhBC
ZO5WSFI 4RVI gQTdNR] ZnSXFBZ2hoNWOk SFI3T2k4dl pYaGgKYl hCc1pTN
Wi M B2W hoaGQI YQnNaUz VgY215aU9LUTINRFFAQ@BpBSkJInTl ZCQVl UQW
XWELSQXdEZ1l EVI FRSwWpFd2Rs ZUd Gd GNHe Gx NUk 1 3RVFZRFZRUURFd 3B
EVW 3Z1NYTnpkV1Z5TUEWRONTc UdTSW z RFFFQk JRVUFBNEd CCk FFc 3BK
WrdsK2gy TTg3Qmt GV hWWLCdFFVaW 3CEgr Rk Yy RTFwWd St 4ZVRIbVFFM
TQzcj FZSj KOMLFQLz V5e GUKN2 Qx Mkx CVOdx Uj Ur bEI 5NO1YL21ka2Mial
Z SFNWSDAdwWWXBCYnA4dnt NanFt Zj Jma3RgZHBxeFppUUt ThndWZTF2Zwot
LSOt LUVORCBDRVJUSUZJ QFURSOt LSOt Cg==
</certificate>
</trusted-certificate>
<trusted-certificate>
<nane>Fred Fli nt st one</name>
<certificate>
VI EMl FRREV3VITOZWEJ 3ZVRDQTE6 QUSCZ2t xa& pRzl 3MEJ BUUVGQUFPQM
pRAXdNWA DCdZRUEL Rz RFSWZs S1p2bDl XTWi4eUny MhCbUFRaUhVUzV
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r RUpPQy9hSFA3e QI XQWLr a054ZSt Ua2hr ZnBsL3UKbVhsTj hSZUd10DhG
NGc Ek3UE90cnNFV] RWTUNBAOVBQWFPQIFSSXdnZ0VPCk 1 CVEdBMYWKk R
VEJi Z0JTWEdI bUEKMhhpRHVOT Vkv VHFLNWi4 ¢ FJBZ1ZOYUUOCc ERZAO5ER
V6 QVJ CZO5WK FNVENr TI NUQDJ KYz NOWp YSONDUUNVRHBNSI | 6 UGBz REF
N OVkhSTUIBZj hFCk FqQUFNQTRHQTFVZER3RUI vd1FFQXdJ SGIEhBC
ZO5WSFI 4RVI qQTdNRj) ZnSXFBZ2hoNVWWk SFI3T2k4dl pYaGgKYl hCc1pTN
Wi M B2W hoaGQI YQnNaUz VqY215aWOLUTINRFF4@pBSkJInTl ZCQVI UQW
XxW/ELSQXdEZ1l EVI FRSwpFd2Rs ZUd Gd GNHe Gx NUk 1 3RVFZRFZRUURFd 3B
EVW 3Z1NYTnpkV1Z5TUEWRONTc UdTSW z RFFFQk JRVUFBNEd CCk FFc 3BK
WrdsK2gy TTg3Qmt GV hWhWLCdFFVaW 3CEgr RKYy RTFwA St 4ZVRIbVFFM
I LA | sdWCcj FTMhRLRO5EMUC 20V pK2FWNGA2NTAZNCE adVIMZgpRY]j k
Z SFNWSDAWWXBCYnA4dnt NanFt Zj Jma3RqZHBxeFppUUt TondWZTF22Zwot

QW UOCCBDRVUUZJ ORUF==

</certificate>
</trusted-certificate>
</trusted-certificates>

<!-- trust anchors (CA certs) for netconf/restconf clients -->
<trusted-certificates>
<name>depl oynent - speci fi c- ca-cert s</ name>
<descri ption>
Trust anchors used only to authenticate NETCONF/ RESTCONF
client connections. Since our security policy only allows
authentication for clients having a certificate signed by
our CA, we only configure its certificate bel ow
</ descri ption>
<trusted-certificate>
<nane>ca. exanpl e. conx/ nane>
<certificate>
WrdsK2gy TTg3Qnt GM hWbWLCdFFVaW 30Egr Rk Yy RTFwd St 4ZVRIbVFFM
I LQ | sdWhCcj FTMhRLRO5EMUC 20VI pK2FWNGAM2NTAZNCt adVIMZgpRY]j k
Z SFNWSDAdwWXBCYnA4dnt NanFt Zj Jma3RgZHBxeFppUUt ThndWZTF2Zwot
NGc Ek3UE90cnNFV] RWTUNBdOVBQWFPQOFSSXdnZ0VPCk 1 CVEdBMYWKk R&d
VEJi Z0JTWEd] bUEKMhhpRHVOT Vkv VHFLNWi4 ¢ FJBZ1Z0OYUUOCc ERZAO5ER
V6 QVJICZO5WK FNVENr T NUQDJKYz NOWp YSONDUUNVRHBNSI | 6 UGBz REF
NQTdOVKkhSTUJ BZj hFCk FqQUFNQTRHQTFVZER3RUI vd1FFQXdJ SGHEQnBC
ZO5WSFI 4RVI gQTdNRj ZnSXFBZ2hoNWOk SFI3T2k4dl pYaGgKYl hCc1pTN
Wi M B2W hoaGQI YQnNaUz VqY215aW9LUTINRFF4@pBSkInTl ZCQVI UQW
QrdOVvkJ BWRBbFZUTVJ BdORNWURWUVFLRXdk bApl ROZ0YOd4bE1RNHAEQ
M<F6a3hquDl VQA HROdv S1UleUc1SVROWYOVK3BOR2Fi e XVDM BRd2kvZ
25PZnpZNEhONApXYOpTaUpZK2xt YW BRTRORUZXZS9RAGp4NUl XZndv N2
RISUJQFRSt S0Cg==
</certificate>
</trusted-certificate>
</trusted-certificates>

<!-- trust anchors for random HTTPS servers on Internet -->
<trusted-certificates>
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<nanme>conmon- ca- cert s</ nanme>
<descri pti on>
Trusted certificates to authenticate common HTTPS servers
These certificates are sinmlar to those that night be
shi pped with a web browser.
</ description>
<trusted-certificate>
<nane>ex-certificate-authority</ name>
<certificate>
NGc EK3UE90cnNFV] RWTUNBdOVBQNWFPQOFSSXdnZ0VPCk 1 CMEdBMWVK RGD
VEJi Z0JTWEd| bUEKMhhpRHVOT VKV VHFLNWI4 ¢ FIBZ1Z0OYUUOC ERZAO5ER
V6 QVJ CZO5WK FNVENr TI NUQDJ KYz NOWp YSONDUUNVRHBNSI | 6 UGBz REF
ZO5WSFI 4RVI gQTdNRj ZnSXFBZ2hoNWOk SFI3T2k4dl pYaGgKYl hCc1pTN
QrdOVvkJ BWRBbFZUTVJ BdORNWURWUVFLRXdk bApl ROZ0YOd4bE1RNHAEQ
McF6a3hquDl VQA HROdv S1UleUc1SVROWOVK3BOR2Fi e XVDM BRd2kvZ
NQMdOVkhSTUIBZj hFCk FqQUFNQTRHQTFVZER3RUI vd1FFQXdJ SGIEhBC
WrdsK2gy TTg3Qm GV hWWLCdFFVaW 30CEgr RKYy RTFwd St 4ZVRIbVFFM
I LQ | sdWhCcj FTMhRLRO5EMUC 20VI pK2FWNGAM2NTAZNCt adVIMZgpRY]j k
Z SFNWSDAdwWXBCYnA4dnt NanFt Zj Jma3RgZHBxeFppUUt ThndWZTF2Zwot
25PZnpZNEhONApXYOpTaUpZK2xt YWs BRTRORUZXZS9RAGp4NUl XZndv N2
Wi M B2W hoaQI YnNaUz VgY215alW9L=
</certificate>
</trusted-certificate>
</trusted-certificates>

<l-- trusted SSH host keys -->
<trust ed- ssh- host - keys>
<nane>explicitly-trusted-ssh-host-keys</ nane>
<descri ption>
Trusted SSH host keys used to authenticate SSH servers.
These host keys woul d be anal ogous to those stored in
a known_hosts file in OpenSSH
</ descri ption>
<trust ed- host - key>
<nane>cor p- f wl</ nane>
<host - key>
VEJi Z0JTWEdI bUEKMhhpRHVOTVKv VHFLNWI4c FJBZ1ZOYUUOc ERZAO5ER
NGc Ek3UE90cnNFV] RWTUNBAOVBQWPQOFSSXdnZ0VPCk 1 CVEdBMYWKk R&d
Wi M B2W hoaQI YnNaUz VgY215al9L=
</ host - key>
</trusted- host - key>
</trusted-ssh-host-keys>

<l-- user credentials and associ ated aut henticati on nethods -->
<user - aut h-credenti al s>
<user - aut h-credenti al >
<user nane>adm n</ user nane>
<aut h- net hod>
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<priority>l</priority>
<certificate-chai n>ny-ec-chain</certificate-chai n>
<certificate-chai n>ny-rsa-chain</certificate-chai n>
</ aut h- net hod>
<aut h- net hod>
<priority>2</priority>
<publ i c- key>ny-rsa-user-key</ public-key>
</ aut h- net hod>
</ user - aut h-credenti al >
<user - aut h-credenti al >
<user nane>t est er </ user nane>
<aut h- met hod>
<priority>l</priority>
<cl eart ext - passwor d>t esti ngl23</ cl eart ext - passwor d>
</ aut h- net hod>
</ user-aut h-credenti al >
<user - aut h-credenti al >
<user nane>| devi d</ user name>
<aut h- met hod>
<priority>l</priority>
<certificate-chai n>ny-1devi d-chain</certificate-chai n>
</ aut h- net hod>
</ user-aut h-credenti al >
</ user-aut h-credenti al s>

</ keyst ore>

The following exanple illustrates a "certificate-expiration”
notification in XM.

[\ line wrapping added for formatting only]

<notification
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 0">
<event Ti me>2016- 07- 08T00: 01: 00Z</ event Ti me>
<certificate-expiration
xm ns="urn:ietf:paranms:xm :ns:yang:ietf-keystore">
<certificate>

2016

/ ks: keystore/ ks: privat e-keys/ks: private-key/ ks: certificate-chains\

[ ks:certificate-chain/ks:certificate[3]
</certificate>
<expi ration-dat e>2016- 08- 08T14: 18: 53- 05: 00</ expi rati on- dat e>
</certificate-expiration>
</notification>
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2.3. YANG Mbdul e

Thi s YANG nodul e makes extensive use of data types defined in
[ RFC5280] and [ RFC5958].

<CODE BEG@ NS> file "ietf-keystore@016-10-31. yang"

nmodul e ietf-keystore {
yang-version 1.1;

nanespace "urn:ietf:parans: xnm :ns:yang:ietf-keystore";
prefix "ks";

i mport ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
}

or gani zati on
"I ETF NETCONF ( Networ k Confi guration) Wrking G oup"

cont act
"W Web: <http://tools.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

WG Chair: Mehnet Ersue
<nmai | t o: nehnet . er sue@sn. conp

WG Chai r: Mahesh Jet hanandani
<mai | t 0: nj et hanandani @nai | . con»

Edi t or: Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >";

description
"This nodul e defines a keystore to centralize nanagenent of
security credentials.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I|ETF Trust’'s
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Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC WWV; see
the RFC itself for full |egal notices.";

revision "2016-10- 31" {
description
"Initial version';
ref erence
"RFC WVWV: NETCONF Server and RESTCONF Server Configuration
Model s";

identity key-al gorithm {
description
"Base identity fromwhich all key-algorithns are derived."
}

identity rsa {
base key-al gorithm
description
"The RSA algorithm";
ref erence
"RFC3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Crypt ography Specifications Version 2.1."

}

identity secpl92r1 {
base key-al gorithm
description
"The secpl92r1 algorithm™;
ref erence
" RFC5480:
Elliptic Curve Cryptography Subject Public Key Information.";

}

identity secp256rl1 {
base key-al gorithm
description
"The secp256r1 algorithm";
ref erence
" RFC5480:
Elliptic Curve Cryptography Subject Public Key Information.”

}
identity secp384rl {
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base key-al gorithm
description
"The secp384r1 algorithm™";
ref erence
" RFC5480:
Elliptic Curve Cryptography Subject Public Key Information.";
}

identity secp521rl {
base key-al gorithm
description
"The secp521rl1 algorithm";
ref erence
" RFC5480:
Elliptic Curve Cryptography Subject Public Key Information.”
}

cont ai ner keystore {
description
"Alist of private-keys and their associated certificates, as
well as lists of trusted certificates for client certificate
aut hentication. RPCs are provided to generate a new private
key and to generate a certificate signing requests."”;

cont ai ner private-keys {
description
"Alist of private key maintained by the keystore."
list private-key {
key nane;
description
"A private key.";
| eaf nane {
type string;
description
"An arbitrary nanme for the private key.";

| eaf al gorithm {
type identityref {
base "key-al gorithni;

config fal se
description
"The al gorithmused by the private key.";

}
| eaf key-length {

type uint32;

config fal se

description
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"The key-length used by the private key.";

}
| eaf public-key {
type binary;
config fal se
mandat ory true
description
"An OneAsymmetri cKey ’'publicKey' structure as specified
by RFC 5958, Section 2 encoded using the ASN. 1
di stingui shed encoding rules (DER), as specified
in | TUT X 690.";
ref erence
"RFC 5958:
Asymret ri ¢ Key Packages
I TUT X 690:
I nformation technology - ASN 1 encoding rul es:
Speci fication of Basic Encodi ng Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER)."
}
container certificate-chains {
description
"Certificate chains associated with this private key.
More than one chain per key is enabled to support,
for instance, a TPM protected key that has associ ated
both I DeviD and LDevlI D certificates.";
list certificate-chain {
key nane;
description
"A certificate chain for this public key."
| eaf nane {
type string;
description
"An arbitrary name for the certificate chain. The
nane nust be a unique across all private keys, not
just within this private key.";
}
leaf-list certificate {
type binary;
order ed- by user;
description
"An X. 509 v3 certificate structure as specified by RFC
5280, Section 4 encoded using the ASN. 1 distinguished
encoding rules (DER), as specified in ITUT X 690.
The list of certificates that run fromthe server
certificate towards the trust anchor. The chain MAY
include the trust anchor certificate itself.";
ref erence
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"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rules (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rules (DER).";
}
}
}
action generate-certificate-signing-request {
description
"Cenerates a certificate signing request structure for
the associated private key using the passed subject and
attribute values. Please review both the Security
Consi derati ons and Desi gn Considerations sections in
RFC WWV for nore information regarding this action
statenent.";
i nput {
| eaf subject {
type binary;
mandat ory true
description
"The 'subject’ field fromthe Certificati onRequestinfo
structure as specified by RFC 2986, Section 4.1 encoded
using the ASN. 1 distingui shed encoding rules (DER), as
specified in ITU-T X 690.";
ref erence
"RFC 2986:
PKCS #10: Certification Request Syntax Specification
Version 1.7.
I TUT X 690:
I nformation technol ogy - ASN. 1 encodi ng rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER)."

| eaf attributes {

type binary;

description
"The 'attributes’ field fromthe Certificati onRequestlnfo
structure as specified by RFC 2986, Section 4.1 encoded
using the ASN. 1 distingui shed encoding rules (DER), as
specified in ITU-T X 690."

ref erence
"RFC 2986:

PKCS #10: Certification Request Syntax Specification
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Version 1.7.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER).";

}
}
out put {
| eaf certificate-signing-request {
type binary;
mandat ory true
description
"A CertificationRequest structure as specified by RFC
2986, Section 4.1 encoded using the ASN. 1 di stingui shed
encoding rules (DER), as specified in ITUT X 690."
ref erence
"RFC 2986:
PKCS #10: Certification Request Syntax Specification
Version 1.7.
I TUT X 690:
I nformation technol ogy - ASN. 1 encodi ng rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER)."
}
}

}
}

action generate-private-key {
description
"Requests the device to generate a private key using the
specified al gorithmand key | ength.";
i nput {
| eaf nane {
type string;
mandat ory true
description
"The name this private-key should have when listed
in /keystore/private-keys. As such, the passed
val ue nust not match any existing 'nane’ value.";
}
| eaf al gorithm {
type identityref {
base "key-al gorithni;
}
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mandat ory true
description
"The algorithmto be used when generating the key."

}
| eaf key-length {
type uint32;
description
"For algorithnms that need a key |l ength specified
when generating the key."
}
}
}

action | oad-private-key {
description
"Requests the device to load a private key";
i nput {
| eaf nane {
type string;
mandat ory true;
description
"The name this private-key should have when listed
in /keystore/private-keys. As such, the passed
val ue nust not match any existing 'nane’ value.";

}
| eaf private-key {
type binary;
mandat ory true
description
"An OneAsymmetri cKey structure as specified by RFC
5958, Section 2 encoded using the ASN. 1 distinguished
encoding rules (DER), as specified in ITUT X 690.
Note that this is the raw private with no shrouding
to protect it. The strength of this private key
MUST NOT be greater than the strength of the secure
connection over which it is comunicated. Devices
SHOULD fail this request if ever that happens."”;
ref erence
"RFC 5958:
Asymret ri ¢ Key Packages
I TUT X 690:
I nformation technology - ASN. 1 encoding rules:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di sti ngui shed
Encodi ng Rules (DER)."
}
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}

list trusted-certificates {
key nane;
description

"Alist of trusted certificates. These certificates

can be used by a server to authenticate clients, or by clients
to authenticate servers. The certificates may be endpoi nt
specific or for certificate authorities (to authenticate many
clients at once. Each list of certificates SHOULD be specific
to a purpose, as the list as a whole may be referenced by other
nmodul es. For instance, a NETCONF server nodel night point to
a list of certificates to use when authenticating client
certificates.";

| eaf nane {

}

type string;
description
"An arbitrary name for this list of trusted certificates.";

| eaf description {

}

type string;

description
"An arbitrary description for this list of trusted
certificates.";

list trusted-certificate {

key nane;
description
"Atrusted certificate for a specific use. Note, this
"certificate’ is a list in order to encode any
associ ated internediate certificates.”;
| eaf nane {
type string;
description
"An arbitrary name for this trusted certificate. Mist
be unique across all lists of trusted certificates
(not just this list) so that a leafref to it from
anot her nodul e can resolve to uni que val ues.";

| eaf certificate { // renane to 'data’ ?
type binary;
description
"An X. 509 v3 certificate structure as specified by RFC
5280, Section 4 encoded using the ASN. 1 distinguished
encoding rules (DER), as specified in ITUT X 690."
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
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and Certificate Revocation List (CRL) Profile.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di sti ngui shed
Encodi ng Rules (DER).";
}
}
}

list trusted-ssh-host-keys {
key nane;
description
"Alist of trusted host-keys. These host-keys can be used
by clients to authenticate SSH servers. The host-keys are
endpoi nt specific. Each list of host-keys SHOULD be
specific to a purpose, as the list as a whole nmay be
referenced by other nodul es. For instance, a NETCONF
client nodel might point to a list of host-keys to use
when aut henticating servers host-keys."
| eaf nane {
type string;
description
"An arbitrary name for this list of trusted SSH host keys.";

| eaf description {
type string;
description
"An arbitrary description for this list of trusted SSH host
keys.";
}
list trusted-host-key {
key nane;
description
"A trusted host key."
| eaf nane {
type string;
description
"An arbitrary name for this trusted host-key. Mist be
uni que across all lists of trusted host-keys (not just
this list) so that a leafref to it from another nodul e
can resol ve to uni que val ues

Note that, for when the SSH client is able to |isten

for call-hone connections as well, there is no reference
identifier (e.g., hostnane, |IP address, etc.) that it
can use to uniquely identify the server with. The
cal |l -hone draft reconmends SSH servers use X.509v3
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certificates (RFC6187) when calling hone.";

| eaf host-key { // renanme to 'data’ ?
type binary;
mandat ory true
description

"An OneAsymmetri cKey ’'publicKey' structure as specified
by RFC 5958, Section 2 encoded using the ASN. 1
di stingui shed encoding rules (DER), as specified
in | TUT X 690.";
ref erence
"RFC 5958:
Asymret ri ¢ Key Packages
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER).";

/*
Are the auth credentials truly linmted to SSH?
Coul d they be used by an HTTP client to log into an HTTP server?
If truly just for SSH, maybe renane?
*/
cont ai ner user-auth-credentials {
description

"Alist of user authentication credentials that can be used
by an SSH client to log into an SSH server, using any of
the supported authentication nethods (e.g., password,
public key, client certificate, etc.).";

|ist user-auth-credential {
key usernane;
description
"The aut hentication credentials for a specific user.";

| eaf usernane {
type string;
description

"The username of this user. This will be the usernane
used, for instance, to log into an SSH server.";

l'ist auth-nethod {
key priority;
description

"A nmethod of authenticating as this user."
| eaf priority {
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type uint8;
description
"When nultiple authentication nethods in this list are

supported by the server, the one with the |lowest priority
value will be the one that is used."

choi ce auth-type {
description
"The aut hentication type."
leaf-list certificate {
type leafref {
path "/ keystore/private-keys/private-key/"
+ "certificate-chains/certificate-chain/nanme";

or der ed- by user;

description
"Alist of references to certificates that can be used
for user authentication. Wen multiple certificates
inthis list supported by the server, the one that

cones before the others in the leaf-list will be
used. ";

}
| eaf-1ist public-key {
type leafref {
path "/keystore/private-keys/private-key/ nane";

or der ed- by user;

description
"Alist of references to public keys that can be used
for user authentication. Wen multiple public keys
inthis list supported by the server, the one that

cones before the others in the leaf-list will be
used. ";
}
| eaf ciphertext-password {
type string;
description
"An ciphertext password. The nethod of enciphernent
and how that nmethod can be determned fromthis
string is inplenmentation-specific."”
}
| eaf cleartext-password {
type string;

description
"An cl eartext password.";
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}
}
}

notification certificate-expiration {
description
"A notification indicating that a configured certificate is
either about to expire or has already expired. When to send
notifications is an inplenentation specific decision, but
it is RECOWENDED that a notification be sent once a nonth
for 3 nonths, then once a week for four weeks, and then once
a day thereafter."”;
| eaf certificate {
type instance-identifier;
mandat ory true
description
"Identifies which certificate is expiring or is expired.";
}

| eaf expiration-date {
type yang: dat e-and-ti ne;
mandat ory true

description
"Identifies the expiration date on the certificate."

<CODE ENDS>
3. Design Considerations
This docunent, along with four other drafts, was split out fromthe
original draft "draft-ietf-netconf-server-nodel". The split was nade
so that each draft would have better focus, and al so becuase there
was a desire to define client nmodules, in addition to server nodul es.
The conplete list of drafts that resulted fromthe split includes:
- draft-ietf-netconf-keystore
- draft-ietf-netconf-ssh-client-server
- draft-ietf-netconf-tls-client-server

- draft-ietf-netconf-netconf-client-server

- draft-ietf-netconf-restconf-client-server
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Thi s docunment uses PKCS #10 [ RFC2986] for the "generate-certificate-
si gni ng-request" action. The use of Certificate Request Message
Format (CRMF) [RFC4211] was considered, but is was unclear if there
was mar ket demand for it, and so support for CRVF has been |l eft out
of this specification. |If it is desired to support CRMF in the
future, placing a "choice" statement in both the input and out put
statements, along with an "if-feature" statenent on the CRMF option,
woul d enabl e a backwards conpati bl e sol ution

This docunent puts a limt of the nunmber of elliptical curves
supported by default. This was done to match industry trends in | ETF
best practice (e.g., matching work being done in TLS 1.3). |If

addi tional algorithnms are needed, they MAY be augmented in by another
nmodul e, or added directly in a future version of this docunent.

Both this docunent and Key Chain YANG Data Mde
[draft-ietf-rtgwg-yang-key-chain] regard a sinmilar idea. The authors
| ooked at this and agree that they two nodul es server different

pur poses and hence not worth merging into one docunment. To
underscore this further, this docunent renaned its nodule from"ietf-
keychain" to "ietf-keystore", to contrast it with the other
docunent’s nodul e "ietf-key-chain".

For the trusted-certificates list, Trust Anchor Format [ RFC5914] was
eval uated and deened i nappropriate due to this docunent’s need to

al so support pinning. That is, pinning a client-certificate to
support NETCONF over TLS client authentication

4., Security Considerations

Thi s docunent defines a keystore mechanismthat is entrusted with the
saf e keeping of private keys, and the safe keeping of trusted
certificates. Nowhere in this APl is there an ability to access
(read out) a private key once it is known to the keystore. Further
associ ated public keys and attributes (e.g., algorithmnanme, key
length, etc.) are read-only. That said, this docunment allows for the
deletion of private keys and their certificates, as well the deletion
of trusted certificates. Access control mechanisnms (e.g., NACM

[ RFC6536]) MJST be in place so as to authorize such client actions.
Further, whilst the data nodel allows for private keys and trusted
certificates in general to be deleted, inplenentations should be well
aware that sone privates keys (e.g., those in a TPM and sone trusted
certificates, should never be deleted, regardless if the

aut hori zati on nechani sns woul d generally allow for such actions.

For the "generate-certificate-signing-request"” action, it is

RECOMVENDED t hat devi ces inplenent assert channel binding [ RFC5056],
so as to ensure that the application layer that sent the request is
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the same as the device authenticated in the secure transport |ayer
was est abl i shed.

Thi s docunent defines a data nodel that includes a list of private
keys. These private keys MAY be del eted using standard NETCONF or
RESTCONF operations (e.g., <edit-config>). Inplementations SHOULD
automatically (wthout explicit request) zeroize these keys in the
nmost secure nmanner available, so as to prevent the remants of their
persi sted storage | ocations from being anal yzed i n any meani ngf ul
way.

The keystore nodule define within this docunent defines the "I oad-
privat e-key" action enabling a device to load a client-supplied
private key. This is a private key with no shrouding to protect it.
The strength of this private key MIUST NOT be greater than the
strength of the underlying secure transport connection over which it
is communi cated. Devices SHOULD fail this request if ever the
strength of the private key is greater then the strength of the
underlying transport.

5. 1 ANA Considerations
5.1. The I ETF XM. Registry
This docunent registers one URI in the |ETF XM registry [RFC2119].
Following the format in [RFC3688], the followi ng registration is
request ed:
URI: urn:ietf:parans:xm:ns:yang:ietf-keystore
Regi strant Contact: The NETCONF WG of the | ETF.
XML: N A the requested URI is an XM. nanespace
5.2. The YANG Modul e Nanes Registry
Thi s docunent registers one YANG nodul e in the YANG Mbdul e Nanes

registry [RFC6020]. Following the format in [RFC6020], the the
followi ng registration is requested:

nane: ietf-keystore

nanespace: urn:ietf:parans: xm:ns:yang:ietf-keystore
prefix: kc

r ef erence: RFC WwWW
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Appendi x A. Change Log

A.1l. server-nodel-09 to 00
o0 This draft was split out fromdraft-ietf-netconf-server-nodel-09.
0 Renoved key-usage paraneter from generate-private-key action.

o Now /private-keys/private-key/certificates/certificate/name nust
be globally unique (unique across all private keys).

0 Added top-level ’'trusted-ssh-host-keys’ and ’'user-auth-
credentials’ to support SSH client nodul es.

Appendi x B. Open | ssues
Pl ease see: https://github. conl netconf-wy/ keystore/issues.
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NETCONF Cli ent and Server Mbdel s
draft-ietf-netconf-netconf-client-server-01

Abstr act
Thi s docunment defines two YANG nodul es, one nodule to configure a
NETCONF client and the other nodule to configure a NETCONF server
Bot h nbdul es support both the SSH and TLS transport protocols, and
support both standard NETCONF and NETCONF Cal |l Home connecti ons.

Edi

torial Note (To be renoved by RFC Editor)

This draft contains nmany pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note

sunmari zes all of the substitutions that are needed. No other RFC
Editor instructions are specified el sewhere in this docunent.

Thi s docunment contains references to other drafts in progress, both
in the Normative References section, as well as in body text

t hroughout. Please update the following references to reflect their
final RFC assignnents:

0 draft-ietf-netconf-keystore

o draft-ietf-netconf-ssh-client-server

0 draft-ietf-netconf-tls-client-server

Artwork in this docunent contains shorthand references to drafts in
progress. Please apply the follow ng repl acenments:

0 "XXXX'" --> the assigned RFC value for this draft

0 "YYYY'" --> the assigned RFC value for draft-ietf-netconf-ssh-
client-server

0 "ZZZZ" --> the assigned RFC value for draft-ietf-netconf-tls-
client-server
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0 "AAAA'" --> the assigned RFC value for draft-ietf-netconf-call-home

Artwork in this docunment contains placehol der values for the date of
publication of this draft. Please apply the follow ng replacenent:

0 "2016-11-02" --> the publication date of this draft

The followi ng two Appendi x sections are to be renoved prior to
publi cati on:

o Appendix A Change Log
0 Appendix B. Open |ssues
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 7, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines two YANG [ RFC6020] nodul es, one nodul e to
configure a NETCONF client and the other nodule to configure a
NETCONF server. Both nodul es support both the SSH and TLS transport
protocol s, and support both standard NETCONF and NETCONF Cal | Home
connecti ons.
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NETCONF is defined by [RFC6241]. SSH is defined by [ RFC4252],
[ RFC4253], and [RFC4254]. TLS is defined by [ RFC5246]. NETCONF Cal |
Hone is defined by [draft-ietf-netconf-call-hone]).

1.1. Termnol ogy

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Tree Diagrans
A simplified graphical representation of the data nodels is used in
this docunment. The meaning of the synbols in these diagrans is as
fol | ows:

o0 Brackets "[" and "]" enclose |ist keys.

0 Braces "{" and "}" enclose feature nanes, and indicate that the
naned feature nmust be present for the subtree to be present.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

0 Synbols after data node names: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list and leaf-Ilist.

o Parentheses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2. The NETCONF dient Mbdel

The NETCONF client nodel presented in this section supports both
clients initiating connections to servers, as well as clients
listening for connections fromservers calling hone.

This nodel supports both the SSH and TLS transport protocols, using
the SSH client and TLS client groupings defined in
[draft-ietf-netconf-ssh-client-server] and
[draft-ietf-netconf-tls-client-server] respectively.

Al'l private keys and trusted certificates are held in the keystore
nodel defined in [draft-ietf-netconf-keystore].
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YANG feature statenments are used to enable inplenentations to
advertise which parts of the nodel the NETCONF client supports.

2.1. Tree Diagram
Note: all lines are folded at colum 71 with no '\’ character.

nmodul e: ietf-netconf-client
+--rw netconf-client
+-rwinitiate {initiate}?
| +--rw netconf-server* [nane]
+--rw name string
+--rw (transport)
+--:(ssh) {ssh-initiate}?

I

I

I

| +--rw ssh

[ +--rw address i net: host

| +--rw port? i net: port-nunber

| +--rw server-auth

[ | +--rwtrusted-ssh-host-keys? -> /ks:keystore
/trust ed- ssh- host - keys/ name

| +--rwtrusted-ca-certs? -> |/ ks: keystore

/trusted-certificates/nane {ssh-x509-certs}?

| | +--rwtrusted-server-certs? -> [ ks: keystore

[trusted-certificates/nane
| +--rw client-auth
+--rw mat ches* [ nane]

I

| +--rw nane string

[ +--rw mat ch* [ nane]

| | +--rw name string

| | +--rw trusted-ssh-host-keys? -> [ ks: ke
ystore/trusted-ssh- host - keys/ name

| | +--rwtrusted-ca-certs? -> [ ks: ke
ystore/trusted-certificates/name

[ | +--rwtrusted-server-certs? -> [ ks: ke
ystore/trusted-certificates/nanme

+--rw user-aut h-credential s? -> [ ks: keyst

ore/ user-aut h-credenti al s/ user-aut h-credenti al / user nane
+-rwlisten {listen}?
+--rw nmax-sessi ons? ui nt 16
+--rw idle-tineout? ui nt 16
+--rw endpoi nt* [ nane]
+--rw name string
+--rw (transport)
+--:(ssh) {ssh-listen}?

+--rw ssh
+--rw address? i net:ip-address
+--rw port? i net: port-nunber

+--rw server-auth
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| +--rw trusted-ssh-host-keys? -> [ ks: keystore

/trust ed- ssh- host - keys/ name

| +--rwtrusted-ca-certs? -> | ks: keystore

/trusted-certificates/nane {ssh-x509-certs}?

| +--rwtrusted-server-certs? -> [ ks: keystore

[trusted-certificates/nane
+--rw client-auth
+--rw mat ches* [ nane]

+--rw nane string

+--rw mat ch* [ nane]

| +--rw name string

| +--rw trusted-ssh-host-keys? -> [ ks: ke
ystore/trusted-ssh- host - keys/ name

| +--rwtrusted-ca-certs? -> [ ks: ke
ystore/trusted-certificates/name

| +--rwtrusted-server-certs? -> [ ks: ke
ystore/trusted-certificates/nanme

+--rw user-aut h-credential s? -> | ks: keyst

ore/ user-aut h-credenti al s/ user-aut h-credenti al / user nane
2. Exanpl e Usage

The following exanple illustrates configuring a NETCONF client to

initiate connections, using both the SSH and TLS transport protocols,
as well as listening for call-home connections, again using both the

SSH and TLS transport protocols.

This exanple is consistent with the exanples presented in Section 2.2

of [draft-ietf-netconf-keystore].

<net conf-client
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-netconf-client">

<!-- NETCONF servers to initiate NETCONF connections to -->
<initiate>
<net conf - server >
<nane>cor p- f wi</ name>
<ssh>
<addr ess>cor p-f wl. exanpl e. conx/ addr ess>
<server - aut h>
<trusted-server-certs>
depl oynent - speci fic-ca-certs
</trusted-server-certs>
</ server - aut h>
<cl i ent - aut h>
<mat ches>
<mat ch>
<trusted-ca-certs>
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depl oynent - speci fic-ca-certs
</trusted-ca-certs>
</ mat ch>
<user - aut h- cr edent i al s>Bob</ user - aut h-cr edenti al s>
</ mat ches>
</client-auth>
</ ssh>
</ net conf - server >
</initiate>

<!-- endpoints to listen for NETCONF Call Hone connections on -->
<listen>
<endpoi nt >
<nane>| ntranet-facing |istener</name>
<ssh>
<addr ess>11. 22. 33. 44</ addr ess>
<server - aut h>
<trusted-ca-certs>
depl oynent - speci fic-ca-certs
</trusted-ca-certs>
<trusted-server-certs>
explicitly-trusted-server-certs
</trusted-server-certs>
<t rust ed- ssh- host - keys>
explicitly-trusted-ssh-host-keys
</trusted-ssh-host - keys>
</ server - aut h>
<cli ent - aut h>
<mat ches>
<mat ch>
<trusted-ca-certs>
depl oynent - speci fic-ca-certs
</trusted-ca-certs>
</ mat ch>
<user - aut h- cr edent i al s>adni n</ user - aut h-credenti al s>
</ mat ches>
<mat ches>
<mat ch>
<trusted-ca-certs>
explicitly-trusted-server-certs
</trusted-ca-certs>
</ mat ch>
<user - aut h-credenti al s>adni n</ user - aut h-credenti al s>
</ mat ches>
<mat ches>
<mat ch>
<trusted-ca-certs>
explicitly-trusted-ssh-host-keys
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</trusted-ca-certs>
</ mat ch>
<user - aut h-cr edent i al s>adm n</ user - aut h-cr edenti al s>
</ mat ches>
</client-auth>
</ ssh>
</ endpoi nt >
</listen>
</ netconf-client>

2.3.  YANG Mbddel

Thi s YANG nodul e i nports YANG types from [ RFC6991] and [ RFC7407].

<CODE BEG NS> file "ietf-netconf-client@016-11-02. yang"

nodul e ietf-netconf-client {
yang-version 1.1;

nanespace "urn:ietf:parans: xm :ns:yang:ietf-netconf-client”;
prefix "ncc";

inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types"

}

i mport ietf-x509-cert-to-nane {
prefix x509c2n;
ref erence
"RFC 7407: A YANG Data Model for SNWMP Configuration”;

}
import ietf-ssh-client {
prefix ss;
revi sion-date 2016-11-02; // stable grouping definitions
reference
"RFC YYYY: SSH Cient and Server Model s";
}
/1 inport ietf-tls-client {
/1 prefix ts;
/1 revi sion-date 2016-11-02; // stable grouping definitions
11 reference
11 "RFC ZzZZ: TLS Cient and Server Model s";
I}
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organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

WG Chair: Mehnet Ersue
<mai | t o: nehmet . er sue@sn. conp

WG Chai r: Mahesh Jet hanandani
<mai | t 0: nj et hanandani @nui | . con>

Aut hor : Kent WAt sen
<mai | t 0: kwat sen@ uni per. net >

Aut hor : Gary Wi
<mai | t 0: garywu@i sco. conp";

description
"This nodul e contains a collection of YANG definitions for
configuring NETCONF servers.

Copyright (c) 2014 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I ETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision "2016-11-02" {
description
"Initial version";
ref erence
"RFC XXXX: NETCONF dient and Server Model s";
}

!/ Features

feature initiate {
description
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"The 'initiate feature indicates that the NETCONF cli ent
supports initiating NETCONF connecti ons to NETCONF servers
using at |east one transport (e.g., SSH, TLS, etc.).";

}

feature ssh-initiate {
description
"The 'ssh-initiate’ feature indicates that the NETCONF client
supports initiating SSH connections to NETCONF servers.”
ref erence
"RFC 6242: Using the NETCONF Protocol over Secure Shell (SSH)";

}

feature tls-initiate {
description
"The "tls-initiate’ feature indicates that the NETCONF client
supports initiating TLS connections to NETCONF servers.";
reference
"RFC 7589: Using the NETCONF Protocol over Transport
Layer Security (TLS) with Mitual X 509
Aut hent i cati on";

}

feature listen {
description
"The 'listen’ feature indicates that the NETCONF client
supports opening a port to accept NETCONF server cal
hone connections using at |east one transport (e.g.
SSH, TLS, etc.).";
}

feature ssh-listen {
description
"The 'ssh-listen’ feature indicates that the NETCONF client
supports opening a port to listen for incom ng NETCONF
server call-hone SSH connections.";
reference
"RFC AAAA: NETCONF Call Hone and RESTCONF Call Hone";

}

feature tls-listen {
description
"The "tls-listen’ feature indicates that the NETCONF client
supports opening a port to listen for incom ng NETCONF
server call-honme TLS connections."
ref erence
"RFC AAAA: NETCONF Call Hone and RESTCONF Cal | Hone";
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cont ai ner netconf-client {
description
"Top-1evel container for NETCONF client configuration.”

container initiate {
if-feature initiate;
description
"Configures client intiating underlying TCP connections.";
list netconf-server {
key nane;
description
"List of NETCONF servers the NETCONF client is to initiate
connections to.";
| eaf nane {
type string;
description
"An arbitrary name for the NETCONF server.";

choi ce transport {
mandat ory true;
description
"Sel ects between avail able transports.”;
case ssh {
if-feature ssh-initiate;
cont ai ner ssh {
description
"Specifies SSH specific transport configuration.”
| eaf address {
type inet: host;
mandat ory true
description
"The | P address or hostnane of the endpoint. |If
a hostnane is configured and the DNS resol ution
results in nore than one | P address, the NETCONF
client will process the |IP addresses as if they
had been explicitly configured in place of the
host nane. ";

| eaf port {
type inet: port-nunber;
default 830;
description
"The I P port for this endpoint. The NETCONF cli ent
will use the | ANA-assigned well-known port if no
value is specified.”
}
uses ss:initiating-ssh-client-grouping;

}
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}
/*
case tls {
if-feature tls-initiate;
container tls {
description
"Specifies TLS-specific transport configuration.";
uses endpoi nts-cont ai ner {
refine endpoi nts/endpoint/port {
default 6513;
}
}
uses ts:listening-tls-client-grouping {
augrment "client-auth" {
description
"Augnents in the cert-to-nane structure."”;
uses cert-maps- groupi ng;
}
}
}
}
*/

}

} // end initiate

container listen {
if-feature listen;
description
"Configures client accepting call-home TCP connections.";
| eaf max-sessions {
type uint 16;
default O;
description
"Speci fies the maxi mum nunber of concurrent sessions
that can be active at one tine. The value 0 indicates
that no artificial session limt should be used.";

| eaf idle-tineout {
type uint 16;
units "seconds"”;
default 3600; // one hour
description
"Specifies the maxi mum nunber of seconds that a NETCONF

session may remain idle. A NETCONF session will be dropped

if it isidle for an interval |onger than this nunber of
seconds. |If set to zero, then the server will never drop
a session because it is idle. Sessions that have a
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notification subscription active are never dropped."”;

list endpoint {

key nane;
description

"List of endpoints to |isten for NETCONF connections on."
| eaf nane {

type string;

description

"An arbitrary nane for the NETCONF |isten endpoint.";

choi ce transport {
mandat ory true
description
"Sel ects between avail able transports.”
case ssh {
if-feature ssh-Ilisten;
cont ai ner ssh {
description
"SSH-specific listening configuration for inbound
connections.";
uses ss:listening-ssh-client-grouping {
refine port {
default 4334;

}
}
}
}
/*
case tls {
if-feature tls-listen;
container tls {
description
"TLS-specific listening configuration for inbound
connections.";
uses ts:listening-tls-client-grouping {
refine port {
default 4335;
}
augnment "client-auth" {
description
"Augnents in the cert-to-nane structure."
uses cert-maps- groupi ng;
}
}
}
}
*/
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}

} // end listen

}

groupi ng cert-nmaps-grouping {
description
"A grouping that defines a container around the
cert-to-name structure defined in RFC 7407."
contai ner cert-nmaps {
uses x509c2n: cert-to-nane;
description
"The cert-maps container is used by a TLS-based NETCONF
server to map the NETCONF client’s presented X 509
certificate to a NETCONF usernane. |f no matching and
valid cert-to-nane list entry can be found, then the
NETCONF server MJST cl ose the connection, and MJUST NOT
accept NETCONF nessages over it.";
ref erence
"RFC WAWN NETCONF over TLS, Section 7";

<CCDE ENDS>
3. The NETCONF Server Mode

The NETCONF server nodel presented in this section supports servers
both Iistening for connections as well as initiating call-home
connecti ons.

This nodel al so supports both the SSH and TLS transport protocols,
using the SSH server and TLS server groupings defined in
[draft-ietf-netconf-ssh-client-server] and
[draft-ietf-netconf-tls-client-server] respectively.

Al'l private keys and trusted certificates are held in the keystore
nodel defined in [draft-ietf-netconf-keystore].

YANG feature statenments are used to enable inplenentations to
advertise which parts of the nodel the NETCONF server supports
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3.1. Tree Diagram
Note: all lines are folded at colum 71 with no '\’ character.

nodul e: ietf-netconf-server
+--rw net conf -server
+--rw sessi on-options
| +--rw hello-tinmeout? uint16
+-rwlisten {listen}?
| +--rw max-sessions? ui nt 16
+--rwidle-tineout? ui nt 16
+--rw endpoi nt* [ nane]
+--rw name string
+--rw (transport)
+--:(ssh) {ssh-listen}?

| +--rw ssh
+--rw address? i net:ip-address
+--rw port? i net: port-numnber

+--rw host - keys
| +--rw host-key* [nane]
[ +--rw name string
[ +--rw (host - key-type)
| +--: (public-key)
| +--rw public-key? -> [ ks: keystore/

I
privat e-keys/ pri vat e- key/ nane
| | +--:(certificate)
| | | +--rw certificate? -> | ks: keystore/
private-keys/private-key/certificate-chains/certificate-chain/nanme {ssh
-x509-certs}?
| | +--rwclient-cert-auth {ssh-x509-certs}?
+--rw trusted-ca-certs? -> | ks: keystore/
trusted-certificates/name
+--rw trusted-client-certs? -> | ks: keystore/
trusted-certificates/nane
| +-:(tls) {tls-listen}?

+-rwtls
+--rw address? i net:ip-address

+--rw certificates
| +--rwcertificate* [nane]
| | +--rw hane -> [ ks: keystore/ privat e-keys/
private-key/certificate-chains/certificate-chain/nane
| +--rwclient-auth
| +--rw trusted-ca-certs? -> | ks: keystore/
trusted-certificates/ nanme
+--rw trusted-client-certs? -> [ ks: keyst ore/
trusted-certificates/nane
| +--rw cert-maps

I
I
| +--rw port? i net: port - nunber
|
I
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| +--rw cert-to-name* [id]

| +-rwid ui nt 32

| +--rw fingerprint x509c2n: tls-fingerp
rint

| +--rw map-type i dentityref

| +--rw name string

+--rw call -home {call-hone}?
+--rw netconf-client* [nane]

+--rw nane string
+--rw (transport)

+--:(ssh) {ssh-call-hone}?

| +--rw ssh

+--rw endpoi nts

| +--rw endpoint* [nane]

| +--rw nane string
[ +--rw address i net: host
| +--rw port? i net: port-nunber

+--rw host - keys
| +--rw host-key* [nane]
| +--rw hame string
| +--rw (host - key-type)
[ +--: (public-key)
| | +--rw public-key? -> | ks: keyst ore/
at e- key/ name
| +--:(certificate)
| | +-rw certificate? -> | ks: keystore/
privat e-keys/private-key/certificate-chains/certificate-chain/name {ssh
-x509-certs}?
| +-rw client-cert-auth {ssh-x509-certs}?
| +--rw trusted-ca-certs? -> [ ks: keystore/
trusted-certificates/nane
+--rw trusted-client-certs? -> | ks: keystore/
trusted-certificates/ nanme
| +--:(tls) {tls-call-home}?
+--rwtls
+--rw endpoi nts
| +--rw endpoint* [nane]

privat e-keys/ pri

I
I
||
||
||
||
||
||
||
||
||
||
||
priv
||

| +--rw hame string
[ +--rw port? i net: port-nunber

+--rw certificates
| +--rwcertificate* [nane]
+--rw hame -> | ks: keystore/private-keys/
private-key/certificate-chains/certificate-chain/nanme
| +--rw client-auth
+--rw trusted-ca-certs? -> [ ks: keyst ore/
trusted-certificates/nane
[ +--rwtrusted-client-certs? -> /Kks:keystore/

I
I
I
I
| | +--rw address i net: host
I
I
I
I
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trusted-certificates/nane
| +--rw cert-nmaps
+--rw cert-to-name* [id]

|

[ +-rwid ui nt 32

| +--rw fingerprint x509c2n: tls-fingerp
rint

| +--rw map-type i dentityref

| +--rw hame string

+--rw connection-type
+--rw (connection-type)?
+--: (persistent-connection)
| +--rw persistent!
+--rwidle-tineout? ui nt 32
+--rw keep-alives

I

I

|

[ +--rw nmax-attenpts? uint8
+- -

+--rw max-wait? uint16
: (periodi c-connecti on)

+--rw periodic!
+--rwidle-tinmeout? uint16
+--rw reconnect tineout? uint 16
+--rw reconnect - strat egy
+--rw start-w th? enuneration
+--rw nmax-attenpts? uint8

3.2. Exanpl e Usage

The followi ng exanmple illustrates configuring a NETCONF server to
listen for NETCONF client connections using both the SSH and TLS
transport protocols, as well as configuring call-honme to two NETCONF
clients, one using SSH and the other using TLS

This exanple is consistent with the exanples presented in Section 2.2
of [draft-ietf-netconf-keystore].

<net conf - server
xm ns="urn:ietf:params: xm :ns:yang:ietf-netconf-server">
<listen>

<!-- listening for SSH connections -->
<endpoi nt >
<nane>net conf/ ssh</ name>
<ssh>
<address>11. 22. 33. 44</ addr ess>
<host - keys>
<host - key>
<publ i c- key>ny-rsa- key</ public-key>
</ host - key>
<host - key>
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<certificate>TPM key</certificate>
</ host - key>
</ host - keys>
<client-cert-auth>
<trusted-ca-certs>
depl oynent - speci fic-ca-certs
</trusted-ca-certs>
<trusted-client-certs>
explicitly-trusted-client-certs
</trusted-client-certs>
</client-cert-auth>
</ ssh>
</ endpoi nt >

<!-- listening for TLS connections -->
<endpoi nt >
<nane>net conf/t| s</ name>
<tls>
<address>11. 22. 33. 44</ addr ess>
<certificates>
<certificate>ex-key-sect571lrl-cert</certificate>
</certificates>
<client-auth>
<trusted-ca-certs>
depl oynent - speci fic-ca-certs
</trusted-ca-certs>
<trusted-client-certs>
explicitly-trusted-client-certs
</trusted-client-certs>
<cert - maps>
<cert-to-nane>
<id>1</id>
<fingerprint>11: 0A: 05: 11: 00</fi nger pri nt >
<map-type>x509c2n: san- any</ map-type>
</cert-to-name>
<cert-to-nane>
<i d>2</id>
<fingerprint>B3: 4F: Al: 8C: 54</fi ngerprint>
<map-t ype>x509c2n: speci fi ed</ map-t ype>
<nane>scooby- doo</ nane>
</cert-to-name>
</ cert-nmaps>
</client-auth>
</[tls>
</ endpoi nt >

</listen>
<cal | - hone>
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<!-- calling hone to an SSH based NETCONF client -->
<net conf-client>
<name>confi g- ngr </ nane>
<ssh>
<endpoi nt s>
<endpoi nt >
<nane>east - dat a- cent er </ nanme>
<address>11. 22. 33. 44</ addr ess>
</ endpoi nt >
<endpoi nt >
<nanme>west - dat a- cent er </ nane>
<addr ess>55. 66. 77. 88</ addr ess>
</ endpoi nt >
</ endpoi nt s>
<host - keys>
<host - key>
<certificate>TPM key</certificate>
</ host - key>
</ host - keys>
<client-cert-auth>
<trusted-ca-certs>
depl oynent - specific-ca-certs
</trusted-ca-certs>
<trusted-client-certs>
explicitly-trusted-client-certs
</trusted-client-certs>
</client-cert-auth>
</ ssh>
<connecti on-type>
<peri odi c>
<idl e-tineout>300</idle-tineout>
<r econnect -t i neout >60</r econnect - ti neout >
</ peri odi c>
</ connecti on-type>
<reconnect - strat egy>
<start-w th>l ast-connected</start-w th>
<max- at t enpt s>3</ max- att enpt s>
</reconnect -strategy>
</ netconf-client>

<!-- calling hone to a TLS-based NETCONF client -->
<net conf-client>
<nane>event - corr el at or </ name>
<tls>
<endpoi nt s>
<endpoi nt >
<nane>east - dat a- cent er </ nane>
<addr ess>22. 33. 44. 55</ addr ess>
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</ endpoi nt >
<endpoi nt >
<name>west - dat a- cent er </ name>
<addr ess>33. 44. 55. 66</ addr ess>
</ endpoi nt >
</ endpoi nt s>
<certificates>
<certificate>ex-key-sect571lrl-cert</certificate>
</certificates>
<client-auth>
<trusted-ca-certs>
depl oynent - speci fic-ca-certs
</trusted-ca-certs>
<trusted-client-certs>
explicitly-trusted-client-certs
</trusted-client-certs>
<cert - maps>
<cert-to-nane>
<i d>1</id>
<fingerprint>11: 0A: 05: 11: 00</fi ngerprint>
<map-t ype>x509c2n: san- any</ map-t ype>
</cert-to-name>
<cert-to-nane>
<i d>2</id>
<fingerprint>B3: 4F: Al: 8C: 54</fi ngerprint>
<map-t ype>x509c2n: speci fi ed</ map-t ype>
<name>scooby- doo</ nane>
</ cert-to-name>
</ cert-nmaps>
</cli ent-aut h>
</tls>
<connection-type>
<persi st ent >
<i dl e-ti meout >300</i dl e-ti meout >
<keep-al i ves>
<max-wai t >30</ max- wai t >
<max- at t enpt s>3</ max- att enpt s>
</ keep-al i ves>
</ persi stent >
</ connecti on-type>
<reconnect - st rat egy>
<start-with>first-listed</start-wth>
<max- at t enpt s>3</ max- att enpt s>
</reconnect -strategy>
</ netconf-client>

</ cal | - hone>
</ net conf - server >
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3.3.  YANG Mode

Thi s YANG nodul e i nports YANG types from [ RFC6991] and [ RFC7407].

<CCODE BEG NS> file "ietf-netconf-server@016-11-02. yang"

nmodul e i etf-netconf-server {
yang-version 1.1;

nanespace "urn:ietf:parans: xn :ns:yang:ietf-netconf-server";
prefix "ncs";

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types”

}

i mport ietf-x509-cert-to-nanme {
prefix x509c2n;
ref erence
"RFC 7407: A YANG Data Model for SNMP Configuration";

}
import ietf-ssh-server {
prefix ss;
revi sion-date 2016-11-02; // stable grouping definitions
ref erence
"RFC YYYY: SSH Client and Server Model s";
}
inmport ietf-tls-server {
prefix ts;
revision-date 2016-11-02; // stable grouping definitions
ref erence
"RFC 7Z777Z: TLS dient and Server Mbdel s";
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"W Web: <http://tools.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

WG Chair: Mehnet Ersue
<mai | t o: nehnet . er sue@sn. cone
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WG Chai r: Mahesh Jet hanandani
<mai | t 0: nj et hanandani @nai | . con®

Edi t or: Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >";

description
"This nodul e contains a coll ection of YANG definitions for
configuring NETCONF servers

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I ETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision "2016-11-02" {
description
"Initial version";
ref erence
"RFC XXXX: NETCONF Cdient and Server Model s";

!/ Features

feature listen {
description
"The 'listen’ feature indicates that the NETCONF server
supports opening a port to accept NETCONF client connections
using at |east one transport (e.g., SSH, TLS, etc.).";

}

feature ssh-listen {
description
"The 'ssh-listen’ feature indicates that the NETCONF server
supports opening a port to accept NETCONF over SSH
client connections.";
ref erence
"RFC 6242: Using the NETCONF Protocol over Secure Shell (SSH)"
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}

feature tls-listen {
description
"The "tls-listen” feature indicates that the NETCONF server
supports opening a port to accept NETCONF over TLS
client connections."”;
reference
"RFC 7589: Using the NETCONF Protocol over Transport
Layer Security (TLS) with Mitual X 509
Aut henti cation";

}

feature call-hone {
description
"The 'call-honme’ feature indicates that the NETCONF server
supports initiating NETCONF call hone connections to NETCONF
clients using at |east one transport (e.g., SSH, TLS, etc.).";
ref erence
"RFC YYYY: NETCONF Cal | Hone and RESTCONF Cal | Hone";
}

feature ssh-call-hone {
description
"The 'ssh-call-hone’ feature indicates that the NETCONF
server supports initiating a NETCONF over SSH cal
honme connection to NETCONF clients.™
ref erence
"RFC YYYY: NETCONF Call Hone and RESTCONF Cal | Hone";
}

feature tls-call-hone {
description
"The "tls-call-hone’ feature indicates that the NETCONF
server supports initiating a NETCONF over TLS cal
home connection to NETCONF clients.";
ref erence
"RFC YYYY: NETCONF Cal | Hone and RESTCONF Cal | Hone";

/'l top-level container (groupings bel ow)
cont ai ner netconf-server {
description
"Top-1evel container for NETCONF server configuration.”

cont ai ner session-options { // SHOULD WVE REMOVE TH S ALTOGETHER?
description
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"NETCONF session options, independent of transport
or connection strategy.";
| eaf hello-timeout {

type uint 16;
units "seconds";
default 600;

description
"Specifies the maxi num nunber of seconds that a SSH TLS
connection may wait for a hello nessage to be received.
A connection will be dropped if no hello nessage is

recei ved before this nunber of seconds el apses. |If set
to zero, then the server will wait forever for a hello
nmessage. ";

}
}

container listen {
if-feature listen;
description
"Configures |listen behavior"”;
| eaf max-sessions {
type uint 16;
defaul t O;
description
"Speci fies the maxi num nunber of concurrent sessions
that can be active at one tinme. The value 0 indicates
that no artificial session limt should be used.”

| eaf idle-tineout {
type uint 16;
units "seconds";
default 3600; // one hour
description
"Specifies the maxi mum nunber of seconds that a NETCONF
session may renmain idle. A NETCONF session will be dropped
if it isidle for an interval |onger than this nunber of
seconds. |If set to zero, then the server will never drop
a session because it is idle. Sessions that have a
notification subscription active are never dropped.”
}
list endpoint {
key nane;
description
"List of endpoints to listen for NETCONF connections on.";
| eaf nane {
type string;
description
"An arbitrary name for the NETCONF |isten endpoint.";
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}

choi ce transport {
mandat ory true
description
"Sel ects between avail able transports.”;
case ssh {
if-feature ssh-Ilisten;
cont ai ner ssh {
description
"SSH-specific listening configuration for inbound
connections.";
uses ss:|istening-ssh-server-grouping {
refine port {
defaul t 830;
}

}
}

case tls {
if-feature tls-listen;
container tls {
description
"TLS-specific listening configuration for inbound
connections.";
uses ts:listening-tls-server-grouping {
refine port {
default 6513;
}

augnment "client-auth" {
description
"Augnents in the cert-to-nane structure."”;
uses cert-nmaps-groupi ng;

contai ner call-hone {
i f-feature call-honeg;
description
"Configures call-honme behavior";
list netconf-client {
key nane;
description
"List of NETCONF clients the NETCONF server is to initiate
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call -home connections to.";
| eaf nane {
type string;
description
"An arbitrary name for the renote NETCONF client."

choi ce transport {
mandat ory true;
description
"Sel ects between avail able transports.”;
case ssh {
i f-feature ssh-call-honeg;
cont ai ner ssh {
description
"Specifies SSHspecific call-home transport
configuration.";
uses endpoi nts-contai ner {
refine endpoi nts/endpoint/port {
defaul t 4334;
}

}

uses ss:non-li stening-ssh-server-grouping;

}

case tls {
if-feature tls-call-hone;
container tls {
description
"Specifies TLS-specific call-honme transport
configuration.";
uses endpoi nts-contai ner {
refine endpoi nts/endpoint/port {
default 4335;
}

}

uses ts:non-listening-tls-server-grouping {
augnment "client-auth" {
description
"Augnents in the cert-to-nane structure.”
uses cert-maps-groupi ng;
}
}
}
}
}

cont ai ner connection-type {
description
"I'ndi cates the kind of connection to use.";
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choi ce connection-type {
description
"Sel ects between avail abl e connection types."
case persistent-connection {
cont ai ner persistent {
presence true;
description
“Maintain a persistent connection to the NETCONF
client. If the connection goes down, immediately
start trying to reconnect to it, using the
reconnection strategy.

Thi s connection type mininm zes any NETCONF cli ent
to NETCONF server data-transfer delay, albeit at
t he expense of hol ding resources |onger."
| eaf idle-tineout {
type uint32;
units "seconds";
default 86400; // one day;
description
"Specifies the maxi num nunber of seconds that a
a NETCONF session nmay remain idle. A NETCONF
session will be dropped if it is idle for an
interval |onger than this nunber of seconds.
If set to zero, then the server will never drop
a session because it is idle. Sessions that
have a notification subscription active are
never dropped.";
}
cont ai ner keep-alives {
description
"Configures the keep-alive policy, to proactively
test the aliveness of the SSH TLS client. An
unresponsive SSH TLS client will be dropped after
approxi mately nmax-attenpts * max-wait seconds.";
reference
"RFC YYYY: NETCONF Call Honme and RESTCONF Cal |
Hone, Section 3.1, item S6";
| eaf max-wait {
type uintl1l6 {
range "1..max";
}

units seconds;

default 30;

description

"Sets the anbunt of tinme in seconds after which
if no data has been received fromthe SSH TLS
client, a SSH TLS-1evel nessage will be sent
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to test the aliveness of the SSH TLS client.";
}
| eaf max-attenpts {
type uint8;
default 3;
description
"Sets the maxi num nunber of sequential keep-alive
messages that can fail to obtain a response from
the SSH TLS client before assum ng the SSH TLS
client is no longer alive."
}
}
}
}

case periodi c-connection {
contai ner periodic {

presence true;

description

"Periodically connect to the NETCONF client, so that
the NETCONF client may deliver nessages pending for
the NETCONF server. The NETCONF client nust close
the connection when it is ready to release it. Once
t he connection has been closed, the NETCONF server

will restart its tinmer until the next connection."”
| eaf idle-tineout {
type uint 16;

units "seconds”
default 300; // five minutes
description
"Speci fies the maxi num nunber of seconds that a
a NETCONF session may renain idle. A NETCONF
session will be dropped if it is idle for an
interval |onger than this nunber of seconds.
If set to zero, then the server will never drop
a session because it is idle. Sessions that
have a notification subscription active are
never dropped.”;
}
| eaf reconnect_tineout ({
type uintl16 {
range "1..max";
}
units mnutes;
default 60;
description
"Sets the maxi num anpbunt of unconnected tine the
NETCONF server will wait before re-establishing
a connection to the NETCONF client. The NETCONF
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server may initiate a connection before this
time if desired (e.g., to deliver an event
notification nmessage)."”
}
}
}
}
}

cont ai ner reconnect-strategy {
description
"The reconnection strategy directs how a NETCONF server
reconnects to a NETCONF client, after discovering its
connection to the client has dropped, even if due to a
reboot. The NETCONF server starts with the specified
endpoint and tries to connect to it max-attenpts tines
before trying the next endpoint in the list (round
robin).";
| eaf start-with {
type enuneration {
enumfirst-listed {
description
"I'ndi cates that reconnections should start with
the first endpoint listed."

enum | ast-connected {
description

"Indi cates that reconnections should start wth
the endpoint |ast connected to. |f no previous
connection has ever been established, then the
first endpoint configured is used. NETCONF
servers SHOULD be able to renmenber the |ast
endpoi nt connected to across reboots."

}

}

default first-Iisted;
description
"Specifies which of the NETCONF client’s endpoints the
NETCONF server should start with when trying to connect
to the NETCONF client.™;
}
| eaf max-attenpts {
type uint8 {
range "1..max";
}
default 3;
description
"Specifies the nunber times the NETCONF server tries to
connect to a specific endpoint before noving on to the
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next endpoint in the list (round robin)."

groupi ng cert-maps-groupi ng {
description
"A grouping that defines a container around the
cert-to-nane structure defined in RFC 7407.";
cont ai ner cert-maps {
uses x509c2n: cert-to-nane;
description
"The cert-maps container is used by a TLS-based NETCONF
server to map the NETCONF client’s presented X 509
certificate to a NETCONF usernane. |f no matching and
valid cert-to-nane list entry can be found, then the
NETCONF server MUST cl ose the connection, and MJST NOT
accept NETCONF messages over it.";
ref erence
"RFC WAWNY NETCONF over TLS, Section 7";

groupi ng endpoi nt s-cont ai ner {
description
"This grouping is used by both the ssh and tls containers
for call-hone configurations.";
cont ai ner endpoi nts {
description
"Container for the list of endpoints.";
list endpoint {
key nane;
m n-el enents 1;
or der ed- by user;
description
"User-ordered list of endpoints for this NETCONF client.
Defining nore than one enabl es high-availability.";
| eaf nane {
type string;
description
"An arbitrary name for this endpoint.”

| eaf address {
type inet: host;
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mandat ory true

description

"The I P address or hostnane of the endpoint. |If a
hostnane is configured and the DNS resolution results
in nore than one | P address, the NETCONF server
will process the I P addresses as if they had been
explicitly configured in place of the hostnane.";

}
| eaf port {
type inet: port-nunber;
description
"The I P port for this endpoint. The NETCONF server will
use the | ANA-assigned well-known port if no value is
specified.";
}
}
}
}
}
<CODE ENDS>

4. Design Considerations

Editorial: this section is a hold over frombefore, previously called
"Cbjectives". It was only witten two support the "server" (not the
"client"). The questionis if it's better to add the m ssing
"client" parts, or renove this section altogether

The primary purpose of the YANG nodul es defined herein is to enable
the configuration of the NETCONF client and servers. This scope
i ncludes the follow ng objectives:

4.1. Support all NETCONF transports

The YANG nodul e shoul d support all current NETCONF transports, nanely
NETCONF over SSH [ RFC6242], NETCONF over TLS [RFC7589], and to be
extensible to support future transports as necessary.

Because i npl enentati ons may not support all transports, the nodul es

shoul d use YANG "feature" statements so that inplenmentations can
accurately advertise which transports are supported.
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4.2. Enable each transport to sel ect which keys to use

Servers may have a multiplicity of host-keys or server-certificates
fromwhi ch subsets nay be selected for specific uses. For instance,
a NETCONF server nay want to use one set of SSH host-keys when
listening on port 830, and a different set of SSH host-keys when
calling hone. The data nodels provided herein should enabl e
configuration of which keys to use on a per-use basis.

4.3. Support authenticating NETCONF clients certificates

When a certificate is used to authenticate a NETCONF client, there is
a need to configure the server to know how to authenticate the
certificates. The server should be able to authenticate the client’s
certificate either by using path-validation to a configured trust
anchor or by matching the client-certificate to one previously

confi gured.

4. 4. Support mappi ng aut henticated NETCONF client certificates to
user nanes

When a client certificate is used for TLS client authentication, the
NETCONF server nust be able to derive a usernane fromthe

aut henticated certificate. Thus the nodul es defined herein should
enabl e this mapping to be configured.

4.5. Support both listening for connections and call home

The NETCONF protocols were originally defined as having the server
opening a port to listen for client connections. Mre recently the
NETCONF wor ki ng group defined support for call-hone
([draft-ietf-netconf-call-hone]), enabling the server to initiate the
connection to the client. Thus the nodul es defined herein should
enabl e configuration for both listening for connections and calling
hone. Because inplenentations nay not support both listening for
connections and calling home, YANG "feature" statenments should be
used so that inplenentation can accurately advertise the connection
types it supports.

4.6. For Call Home connections

The followi ng objectives only pertain to call honme connecti ons.
4.6.1. Support nore than one NETCONF client

A NETCONF server may be nmanaged by nore than one NETCONF client. For

i nstance, a deploynent nay have one client for provisioning and
another for fault nonitoring. Therefore, when it is desired for a
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server to initiate call hone connections, it should be able to do so
to nore than one client.

4.6.2. Support NETCONF clients having nore than one endpoi nt

A NETCONF client managi ng a NETCONF server may inplenment a high-
availability strategy enmploying a nultiplicity of active and/or
passi ve endpoint. Therefore, when it is desired for a server to
initiate call home connections, it should be able to connect to any
of the client’s endpoints.

4.6.3. Support a reconnection strategy

Assum ng a NETCONF client has nmore than one endpoint, then it becones
necessary to configure how a NETCONF server should reconnect to the
client should it lose its connection to one the client’s endpoints.
For instance, the NETCONF server may start with first endpoint
defined in a user-ordered list of endpoints or with the |ast
endpoints it was connected to.

4.6.4. Support both persistent and periodi c connections

NETCONF clients nmay vary greatly on how frequently they need to
interact with a NETCONF server, how responsive interactions need to
be, and how many si mul t aneous connections they can support. Some
clients may need a persistent connection to servers to optimnze real -
time interactions, while others prefer periodic interactions in order
to mninze resource requirenents. Therefore, when it is necessary
for server to initiate connections, it should be configurable if the
connection is persistent or periodic.

4.6.5. Reconnection strategy for periodic connections

The reconnection strategy should apply to both persistent and

peri odi c connections. How it applies to periodic connections becones
cl ear when considering that a periodic "connection" is a |ogica
connection to a single server. That is, the periods of

unconnect edness are intentional as opposed to due to externa

reasons. A periodic "connection" should always reconnect to the sane
server until it is no longer able to, at which tinme the reconnection
strategy guides how to connect to another server

4.6.6. Keep-alives for persistent connections
If a persistent connection is desired, it is the responsibility of
the connection initiator to actively test the "aliveness" of the

connection. The connection initiator nust imediately work to
reestabli sh a persistent connection as soon as the connection is
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lost. How often the connection should be tested is driven by NETCONF
client requirenents, and therefore keep-alive settings should be
configurable on a per-client basis.

4.6.7. Custom zations for periodic connections

If a periodic connection is desired, it is necessary for the NETCONF
server to know how often it should connect. This frequency

determ nes the maxi num amount of tine a NETCONF client rmay have to
wait to send data to a server. A server nmy connect to a client
before this interval expires if desired (e.g., to send data to a
client).

5. Security Considerations

A deni al of service (DoS) attack MAY occur if the NETCONF server
limts the maxi num nunber of NETCONF sessions it will accept (i.e.
the 'max-sessions’ field in the ietf-netconf-server nodule is not
zero) and either the "hello-tineout” or "idle-tineout" fields in

i etf-netconf-server nodul e have been set to indicate the NETCONF
server should wait forever (i.e. set to zero).

6. | ANA Consi derations
6.1. The IETF XM. Registry
This docunment registers two URIs in the | ETF XM registry [ RFC2119].
Following the format in [RFC3688], the followi ng registrations are
r equest ed:
URI: urn:ietf:paranms:xm:ns:yang:ietf-netconf-client
Regi strant Contact: The NETCONF WG of the | ETF.
XM: N A, the requested URI is an XM. nanespace
URI: urn:ietf:parans: xnl:ns:yang:ietf-netconf-server
Regi strant Contact: The NETCONF WG of the | ETF.
XML: N A the requested URI is an XM. nanmespace
6.2. The YANG Mddul e Nanmes Registry
This docunment registers two YANG nodul es in the YANG Modul e Nanes

registry [RFC6020]. Following the format in [RFC6020], the the
followi ng registrations are requested:
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7

8.

8.

name: i etf-netconf-client

nanespace: urn:ietf:paranms: xm :ns:yang:ietf-netconf-client
prefix: ncc

ref erence: RFC XXXX

name: i etf-netconf-server

nanespace: urn:ietf:parans: xm :ns:yang:ietf-netconf-server
prefix: ncs

ref erence: RFC XXXX
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NETCONF Support for Event Notifications
draft-ietf-netconf-netconf-event-notifications-01

Abst ract

Thi s docunment defines the support of [event-notifications] by the
Net wor k Configuration protocol (NETCONF). [event-notifications]
descri bes capabilities and operations for providing asynchronous
message notification delivery. This docunent discusses how to
provide themon top of NETCONF. The capabilities and operations
defined between this docunent and [event-notifications] are intended
to obsol ete RFC 5277.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 4, 2017.
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1. Introduction

[ RFC6241] can be conceptually partitioned into four |ayers:

Layer Exanpl e

S + oo m e e e e e e e e e e e e e e e e e eaao o +
[ Cont ent [ Configuration data

o m e e oo o - + ) +

| |

e e e - + o mm o e e e e e e e e e e e e e e e e e e o aao o +
| Operations | | <get-config> <edit-config> <notification>
S + oo m e e e e e e e e e e e e e e e e e eaao o +

I I I
B TS + B + |

RPC <rpc>, <rpc-reply> |
e e e - + o e e m e e e e e e e e oo + [

I I I
S + oo m e e e e e e e e e e e e e e e e e eaao o +
| Transport | | BEEP, SSH, SSL, console |
| Protocol | | |
TSRS + o mm e e e e e e e e e e e e e e e e e e e e eem o +

Figure 1: NETCONF | ayer architecture

Thi s docunent defines nmechani sns that provide an asynchronous nessage
notification delivery service for the NETCONF protocol [RFC6241]
based on [event-notifications]. This is an optional capability built
on top of the base NETCONF definition

[event-notifications] and this docunent enhance the capabilities of
RFC 5277 whil e maintai ni ng backwards capability with existing

i mpl ementations. It is intended that a final version of this
docunent m ght obsol ete [ RFC5277]. The enhancenents include the
ability to term nate subscriptions without ternminating the client
session, to nodify existing subscriptions, and to have multiple
subscriptions on a NETCONF session. [RFC5277] clients that do not
requi re these enhancenents are not affected by them

[event-notifications] covers the follow ng functionality:

0 Ability to subscribe to event notifications using two nechani sns:
dynani ¢ and configuration subscriptions.

0 Ability to subscribe to event notifications using two nmechani sns:
dynanmi ¢ and configuration subscriptions.

0 Ability to negotiate acceptabl e subscription paraneters.
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0 Ability to filter the subset of notifications to be pushed with
stream specific semantics.
0 Ability to support nultiple encodings for the notification
0 Mechanismto conmmunicate the notifications.
o0 Ability to replay locally |ogged notifications.
To support this functionality, NETCONF agents nust inplenent the
operations, configuration and operational state defined in
[event-notifications]. |In addition, they need to:
0 support multiple subscriptions over a single NETCONF session
0 support a revised definition of the default NETCONF stream
0 be backwards conpatible with RFC 5277 i npl enent ati ons.
1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
1.1.1. NETCONF
The following terns are defined in [ RFC6241]
o Cdient
o Server
o0 Qperation
o0 RPC renpte procedure cal
1.1.2. Event Notifications
The following terns are defined in [event-notifications]:
o Event
o0 Event notification

0 Stream (also referred to as "event streant)

0 Subscri ber
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0 Publi sher
0 Receiver
0 Subscription
o Filter
o Dynam c subscription
0 Configured subscription
Note that a publisher in [event-notifications] corresponds to a
server in [RFC6241]. Similarly, a subscribers corresponds to a
client. A receiver is also aclient. 1In the remainder of this
docunent, we will use the term nology in [ RFC6241].

1.1.3. NETCONF Access Contro
The following ternms are defined in [ RFC6536]
0 NACM NETCONF Access Control Model

1.2. Solution Overview
[event-notifications] defines mechanisns that provide an asynchronous
message notification delivery service. This docunent discusses its
realization on top of the NETCONF protocol [RFC6241].
The functionality to support is defined in [event-notifications]. It
is formalized in a set of yang nodels. The mappi ng of yang
constructs into NETCONF is described in [ RFC6020] .
Supporting [event-notifications] requires enhancenents and
nmodi fications in NETCONF. The key enhacenent is suporting nultiple
subscriptions on a NETCONF session. A key nodification is the
definition of the NETCONF stream

These enhancenents do not affect [RFC5277] clients that do not
support [event-notifications].

2. Solution

In this section, we describe and exenplify how [event-notifications]
must be supported over NETCONF.
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2. 1. Event Streans

In the context of NETCONF, an event streamis a set of events
avai l abl e for subscription froma NETCONF server. It is out of the
scope of this docunent to identify a) how streans are defined, b) how
events are defined/ generated, and c¢) how events are assigned to
streans.

The following is a high-level description of the flow of a
notification. Note that it does not nmandate and/or preclude an

i npl ementation. As events are raised, they are assigned to streans.
An event may be assigned to nmultiple streans. The event is
distributed to subscribers and receivers based on the current
subscriptions and access control. Access control is needed because
if any receiver of that subscription does not have perm ssion to
receive an event, then it never makes it into a notification, and
processing of the event is conpleted for that subscription

2.2. Event Stream Di scovery

A NETCONF client can retrieve the |ist of avail able event streans
froma NETCONF server using the <get> operation. The reply contains
the el enents defined in the YANG nodel under the container
"/streans", which includes the streamidentifier

The followi ng exanple ilustrates the retrieval of the list of
avai | abl e event streans using the <get> operation

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >

<get >
<filter type="subtree">
<streamns
xm ns="urn:ietf:parans: xm :ns:yang:ietf-event-notifications"/>
</filter>
</ get >
</rpc>

Figure 2: Get streans
The NETCONF server returns a list of event streans avail able for

subscription. 1In this exanple, the Iist contains the NETCONF, SNWP
and syslog-critical streans.
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<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<dat a>
<streans
xm ns="urn:ietf:parans: xm :ns:yang:ietf-event-notifications">
<st r eanPNETCONF</ st r ean»
<st r eanmr>SNWP</ st r ean®
<streanpsysl og-critical </streanp
<st r eanPNETCONF</ st r ean»
</ streans>
</ dat a>
</rpc-reply>

Figure 3: Get streanms response
2.2.1. Backwards Conpatibility

In order to maintain backwards conpatibility, clients that only
support [RFC5277] can retrieve the list of available event streans
executing a <get> operation against the container "/netconf/streans".

The followi ng exanple ilustrates this mechani sm

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<get >
<filter type="subtree">
<net conf
xm ns="urn:ietf:parans: xn : ns: netnod: notification">
<streans/ >
</ net conf >
</filter>
</ get >
</rpc>

Figure 4: Get streanms (backwards conpatibility)

The NETCONF server returns a |list of event streans avail able for
subscription. In this exanple, the Iist contains the NETCONF, SNWP

and syslog-critical streans.

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<dat a>
<net conf
xm ns="urn:ietf:parans: xm : ns: netnod: notification">
<streanms>
<streanp
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<nane>
NETCONF
</ name>
<descri ption>
defaul t NETCONF event stream
</ description>
<repl aySupport >
true
</ repl aySupport >
<repl ayLogCreati onTi ne>
2016- 02- 05T00: 00: 00z
</ repl ayLogCreati onTi me>
</ streane
<streanp
<nane>
SNWVP
</ name>
<descri pti on>
SNWVP notifications
</ descri ption>
<repl aySupport >
fal se
</ repl aySupport >
</ streanr
<streanp
<nane>
syslog-critica
</ name>
<descri ption>
Critical and higher severity
</ descri pti on>
<repl aySupport >
true
</ repl aySupport >
<repl ayLogCreati onTi ne>
2007- 07-01T00: 00: 00Z
</ repl ayLogCreati onTi me>
</ streane
</ streans>
</ net conf >
</ dat a>
</rpc-reply>

Figure 5: Get streanms response (backwards conpatibility)
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2. 3. Def aul t Event Stream

A NETCONF server inplenmentation supporting the notification
capability MJUST support the "NETCONF" notification event stream

This streamcontains all NETCONF XM. event notifications supported by
the NETCONF server, except for those belonging only to streanms that
explicitly indicate that they nust be excluded fromthe NETCONF
stream The exact string "NETCONF' is used during the advertisenent
of stream support during the <get> operation on <streams> and during
the <create-subscription> and <establish-subscription> operati ons.

2.4. Creating a Subscription
This operation was fully defined in [ RFC5277].

2.4.1. Usage Exanple
The follow ng denponstrates dynamically creating a subscription
<net conf:rpc message-i d="101"

xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<creat e-subscri ption

xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
</ creat e-subscri pti on>
</ net conf:rpc>
Figure 6: Create subscription
2.4.2. Positive Response

If the NETCONF server can satisfy the request, the server sends an
<ok> el enent.
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<net conf:rpc netconf:nmessage-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<creat e-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 0">
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conf event/ 1. 0"
sel ect ="/ex: event[ex: eventd ass="fault’ and
(ex:severity="mnor’ or ex:severity=' mgjor’
or ex:severity='critical’)]"/>
</ create-subscripti on>
</ netconf:rpc>

<rpc-reply nmessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ok/ >
</rpc-reply>

Figure 7: Successful create subscription
2.4.3. Negative Response

If the request cannot be conpleted for any reason, an <rpc-error>
element is included within the <rpc-reply>. Subscription requests
can fail for several reasons including if a filter with invalid
syntax is provided or if the name of a non-existent streamis
provi ded.

If a stopTinme is specified in a request w thout having specified a
startTime, the following error is returned:

Tag: m ssing-el enent

Error-type: protoco

Severity: error

Error-info: <bad-elenent>: startTine
Description: An expected elenent is m ssing.

Figure 8: Create subscription nmissing an el enent

If the optional replay feature is requested but the NETCONF server
does not support it, the following error is returned:
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Tag: operation-failed

Error-type: protoco

Severity: error

Error-info: none

Description: Request could not be conpleted because the
requested operation failed for sone reason
not covered by any other error condition

Figure 9: Create subscription operation failed

If a stopTinme is requested that is earlier than the specified
startTime, the following error is returned:

Tag: bad- el ement
Error-type: protoco
Severity: error
Error-info: <bad-el ement>: stopTine
Description: An elenment value is not correct;
e.g., wong type, out of range, pattern m snatch.

Figure 10: Create subscription incorrect stopTine

If a startTinme is requested that is later than the current tinme, the
followi ng error is returned:

Tag: bad- el ement

Error-type: protoco

Severity: error

Error-info: <bad-elenent>: startTinme

Description: An elenment value is not correct;

e.g., wong type, out of range, pattern m snatch.
Figure 11: Create subscription incorrect startTime

2.5. Establishing a Subscription

This operation is defined in [event-notifications].
2.5.1. Usage Exanple

The following illustrates the establishment of a sinple subscription
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
</ establ i sh-subscripti on>
</ net conf: rpc>

Figure 12: Establish subscription
2.5.2. Positive Response

If the NETCONF server can satisfy the request, the server sends a
positive <subscription-result> elenment, and the subscription-id of
the accepted subscription

<net conf:rpc netconf:nessage-i d="102"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<establ i sh-subscription
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e.conf event/1. 0"
sel ect="/ex: event[ex:eventd ass="fault’ and
(ex:severity="minor’ or ex:severity= mgjor’
or ex:severity='critical’)]"/>
</ establ i sh-subscription>
</ netconf:rpc>

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
ok
</ subscription-result>
<subscription-id
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1.1">
52
</ subscription-id>
</rpc-reply>

Fi gure 13: Successful establish-subscription
2.5.3. Negative Response

If the NETCONF server cannot satisfy the request, the server sends a
negative <subscription-result> el ement.
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If the client has no authorization to establish the subscription, the
<subscription-result> indicates an authorization error. For
i nst ance:

<net conf:rpc netconf:nessage-i d="103"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<establ i sh-subscription
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
<st r ean»f oo</ streanr
</ establ i sh-subscripti on>
</ netconf:rpc>

<rpc-reply nmessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
error-data-not -aut hori zed
</ subscription-result>
</rpc-reply>

Fi gure 14: Unsuccessful establish subscription

If the request is rejected because the server is not able to serve
it, the server SHOULD include in the returned error what subscription
paraneters woul d have been accepted for the request when it was
processed. However, they are no guarantee that subsequent requests
with those paraneters for this client or others will be accepted.

For instance, consider a subscription from][yang-push], which
augnments the establish-subscription with sone additional paraneters,
including "period". |If the client requests a period the NETCONF
server cannot serve, the exchange may be
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<st r eanppush- updat e</ streanr
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conf sanpl e-data/ 1. 0"
sel ect="/ex: foo"/>
<period xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push:1.0">
500
</ peri od>
<encodi ng>encode- xn </ encodi ng>
</ establ i sh-subscription>
</ netconf:rpc>

<rpc-reply nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms:xm :ns:netconf:notification:1. 1">
error-insufficient-resources
</ subscription-result>
<peri od
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-yang-push:1.0">
2000
</ peri od>
</rpc-reply>

Fi gure 15: Subscription establishnment negotiation

Subscription requests will fail if a filter with invalid syntax is
provided or if the name of a non-existent streamis provided.

2.5.4. Miltiple Subscriptions over a Single NETCONF Session

Note that [event-notifications] requires supporting nultiple
subscription establishnents over a single NETCONF session. In
contrast, [RFC5277] mandated servers to return an error when a
create-subscription was sent while a subscription was active on that
session. Note that servers are not required to support nultiple
create-subscription over a single session, but they MJST support
mul ti pl e establish-suscription over one session

2.5.5. Message Fl ow Exanpl es
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Com e e e e e e e e a o= |
I

Notification (subs-id 22) [
Cemmmmemeemecmececcceeae e |
Notification (subs-id 22) |
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Figure 16: Message flow for subscription establishnent
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_____________________________ >
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Figure 17: Message Flow for nultiple subscription establishments over
a single session

2.6. Modifying a Subscription
This operation is defined in [event-notifications].

2.6.1. Usage Exanple
The followi ng denonstrates nodi fying a subscription. Consider a
subscription from [yang-push], which augnents the establish-

subscription with some additional paraneters, including "period"'. A
subscription may be established as foll ows.
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<st r eanppush- updat e</ streanr
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conf sanpl e-data/ 1. 0"
sel ect="/ex: foo"/>
<period xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push:1.0">
500
</ peri od>
<encodi ng>encode- xn </ encodi ng>
</ establ i sh-subscription>
</ netconf:rpc>

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
ok
</ subscription-result>
<subscription-id
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1.1">
1922
</ subscription-id>
</rpc-reply>

Fi gure 18: Establish subscription to be nodified

The subscription may be nodified wth:
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<net conf:rpc message-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<nmodi fy-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<subscri ption-id>1922</subscription-id>
<peri 0d>1000</ peri od>
</ modi fy- subscri ption >
</ netconf:rpc>

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
ok
</ subscription-result>
<subscription-id
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1.1">
1922
</ subscription-id>
</rpc-reply>

Figure 19: Modify subscription
2.6.2. Positive Response
If the NETCONF server can satisfy the request, the server sends a
positive <subscription-result> element. This response is |like that

to an establish-subscription request, but wi thout the subscription-id
(whi ch woul d be redundant).
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<net conf:rpc message-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >

<nmodi fy-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">

<subscri ption-id>1922</subscription-id>

<peri od
xm ns="urn:ietf:params: xm :ns:yang:ietf-yang-push: 1. 0">

1000
</ peri od>

</ nodi fy- subscri ption >

</ netconf:rpc>

<rpc-reply nmessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">

<subscription-result
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">

ok
</ subscription-result>
</rpc-reply>

Fi gure 20: Successful nodify subscription
2.6.3. Negative Response

If the NETCONF server cannot satisfy the request, the server sends a

negative <subscription-result> element. |Its contents and semantics
are identical to those in an establish-subscription request. For
i nstance:
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<net conf:rpc message-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<nmodi fy-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<subscri ption-id>1922</subscription-id>
<period xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push:1.0">
100
</ peri od>
</ nmodi fy- subscri pti on>
</ netconf:rpc>

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<subscription-result
xm ns="urn:ietf:paranms:xm :ns:netconf:notification:1. 1">
error-insufficient-resources

</ subscription-result>

<peri 0od>500</ peri od>
</rpc-reply>

Fi gure 21: Unsuccessful nodify subscription

2.6.4. Message Fl ow Exanpl e
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This operation is defined in [event-notifications].

The followi ng denonstrates del eting a subscription.

1.

_____________________________ >
RPC Reply: OK, subs-id = 22
s |

Notification (subs-id 22) |
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<del et e- subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<subscri ption-id>1922</subscription-id>
</ del et e- subscri pti on>
</ net conf:rpc>

Fi gure 23: Del ete subscription
2.7.2. Positive Response

If the NETCONF server can satisfy the request, the server sends an K
el ement. For exanpl e:

<net conf:rpc nmessage-i d="103"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<del et e- subscri ption
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
<subscri ption-i d>1922</ subscri pti on-i d>
</ del et e- subscri pti on>
</ netconf:rpc>

<rpc-reply nessage-id="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<ok/ >
</rpc-reply>
Fi gure 24: Successful delete subscription
2.7.3. Negative Response

If the NETCONF server cannot satisfy the request, the server sends an
error-rpc elenent. For exanple:
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<net conf:rpc message-i d="103"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<del et e- subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<subscri ption-i d>2017</subscri ption-id>
</ del et e- subscri pti on>
</ net conf:rpc>

<rpc-reply message-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-path
xm ns:t="urn:ietf:parans: xm :ns: netconf:notification:1.1">
/t:subscription-id
</ error-path>
<error-nessage xnl:lang="en">
Subscription-id 2017 does not exi st
</ error-message>
</rpc-error>
</rpc-reply>

Fi gure 25: Unsuccessful delete subscription

7.4. Message Fl ow Exanpl e
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_____________________________ >
| RPC Reply: OK, subs-id = 22

| mrerme |
| Notification (subs-id 22) |
| <o |
I I
| A . |
| Notification (subs-id 22) [
| <o |
| Notification (subs-id 22) |
| <o |
I

| o

| Del ete Subscription

I >

Fi gure 26: Message flow for subscription deletion
2.8. Configured Subscriptions

A configured subscription is a subscription installed via a
configuration interface. Configured subscriptions do not support
negoti ati on.
Supporting configured subscriptions is optional and advertised during
the capabilities exchange using the "configured-subscriptions"
feature.

Confi gured susbscriptions are supported by NETCONF servers using
NETCONF Cal I Hone [call - hone]

In this section, we present exanples of how to nanage configuration
subscriptions using a NETCONF client.

Gonzal ez Prieto, et al. Expires May 4, 2017 [ Page 24]



Internet-Draft NETCONF- noti fi cati ons Cct ober 2016

2.8.1. cCall Hone for Configured Subscriptions

Confi gured subscriptions are established, nodified, and del eted using
configuration operations agai nst the top-Ilevel subtree subscription-
config. Once the configuration is set, the server initiates a Call
Hone to each of the receivers in the subscription on the address and
port specified. Once the NETCONF session between the server and the
receiver is established, the server will issue a "subscription-
started" notification. After that, the server will send
notifications to the receiver as per the subscription notification

Note that the server assumes the receiver is aware that calls on the
configured port are intended only for pushing notifications. It also
assunes that the receiver is ready to accept notifications on the
session created as part of the Call Hone as soon as the NETCONF
session is established. This nay require coordi nati on between the
client that configures the subscription and the clients for which the
notifications are intended. This coordination is out of the scope of
thi s docunent.

2.8.2. Establishing a Configured Subscription

Subscriptions are established using configuration operations agai nst
the top-1evel subtree subscription-config.

For exanple at subscription establishnment, a NETCONF client may send:
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<rpc nessage-i d="101"
xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0"
xm ns: nc="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<subscription-config
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
<subscri ption>
<subscription-id>
1922
</ subscription-id>
<streanp
foo
</ streanr
<recei ver >
<addr ess>
1.2.3.4
</ addr ess>
<port >
1234
</ port >
</receiver>
</ subscri ption>
</ subscri ption-config>
</edit-config>
</rpc>

Fi gure 27: Establish static subscription
if the request is accepted, the server would reply:
<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ok/ >
</rpc-reply>

Fi gure 28: Response to a successful static subscription establishnent

if the request is not accepted because the server cannot serve it,
the server may reply:
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<rpc-reply xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<rpc-error>
<error-type>application</error-type>
<error-tag>resource-deni ed</error-tag>
<error-severity>error</error-severity>
<error-nessage xnl:lang="en">
Tenporarily the server cannot serve this
subscription due to the current workl oad.
</ error-message>
</rpc-error>
</rpc-reply>

Fi gure 29: Response to a failed static subscription establishnment

2.8.2.1. Message Fl ow Exanpl e
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Fi gure 30: Message flow for subscription establishment (configured
subscri ption)
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2.8.3. Mdifying a Configured Subscription

Confi gured subscriptions can be nodified using configuration
operations against the top-level subtree subscription-config.

For exanple, the subscription established in the previous section
coul d be nodified as follows, choosing a different receiver

<rpc nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
xm ns: nc="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<edit-config>
<t ar get >
<runni ng/ >
</target>
<subscription-config
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1.1">
<subscri pti on>
<subscri ption-id>
1922
</ subscription-id>
<streanp
foo
</ streanr
<recei ver>
<addr ess>
1.2.3.5
</ addr ess>
<port >
1234
</ port >
</receiver>
</ subscri ption>
</ subscri ption-config>
</edit-config>
</rpc>

Figure 31: Modify configured subscription
if the request is accepted, the server would reply:
<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<ok/ >

</rpc-reply>

Fi gure 32: Response to a successful configured subscription
nmodi fi cation

Gonzal ez Prieto, et al. Expires May 4, 2017 [ Page 29]



Internet-Draft

2.8.3.1. Message Fl ow Exanpl e
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Fi gure 33: Message flow for subscription nodification (configured
subscri ption)

2.8.4. Deleting a Configured Subscription

Subscriptions can be del eted using configuration operations agai nst
the top-1level subtree subscription-config. For exanple:

<rpc nessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<subscription-config
xm ns: xc="urn:ietf:paranms: xm :ns: netconf:notification:1.1">
<subscription xc:operation="del ete">
<subscription-id>
1922
</ subscription-id>
</ subscri ption>
</ subscri ption-config>
</edit-config>
</rpc>

<rpc-reply nmessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<ok/ >
</rpc-reply>

Figure 34: Deleting a configured subscription

2.8.4.1. Message Fl ow Exanpl e

Gonzal e