NTP Wor ki ng G oup D. Sibold

I nternet-Draft K. Tei chel
I nt ended status: Standards Track PTB
Expi res: August 28, 2016 S. Roettger
Googl e Inc.

R Housl ey

Vigil Security
February 25, 2016

Protecting Network Tine Security Messages with the Cryptographi c Message
Synt ax ( CMVb)
draft-ietf-ntp-cms-for-nts-nessage-06

Abstract

Thi s docunent describes a convention for using the Cryptographic
Message Syntax (CMS) to protect the nessages in the Network Tine
Security (NTS) protocol. NIS provides authentication of tine servers
as well as integrity protection of time synchronizati on nessages

usi ng Network Time Protocol (NTP) or Precision Tinme Protocol (PTP).

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 28, 2016.
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1.

I nt roducti on

Thi s docunment provides details on how to construct NIS nessages in
practice. NTS provides secure tinme synchronization with tine servers
usi ng Network Tinme Protocol (NTP) [RFC5905] or Precision Tine
Protocol (PTP) [| EEE1588]. Anopbng other things, this docunent

descri bes a convention for using the Cryptographi c Message Synt ax
(CvB) [RFC5652] to protect nmessages in the Network Tinme Security
(NTS) protocol. Encryption is used to provide confidentiality of
secrets, and digital signatures are used to provide authentication
and integrity of content.

Sonmetimes CMS is used in an exclusively ASN.1 [ ASN1] environment. In
this case, the NIS nessage may use any syntax that facilitates easy
i mpl ement at i on.

CVMB Conventions for NTS Message Protection

Regardi ng the usage of CM5, we differentiate between three archetypes
according to which the NTS nessage types can be structured. They are
presented below. Note that the NTIS Message Object that is at the
core of each structure does not necessarily contain all the data
needed for the particular nmessage type, but may contain only that
data which needs to be secured directly with cryptographi c operations
using the CM5. Specific information about what is included can be
found in Section 3.

NTS-Plain: This archetype is used for actual tinme synchronization
messages (explicitly, the foll owing nessage types: tine_request,
ti me_response, server_broad, see
[I-D.ietf-ntp-network-tinme-security], Section 6) as well as for
client-side nessages of all unicast and broadcast bootstrapping
exchanges (explicitly client_assoc, client_cook and client_bpar)
as well as the broadcast keycheck exchange (client_keycheck and
server _keycheck). This archetype does not nake use of any CMS
structures at all. Figure 1 illustrates this structure.

NTS- Encrypt ed- and- Si gned: This archetype is used for secure
transm ssion of the cookie (only for the server_cook nessage type,
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see [I-D.ietf-ntp-network-tinme-security], Section 6). For this,
the following CM5 structure is used:

First, the NTS nessage MJST be encrypted using the
Envel opedDat a content type. Envel opedData supports nearly any

formof key managenment. In the NTS protocol the client
provides a certificate in an unprotected nessage, and the
public key fromthis certificate, if it is valid, will be used

to establish a pairwise symetric key for the encryption of the
protected NTS nessage

Second, the Envel opedData content MJST be digitally signed
usi ng the SignedData content type. SignedData supports nearly
any formof digital signature, and in the NTS protocol the
server will include its certificate within the SignedData
content type.

Third, the SignedData content type MJST be encapsulated in a
ContentInfo content type.

Figure 2 illustrates this structure.
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NTS- Si gned: This archetype is used for server_assoc and server_bpar
message types. It uses the followi ng CM5 structure:

First, the NTS nessage object MJST be wapped in a SignedData
content type. The nessages MJST be digitally signed, and
certificates included. SignedData supports nearly any form of
digital signature, and in the NTS protocol the server wll
include its certificate within the SignedData content type.

Second, the SignedData content type MJUST be encapsulated in a
Contentlnfo content type.

Figure 3 illustrates this structure.
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2.1. Fields of the enployed CMs Content Types
Overall, three CM5 content types are used for NTS nessages by the
archetypes above. Explicitly, those content types are Contentlnfo,
Si gnedDat a and Envel opedData. The following is a description of how
the fields of those content types are used in detail.
2.1.1. Contentinfo
The ContentInfo content type is used in all archetypes except NTS-
Plain. The fields of the Contentlnfo content type are used as
fol | ows:
content Type -- indicates the type of the associated content. For
al |l archetypes which use Contentlnfo (these are NTS-Signed and
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NTS- Encrypt ed- and- Si gned), it MJST contain the object identifier
for the SignedData content type:

i d-signedData OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs7(7) 2}

content -- is the associated content. For all archetypes using
ContentInfo, it MJST contain the DER encoded SignedData content

type.
2.1.2. SignedbData

The SignedData content type is used in the NTS-Signed and NTS-
Encrypt ed- and- Si gned archetypes, but not in the NTS-Plain archetype.
The fields of the SignedData content type are used as foll ows:

version -- the appropriate val ue depends on the optional itens
that are included. |In the NTS protocol, the signer certificate
MUST be included and other itens MAY be included. The
instructions in [RFC5652] Section 5.1 MIST be followed to set the
correct val ue.

digestAlgorithns -- is a collection of nessage digest algorithm
identifiers. |In the NTS protocol, there MIST be exactly one
algorithmidentifier present. The instructions in Section 5.4 of
[ RFC5652] MUST be fol |l owed.

encapContentinfo -- this structure is always present. |n the NTIS
protocol, it MJST foll ow these conventions:
eContent Type -- is an object identifier. |In the NTS protocol

for the NTS-Signed archetype, it MJST identify the type of the

NTS nessage that was encapsul ated. For the NTS-Encrypted-and-

Signed archetype, it MJST contain the object identifier for the
Envel opedDat a content type:

i d-envel opedData OBJECT I DENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs7(7) 3 }.

eContent is the content itself, carried as an octet string.

For the NTS-Signed archetype, it MJST contain the DER encoded
encapsul at ed NTS nessage object. The instructions in

Section 6.3 of [RFC5652] MUST be followed. For the NTS-
Encrypt ed- and- Si gned archetype, it MJST contain the DER encoded
Envel opedDat a content type.

certificates -- is a collection of certificates. In the NTIS
protocol, it MJST contain the DER encoded certificate [ RFC5280] of
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the sender. It is intended that the collection of certificates be
sufficient for the recipient to construct a certification path
froma recognized "root" or "top-level certification authority" to
the certificate used by the sender

crls -- is a collection of revocation status information. 1In the
NTS protocol, it MAY contain one or nore DER encoded CRLs
[ RFC5280]. It is intended that the collection contain information

sufficient to determ ne whether the certificates in the
certificates field are valid.

signerinfos -- is a collection of per-signer information. 1In the
NTS protocol, for the NTS-Signed and the NTS-Encrypted-and- Si gned
archetypes, there MJST be exactly one Signerlnfo structure
present. The details of the Signerinfo type are discussed in
Section 5.3 of [RFC5652]. In the NTS protocol, it MJST fol |l ow

t hese conventi ons:

version -- is the syntax version nunber. In the NTS protocol
the Signerldentifier is subjectKeyldentifier, therefore the
versi on MJST be 3.
sid -- identifies the signer’s certificate. In the NTS
protocol, the "sid" field contains the subjectKeyldentifier
fromthe signer’s certificate.
digestAlgorithm-- identifies the nmessage digest al gorithm and
any associ ated paraneters used by the signer. |In the NTS
protocol, the identifier MJIST match the single algorithm
identifier present in the digestAlgorithns.
signedAttrs -- is a collection of attributes that are signed.
In the NTS protocol, it MJST be present, and it MJST contain
the following attributes:

Content Type -- see Section 11.1 of [RFC5652].

Message Digest -- see Section 11.2 of [RFC5652].
In addition, it MAY contain the following attributes

Signing Time -- see Section 11.3 of [RFC5652].

Bi nary Signing Tinme -- see Section 3 of [RFC5652].
signatureAl gorithm-- identifies the signature algorithm and

any associ ated paraneters used by the signer to generate the
digital signature.
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signature is the result of digital signature generation using
the message digest and the signer’s private key. The
instructions in Section 5.5 of [RFC5652] MUST be foll owed.

unsi gnedAttrs -- is an optional collection of attributes that
are not signed. In the NTS protocol, it MJST be absent.

2.1.3. Envel opedDat a

The Envel opedData content type is used only in the NTS-Encrypted-and-
Si gned archetype. The fields of the Envel opedData content type are
used as follows:

version -- the appropriate value depends on the type of key
managenent that is used. The instructions in [ RFC5652]
Section 6.1 MJST be followed to set the correct val ue.

originatorinfo -- this structure is present only if required by
t he key managenment algorithm In the NTS protocol, it MJST be
present when a key agreenment algorithmis used, and it MJST be
absent when a key transport algorithmis used. The instructions
in Section 6.1 of [RFC5652] MJST be foll owed.

recipientinfos -- this structure is always present. |n the NTS
protocol, it MJST contain exactly one entry that allows the client
to determ ne the key used to encrypt the NIS nessage. The
instructions in Section 6.2 of [RFC5652] MJST be foll owed.

encryptedContentinfo -- this structure is always present. 1In the
NTS protocol, it MJST follow t hese conventi ons:
content Type -- indicates the type of content. |In the NTS
protocol, it MJST identify the type of the NIS nessage that was
encrypt ed.
content EncryptionAlgorithm-- identifies the content-encryption
al gorithm and any associ ated paraneters used to encrypt the
cont ent.
encryptedContent -- is the encrypted content. |In the NTS

protocol, it MJST contain the encrypted NTS nessage. The
instructions in Section 6.3 of [RFC5652] MUST be foll owed.

unprotectedAttrs -- this structure is optional. In the NTS
protocol, it MJST be absent.
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3. Inplementation Notes: ASN. 1 Structures and Use of the CMVS
This section presents sone hints about the structures of the NTS
message objects for the different nessage types when one wi shes to
i mpl ement the security nechani sns.

3.1. Prelimnaries
The following ASN.1 coded data types "NISAccessKey", "NTSNonce", and
"NTSVersion" are needed for other types used bel ow for NTS nessages.
"NTSAccessKey" specifies an access key, which is required for
limtation of client association requests.
NTSAccessKey ::= OCTET STRI NG (Sl ZE(16))

"NTSNonce" specifies a 128 bit nonce as required in several nessage
types.

NTSNonce ::= OCTET STRI NG (S| ZE(16))

"NTSVersion" specifies a version nunber, which is required for
versi on negoti ation.

NTSVersion ::= I NTEGER (0. . 255)

The following ASN.1 coded data types are al so necessary for other
types.

KeyEncryptionAl gorithm dentifiers ::=
SET OF KeyEncryptionAl gorithm dentifier

Cont ent Encrypti onAlgorithm dentifiers ::=
SET OF Content Encrypti onAl gorithm dentifier

3.2. Unicast Messages

3.2.1. Access Messages

3.2.1.1. Message Type: "client_access”
This nmessage is structured according to the NTS-Plain archetype.
There is no data necessary besides that which is transported in the
NTS nessage object, which is an ASN. 1 object of type
"ClientAccessData" and structured as foll ows:

Client AccessData ::= NULL

It is identified by the follow ng object identifier:
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id-ct-nts-clientAccess OBJECT | DENTIFIER ::= TBD1
3.2.1.2. Message Type: "server_access"
This nmessage is structured according to the NTS-Plain archetype.
There is no data necessary besides that which is transported in the
NTS nessage object, which is an ASN. 1 object of type
"Server AccessDat a" and structured as foll ows:
Server AccessDat a :: = SEQUENCE {
accesskKey NTSAccessKey
}
It is identified by the follow ng object identifier:
i d-ct-nts-serverAccess OBJECT | DENTI FI ER :: = TBD2
3.2.2. Association Messages
3.2.2.1. Message Type: "client_assoc”
This nmessage is structured according to the NTS-Plain archetype.
There is no data necessary besides that which is transported in the

NTS nessage object, which is an ASN. 1 object of type
"CientAssocData" and structured as fol |l ows:

Client AssocData ::= SEQUENCE {
accessKey NTSAccessKey,
nonce NTSNonce,
m nVer si on NTSVer si on
hmacHashAl gos Di gest Al gorithm dentifiers,
keyEncAl gos KeyEncrypti onAl gorithm dentifiers,

cont ent EncAl gos Content Encrypti onAl gorithm dentifiers
}

It is identified by the follow ng object identifier
id-ct-nts-clientAssoc OBJECT | DENTI FI ER ::= TBD3

3.2.2.2. Message Type: "server_assoc"

This nmessage is structured according to the NTS-Signed archetype. |t
requi res additional data besides that which is transported in the NTS
message object, nanmely the signature and certificate chain are
included in the appropriate fields of the "SignedData" CMS5 structure
that the NTS nessage object is wapped in. The NTIS nessage obj ect

itself is an ASN. 1 object of type "ServerAssocData" and structured as
fol | ows:
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Server AssocData ::= SEQUENCE {
nonce NTSNonce,
pr oposedVer si on NTSVer si on,
hmacHashAl gos Di gest Al gorithm dentifiers,
choi ceHmacHashAl go Di gest Al gorithm dentifier,
keyEncAl gos KeyEncrypti onAl gorithm dentifiers,
choi ceKeyEncAl go KeyEncrypti onAl gorithm dentifier,
cont ent EncAl gos Cont ent Encrypti onAl gorithm dentifiers,

choi ceCont ent EncAl go Cont ent Encrypti onAl gorithm dentifier
}

It is identified by the follow ng object identifier:
i d-ct-nts-server Assoc OBJECT | DENTIFIER ::= TBD4
3.2.3. Cookie Messages
3.2.3.1. Message Type: "client_cook"
This message is structured according to the NTS-Plain archetype. It
requires no additional data besides that which is transported in the

NTS nessage object. The NTS nessage object itself is an ASN. 1 object
of type "dientCooki eData" and structured as foll ows:

Cl i ent Cooki eData ::= SEQUENCE {
nonce NTSNonce,
si gnAl go SignatureAl gorithm dentifier,
hmacHashAl go Di gest Al gorithnldentifier,
encAl go Cont ent Encrypti onAl gorithm dentifier,

keyEncAl go KeyEncrypti onAl gorithm dentifier,
certificates CertificateSet

}

It is identified by the follow ng object identifier:
id-ct-nts-clientCookie OBJECT | DENTI FIER ::= TBD5
3.2.3.2. Message Type: "server_cook"

This nmessage is structured according to the "NTS-Encrypted-and-

Si gned" archetype. It requires additional data besides that which is
transported in the NTS nessage object, nanely the signature is
included in the appropriate field of the "SignedData" CM5 structure
that the NTS nessage object is wapped in. The NIS nessage object
itself is an ASN. 1 sequence of type "Server Cooki eData" and structured
as foll ows:
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Ser ver Cooki eData :: = SEQUENCE {

nonce NTSNonce,

cooki e OCTET STRI NG (Sl ZE(16))
}

It is identified by the follow ng object identifier:
i d-ct-nts-server Cooki e OBJECT | DENTI FI ER :: = TBD6
3.2.4. Time Synchronization Messages
3.2.4.1. Message Type: "tine_request”
This message is structured according to the "NTS-Pl ain" archetype.

This message type requires additional data to that which is included
in the NTS nessage object, nanely it requires regular tine

synchroni zati on data, as an unsecured packet froma client to a
server would contain. Optionally, it requires the Message

Aut henti cation Code (MAC) to be generated over the whole rest of the
packet (including the NTS nmessage object) and transported in some
way. The NTS nessage object itself is an ASN. 1 object of type

"Ti meRequest SecurityData", whose structure is as follows:

Ti mreRequest SecuritybData :: =

SEQUENCE {
nonce NTSNonce,
hmacHashAl go Di gest Al gorithm dentifier,
keyl nput Val ue OCTET STRI NG (Sl ZE(16))

It is identified by the follow ng object identifier:
i d-ct-nts-securityDataReq OBJECT | DENTI FIER :: = TBD7

3.2.4.2. Message Type: "tine_response"
This message is structured according to the "NTS-Pl ain" archetype.
It requires two itens of data in addition to that which is
transported in the NTS nessage object. Like "time_request", it
requires regular tine synchronization data. Furthermore, it requires
the Message Aut hentication Code (MAC) to be generated over the whol e
rest of the packet (including the NTS nessage object) and transported

in some way. The NTS nessage object itself is an ASN. 1 object of
type "Ti neResponseSecuritybData”, with the followi ng structure:
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Ti meResponseSecuritybData :: =
SEQUENCE {

nonce NTSNonce,
}

It is identified by the follow ng object identifier:
id-ct-nts-securityDataResp OBJECT | DENTI FI ER :: = TBD8
3.3. Broadcast Messages
3.3.1. Broadcast Paraneter Messages

3.3.1.1. Message Type: "client_bpar"

This first broadcast nessage is structured according to the NTS-Plain
archetype. There is no data necessary besides that which is
transported in the NTS nessage object, which is an ASN. 1 object of
type "Broadcast Par anet er Request” and structured as foll ows:

Br oadcast Par anet er Request :: =
SEQUENCE {

nonce NTSNonce,

clientld SubjectKeyldentifier
}

It is identified by the follow ng object identifier:
i d-ct-nts-broadcast ParanReq OBJECT | DENTI FIER :: = TBD9
3.3.1.2. Message Type: "server_bpar"

This message is structured according to "NIS-Signed”. It requires
addi tional data besides that which is transported in the NIS nessage
obj ect, nanely the signature is included in the appropriate field of
the "SignedData" CMB structure that the NTS nessage object is wapped
in. The NTS nmessage object itself is an ASN. 1 object of type

" Br oadcast Par anet er Response” and structured as foll ows:
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Br oadcast Par anet er Response :: =

SEQUENCE {
nonce NTSNonce,
oneVWayAl gol Di gest Al gorithm dentifier
oneVWayAl go2 Di gest Al gorithm dentifier
| ast Key OCTET STRING (SI ZE (16)),
i nterval Duration BI T STRI NG
di scl osur eDel ay | NTEGER,

next | nterval Ti ne BI T STRI NG
next | nterval | ndex | NTEGER
}

It is identified by the follow ng object identifier
i d-ct-nts-broadcast ParanResp OBJECT | DENTI FI ER :: = TBD10

3.3.2. Broadcast Tinme Synchroni zati on Message

3.3.2.1. Message Type: "server_broad"
This message is structured according to the "NTS-Pl ain" archetype.
It requires regular broadcast time synchronization data in addition
to that which is carried in the NIS nessage object. Like
"time_response", this nessage type also requires a MAC, generated
over all other data, to be transported within the packet. The NTS
message object itself is an ASN. 1 object of type "BroadcastTinme". It
has the follow ng structure:

BroadcastTinme ::=

SEQUENCE {

t hi sl nterval | ndex | NTEGER

di scl osedKey OCTET STRING (SIZE (16)),
}

It is identified by the followi ng object identifier
i d-ct-nts-broadcastTi me OBJECT | DENTI FIER ::= TBD11
3.3.3. Broadcast Keycheck
3.3.3.1. Message Type: "client_keycheck"
This message is structured according to the "NTS-Pl ain" archetype.
There is no data necessary besides that which is transported in the

NTS nmessage object, which is an ASN. 1 object of type
"dient KeyCheckSecurityData" and structured as foll ows:
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Cl i ent KeyCheckSecurityData :: =

SEQUENCE {
nonce_k NTSNonce,
i nterval nunber | NTEGER
hmacHashAl go Di gest Al gorithm dentifier
keyl nput Val ue OCTET STRI NG (Sl ZE(16))

It is identified by the followi ng object identifier
i d-ct-nts-clientKeyCheck OBJECT | DENTI FIER ::= TBD12
3.3.3.2. Message Type: "server_keycheck"

This message is also structured according to "NIS-Plain". It
requires only a MAC, generated over the NTS nessage object, to be
included in the packet in addition to what the NTS nessage object
itself contains. The latter is an ASN. 1 object of type

" Server KeyCheckSecurityData", which is structured as foll ows:

Server KeyCheckSecurityData :: =
SEQUENCE {
nonce NTSNonce,
i nterval _nunber | NTEGER

}
It is identified by the followi ng object identifier
i d-ct-nts-serverKeyCheck OBJECT | DENTI FIER ::= TBD13
4. Certificate Conventions
The syntax and processing rules for certificates are specified in
[ RFC5280]. In the NTS protocol, the server certificate MJST contain
the foll ow ng extensions:
Subj ect Key ldentifier -- see Section 4.2.1.2 of [RFC5280].
Key Usage -- see Section 4.2.1.3 of [RFC5280].
Ext ended Key Usage -- see Section 4.2.1.12 of [RFC5280].
For a certificate issued to a tinme server, the Extended Key Usage
ext ensi on MAY include the id-kp-ntsServerAuth object identifier.
When a certificate issuer includes this object identifier in the
ext ended key usage extension, it provides an attestation that the

certificate subject is a tine server that supports the NTS protocol
The extension MAY al so include the id-kp-ntsServerAuthz object
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identifier. Wen a certificate issuer includes this object
identifier in the extended key usage extension, it provides an
attestation that the certificate subject is a tine server which the
i ssuer believes to be willing and able to disseninate correct tine
(for exanple, this can be used to signal a server’'s authorization to
di sseminate |legal tine).

For a certificate issued to a time client, the Extended Key Usage
ext ensi on MAY include the id-kp-ntsCientAuthz object identifier
When a certificate issuer includes this object identifier in the

ext ended key usage extension, it provides an attestation that the
certificate subject is atine client who has authorization fromthe
i ssuer to access secured tine synchronization (for exanple, this can
be used to provide access in the case of a paid service for secure
time synchronization).

5. 1 ANA Consi derations
5.1. SM Security for SIMME Mdule Identifier Registry

Wthin the "SM Security for S/M M Mdul e Identifier
(1.2.840.113549.1.9.16.0)" table, add one nodul e identifier

Deci mal Description Ref erences

TBDO i d- net wor kTi neSecurity-2015 [this doc]
5.2. SM Security for SIMME CM5 Content Type Registry
Wthin the "SM Security for SSMM CM5 Content Type

(1.2.840.113549.1.9.16.1)" table, add thirteen content type
i dentifiers:

Deci mal Description Ref er ences
TBD1 i d-ct-nts-clientAccess [this doc]
TBD2 i d-ct-nts-serverAccess [this doc]
TBD3 id-ct-nts-clientAssoc [this doc]
TBD4 i d-ct-nts-serverAssoc [this doc]
TBD5 i d-ct-nts-clientCookie [this doc]
TBD6 i d-ct-nts-server Cooki e [this doc]
TBD7 i d-ct-nts-securityDataReq [this doc]
TBD8 i d-ct-nts-securityDat aResp [this doc]
TBD9 i d-ct-nts-broadcast Par anReq [this doc]
TBD10 i d-ct-nts-broadcast Par anResp [this doc]
TBD11 i d-ct-nts-broadcast Ti ne [this doc]
TBD12 i d-ct-nts-clientKeyCheck [this doc]
TBD13 i d-ct-nts-server KeyCheck [this doc]
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5.3. SM Security for PKIX Extended Key Purpose Registry

8.

Wthin the "SM Security for PKIX Extended Key Purpose lIdentifiers
(1.3.6.1.5.5.7.3)" table, add three key purpose identifiers:

Deci mal Description Ref erences
TBD14 i d- kp-ntsServerAuth [this doc]
TBD15 i d- kp-ntsServer Aut hz [this doc]
TBD16 i d-kp-ntsdient Aut hz [this doc]

Security Considerations

For authentication the server’'s certificate MAY contain an extended
key purpose identifier (id-kp-ntsServerAuth). Additionally the
identifiers id-kp-ntsServerAuthz and id-kp-ntsdientAuthz MAY be used
to grant the associated roles to the certified entity in the tine

di ssemination infrastructure (see also Appendix D in
[I-D.ietf-ntp-network-tinme-security]).
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Appendi x A ASN. 1 Modul e

The ASN. 1 nodul e contained in this appendi x defines the id-kp-
NTSserver object identifier

NTSser ver KeyPur pose

{ TBD }
DEFINITIONS IMPLICIT TAGS :: =
BEG N
i d- kp- NTSserver OBJECT | DENTIFIER ::= { TBD17 }
END
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