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Abst ract

Thi s docunment describes Network Tine Security (NTS), a collection of
measures that enable secure tine synchronization with tine servers
using protocols like the Network Time Protocol (NTP) or the Precision
Time Protocol (PTP). Its design considers the special requirenments
of precise tinmekeeping which are described in Security Requirenents
of Time Protocols in Packet Switched Networks [ RFC7384].

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 26, 2017.

Si bold, et al. Expi res March 26, 2017 [ Page 1]



Internet-Draft NTS Sept enber 2016

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents

careful ly,
to this docunent.

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

N

2. 1.
2. 2.

ook w

6. 1.

6.

Si bol d,

000
e

on

oo
NN
Pwn

PO oOoow

e

et

1.

I ntroduction
Ter mi nol ogy .

Terns and AbbreV|at|ons o
Conmon Ter ni nol ogy for PTP and NTP

Security Threats
bj ecti ves

NTS Overvi ew

Prot ocol Messages .

Uni cast Tine Synchtonl satl on Nbssages
1. Preconditions for the Unicast Tine Synchron| zatl on
Exchange

2. (Goals of the Un| cast T| me Synchronl zat| on Exchange
3. Message Type: "tinme_request"” .

4. Message Type: "tine_response"

5. Procedure Overview of the Unicast T| me

Synchr oni zati on Exchange .
Br oadcast Tine Synchronization Exchange . .
1 Preconditions for the Broadcast Tine Synchronlzatlon
Exchange . )
Goal s of the Broadcast Tlne Synchronlzatlon Exchange
Message Type: "server_broad" . .
Procedure Overvi ew of Broadcast Tlne Synchronlzatlon
Exchange
r oadcast Keycheck .
Preconditions for the Broadcast Keycheck Exchange

Message Type: "client_keycheck"
Message Type: "server_keycheck”

B

3.1

3.2. Coals of the Broadcast Keycheck Exchange

3.3 . .

3.4 .

3.5. Procedure Overview of the Broadcast Keycheck Exchange
rver Seed, MAC Al gor|thms and Generating MACs .

Server Seed .

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of

N~NoouoahhbM~AbhW

0 00 00~

o ©

10
11
11

12
13

14
14
14
15
16
16

al . Expi res March 26, 2017 [ Page 2]



Internet-Draft NTS Sept enber 2016

7.2. MAC Algorithms . . . . . . . . . . . . . . . . . .. .. 16
8. |1 ANA Considerations . . . . . . . . . . . . . . . . . . . .. 17
9. Security Considerations . . . . . . . . . . . . . . . . . . . 17

9.1. Privacy . . . . . . . . . ..o e sy

9.2. Initial Verification of the Server Certificates . . . . . 18

9.3. Revocation of Server Certificates . . . . . . 18

9.4. Mtigating Denial-of-Service for broadcast packets . . . 18

9.5. Delay Attack . . e R

9.6. Random Nunber GEneratlon e e e e e oo .. 20
10. Acknow edgenents . . . . . . . . . . . . . . . . . . . ... 20
11. References . . . A 0|

11.1. Nornmative References A0

11.2. Informative References . . ... .21
Appendi x A.  (informative) TICTCC Securlty ReqU|renents e ... 22
Appendi x B. (normative) |nherent Association Protocol Messages . 23

B.1. Overview of NIS with Inherent Association Protocol . . . 23

B.2. Access Message Exchange . . . 2

B.2.1. Goals of the Access hbssage Exchange e e ... 24
B.2.2. Message Type: "client_access" . . . . . . . . . . . . 24
B.2.3. Message Type: "server_access" . . e . ... 24
B.2.4. Procedure Overview of the Access Exchange e .. .. 24
B. 3. Association Message Exchange . . e e o . ... .. 25
B.3.1. Goals of the ASSOC|at|on Exchange . e e . . . . . . . 25
B.3.2. Message Type: "client _assoc" . . . . . . . . . . . . 25
B.3.3. Message Type: "server_assoc" . . . . 26
B.3.4. Procedure Overview of the ASSOC|at|on Exchange . . . 26
B.4. Cooki e Message Exchange . . . -
B.4.1. Goals of the Cook|e Exchange e e e . . .. .. ... . 28
B.4.2. Message Type: "client_cook" . . . . . . . . . . . . . 28
B.4.3. Message Type: "server cook .o ... . . . 28
B.4.4. Procedure Overview of the Cookie Exchange . . .. .29
B.4.5. Broadcast Paraneter Messages . . . . . . . 30
Appendix C.  (normative) Using TESLA for Broadcast—Type Messages 32

C. 1. Server Preparation . . . < 4

C.2. dient Preparation . . - v

C. 3. Sending Authenticated Broadcast Packets . e . . . . . . . 35

C. 4. Authentication of Received Packets . . . . . . . . . . . 35
Appendi x D. (informative) Dependencies . . . . . . . . . . . . . 37
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . . .. 39

1. Introduction

Ti me synchronization protocols are increasingly utilized to
synchroni ze cl ocks in networked infrastructures. Successful attacks
against the tine synchronization protocol can seriously degrade the
reliable perfornmance of such infrastructures. Therefore, tine
synchroni zati on protocols have to be secured if they are applied in
environnments that are prone to nalicious attacks. This can be
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acconpl i shed either by utilization of external security protocols,
like IPsec or TLS, or by intrinsic security neasures of the tine
synchroni zati on protocol

The two nost popul ar tinme synchronization protocols, the Network Tine
Prot ocol (NTP) [RFC5905] and the Precision Time Protocol (PTP)

[ EEE1588], currently do not provide adequate intrinsic security
precautions. This docunent specifies generic security measures which
enabl e these and possibly other protocols to verify the authenticity
of the tine server/master and the integrity of the tine
synchroni zati on protocol packets. The utilization of these neasures
for a given specific time synchronization protocol has to be
described in a separate docunent.

[ RFC7384] specifies that a security nechani smfor tinmekeeping nust be
designed in such a way that it does not degrade the quality of the
time transfer. This inplies that for tine keeping the increase in
bandwi dt h and nessage | atency caused by the security neasures should
be small. Also, NTP as well as PTP work via UDP and connections are
statel ess on the server/master side. Therefore, all security
measures in this docunment are designed in such a way that they add
little demand for bandwi dth, that the necessary cal cul ati ons can be
executed in a fast nmanner, and that the neasures do not require a
server/master to keep state of a connection

Ter m nol ogy
1. Terms and Abbreviations

MTM Man In The Mddl e

NTS Net work Tine Security

TESLA Timed Efficient Stream Loss-tol erant Authentication

MAC Message Aut hentication Code
2. Comon Term nol ogy for PTP and NTP

This docunent refers to different tine synchronization protocols, in
particular to both the PTP and the NTP. Throughout the docunent the
term"server" applies to both a PTP nmaster and an NTP server

Accordingly, the term"client" applies to both a PTP slave and an NTP
client.
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3.

Security Threats

The docunent "Security Requirements of Time Protocols in Packet
Swi t ched Networks" [RFC7384] contains a profound anal ysis of security
threats and requirenents for tinme synchronization protocols.

bj ecti ves

The objectives of the NIS specification are as foll ows:

(0]

Authenticity: NTS enables the client to authenticate its tine
server(s).

Integrity: NTIS protects the integrity of time synchronization
prot ocol packets via a nessage authentication code (MAC).

Confidentiality: NTS does not provide confidentiality protection
of the time synchronization packets.

Aut hori zation: NTS enables the client to verify its time server’s
aut hori zation. NTS optionally enables the server to verify the
client’s authorization as well.

Request - Response- Consi stency: NTS enables a client to match an

i nconming response to a request it has sent. NIS also enables the
client to deduce fromthe response whether its request to the
server has arrived without alteration

Applicability to Protocols: NTS can be used to secure different
time synchronization protocols, specifically at |east NTP and PTP.

Integration with Protocols: A client or server running an NTS-
secured version of a time protocol does not negatively affect
other participants who are runni ng unsecured versions of that
pr ot ocol

Server-Si de Statel essness: Al security measures of NIS work
wi t hout creating the necessity for a server to keep state of a
connecti on.

Prevention of Anplification Attacks: Al comunication introduced
by NTS offers protection against abuse for anplification denial-
of -service attacks

Si bold, et al. Expi res March 26, 2017 [ Page 5]



Internet-Draft NTS Sept enber 2016

5. NTS Overvi ew

NTS initially verifies the authenticity of the tinme server and
exchanges a symmetric key, the so-called cookie, as well as a key

i nput value (KIV). The KIV can be opaque for the client. After the
cooki e and the KIV are exchanged, the client then uses themto
protect the authenticity and the integrity of subsequent unicast-type
time synchronization packets. |In order to do this, a Message

Aut hentication Code (MAC) is attached to each tinme synchronization
packet. The cal culation of the MAC includes the whole tine
synchroni zati on packet and the cookie which is shared between client
and server.

The cookie is cal cul ated according to:
cooki e = MSB_<b> (MAC(server seed, KIV)),

with the server seed as the key, where KIVis the client’s key input
val ue, and where the application of the function MSB_<b> returns only
the b nost significant bits. The server seed is a random val ue of
bit length b that the server possesses, which has to remain secret.
The cookie determ nistically depends on KIV as |ong as the server
seed stays the sane. The server seed has to be refreshed
periodically in order to provide key freshness as required in

[ RFC7384]. See Section 7 for details on seed refreshing.

Since the server does not keep a state of the client, it has to
recal cul ate the cookie each tinme it receives a unicast tine
synchroni zati on request fromthe client. To this end, the client has
to attach its KIV to each request (see Section 6.1).

Note: The conmunication of the KIV and the cookie can be perfornmed
between client and server directly, or via a third party key
distribution entity.

For broadcast-type nmessages, authenticity and integrity of the tine
synchroni zati on packets are al so ensured by a MAC, which is attached
to the time synchronization packet by the sender. Verification of
the broadcast-type packets’ authenticity is based on the TESLA
protocol, in particular on its "not re-using keys" schene, see
Section 3.7.2 of [RFC4082]. TESLA uses a one-way chain of keys,
where each key is the output of a one-way function applied to the
previous key in the chain. The server securely shares the | ast

el ement of the chain with all clients. The server splits time into
intervals of uniformduration and assigns each key to an interval in
reverse order. At each time interval, the server sends a broadcast
packet appended by a MAC, cal cul ated using the correspondi ng key, and
the key of the previous disclosure interval. The client verifies the
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MAC by buffering the packet until disclosure of the key inits

associ ated disclosure interval occurs. In order to be able to verify
the tineliness of the packets, the client has to be |oosely tine
synchroni zed with the server. This has to be acconplished before
broadcast associ ations can be used. For checking tineliness of
packets, NTS uses another, nore rigorous check in addition to just
the clock | ookup used in the TESLA protocol. For a nore detail ed
description of how NTS enpl oys and custom zes TESLA, see Appendi x C

6. Protocol Messages

This section describes the types of nessages needed for secure tine
synchroni zati on with NTS

For some gui dance on how these nessage types can be realized in
practice, and integrated into the conmunication flow of existing tine
synchroni zati on protocols, see [I-D.ietf-ntp-cns-for-nts-nessage], a
conpani on docunent for NTS. Said docunent describes ASN. 1 encodi ngs
for those nessage parts that have to be added to a tine
synchroni zati on protocol for security reasons.

6.1. Unicast Tinme Synchronisation Messages

In this nessage exchange, the usual tinme synchronization process is
executed, with the addition of integrity protection for all messages
that the server sends. This nessage exchange can be repeatedly
performed as often as the client desires and as long as the integrity
of the server’s tine responses is verified successfully.

6.1.1. Preconditions for the Unicast Tinme Synchronizati on Exchange

Bef ore this nmessage exchange is available, there are sone
requirenents that the client and server need to neet:

0 They MJST negotiate the algorithmfor the MAC used in the tine
synchroni zati on nmessages. Authenticity and integrity of the
communi cati on MUST be ensured.

o The client MJUST know a key input value KIV. Authenticity and
integrity of the comunication MJST be ensured.

o Cient and server MJST exchange the cookie (which depends on the
KIV as described in section Section 5). Authenticity,
confidentiality and integrity of the comunicati on MUST be
ensur ed.

One way of realizing these requirenents is to use the Association and
Cooki e Message Exchanges described in Appendi x B
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6.1.2. Goals of the Unicast Tine Synchronizati on Exchange
The unicast time synchronizati on exchange:

0 exchanges tinme synchronization data as specified by the
appropriate tine synchronization protocol

0 guarantees authenticity and integrity of the request to the
server,

0 guarantees authenticity and integrity of the response to the
client,

0 guarantees request-response-consistency to the client.
6.1.3. Message Type: "tine_request”

This nessage is sent by the client when it requests a tine exchange.
I't contains

0 the NTIS nessage ID "tine_request”,
o the negotiated version nunber,

0 a nonce,

o the negotiated MAC al gorithm

o the client’s key input value (for which the client knows the
associ at ed cooki e),

o optional: a MAC (generated with the cookie as key) for
verification of all of the above data.

6.1.4. Message Type: "tine_response"
This nessage is sent by the server after it has received a
ti me_request nessage. Prior to this the server MIST recal cul ate the
client’s cookie by using the received key input value and the
transmtted MAC al gorithm The nessage contains
0 the NTS nessage ID "tine_response",
o the version nunber as transmtted in time_request,

o the server’s tinme synchronization response data,

o the nonce transnmitted in tine_request,
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0 a MAC (generated with the cookie as key) for verification of all
of the above data.

6.1.5. Procedure Overview of the Unicast Tine Synchroni zati on Exchange

For a unicast time synchroni zati on exchange, the follow ng steps are
per f or med:

1. The client sends a tinme_request nessage to the server. The
client MJUST save the included nonce and the transnit_tinestanp
(fromthe tine synchronization data) as a correlated pair for
|ater verification steps. Optionally, the client protects the
request message with an appended MAC.

2. Upon receipt of a time_request nessage, the server perforns the
fol | owi ng steps:

* |t re-calculates the cookie.

* |f the request message contains a MAC the server re-cal cul ates
the MAC and conpares this value with the MAC in the received
dat a.

+ |If the re-calculated MAC does not match the MAC in the
received data the server MJST stop the processing of the
request .

+ |If the re-calculated MAC nmatches the MAC in the received
data the server continues to process the request.

* The server conputes the necessary tinme synchronization data
and constructs a tine_response nmessage as given in
Section 6.1.4.

3. The client awaits a reply in the formof a tinme_response nessage.
Upon receipt, it checks:

* that the transmitted versi on nunber matches the one negoti ated
previously,

* that the transmtted nonce belongs to a previous tine_request
nessage

* that the transmt _tinmestanp in that time_request nessage

mat ches the corresponding tine stanp fromthe synchronization
data received in the tinme_response, and
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* that the appended MAC verifies the received synchronization

data, version nunber and nonce.

If at | east one of the first three checks fails (i.e. if the
versi on nunber does not match, if the client has never used the
nonce transnitted in the tinme_response nessage, or if it has used
the nonce with initial tine synchronization data different from
that in the response), then the client MJST ignore this

ti me_response nessage. If the MACis invalid, the client MJST do
one of the follow ng: abort the run or send another cookie
request (because the cookie night have changed due to a server

seed refresh). |f both checks are successful, the client SHOULD
continue time synchronization.

| o Re-generate cookie
| o Assenbl e response |
| o CGenerate MAC |

Fommemeeeas Fommemeeeas +
I
<-+->
T ] B e >
/| \
time_ / \' o tinme_
request / \ response
/ \|
Qient ------mmmmm i >
<------ Uni cast tine ------ > <- dient-side ->
synchroni zati on validity
exchange checks

Procedure for unicast tinme synchronization exchange.
6.2. Broadcast Time Synchronizati on Exchange
6.2.1. Preconditions for the Broadcast Time Synchronizati on Exchange

Before this nessage exchange is available, there are sone
requirenents that the client and server need to neet:

0 The client MJST receive all the information necessary to process
broadcast tine synchronization nessages fromthe server. This
i ncl udes

*

the one-way functions used for building the key chain,
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6.2. 2.

* the last key of the key chain,
* time interval duration,

* the disclosure delay (nunber of intervals between use and
di scl osure of a key),

* the time at which the next tinme interval will start, and

* the next interval’s associated index.

The conmuni cation of the data |isted above MJST guarant ee
authenticity of the server, as well as integrity and freshness of

the broadcast paranmeters to the client.

Goal s of the Broadcast Tine Synchronizati on Exchange

The broadcast time synchronizati on exchange:

0o transmits (broadcast) tine synchronization data fromthe server to
the client as specified by the appropriate tinme synchronization
pr ot ocol

0 guarantees to the client that the received synchroni zati on data
has arrived in a tinmely manner as required by the TESLA protoco
and is trustworthy enough to be stored for |ater checks,

0 additionally guarantees authenticity of a certain broadcast
synchroni zati on nmessage in the client’s storage.

6.2.3. Message Type: "server_broad"

This message is sent by the server over the course of its broadcast

schedule. It is part of any broadcast association. It contains

o0 the NTS nessage |ID "server_broad",

o the version nunber that the server is working under,

o time broadcast data,

o the index that belongs to the current interval (and therefore
identifies the current, yet undisclosed, key),

o the disclosed key of the previous disclosure interval (current

time interval mnus disclosure delay),
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(o]

6.2. 4.

a MAC, calculated with the key for the current time interval
verifying

*

*

*

the nessage | D
t he version nunber, and

the tine data.

Procedure Overvi ew of Broadcast Tine Synchroni zati on Exchange

A broadcast time synchronization nessage exchange consists of the
fol |l owi ng steps:

1.

The server follows the TESLA protocol by regularly sending
server _broad nessages as described in Section 6.2.3, adhering to
its own disclosure schedul e.

The client awaits tinme synchronization data in the formof a
server _broadcast nessage. Upon receipt, it perforns the
foll owi ng checks:

*

Si bol d,

Proof that the MAC is based on a key that is not yet disclosed
(packet tineliness). This is achieved via a conbination of
checks. First, the disclosure schedule is used, which

requires loose tine synchronization. |If this is successful
the client obtains a stronger guarantee via a key check
exchange (see below). |If its tineliness is verified, the

packet will be buffered for l|ater authentication. O herwi se,
the client MUST discard it. Note that the tine information
included in the packet will not be used for synchronization
until its authenticity could also be verified.

The client checks that it does not already know t he discl osed
key. Oherw se, the client SHOULD discard the packet to avoid
a buffer overrun. |If this check is successful, the client
ensures that the disclosed key belongs to the one-way key
chain by applying the one-way function until equality with a
previ ous disclosed key is showmn. If it is falsified, the
client MJST discard the packet.

If the disclosed key is legitimate, then the client verifies
the authenticity of any packet that it has received during the

corresponding time interval. |If authenticity of a packet is
verified, then it is released fromthe buffer and its time
information can be utilized. |If the verification fails, then
authenticity is not given. 1In this case, the client MJST

request authentic time fromthe server by means other than
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broadcast nessages. Also, the client MIST re-initialize the
broadcast sequence with a "client_bpar" nmessage if the one-way
key chain expires, which it can check via the disclosure
schedul e.

See RFC 4082[ RFC4082] for a detail ed description of the packet
verification process.

< Broadcast > <- Cient-side ->

time sync. validity and
exchange timeliness
checks

Procedure for broadcast tine synchronization exchange.
6.3. Broadcast Keycheck

Thi s nessage exchange is performed for an additional check of packet
tinmeliness in the course of the TESLA schene, see Appendix C

6.3.1. Preconditions for the Broadcast Keycheck Exchange

Before this nessage exchange is available, there are sone
requi renents that the client and server need to neet:

o0 They MJST negotiate the algorithmfor the MAC used in the tine
synchroni zati on nmessages. Authenticity and integrity of the
comuni cati on MJST be ensured.

o0 The client MIUST know a key input value KIV. Authenticity and
integrity of the comunication MJST be ensured.

o dient and server MJST exchange the cookie (which depends on the
KIV as described in section Section 5). Authenticity,
confidentiality and integrity of the communi cati on MJUST be
ensur ed.

These requirenents conformto those for the unicast time
synchroni zati on exchange. Accordingly, they too can be realized via
the Associ ati on and Cooki e Message Exchanges described in Appendi x B

(Appendi x B)
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6.3.2. Goals of the Broadcast Keycheck Exchange

The keycheck exchange:

0 guarantees to the client that the key belonging to the respective
TESLA interval communicated in the exchange had not been discl osed
before the client_keycheck nessage was sent.

0 guarantees to the client the tinmeliness of any broadcast packet
secured with this key if it arrived before client_keycheck was
sent.

6.3.3. Message Type: "client_keycheck"

A nmessage of this type is sent by the client in order to initiate an

addi ti onal check of packet tineliness for the TESLA schene. It

cont ai ns

o the NTS nessage ID "client_keycheck",

o the NTS version nunber negotiated during association

0 a nonce,

o an interval nunber fromthe TESLA discl osure schedul e,

o the MAC algorithmnegotiated during association

o the client’s key input value KV, and

o optional: a MAC (generated with the cookie as key) for
verification of all of the above data.

6.3.4. Message Type: "server_keycheck"
A nessage of this type is sent by the server upon receipt of a
client_keycheck nmessage during the broadcast |oop of the server
Prior to this, the server MIST recal culate the client’s cookie by
usi ng the received key input value and the transmtted MAC al gorithm
I't contains
0 the NTS message | D "server_keycheck"

o the version nunber as transnmitted in "client_keycheck

o the nonce transnmitted in the client_keycheck nessage,
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o the interval nunmber transnmitted in the client_keycheck nmessage,
and

0 a MAC (generated with the cookie as key) for verification of all
of the above data.

6.3.5. Procedure Overview of the Broadcast Keycheck Exchange

A broadcast keycheck nessage exchange consists of the foll ow ng

st eps:

1. The client sends a client_keycheck nessage. It MJST nenorize the

nonce and the tine interval nunber that it sends as a correl ated
pair.

Upon recei pt of a client_keycheck nessage the server perforns as

follows: If the client_keycheck nessage contains a MAC the server
re-cal cul ates the MAC and conpares this value with the MAC in the
recei ved dat a.

* |f the re-cal cul ated MAC does not match the MAC in the
recei ved data the server MJST stop the processing of the
request.

* |f the re-calculated MAC matches the MAC in the received data
the server continues to process the request: It |ooks up
whether it has already disclosed the key associated with the
interval nunber transmitted in that nmessage. |If it has not
disclosed it, it constructs and sends the appropriate
server _keycheck nmessage as described in Section 6.3.4. For
nore details, see also Appendix C

The client awaits a reply in the formof a server_keycheck
message. On receipt, it perforns the followi ng checks:

* that the transmitted versi on nunber matches the one negotiated
previously,

* that the transmtted nonce belongs to a previous
client_keycheck nessage,

* that the TESLA interval nunber in that client_keycheck nessage
mat ches the correspondi ng i nterval nunber fromthe
server _keycheck, and

* that the appended MAC verifies the received data.
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| o Assenbl e response |
| o Re-generate cookie
| o Generate MAC [

oo oo +
<- I+ >
R Y ] G e >
\ /] \
\  server_ client_ / \  server_
\ broad keycheck / \ keycheck
\ | / \ |
Cient ------cmmmm i >
<-mmmm-- Ext ended broadcast tine ------- >

synchroni zati on exchange
<---- Keycheck exchange --->
Procedure for extended broadcast tine synchronization exchange.
7. Server Seed, MAC Al gorithnms and Generating MACs
7.1. Server Seed

The server has to cal culate a random seed whi ch has to be kept
secret. The server MJST generate a seed for each supported MAC
al gorithm see Section 7.2.

According to the requirenents in [RFC7384], the server MJIST refresh
each server seed periodically. Consequently, the cookie nmenorized by
the client becomes obsolete. In this case, the client cannot verify
the MAC attached to subsequent tinme response nessages and has to
respond accordingly by re-initiating the protocol with a cookie
request (Appendix B.4).

7.2. MAC Algorithns

MAC al gorithnms are used for calculation of the cookie and the actual
MAC. The client and the server negotiate a MAC al gorithm during the
associ ati on phase at the beginning. The selected al gorithm MJST be
used for all cookie and MAC creation processes in that run.

Note: Any MAC algorithmis prone to be conpromised in the future. A
successful attack on a MAC al gorithm woul d enabl e any NTS client
to derive the server seed fromits own cookie. Therefore, the
server MJST have separate seed values for its different supported
MAC al gorithms. This way, know edge gained froman attack on a
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MAC al gorithm can at |east only be used to conprom se such clients
who use this algorithmas well

8. | ANA Consi derati ons

As nentioned, this docurment generically specifies security neasures
whose utilization for any given specific time synchronization
protocol requires a separate docunent. Consequently, this docunent
itself does not have any | ANA actions (TO BE REVI EVED) .

9. Security Considerations

Aspects of security for time synchronization protocols are treated

t hroughout this docunment. For a conprehensive discussion of security
requirenents in time synchronization contexts, refer to [ RFC7384].
See Appendix A for a tabular overview of how NTS deals with those
requirenents.

Addi tional NTS specific discussion of security issues can be found in
the foll ow ng subsections.

Note: Any separate docunent describing the utilization of NTSto a
specific tinme synchronization protocol nay additionally introduce
di scussion of its own specific security considerations.

9.1. Privacy

The payl oad of time synchronization protocol packets of two-way tine
transfer approaches |ike NTP and PTP consists basically of tine
stanps, which are not considered secret [ RFC7384]. Therefore,
encryption of the time synchronization protocol packet’'s payload is
not considered in this document. However, an attacker can exploit
the exchange of time synchronization protocol packets for topol ogy
detection and inference attacks as described in [ RFC7624]. To nake
such attacks nore difficult, that draft recommends the encryption of
t he packet payload. Yet, in the case of tinme synchronization
protocols the confidentiality protection of tine synchronization
packet’s payload is of secondary inportance since the packet’s neta
data (I P addresses, port nunbers, possibly packet size and regul ar
sending intervals) carry nore information than the payl oad. To
enhance the privacy of the tinme synchronization partners, the usage
of tunnel protocols such as | Psec and MACsec, where applicable, is
therefore nore suited than confidentiality protection of the payl oad.
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9.

9.

9.

9.

2

3.

4.

5.

Initial Verification of the Server Certificates

The client may wish to verify the validity of certificates during the
initial association phase. Since it generally has no reliable tine
during this initial conmunication phase, it is inpossible to verify
the period of validity of the certificates. To solve this chicken-
and-egg problem the client has to rely on external neans.

Revocation of Server Certificates

According to Section 7, it is the client’s responsibility to initiate
a new association with the server after the server’s certificate
expires. To this end, the client reads the expiration date of the
certificate during the certificate nessage exchange (Appendix B. 3. 3).
Furthernmore, certificates nmay al so be revoked prior to the nornal
expiration date. To increase security the client MAY periodically
verify the state of the server’'s certificate via Online Certificate
Status Protocol (OCSP) Online Certificate Status Protocol (OCSP)

[ RFC6960] .

M tigating Denial-of-Service for broadcast packets

TESLA aut hentication buffers packets for del ayed authentication

This makes the protocol vulnerable to flooding attacks, causing the
client to buffer excessive nunbers of packets. To add stronger DoS
protection to the protocol, the client and the server use the "not
re-usi ng keys" schenme of TESLA as pointed out in Section 3.7.2 of RFC
4082 [RFC4082]. In this schene the server never uses a key for the
MAC generation nore than once. Therefore, the client can discard any
packet that contains a disclosed key it already knows, thus
preventing nenory flooding attacks.

Di scussion: Note that an alternative approach to enhance TESLA s
resi stance agai nst DoS attacks involves the addition of a group
MAC to each packet. This requires the exchange of an additiona
shared key common to the whole group. This adds additiona
complexity to the protocol and hence is currently not considered
in this docunent.

Del ay Attack

In a packet delay attack, an adversary with the ability to act as a
M TM del ays time synchroni zati on packets between client and server
asymetrically [RFC7384]. This prevents the client fromaccurately
measuring the network delay, and hence its tinme offset to the server
[Mzrahi]. The delay attack does not nodify the content of the
exchanged synchroni zati on packets. Therefore, cryptographic neans do
not provide a feasible way to mitigate this attack. However, severa
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non-crypt ographi c precauti ons can be taken in order to detect this
att ack.

1. Usage of nultiple time servers: this enables the client to detect
the attack, provided that the adversary is unable to delay the
synchroni zati on packets between the mgjority of servers. This
approach is commonly used in NTP to exclude incorrect tine
servers [ RFC5905].

2. Miltiple conmunication paths: The client and server utilize
di fferent paths for packet exchange as described in the I-D
[I-Dietf-tictoc-nulti-path-synchronization]. The client can
detect the attack, provided that the adversary is unable to
mani pul ate the majority of the available paths [Shpiner]. Note
that this approach is not yet available, neither for NIP nor for
PTP.

3. Usage of an encrypted connection: the client exchanges al
packets with the tine server over an encrypted connection (e.g.
I Psec). This measure does not nmitigate the delay attack, but it
makes it nore difficult for the adversary to identify the time
synchroni zati on packets.

4. For unicast-type nessages: Introduction of a threshold value for
the delay time of the synchronization packets. The client can
discard a tine server if the packet delay time of this time
server is larger than the threshold val ue.

Addi tional provision against delay attacks has to be taken for
broadcast-type nessages. This node relies on the TESLA scheme which
is based on the requirenent that a client and the broadcast server
are loosely tine synchronized. Therefore, a broadcast client has to
establish tinme synchronization with its broadcast server before it
starts utilizing broadcast nessages for tine synchronization

One possible way to achieve this initial synchronization is to
establish a unicast association with its broadcast server until tinme
synchroni zati on and calibration of the packet delay time is achieved.
After that, the client can establish a broadcast association with the
broadcast server and utilizes TESLA to verify integrity and
authenticity of any received broadcast packets.

An adversary who is able to delay broadcast packets can cause a tine
adjustnent at the receiving broadcast clients. |If the adversary

del ays broadcast packets continuously, then the tinme adjustment will
accunul ate until the |l oose time synchronization requirenent is

vi ol ated, which breaks the TESLA schene. To nmitigate this

vul nerability the security condition in TESLA has to be suppl enented
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9.

10.

11.

11.

by an additional check in which the client, upon receipt of a
broadcast nessage, verifies the status of the corresponding key via a
uni cast message exchange with the broadcast server (see Appendix C 4
for a detailed description of this check). Note that a broadcast
client should al so apply the above-nentioned precautions as far as
possi bl e.

Random Nunber Generati on

At various points of the protocol, the generation of random nunbers
is required. The enpl oyed nethods of generation need to be
cryptographically secure. See [RFC4086] for guidelines concerning
this topic.
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Appendi x A.  (informative) TICTOC Security Requirenents

The follow ng tabl e conpares the NTS specifications against the
TI CTOC security requirenments [ RFC7384].

TS T S TS +
| Section | Requirenment from RFC 7384 | Requirement | NTS [
[ [ | level [ [
Fomm e oo - Fom e e e e e e e e e m o o m e e oo o - s +
| 5.1.1 | Authentication of Servers | MUST | &K |
Fomm e - o mm e e e e e e e e e m oo oo e e e - Fom e e o +
| 5.1.1 | Authorization of Servers | MUST | K |
TR e S TS +
| 5.1.2 | Recursive Authentication of | MJST | &K [
| | Servers (Stratum 1) | | |
Fomm e o o mm e e e e e e e e e aa o n TSRS Fom e e o +
| 5.1.2 | Recursive Authorization of | MUST | XK [
| | Servers (Stratum 1) | | |
TR e S TS +
| 5.1.3 | Authentication and | MAY | Optional, |
| | Authorization of Clients | | Limted |
Fomm e o o mm e e e e e e e e e aa o n TSRS Fom e e o +
| 5.2 | I'ntegrity protection | MUST | XK [
TS T S TS +
| 5.3 | Spoofing Prevention | MUST | K |
T o o m e S +
| 5.4 | Protection fromDoS attacks | SHOULD | &K |
| | against the tine protocol | | |
Fomm e - o mm e e e e e e e e e m oo oo e e e - Fom e e o +
| 5.5 | Replay protection | MUST | &K |
TR e S TS +
| 5.6 | Key freshness | MJST | XK [
Fomm e oo - Fom e e e e e e e e e m o o m e e oo o - s +
| | Security association | SHOULD | &K |
Fomm e - o mm e e e e e e e e e m oo oo e e e - Fom e e o +
| | Unicast and mnul ticast | SHOULD | &K |
| | associations | | |
T o o m e S +
| 5.7 | Performance: no degradation | MJIST | &K |
| | inquality of tine transfer | | |
Fomm e - o mm e e e e e e e e e m oo oo e e e - Fom e e o +
| | Perfornmance: |ightweight | SHOULD | &K |

[ | conputation | | |
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I T . R +
| | Performance: storage | SHOULD | &K |
Fomm e o o mm e e e e e e e e e aa o n TSRS Fom e e o +
[ | Performance: bandwi dth | SHOULD | XK [
N e . S +
| 5.8 | Confidentiality protection | MAY | NO |
N e . - +
| 5.9 | Protection against Packet | MUST | Limted*) |
| | Delay and Interception | | |
[ | Attacks [ [ [
N e . S +
| 5.10 | Secure node | MUST | K |
N ' . - +
[ | Hybrid node | SHOULD | - [
Fomm e o o mm e e e e e e e e e aa o n TSRS Fom e e o +

*) See discussion in Section 9.5.

Conparison of NTS specification against Security Requirenents of Tine
Protocol s in Packet Swi tched Networks (RFC 7384)

Appendi x B. (normative) |Inherent Association Protocol Messages

Thi s appendi x presents a procedure that performs the association, the
cooki e, and al so the broadcast paraneter nessage exchanges between a
client and a server. This procedure is one possible way to achieve
the preconditions listed in Sections Section 6.1.1, Section 6.2.1

and Section 6.3.1 while taking into account the objectives given in
Section Section 4.

B.1. Overview of NTS with Inherent Associ ati on Protoco

This inherent association protocol applies X 509 certificates to
verify the authenticity of the tinme server and to exchange the
cookie. This is done in two separate nessage exchanges, descri bed
bel ow. An additional required exchange in advance serves to linit
the anplification potential of the association nmessage exchange.

A client needs a public/private key pair for encryption, with the
public key enclosed in a certificate. A server needs a public/
private key pair for signing, with the public key enclosed in a
certificate. |If a participant intends to act as both a client and a
server, it MJST have two different key pairs for these purposes.

If this protocol is enployed, the hash value of the client’s

certificate is used as the client’s key input value, i.e. the cookie
is calculated according to:
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cooki e = MSB_<b> (MAC(server seed, H(certificate of client))),
Where the hash function His the one used in the MAC algorithm The
client’s certificate contains the client’s public key and enabl es the
server to identify the client, if client authorization is desired.
B.2. Access Message Exchange
Thi s message exchange serves only to prevent the next (association)
exchange from bei ng abusabl e for anplification denial-of-service
att acks.
B.2.1. Goals of the Access Message Exchange
The access nessage exchange:

o transfers a secret value fromthe server to the client
(initiator),

0 the secret value permts the client to initiate an association
message exchange

B.2.2. Message Type: "client_access”

This message is sent by a client who intends to perform an
associ ati on exchange with the server in the future. It contains:

o0 the NTS nessage ID "client_access"
B.2.3. Message Type: "server_access"

This message is sent by the server on receipt of a client_access
message. It contains:

0 the NTS nessage |ID "server_access",
0 an access key.
B.2.4. Procedure Overview of the Access Exchange
For an access exchange, the follow ng steps are perforned:
1. The client sends a client_access nessage to the server
2. Upon receipt of a client_access, the server cal cul ates the access
key. It then sends a reply in the formof a server_access

message. The server nust either nenorize the access key or
alternatively apply a neans by which it can reconstruct the
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access key. Note that in both cases the access key nust be
correlated with the address of the requester. Note also that if
the server nenorizes the access key for a requester, it has to
keep state for a certain anmount of tine.

3. The client waits for a response in the formof a server_access
message. Upon receipt of one, it MJST nmenorize the included
access key.

Associ ati on Message Exchange

In this nessage exchange, the participants negotiate the MAC and

encryption algorithns that are used throughout the protocol. In

addition, the client receives the certification chain up to a trusted
anchor. Wth the established certification chain the client is able
to verify the server’s signatures and, hence, the authenticity of
future NTS nessages fromthe server is ensured

1. &oals of the Association Exchange

The associ ati on exchange:

0 enables the client to verify any conmunication with the server as
aut henti c,

0 lets the participants negotiate NTIS version and al gorithns,

0 guarantees authenticity and integrity of the negotiation result to
the client,

0 guarantees to the client that the negotiation result is based on
the client’s original, unaltered request.

2. Message Type: "client_assoc"

This nessage is sent by the client if it wants to perform association
with a server. It contains

o the NTS nessage ID "client_assoc”
0 a nonce,
o0 the access key obtained earlier via an access nessage exchange,

o the version nunber of NTS that the client wants to use (this
SHOULD be t he highest version nunber that it supports),

0 a selection of accepted MAC al gorithns, and

old, et al. Expi res March 26, 2017 [ Page 25]



Internet-Draft NTS Sept enber 2016

0 a selection of accepted encryption algorithns.
B. 3. Message Type: "server_assoc”

This nmessage is sent by the server upon receipt of client_assoc. It

cont ai ns

0 the NTS nessage ID "server_assoc"

o the nonce transnmitted in client_assoc,

o the client’s proposal for the version nunber, selection of
accepted MAC al gorithms and sel ection of accepted encryption
algorithnms, as transmitted in client_assoc,

o the version nunber used for the rest of the protocol (which SHOULD
be determi ned as the m ninumover the client’s suggestion in the
client_assoc nessage and the highest supported by the server),

o the server’s choice of algorithmfor encryption and for MAC
creation, all of which MJST be chosen fromthe client’s proposals,

0 a signature, calculated over the data |isted above, with the
server’s private key and according to the signature algorithm
which is also used for the certificates that are included (see
bel ow), and

0 a chain of certificates, which starts at the server and goes up to
a trusted authority; each certificate MJUST be certified by the one
directly following it.

B.3.4. Procedure Overview of the Associati on Exchange

For an associ ati on exchange, the follow ng steps are perforned:

1.

The client sends a client_assoc nessage to the server. |t MJST
keep the transmitted values for the version nunber and al gorithns
avail abl e for | ater checks.

Upon receipt of a client_assoc nessage, the server checks the
validity of the included access key. If it is not valid, the
server MJST abort communication. |If it is valid, the server
constructs and sends a reply in the formof a server_assoc
message as described in Appendi x B.3.3. Upon unsuccessfu
negoti ati on for version nunber or algorithms the server_assoc
message MJST contain an error code
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3. The client waits for a reply in the formof a server_assoc
message. After receipt of the nessage it perfornms the foll ow ng
checks:

*

The client checks that the nmessage contains a conformng
versi on nunber.

It checks that the nonce sent back by the server matches the
one transmtted in client_assoc,

It also verifies that the server has chosen the encryption and
MAC al gorithms fromits proposal sent in the client_assoc
message and that this proposal was not altered.

Furthernmore, it performs authenticity checks on the
certificate chain and the signature.

one of the checks fails, the client MJST abort the run

| o Choose version |
| o Choose algorithms |
| o Acquire certificates

| o Assenbl e response

| o Create signature |

[ S Fom e e o +
<-+->
___________________________ >
/ \
client / \ server _

assoc / \ assoc
/ \ |
........................... >
<------ Associ ation ----- >
exchange

Procedure for association and cooki e exchange.

B. 4. Cooki e Message Exchange

During this nmessage exchange, the server transmits a secret cookie to
the client securely. The cookie will later be used for integrity
protection during unicast tine synchronization
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B.4.1. Goals of the Cooki e Exchange
The cooki e exchange:

o0 enables the server to check the client’s authorization via its
certificate (optional),

0 supplies the client with the correct cookie and correspondi ng KIV
for its association to the server

0 guarantees to the client that the cookie originates fromthe
server and that it is based on the client’'s original, unaltered
request.

0 guarantees that the received cookie is unknown to anyone but the
server and the client.

B.4.2. Message Type: "client_cook"
This message is sent by the client upon successful authentication of
the server. In this nessage, the client requests a cookie fromthe
server. The nessage contains
o0 the NTS nessage ID "client_cook",
0 a nonce,
o the negotiated version nunber,
o the negotiated signature algorithm
o the negotiated encryption algorithm
o the negotiated MAC al gorithm
o the client’s certificate.

B.4.3. Message Type: "server_cook"
This nmessage is sent by the server upon receipt of a client_cook
message. The server generates the hash (the used hash function is
the one used for the MAC algorithm of the client’s certificate, as
conveyed during client_cook, in order to calculate the cookie
according to Section 5. This nessage contains

o0 the NTS nessage |ID "server_cook"

o the version nunber as transmitted in client_cook
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0 a concatenated datumwhich is encrypted with the client’s public
key, according to the encryption algorithmtransmtted in the
client_cook nmessage. The concatenated datum cont ai ns

* the nonce transmitted in client_cook, and
* the cookie.

0 a signature, created with the server’s private key, cal cul ated
over all of the data listed above. This signature MJST be
cal cul ated according to the transmtted signature algorithmfrom
the client_cook nessage.

B.4.4. Procedure Overview of the Cooki e Exchange
For a cooki e exchange, the follow ng steps are perforned:

1. The client sends a client_cook nessage to the server. The client
MUST save the included nonce until the reply has been processed.

2. Upon receipt of a client_cook nmessage, the server checks whether
it supports the given cryptographic algorithns. It then
cal cul ates the cookie according to the forrmula given in
Section 5. The server MAY use the client’s certificate to check
that the client is authorized to use the secure tine
synchroni zation service. Wth this, it MJST construct a
server_cook nessage as described in Appendi x B. 4. 3.

3. The client awaits a reply in the formof a server_cook nessage;
upon receipt it executes the follow ng actions:

* |t verifies that the recei ved version nunber matches the one
negot i at ed bef or ehand.

* |t verifies the signature using the server’'s public key. The
signature has to authenticate the encrypted data.

* |t decrypts the encrypted data with its own private key.

* |t checks that the decrypted nessage is of the expected
format: the concatenation of a nonce and a cookie of the
expected bit |engths.

* |t verifies that the recei ved nonce natches the nonce sent in
the client_cook nessage.

If one of those checks fails, the client MJST abort the run
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| o OPTIONAL: Check client’s

| aut hori zation |
| o Generate cookie [
| o Encrypt inner nessage |
| o Generate signature [

o m e oo +
I
<-+->
Server ---------mmee oo >
/| \
client_ / \ server_
cook / \' cook
/ \|
dient ---------mmmmmmm oo >
<--- Cooki e exchange -->

Procedure for association and cooki e exchange.

B.4.5. Broadcast Paraneter Messages
In this nessage exchange, the client receives the necessary
i nformati on to execute the TESLA protocol in a secured broadcast
association. The client can only initiate a secure broadcast
associ ation after successful association and cooki e exchanges and
only if it has made sure that its clock is roughly synchronized to
t he server’s.
See Appendix C for nore details on TESLA

B.4.5.1. CGoals of the Broadcast Paraneter Exchange
The broadcast paraneter exchange

0 provides the client with all the informati on necessary to process
broadcast tine synchronization nmessages fromthe server, and

0 guarantees authenticity, integrity and freshness of the broadcast
paraneters to the client.

B.4.5.2. Message Type: "client_bpar"

This message is sent by the client in order to establish a secured
time broadcast association with the server. 1t contains

0 the NTS nmessage ID "client_bpar",
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the NTS versi on nunmber negotiated during association
a nonce, and

the signature al gorithm negotiated during associ ati on

B.4.5.3. Message Type: "server_bpar”

This message is sent by the server upon receipt of a client_bpar

message during the broadcast | oop of the server. It contains
0 the NTS nessage |ID "server_bpar",
o the version nunber as transmitted in the client_bpar nessage,
o the nonce transnitted in client_bpar
o the one-way functions used for building the key chain, and
o the disclosure schedule of the keys. This contains:
* the last key of the key chain,
* time interval duration,
* the disclosure delay (nunber of intervals between use and
di scl osure of a key),
* the tine at which the next tine interval will start, and
* the next interval’s associated index.
0 The message al so contains a signature signed by the server with

its private key, verifying all the data |listed above.

B.4.5.4. Procedure Overview of the Broadcast Paraneter Exchange

A broadcast paraneter exchange consists of the follow ng steps:

1.

The client sends a client_bpar nessage to the server. |t MJST
renenber the transnmitted val ues for the nonce, the version nunber
and the signature al gorithm

Upon receipt of a client_bpar nessage, the server constructs and
sends a server_bpar nmessage as described in Appendi x B.4.5. 3.

The client waits for a reply in the formof a server_bpar
message, on which it perforns the foll owi ng checks:
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* The nmessage nust contain all the necessary information for the
TESLA protocol, as listed in Appendix B.4.5.3.

* The nessage nust contain a nonce belonging to a client_bpar
message that the client has previously sent.

* Verification of the message’s signature.

If any information is missing or if the server’s signature cannot
be verified, the client MJST abort the broadcast run. |If al
checks are successful, the client MJST renenber all the broadcast
paraneters received for |ater checks.

| o Assenbl e response |
| o Create public-key |

| signature |
[ RS [ RS +
I
<-+->
] A =] B e e >
/| \
client_ / \  server_
bpar / \ bpar
/ \|
Qient -------mmm e >
<--m---- Broadcast ------ > <- Cient-side ->
par anet er validity
exchange checks

Procedure for unicast time synchronization exchange.

Appendi x C.  (normative) Using TESLA for Broadcast-Type Messages
For broadcast-type messages, NTIS adopts the TESLA protocol with some
custom zations. This appendi x provides details on the generation and
usage of the one-way key chain collected and assenbl ed from
[ RFC4082]. Note that NTS uses the "not re-using keys" schene of
TESLA as described in Section 3.7.2. of [RFC4082].

C.1. Server Preparation

Server setup:
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The server determ nes a reasonabl e upper bound B on the network
del ay between itself and an arbitrary client, nmeasured in
m | 1iseconds.

It deternines the number n+l of keys in the one-way key chain.
This yields the nunber n of keys that are usable to authenticate
broadcast packets. This nunmber n is therefore also the nunber of
time intervals during which the server can send authenticated
broadcast nessages before it has to cal cul ate a new key chain.

It divides tine into nuniformintervals | _1, |_2, ..., |_n.
Each of these tine intervals has length L, neasured in
mlliseconds. In order to fulfill the requirenent 3.7.2. of RFC

4082, the time interval L has to be shorter than the tine
i nterval between the broadcast nessages.

The server generates a random key K n.

Using a one-way function F, the server generates a one-way chain

of n+l keys KO0, K1, ..., K{n} according to
Ki = F(K {i+1}).
Usi ng anot her one-way function F', it generates a sequence of n
MAC keys K 0, K _1, ..., K _{n-1} according to
K_i = F(Kl).
Each MAC key K i is assigned to the tine interval | _i

The server determines the key disclosure delay d, which is the
nunber of intervals between using a key and disclosing it. Note
that although security is provided for all choices d>0, the
choice still nakes a difference:

* |f dis chosen too short, the client mght discard packets
because it fails to verify that the key used for its MAC has
not yet been di scl osed.

* |f dis chosen too long, the received packets have to be
buffered for an unnecessarily long tinme before they can be
verified by the client and be subsequently utilized for tine
synchroni zati on.

It is RECOWENDED that the server calculate d according to

d=ceil( 2B/ L) + 1,
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where ceil yields the smallest integer greater than or equal to
its argument.

S
Generation of Keys
F F F F
KO <-------- K1 <-------- <-------- K{n-1} <------- K n
I I I I
I I I I
| F | F | F | F
I I I I
% % % %
K _0 K _1 K _{n-1} K _n
[ I I I ]
I 1 I {n-1} I n
Course of Tine/Usage of Keys
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e >

A schematic explanation of the TESLA protocol’s one-way key chain
C.2. dient Preparation

A client needs the following information in order to participate in a
TESLA br oadcast:

0 One key Ki fromthe one-way key chain, which has to be
aut henticated as belonging to the server. Typically, this will be
K_O0.

o The disclosure schedule of the keys. This consists of:
* the length n of the one-way key chain,

* the length L of the tinme intervals |_1, | 2, ..., |_n,

* the starting time T_i of an interval |_i. Typically this is
the starting time T_1 of the first interval;

* the disclosure delay d.

0 The one-way function F used to recursively derive the keys in the
one-way key chai n,

0 The second one-way function F used to derive the MAC keys K _0,
K 1, ... , K_n fromthe keys in the one-way chain.
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0 An upper bound Dt on how far its own clock is "behind" that of
the server.

Note that if Dt is greater than (d - 1) * L, then sonme authentic
packets mi ght be discarded. |If Dt is greater than d * L, then all
aut hentic packets will be discarded. 1In the latter case, the client
SHOULD NOT participate in the broadcast, since there will be no
benefit in doing so.

Sendi ng Aut henti cat ed Broadcast Packets

During each time interval |_i, the server sends at nost one
aut henti cated broadcast packet P_i. Such a packet consists of:

0 a nmessage M.

o the index i (in case a packet arrives |late),

0 a MAC authenticating the nmessage Mi, with K _i used as key,
o the key K{i-d}, which is included for disclosure.

Aut henti cation of Received Packets

When a client receives a packet P_i as described above, it first
checks that it has not already received a packet with the same

di scl osed key. This is done to avoid replay/flooding attacks. A
packet that fails this test is discarded

Next, the client begins to check the packet’s tineliness by ensuring
that according to the disclosure schedule and with respect to the
upper bound D t determ ned above, the server cannot have discl osed
the key Ki yet. Specifically, it needs to check that the server’s
clock cannot read a tine that is in tine interval | _{i+d} or later
Since it works under the assunption that the server’'s clock is not
nore than Dt "ahead" of the client’s clock, the client can cal culate
an upper bound t_i for the server’'s clock at the tine when P_i

arrived. This upper bound t_i is calculated according to

t_i =R+ D,
where Ris the client’s clock at the arrival of P_i. This inplies
that at the tinme of arrival of P_i, the server could have been in
interval | _x at nost, with

x = floor((t_i - T_.1) / L) + 1,
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where floor gives the greatest integer |ess than or equal to its
argunent. The client now needs to verify that

X < i+d

is valid (see also Section 3.5 of [RFC4082]). If it is falsified, it
i s discarded

If the check above is successful, the client perfornms another nore
rigorous check: it sends a key check request to the server (in the
formof a client_keycheck nessage), asking explicitly if K.i has

al ready been disclosed. It renenbers the time stanp t_check of the
sending tine of that request as well as the nonce it used correl ated
with the interval nunmber i. |If it receives an answer fromthe server

stating that K.i has not yet been disclosed and it is able to verify
the HVAC on that response, then it deduces that K.i was undiscl osed
at t_check and therefore also at R In this case, the client accepts
P_i as timely.

Next the client verifies that a newy disclosed key K {i-d} bel ongs
to the one-way key chain. To this end, it applies the one-way
function Fto K {i-d} until it can verify the identity with an
earlier disclosed key (see Clause 3.5 in RFC 4082, item 3).

Next the client verifies that the transmtted time value s_i bel ongs
to the time interval | _i, by checking

Ti =<s_i, and
s i < T {i+1}.

If it is falsified, the packet MIST be di scarded and the client MJST
reinitialize its broadcast nodule by performng tinme synchronization
by ot her neans than broadcast nessages, and it MJST perform a new
broadcast paraneter exchange (because a falsification of this check
yi el ds that the packet was not generated according to protocol, which
suggests an attack).

If a packet P_i passes all the tests listed above, it is stored for
| ater authentication. Also, if at this tinme there is a package with
index i-d already buffered, then the client uses the disclosed key
K{i-d} to derive K _{i-d} and uses that to check the MAC included in
package P_{i-d}. Upon success, it regards M{i-d} as authenti cated.
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private key
(signature)
public key
(signature)

private key
(encryption)

public key
(encryption)

NTS

(informative) Dependenci es

Sept enber

Used for server_assoc

server _cook, server_bpar.
The server uses the private
key to sign these nmessages.
The client uses the public
key to verify them

The certificate is used in
server_assoc nessages, for
veri fying authentication and
(optionally) authorization.

The server uses the client’s
public key to encrypt the
content of server_cook
messages. The client uses
the private key to decrypt
them The certificate is
sent in client_cook nessages,
where it is used for trans-
portation of the public key
as well as (optionally) for
verification of client

aut hori zati on.

This table shows the kind of cryptographic resources that NTS
partici pants of server and client
communi cation starts
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++ ++
| |
|| Secure Authentication and Cooki e Exchange |
U g
I
| At least one
| successful
Y
++ [ ] ++
|| Unicast Tinme | >----- \ As long as further
| | Synchronization || | synchronization
| | Exchange(s) | <----- / is desired
++ - ++
|
\ O her (unspecified)
Sufficient \ / met hods whi ch give
accuracy \ ei ther or / sufficient accuracy
L L A /
I
|
Y
++ [ ] ++
| | Broadcast
| | Paranmeter Exchange |
++ - ++
|
| One successfu
| per client
V
++ [ ] ++
|| Broadcast Time |>-------- \ As long as further
| | Synchronization || | synchronization
| | Reception [ <-------- / is desired
++ - ++
I
o\
ei t her / \ or
R / L \
I I
Y, Y,
++ [ ] ++ ++ [ ] ++
| | Keycheck Exchange || | | Keycheck Exchange |
++ ++ || with TineSync | ]
++ ++

Thi s di agram shows t he dependenci es between the different nessage
exchanges and procedures which NTS offers.
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