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Abst ract

Thi s docunment describes the structure of the control nessages used
with the Network Tine Protocol. These control messages can be used
to nonitor and control the Network Tine Protocol application running
on any |IP network attached conputer. The information in this
docunent was originally described in Appendix B of RFC 1305. The
goal of this docunent is to provide a historic description of the
control mnessages.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 20, 2017
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

RFC 1305 [ RFC1305] described a set of control nessages for use within
the Network Tinme Protocol (NTP) when a conprehensive network
managenent sol uti on was not available. The definitions of these
control mnessages were not promnul gated to RFC 5905 [ RFC5905] when NTP
version 4 was docunmented. These nessages were intended for use only
in systens where no other managenent facilities were available or
appropriate, such as in dedicated-function bus peripherals. Support
for these messages is not required in order to conformto RFC 5905

[ RFC5905]. The control nessages are described here as a historica
record given their use within NTPv4.

1.1. Control Message Overview

The NTP Control Message has the value 6 specified in the node field
of the first octet of the NTP header and is formatted as shown in
Figure 1. The format of the data field is specific to each command
or response; however, in nost cases the fornmat is designed to be
constructed and viewed by humans and so is coded in free-form ASCl |
This facilitates the specification and inplenentation of sinple
managenent tools in the absence of fully evol ved network- managenent
facilities. As in ordinary NTP nessages, the authenticator field
follows the data field. |If the authenticator is used the data field
is zero-padded to a 32-bit boundary, but the padding bits are not
considered part of the data field and are not included in the field
count .
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I P hosts are not required to reassenbl e datagrans | arger than 576
octets; however, sone commands or responses may involve nore data
than will fit into a single datagram Accordingly, a sinple
reassenbly feature is included in which each octet of the nessage
data is nunbered starting with zero. As each fragnent is transmitted
the nunber of its first octet is inserted in the offset field and the
nunber of octets is inserted in the count field. The nore-data (M
bit is set in all fragments except the |ast.

Most control functions involve sending a command and receiving a
response, perhaps involving several fragnents. The sender chooses a
di stinct, nonzero sequence number and sets the status field and R and
E bits to zero. The responder interprets the opcode and additiona
information in the data field, updates the status field, sets the R
bit to one and returns the three 32-bit words of the header al ong
with additional information in the data field. In case of invalid
message format or contents the responder inserts a code in the status
field, sets the Rand E bits to one and, optionally, inserts a

di agnostic nmessage in the data field.

Sone conmands read or wite systemvariables and peer variables for
an association identified in the command. Ohers read or wite

vari abl es associated with a radio clock or other device directly
connected to a source of primary synchroni zation information. To
identify which type of variable and association a 16-bit association
identifier is used. Systemvariables are indicated by the identifier
zero. As each association is nobilized a unique, nonzero identifier
is created for it. These identifiers are used in a cyclic fashion
so that the chance of using an old identifier which matches a newy
created association is renbte. A managenent entity can request a
list of current identifiers and subsequently use themto read and
wite variables for each association. An attenpt to use an expired
identifier results in an exception response, follow ng which the |ist
can be requested again.

Sone exception events, such as when a peer becones reachable or
unreachabl e, occur spontaneously and are not necessarily associated
with a command. An inplenmentation may elect to save the event
information for later retrieval or to send an asynchronous response
(called a trap) or both. 1In case of a trap the IP address and port
nunber is determ ned by a previous command and the sequence field is
set as described below Current status and sunmary information for
the | atest exception event is returned in all normal responses. Bits
in the status field indicate whether an exception has occurred since
the | ast response and whether nore than one exception has occurred.

Conmands need not necessarily be sent by an NTP peer, so ordinary
access-control procedures nmay not apply; however, the optional mask/
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mat ch mechani sm suggest ed el sewhere in this docunment provides the
capability to control access by node nunber, so this could be used to
limt access for control nessages (node 6) to sel ected address
ranges.

2. NTP Control Message For nat

The format of the NTP Control Message header, which imediately
follows the UDP header, is shown in Figure 1. Following is a
description of its fields. Bit positions marked as zero are reserved
and should always be transmitted as zero.

0 1 2 3
01234567890123456789012345678901
S S B i i S i T s o I S S S S S
0/ 0] WN R E|M OpCode | Sequence Nunber [
+- +- +-

-t -
Mode
- 4 -

+—= +
+— +
+— +

e N

St at us [ Association ID [
Bl o Tk e e e e L s i e s s S N S e S S
O f set | Count |
B T i S S I el s S P S S S S S S N e S

Data (up to 468 bytes) /
B e i S e e i S R T e O et s st S T S R S S R
/

+
I
+
I
+
I
+
I
/
I
+
I _ _
/ Aut henti cator (optional, 96 bytes)
I

+

I
I
+
I
I
T T i S S B I e s

Figure 1: NTP Control Message Header

Version Nunmber (VN): This is a three-bit integer indicating the NTP
versi on nunber, currently four (4).

Mode: This is a three-bit integer indicating the node. The value 6
i ndi cates an NTP control nessage.

Response Bit (R): Set to zero for commands, one for responses.

Error Bit (E): Set to zero for nornal response, one for error
response.

More Bit (M: Set to zero for last fragnent, one for all others.

Operation Code (OpCode): This is a five-bit integer specifying the
command function. Values currently defined include the foll ow ng:
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[ R, o o m e e e e e e e e e e e e e e e e e e e e e maao o +
| Code | Meani ng |
Fom e - o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e memeem o +
[ 0 | reserved [
| 1 | read status conmand/response |
[ 2 | read variabl es comuand/ response |
| 3 | wite variabl es comand/response |
| 4 | read clock variabl es command/response |
| 5 | wite clock variables conmand/ response |
[ 6 | set trap address/port command/response [
| 7 | trap response |
| 8-31 | reserved |
[ R, o o m e e e e e e e e e e e e e e e e e e e e e maao o +

Sequence Number: This is a 16-bit integer indicating the sequence
nunber of the command or response.

Status: This is a 16-bit code indicating the current status of the
system peer or clock, with values coded as described in follow ng
sections.

Association ID: This is a 16-bit integer identifying a valid
associ ati on.

Offset: This is a 16-bit integer indicating the offset, in octets, of
the first octet in the data area

Count: This is a 16-bit integer indicating the length of the data
field, in octets.

Data: This contains the nessage data for the comand or response.
The maxi num nunber of data octets is 468

Aut henticator (optional): Wien the NTP authentication nmechanismis
i npl emented, this contains the authenticator infornmation defined in
Appendi x C of RFC 1305.

3. Status Wrds

Status words indicate the present status of the system associations
and clock. They are designed to be interpreted by network-nonitoring
prograns and are in one of four 16-bit formats shown in Figure 2 and
described in this section. System and peer status words are

associ ated with responses for all commands except the read cl ock
variables, wite clock variables and set trap address/port conmands.
The association identifier zero specifies the system status word,
whil e a nonzero identifier specifies a particul ar peer association.
The status word returned in response to read cl ock variabl es and
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wite clock variables comuands indicates the state of the clock
har dware and decodi ng software. A special error status word is used
to report mal forned command fields or invalid val ues.

0 1
0123456789012345
T S S i ity JH S
| LI| Adock Src | Count | Code |
B i S S S i i T S N S
System St atus Word
T S S i SN SN S
| Status | SEL | Count | Code |
B Tl T sl i S S S S S
Peer Status Word

B S e SN S S S i
Clock Status | Code
B S i S S i
Radi o Status Wrd

+— +

B ol o s ks st S S S S S R S e

| Error Code | Reserved |

B s T I i R S e T S e i S R
Error Status Wrd

Figure 2: Status Word Formats
3.1. System Status Wrd
The system status word appears in the status field of the response to
a read status or read variables command with a zero associ ation
identifier. The format of the systemstatus word is as foll ows:
Leap Indicator (LI): This is a two-bit code warning of an inpending

| eap second to be inserted/deleted in the last mnute of the current
day, with bit 0 and bit 1, respectively, coded as foll ows:

Homm - - - ot m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eo oo +
| LI | Meani ng |
Femmans T NS +
| 00 | no warning [
| 01 | read status command/response |
| 10 | read variables conmand/response |
| 11 | wite variables comuand/response [
. S . +
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Clock Source (Clock Src): This is a six-bit integer indicating the
current synchronization source, with values coded as foll ows:

Fom oo - o mm o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Code | Meani ng |
Fom e e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee— oo +
[ 0 | unspecified or unknown |
| 1 | Calibrated atonmic clock (e.g.,, HP 5061) |
| 2 | VLF (band 4) or LF (band 5) radio (e.g.,, QOVEGA, , WA/B) |
[ 3 | HF (band 7) radio (e.g.,, CHU,, MSF,, WW/H) [
| 4 | UHF (band 9) satellite (e.g.,, GOES,, GPS) |
| 5 | local net (e.g.,, DCN,, TSP,, DTS) |
[ 6 | UDP/ NTP |
| 7 | UDP/ TI ME |
| 8 | eyebal |l -and-wi stwatch |
[ 9 | tel ephone nodem (e.g.,, NI ST) [
| 10-63 | reserved |
Fom e e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee— oo +

System Event Counter (Count): This is a four-bit integer indicating
the nunber of system exception events occurring since the last tine
the system status word was returned in a response or included in a
trap nmessage. The counter is cleared when returned in the status
field of a response and freezes when it reaches the val ue 15.

System Event Code (Code): This is a four-bit integer identifying the
| at est system exception event, with new val ues overwiting previous
val ues, and coded as foll ows:

| | unspecified |
[ | systemrestart [
| | systemor hardware fault |
[ | system new status word (leap bits or |
[ [ synchroni zati on change) [
| 4 | system new synchronization source or stratum (sys.peer or |
| | sys. stratum change) |
[ | systemclock reset (offset correction exceeds CLOCK. MAX) |
| | systeminvalid time or date (see NTP specification)

| | system clock exception (see system clock status word) |
| | reserved |
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3.2. Peer Status Wrd

A peer status word is returned in the status field of a response to a
read status, read variables or wite variables conmand and appears
also in the list of association identifiers and status words returned
by a read status command with a zero association identifier. The
format of a peer status word is as follows:

Peer Status (Status): This is a five-bit code indicating the status
of the peer deternined by the packet procedure, with bits assigned as

fol |l ows:
o m e oo m e e e e e e e e e e e e e e e e e e e e e eao o +
| Peer Status | Meani ng |
TSRS o mm e e e e e e e e e e e e e e e e e e e e e e e e e me e e +
[ 0 | configured (peer.config) [
| 1 | authentication enabl ed (peer. authenabl e) |
| 2 | authentication okay (peer.authentic) |
| 3 | reachability okay (peer.reach <F128M>?F255D> 0) |
| 4 | reserved |
TSRS o mm e e e e e e e e e e e e e e e e e e e e e e e e e me e e +

Peer Selection (SEL): This is a three-bit integer indicating the
status of the peer determ ned by the clock-selection procedure, wth
val ues coded as foll ows:

(if limt check inplenmented)
current synchronization source; max di stance okay
reserved

H-- - - - ot m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa oo +
| Sel | Meani ng [
+--- o= o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeee oo +
| O | rejected |
| 1 | passed receive sanity checks [
| 2 | passed correctness check (intersection algorithm |
| 3 | passed candidate checks (if limt check inplemented) |
| 4 | passed outlyer checks (cluster algorithm [
| 5 | current synchronization source; max di stance exceeded |
I I I
I I I
I I I

Peer Event Counter (Count): This is a four-bit integer indicating the
number of peer exception events that occurred since the last tine the
peer status word was returned in a response or included in a trap
message. The counter is cleared when returned in the status field of
a response and freezes when it reaches the val ue 15.
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Peer Event Code (Code): This is a four-bit integer identifying the
| at est peer exception event, with new val ues overwiting previous
val ues, and coded as foll ows:

I S N +
| Peer | [
| Event | Meani ng [
| Code | [
Fom e - o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e e +
[ 0 | unspecified [
| 1 | peer IP error |
[ 2 | peer authentication failure (peer.authentic bit 1 -->0

| 3 | peer unreachabl e (peer.reach was nonzero now zero) |
| 4 | peer reachabl e (peer.reach was zero now nonzero) |
| 5 | peer clock exception (see peer clock status word) |
| 6-15 | reserved [
R S T +

3.3. dock Status Wrd

There are two ways a reference clock can be attached to a NTP service
host, as an dedi cated devi ce nmanaged by the operating systemand as a
synthetic peer managed by NTP. As in the read status command, the
association identifier is used to identify which one, zero for the
system cl ock and nonzero for a peer clock. Only one systemclock is
supported by the protocol, although many peer clocks can be
supported. A systemor peer clock status word appears in the status
field of the response to a read clock variables or wite clock

vari abl es command. This word can be considered an extension of the
system status word or the peer status word as appropriate. The
format of the clock status word is as foll ows:

Clock Status: This is an eight-bit integer indicating the current
clock status, with values coded as foll ows:

o o o m e e e e e e e e e e e e e e e e e e e e e e ee e eao o +
| Cock Status | Meani ng |
B s +
| 0 | clock operating within nom nals |
[ 1 | reply tinmeout [
| 2 | bad reply fornmat |
[ 3 | hardware or software fault |
| 4 | propagation failure [
| 5 | bad date format or val ue |
| 6 | bad tinme format or val ue |
[ 7- 255 | reserved [
o o o e e e e e e e e e e e e e e e e e e e e e e e ee e eaa o +
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Cl ock Event Code (Code): This is an eight-bit integer identifying the
| atest cl ock exception event, with new val ues overwiting previous
val ues. Wen a change to any nonzero val ue occurs in the radio
status field, the radio status field is copied to the clock event
code field and a system or peer clock exception event is declared as
appropri ate.

3. 4. Error Status Wrd

An error status word is returned in the status field of an error

response as the result of invalid nmessage format or contents. |Its
presence is indicated when the E (error) bit is set along with the
response (R) bit in the response. It consists of an eight-bit

nt eger coded as foll ows:

| unspecified |
| authentication failure |
| invalid nessage | ength or format |
| invalid opcode [
| unknown association identifier |
| unknown vari abl e nanme |
| invalid variable val ue [
| administratively prohibited |
| reserved |

4. Conmands

Conmands consi st of the header and optional data field shown in
Figure 2. Wen present, the data field contains a list of
identifiers or assignnments in the form
<<identifier>>[ =<<val ue>>], <<identifier>>[=<<value>>],... where
<<identifier>>is the ASCI| nane of a systemor peer variable
specified in RFC 5905 and <<val ue>> is expressed as a deci mal,
hexadeci mal or string constant in the syntax of the C progranm ng

| anguage. Wiere no anmbiguity exists, the <169>sys. <170> or
<169>peer.<170> prefi xes can be suppressed. Witespace (ASCl I
nonprinting fornat effectors) can be added to inprove readability for
sinple nonitoring prograns that do not reformat the data field.
Internet addresses are represented as four octets in the form
[n.n.n.n], where nis in decimal notation and the brackets are
optional. Tinmestanps, including reference, originate, receive and
transmt values, as well as the logical clock, are represented in
units of seconds and fractions, preferably in hexadeci nal notation
whi |l e del ay, offset, dispersion and distance values are represented
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inunits of mlliseconds and fractions, preferably in decinal
notation. Al other values are represented as-is, preferably in
deci mal notati on.

| npl enent ati ons nmay define variables other than those described in
RFC 5905. Called extranural variables, these are distinguished by
the inclusion of sone character type other than al phanuneric or
<169>.<170> in the nanme. For those commands that return a |ist of
assignnents in the response data field, if the command data field is
enpty, it is expected that all avail able variables defined in RFC
5905 will be included in the response. For the read comuands, if the
command data field is nonenpty, an inplenentation may choose to
process this field to individually select which variables are to be

r et ur ned.

Conmands are interpreted as foll ows:

Read Status (1): The commuand data field is enpty or contains a |ist
of identifiers separated by conmas. The conmand operates in two ways
dependi ng on the value of the association identifier. |If this
identifier is nonzero, the response includes the peer identifier and
status word. Optionally, the response data field may contain ot her
information, such as described in the Read Variables conmand. |If the
association identifier is zero, the response includes the system
identifier (0) and status word, while the data field contains a |ist
of binary-coded pairs <<association identifier>> <<status word>>, one
for each currently defined association

Read Variables (2): The comand data field is enpty or contains a
list of identifiers separated by commas. |f the association
identifier is nonzero, the response includes the requested peer
identifier and status word, while the data field contains a |ist of

peer vari ables and val ues as descri bed above. |If the association
identifier is zero, the data field contains a |ist of system
vari abl es and values. |f a peer has been selected as the

synchroni zati on source, the response includes the peer identifier and
status word; otherw se, the response includes the systemidentifier
(0) and status word.

Wite Variables (3): The command data field contains a |ist of
assignnents as descri bed above. The variables are updated as

i ndicated. The response is as described for the Read Vari abl es
conmand.

Read O ock Variables (4): The command data field is enpty or contains
alist of identifiers separated by comas. The associ ation
identifier selects the systemclock variabl es or peer clock variables
in the same way as in the Read Variabl es conmand. The response
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i ncludes the requested clock identifier and status word and the data
field contains a list of clock variables and val ues, including the
| ast tinecode nmessage received fromthe clock.

Wite Cock Variables (5): The command data field contains a |ist of
assi gnnents as descri bed above. The clock variables are updated as

i ndicated. The response is as described for the Read O ock Vari abl es
command.

Set Trap Address/Port (6): The command association identifier, status
and data fields are ignored. The address and port nunber for
subsequent trap nessages are taken fromthe source address and port
of the control nmessage itself. The initial trap counter for trap
response nessages is taken fromthe sequence field of the command.
The response association identifier, status and data fields are not
significant. Inplenentations should include sanity tineouts which
prevent trap transnissions if the nonitoring program does not renew
this information after a lengthy interval

Trap Response (7): This nessage is sent when a system peer or clock
exception event occurs. The opcode field is 7 and the Rbit is set.
The trap counter is increnented by one for each trap sent and the
sequence field set to that value. The trap nessage is sent using the
| P address and port fields established by the set trap address/port
command. |If a systemtrap the association identifier field is set to
zero and the status field contains the systemstatus word. |f a peer
trap the association identifier field is set to that peer and the
status field contains the peer status word. Optional ASCII-coded
informati on can be included in the data field.

5. | ANA Consi derati ons
Thi s docunment makes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

6. Security Considerations

A nunber of security vulnerabilities have been identified with these
control nessages.

NTP's control query interface allows reading and witing of system
peer, and clock variables renptely fromarbitrary | P addresses using
commands nentioned in Section 4. Traditionally, overwiting these
vari abl es, but not reading them requires authentication by default.
However, this docunent argues that an NTP host nust authenticate al
control queries and not just ones that overwite these variables.
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Alternatively, the host can use a whitelist to explicitly list IP
addresses that are allowed to control query the clients. These
access controls are required for the foll owi ng reasons:

(0]

NTP as a Distributed Denial -of-Service (DDoS) vector. NITP tining
query and response packets (nmodes 1-2, 3-4, 5) are usually short
in size. However, some NTP control queries generate a very |long
packet in response to a short query. As such, there is a history
of use of NTP' s control queries, which exhibit such behavior, to
perform DDoS attacks. These off-path attacks exploit the large
size of NTP control queries to cause UDP-based anplification
attacks (e.g., node 7 nonlist comrand generates a very |ong packet
in response to a small query (CVE-2013-5211)). These attacks only
use NTP as a vector for DoS atacks on other protocols, but do not
affect the time service on the NITP host itself.

Tinme-shifting attacks through i nformation | eakage/ overwiting.

NTP hosts save inportant system and peer state variables. An off-
pat h attacker who can read these variables renotely can | everage
the information | eaked by these control queries to performtine-
shifting and DoS attacks on NTP clients. These attacks do affect
time synchroni zation on the NTP hosts. For instance,

* |nthe client/server node, the client stores its local tine
when it sends the query to the server in its xmt peer variable.
This variable is used to perform TEST2 to non-cryptographically
aut henticate the server, i.e., if the origin tinmestanp field in
the correspondi ng server response packet natches the xnt peer
variable, then the client accepts the packet. An off-path
attacker, with the ability to read this variable can easily
spoof server response packets for the client, which will pass
TEST2, and can deny service or shift time on the NTP client.
CVE- 2015- 8139 describes the specific attack

* The client also stores its local tinme when the server response
is received in its rec peer variable. This variable is used
for authentication in interleaved-pivot node. An off-path
attacker with the ability to read this state variable can
easily shift time on the client by passing this test. CVE-
2016- 1548 describes the attack

Fast - Scanning. NTP node 6 control nessages are usually snall UDP
packets. Fast-scanning tools |like ZMap can be used to spray the
entire (potentially reachable) Internet with these nessages within
hours to identify vul nerable hosts. To nmake things worse, these
attacks can be extrenely lowrate, only requiring a control query
for reconnai ssance and a spoofed response to shift tine on

vul nerabl e clients. CVE-2016-1548 is one such exanpl e.
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NTP best practices recommend configuring ntpd with the no-query
paraneter. The no-query parameter blocks access to all renote
control queries. However, sonetinmes the nosts do not want to bl ock
all queries and want to give access for certain control queries
renotely. This could be for the purpose of renote managenent and
configuration of the hosts in certain scenarios. Such hosts tend to
use firewalls or other niddl eboxes to blacklist certain queries

wi thin the network.

Recent work (reference needed) shows that significantly fewer hosts
respond to node 7 nonlist queries as conpared to other contro
gueries because it is a well-known and exploited control query.
These queries are likely blocked using blacklists on firewalls and
m ddl eboxes rather than the no-query option on NTP hosts. The
remai ni ng control queries that can be exploited likely remain out of
the bl acklist because they are undocunented in the current NTP

speci ficati on [ RFC5905].

Thi s docunent describes all of the node 6 control queries allowed by
NTP and can hel p adm nistrators make inforned deci sions on security

measures to protect NTP devices from harnful queries and |ikely nake
those systens | ess vul nerabl e.
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