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Abst ract

This meno proposes backward-conpati bl e updates to the Network Tinme
Protocol to strip unnecessary identifying information fromclient
requests and to inprove resilience against blind spoofing of

unaut henti cated server responses.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 28, 2017
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Net work Tine Protocol (NTP) packets, as specified by RFC 5905

[ RFC5905], carry a great deal of information about the state of the
NTP daermon which transnmitted them |In the case of node 4 packets
(responses sent fromserver to client), as well as in broadcast (node
5) and synmmetric peering nodes (node 1/2), nost of this infornmation
is essential for accurate and reliable tine synchronizaton. However,
in node 3 packets (requests sent fromclient to server), nobst of
these fields serve no purpose. Server inplenmentations never need to
i nspect them and they can achi eve nothing by doing so. Populating
these fields with accurate information is harnful to privacy of
clients because it allows a passive observer to fingerprint clients
and track them as they nove across networks.

This meno updates RFC 5905 to redact unnecessary data from node 3
packets. This is a fully backwards-conpatible proposal. It calls
for no changes on the server side, and clients which inplenent these
updates will remain fully interoperable with existing servers.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. dient Packet Fornmat

In every client-node packet sent by a Network Time Protocol [RFC5905]
i mpl ement ati on:
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The first octet, which contains the |eap indicator, version
nunber, and node fields, SHOULD be set to 0x23 (LI = 0, VN = 4,
Mode = 3).

The Transmit Tinestanp field SHOULD be set uniformy at random
generated by a mechani sm suitable for cryptographic purposes.
[ RFC4086] provi des gui dance on the generation of random val ues.

The Poll field MAY be set to the actual polling interval as
specified by RFC 5905, or el se MAY be set to zero.

Al'l other header fields, specifically the Stratum Precision, Root
Del ay, Root Dispersion, Reference |ID, Reference Tinestanp, Origin
Ti mest anp, and Recei ve Ti mestanp, SHOULD be set to zero

Servers MJST allow client packets to conformto the above
recomendations. This requirenent shall not be construed so as to
prohibit servers fromrejecting conform ng packets for unrel ated
reasons, such as access control or rate limiting.

Security and Privacy Considerations
1. Data Mninization

Zer oi ng out unused fields in client requests prevents discl osure of
i nformati on that can be used for fingerprinting [ RFC6973].

Whi | e popul ating any of these fields with authentic data reveals at
| east sone identifying information about the client, the Oigin

Ti mestanp and Receive Tinestanp fields constitute a particularly
severe information | eak. RFC 5905 calls for clients to copy the
transmt tinestanp and destination tinestanp of the server’s nost
recent response into the origin timestanp and receive tinestanp
(respectively) of their next request to that server. Therefore, when
a client noves between networks, a passive observer of both network
pat hs can determine with high confidence that the old and new I P
addresses belong to the sanme systemby noticing that the transnit
timestanp of a response sent to the old IP matches the origin
timestanp of a request sent fromthe new one.

Zeroing the poll field is nade optional (MAY rather than SHOULD) so
as not to preclude future devel opnent of schenes wherein the server
uses information about the client’s current poll interval in order to
recomend adj ustments back to the client. Putting accurate
information into this field has no significant inpact on privacy
since an observer can already obtain this information sinply by
observing the actual interval between requests.
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2. Transmit Tinestanp Random zation

VWhile this neno calls for nost fields in client packets to be set to
zero, the transmt tinmestanp is random zed. This decision is
notivated by security as well as privacy.

NTP servers copy the transnmit tinestanp fromthe client’s request
into the origin timestanp of the response; this menmo calls for no
change in this behavior. dients discard any response whose origin
ti mestanp does not match the transmt tinmestanp of any request
currently in flight.

In the absence of cryptographic authentication, verification of
origin tinestanps is clients’ primary defense agai nst blind spoofing
of NTP responses. It is therefore inmportant that clients’ transnit
ti mestanps be unpredictable. Their role in this regard is closely
anal agous to that of TCP Initial Sequence Nunbers [ RFC6528].

The traditional behavior of the NTP reference inplementation is to
randoni ze only a few (typically 10-15 dependi ng on the precision of
the system cl ock) loworder bits of transmt tinestanp, with al

hi gher bits representing the systemtine, as neasured just before the
packet was sent. This is suboptinal, because with so few random
bits, an adversary sendi ng spoofed packets at high volunme will have a
good chance of correctly guessing a valid origin tinestanp.

| ANA Consi derations
[ RFC EDI TOR: DELETE PRI OR TO PUBLI CATI ON|
Thi s neno introduces no new | ANA consi derations
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