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Abst ract

In order to prevent the inpersonation of tel ephone nunbers on the
Internet, some kind of credential system needs to exist that
cryptographically asserts authority over tel ephone nunbers. This
docunent describes the use of certificates in establishing authority
over tel ephone nunbers, as a conponent of a broader architecture for
managi ng tel ephone nunbers as identities in protocols |like SIP
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1. Introduction

The Secure Tel ephone Identity Revisited (STIR) probl em statenent

[ RFC7340] identifies the primary enabl er of robocalling, vishing
(voi cermai | hacking), swatting, and related attacks as the capability
to inpersonate a calling party nunber. The starkest exanpl es of
these attacks are cases where automated callees on the Public
Swi t ched Tel ephone Network (PSTN) rely on the calling nunber as a
security neasure -- for exanple, to access a voicemail system
Robocal | ers use inpersonation as a means of obscuring identity.
Whi | e robocal lers can, in the ordinary PSTN, block (that is,

wi thhold) their caller identity, callees are less likely to pick up
calls fromblocked identities; therefore, appearing to call from sone
nunber, any nunber, is preferable. Robocallers, however, prefer not
to call froma number that can trace back to the robocaller, and
therefore they inpersonate nunbers that are not assigned to them

One of the nost inportant conponents of a systemto prevent
i npersonation is the inplementation of credentials that identify the
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parties who control tel ephone nunbers. Wth these credentials,
parties can assert that they are in fact authorized to use tel ephony
nunbers (TNs), and thus they distinguish thensel ves from

i npersonators unable to present such credentials. For that reason
the STIR threat nodel [RFC7375] stipulates that "The design of the
credential systemenvisioned as a solution to these threats nust, for
exanple, linmt the scope of the credentials issued to carriers or
national authorities to those nunbers that fall under their purview"
Thi s docunment describes credential systens for tel ephone nunbers
based on [ X. 509] version 3 certificates in accordance with [ RFC5280].
Whi | e tel ephone nunbers have | ong been part of the X 509 standard

(X. 509 supports arbitrary nanming attributes to be included in a
certificate; the tel ephoneNunber attribute was defined in the 1988

[ X. 520] specification), this docunent provides ways to determ ne
authority nmore aligned with tel ephone network requirenents, including
extending X 509 with a Tel ephony Nunber Authorization List
certificate extension, which binds certificates to asserted authority
for particular tel ephone nunbers or, potentially, telephone nunber

bl ocks or ranges.

In the STIR in-band architecture specified in [ RFC3224], two basic
types of entities need access to these credentials: authentication
services and verification services (or verifiers). An authentication
service nmust be operated by an entity enrolled with the certification
authority (CA) (see Section 5), whereas a verifier need only trust
the trust anchor of the authority and al so have a neans to access and
validate the public keys associated with these certificates.

Al t hough the guidance in this docunent is witten with the STIR

i n-band architecture in nmind, the credential systemdescribed in this
docunent could be useful for other protocols that want to nake use of
certificates to assert authority over tel ephone nunbers on the

I nternet.

This docunent specifies only the credential syntax and semantics
necessary to support this architecture. It does not assune any
particul ar CA or deploynent environnent. W anticipate that sone
depl oynent experience will be necessary to determ ne opti nmal
operati onal nodels.

2. Term nol ogy

The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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3.

Aut hority for Tel ephone Nunmbers in Certificates

At a high level, this specification details tw non-excl usive
approaches that can be enployed to determ ne authority over tel ephone
numbers with certificates.

The first approach is to | everage the existing subject of the
certificate to ascertain that the holder of the certificate is

aut horized to claimauthority over a tel ephone nunber. The subject
m ght be represented as a donain nanme in the subjectAltNane, such as
an "exanpl e.net" where that donain is known to relying parties as a
carrier, or represented with other identifiers related to the
operation of the tel ephone network, including Service Provider Codes
(SPCs) such as Operating Conpany Nunmbers (OCNs) or Service Provider
Identifiers (SPIDs) via the TN Authorization List specified in this
docunent. A relying party could then enploy an external data set or
service that deternines whether or not a specific tel ephone nunber is
under the authority of the carrier identified as the subject of the
certificate and use that to ascertain whether or not the carrier
shoul d have authority over a tel ephone nunber. Potentially, a
certificate extension to convey the URI of such an information
service trusted by the issuer of the certificate could be devel oped
(though this specification does not propose one). Alternatively,
some relying parties could formbilateral or nultilateral trust
relationships with peer carriers, trusting one another’s assertions
just as telephone carriers in the Signaling System7 (SS7) network
today rely on transitive trust when displaying the calling party

t el ephone nunber received through SS7 signaling.

The second approach is to extend the syntax of certificates to
include a new attribute, defined here as the TN Authorization List,
whi ch contains a list of tel ephone nunbers defining the scope of
authority of the certificate. Relying parties, if they trust the

i ssuer of the certificate as a source of authoritative information on
t el ephone nunbers, could therefore use the TN Authorization List

i nstead of the subject of the certificate to nmake a deci si on about
whet her or not the signer has authority over a particular tel ephone
nunber. The TN Aut horization List could be provided in one of two
ways: as a literal value in the certificate or as a network service
that allows relying parties to query in real tine to deternine that a
t el ephone nunber is in the scope of a certificate. Using the TN

Aut hori zation List rather than the certificate subject nakes sense
when, for exanple, for privacy reasons the certificate owner woul d
prefer not to be identified, or in cases where the hol der of the
certificate does not participate in the sort of traditional carrier
infrastructure that the first approach assunes.
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The first approach requires little change to existing Public Key
Infrastructure (PKI) certificates; for the second approach, we nust
define an appropriate enroll ment and authorization process. For the
pur poses of STIR, the over-the-wire format specified in [ RFC8224]
acconmodat es either of these approaches: the nethods for

canoni calizing, for signing, for identifying and accessing the
certificate, and so on renain the sane; it is only the verifier
behavi or and aut horization decision that will change, depending on
the approach to tel ephone nunber authority taken by the certificate.
For that reason, the two approaches are not nutually exclusive, and
in fact a certificate issued to a traditional tel ephone network
service provider could contain a TN Authorization List or not, were
it supported by the CA issuing the credential. Regardless of which
approach is used, certificates that assert authority over tel ephone
nunbers are subject to the ordinary operational procedures that
govern certificate use per [ RFC5280]. This neans that verification
services nust be nmindful of the need to ensure that they trust the
trust anchor that issued the certificate and that they have sone
means to determine the freshness of the certificate (see Section 10).

4. Certificate Usage with STIR

[ RFC8224], Section 7.4 requires that all credential systens used by
STIR expl ain how they address the requirenents enunerated bel ow.
Certificates as described in this document address the STIR

requi renents as follows:

1. The URI [RFC3986] schenes permtted in the SIP lIdentity header
"info" paraneter, as well as any special procedures required to
dereference the URIs: while normative text is given below in
Section 7, this mechanismpernits the HTTP [ RFC7230], CI D
(Content-1D) [RFC2392], and SIP URI schenes to appear in the
"info" paraneter.

2. Procedures required to extract keying material fromthe resources
designated by the URI: inplenentations performno special
procedures beyond dereferencing the "info" URI. See Section 7.

3. Procedures used by the verification service to determ ne the
scope of the credential: this specification effectively proposes
two nmet hods, as outlined in Section 3: one where the subject (or
nore properly, subjectAltNane) of the certificate indicates the
scope of authority through a domain nane, and relying parties
either trust the subject entirely or have some direct neans of
determ ni ng whether or not a nunber falls under a subject’s
authority; and another where an extension to the certificate as
described in Section 9 identifies the scope of authority of the
certificate.
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4. The cryptographic algorithnms required to validate the
credentials: for this specification, that nmeans the signature
algorithnms used to sign certificates. This specification
REQUI RES t hat inplenmentations support both the Elliptic Curve
Digital Signature Al gorithm (ECDSA) with the P-256 curve (see
[DSS]) and RSA PKCS #1 v1.5 ("PKCS" stands for "Public-Key
Crypt ography Standards") (see [ RFC8017], Section 8.2) for
certificate signatures. Inplenenters are advised that the latter
algorithmis mandated only as a transitional nechanism due to
its widespread use in existing PKIs, but we anticipate that this
mechanismwi || eventually be deprecated.

5. Finally, note that all certificates conpliant with this
speci fication:

* MUST provide cryptographic keying nmaterial sufficient to
generate the ECDSA using P-256 and SHA- 256 signatures
necessary to support the ES256 hashed signatures required by
PASSpor T [ RFC8225], which in turn follows the JSON Wb Token
(JWI) [ RFC7519].

*  MUST support both ECDSA with P-256 and RSA PKCS #1 v1.5 for
certificate signature verification.

This docunent al so includes additional certificate-rel ated
requirenents

0 See Section 5.1 for requirenents related to the JWI Caim
Constraints certificate extension

0 See Section 7 for requirements related to relying parties
acquiring credenti al s.

0 See Sections 10 and 10.1 for requirenents related to certificate
freshness and the Authority Infornmation Access (AlA) certificate
ext ensi on.

5. Enrollment and Authorization Using the TN Authorization List

Thi s docunent covers three nodels for enroll ment when using the TN
Aut hori zation List extension.

The first enrollment nodel is one where the CA acts in concert with
nati onal nunbering authorities to issue credentials to those parties
to whom nunbers are assigned. |In the United States, for exanple,

t el ephone nunber bl ocks are assigned to Local Exchange Carriers
(LECs) by the North American Nunbering Plan Adm nistration (NANPA)
who is in turn directed by the national regulator. LECs may al so
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receive numbers in smaller allocations, through number pooling, or
via an individual assignnent through nunber portability. LECs assign
nunbers to customers, who may be private individuals or organizations
-- and organi zations take responsibility for assigning nunbers within
their own enterprise. This nodel requires top-down adoption of the
nmodel fromregulators through to carriers. Assignees of E. 164
numbering resources participating in this enrollment nodel should
take appropriate steps to establish trust anchors.

The second enrol |l ment nodel is a bottomup approach where a CA
requires that an entity prove control by neans of some sort of test
that, as with certification authorities for web PKlI, might either be
(1) automated or (2) a nmnual administrative process. As an exanple
of an automated process, an authority might send a text nessage to a
t el ephone number containing a URL (which m ght be dereferenced by the
reci pient) as a neans of verifying that a user has control of a

term nal corresponding to that nunber. Checks of this formare
frequently used in comrercial systens today to validate tel ephone
nunbers provided by users. This is conparable to existing enroll nent
systens used by sone certificate authorities for issuing SIM M
credentials for email by verifying that the party applying for a
credential receives mail at the email address in question

The third enrollnent nodel is delegation: that is, the holder of a
certificate (assigned by either of the two nethods above) m ght

del egate sonme or all of their authority to another party. In sone
cases, multiple levels of delegation could occur: a LEC, for exanple,
m ght del egate authority to a custoner organi zation for a bl ock of
100 nunbers used by an I P PBX, and the organization nmght in turn

del egate authority for a particular nunber to an individual enployee.
This is anal ogous to del egati on of organi zational identities in

tradi tional hierarchical PKIs who use the name constraints extension
[ RFC5280]; the root CA del egates nanmes in sales to the sales
departnent CA, nanes in devel opnent to the devel opnent CA, etc. As

I engthy certificate delegation chains are brittle, however, and can
cause delays in the verification process, this docunent considers
optinizations to reduce the conplexity of verification

Future work m ght explore nethods of partial del egation, where
certificate holders delegate only part of their authority. For
exanpl e, individual assignees nay want to delegate to a service
authority for text nessages associated with their tel ephone nunber
but not for other functions.

Pet erson & Turner Expi res June 21, 2018 [ Page 7]



Internet-Draft STIR Certs Decenber 2017

5.

5.

1.

2

Constraints on Signi ng PASSpor Ts

The public key in the certificate is used to validate the signature
on a JW [ RFC7519] that conforns to the conventions specified in
PASSpor T [ RFC8225]. This specification supports constraints on the
JWI claims, thereby allowing the CAto grant different permissions to
certificate holders -- for exanple, those enrolled from

pr oof - of - possessi on versus del egation. A Certificate Policy (CP) and
a Certification Practice Statenent (CPS) [RFC3647] are produced as
part of the nornmal PKI bootstrapping process (i.e., the CPis witten
first, and then the CA says howit conforns to the CPin the CPS). A
CA that wishes to place constraints on the JWI clains MJST include
the JWI Claim Constraints certificate extension in issued
certificates. See Section 8 for information about the certificate
ext ensi on.

Certificate Extension Scope and Structure

This specification places no linits on the nunber of tel ephone
nunbers that can be associated with any given certificate. Sone
service providers may be assigned millions of nunbers and may w sh to
have a single certificate that can be applied to signing for any one
of those nunbers. Qhers may wi sh to conpartnentalize authority over
subsets of the nunmbers they control

Mor eover, service providers may wish to have nmultiple certificates
with the sane scope of authority. For exanple, a service provider
with several regional gateway systens nmay want each systemto be
capabl e of signing for each of their nunbers but not want to have
each system share the sanme private key.

The set of tel ephone nunbers for which a particular certificate is
valid is expressed in the certificate through a certificate
extension; the certificate's extensibility nechanismis defined in
[ RFC5280], but the TN Authorization List extension is specified in
t hi s docunent.

The subjects of certificates containing the TN Authorization List
extension are typically the adnmnistrative entities to whom nunbers
are assigned or delegated. For exanple, a LEC might hold a
certificate for a range of tel ephone nunbers. |n sone cases, the
organi zation or individual issued such a certificate may not want to
associ ate thenselves with a certificate; for exanple, a private
individual with a certificate for a single tel ephone nunber ni ght not
want to distribute that certificate publicly if every verifier

i medi ately knew their nane. The certification authorities issuing
certificates with the TN Authorization List extensions may, in
accordance with their policies, obscure the identity of the subject,
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t hough nmechani sns for doing so are outside the scope of this
docurnent .

6. Provisioning Private Keying Material

In order for authentication services to sign calls via the procedures
described in [ RFC8224], they must hold a private key corresponding to
a certificate with authority over the calling nunber. [RFC8224]

does not require that any particular entity in a SIP depl oynent
architecture sign requests, only that it be an entity with an
appropriate private key; the authentication service role nmay be
instantiated by any entity in a SIP network. For a certificate
granting authority only over a particular nunber that has been issued
to an end user, for exanple, an end-user device night hold the
private key and generate the signature. In the case of a service
provider with authority over |arge blocks of nunbers, an internediary
m ght hold the private key and sign calls.

The specificati on RECOMMENDS di stribution of private keys through
PKCS #8 objects signed by a trusted entity -- for exanple, through
the Cryptographi c Message Syntax (CM5) package specified in

[ RFC5958] .

7. Acquiring Credentials to Verify Signatures

This specification docunents nultiple ways that a verifier can gain
access to the credentials needed to verify a request. As the
validity of certificates does not depend on the nethod of their
acquisition, there is no need to standardi ze any single nechanismfor
this purpose. Al entities that conply with [ RFC8224] necessarily
support SIP, and consequently SIP itself can serve as a way to
deliver certificates. [RFC8224] provides an "info" paraneter of the
Identity header; this paraneter contains a URI for the credentia
used to generate the ldentity header. [RFC8224] also requires that
docunents that define credential systens list the URI schenes that
may be present in the "info" paraneter. For inplenentations
compliant with this specification, three URI schenes are REQUI RED:
the CID URI, the SIP URI, and the HTTP URI.

The sinplest way for a verifier to acquire the certificate needed to
verify a signature is for the certificate to be conveyed in a

SI P request along with the signature itself. In SIP, for exanple, a
certificate could be carried in a multipart MM body [ RFC2046], and
the URI in the lIdentity header "info" paraneter could specify that
body with a CID URI [ RFC2392]. However, in many environnents this

is not feasible due to nessage size restrictions or |ack of necessary
support for nultipart M ME
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The ldentity header "info" parameter in a SIP request may contain a
URI that the verifier dereferences. Inplenentations of this
specification are REQU RED to support the use of SIP for this
function (via the SUBSCRI BE/ NOTI FY nmechani sm) as well as HTTP and
HTTPS

Note well that as an optimization, a verifier may have access to a
service, a cache, or other local store that grants access to
certificates for a particul ar tel ephone nunber. However, there may
be nmultiple valid certificates that can sign a call setup request for
a tel ephone nunber, and as a consequence, there needs to be sone

di scrimnator that the signer uses to identify their credentials.

The Identity header "info" paraneter itself can serve as such a

di scrimnator, provided inplenmentations use that paraneter as a key
when accessing certificates from caches or other sources.

8. JW daimConstraints Syntax

Certificate subjects are linmted to specific values for PASSporT
clainms with the JWI ClaimConstraints certificate extension; issuers
permt all clains by omtting the JWI CaimConstraints certificate
extension fromthe certificate' s extension field [ RFC5280]. The
extension is non-critical, applicable only to end-entity
certificates, and defined with ASN. 1 [ X 680] [X 681] [X 682] [ X 683]
later in this section. The syntax of the clainms is given in
PASSpor T; specifying new clains follows the procedures in [ RFC8225],
Section 8. 3.

This certificate extension is optional, but if present, it constrains
the claims that authentication services may include in the PASSporT
objects they sign. Constraints are applied by issuers and enforced
by verifiers when validating PASSporT clainms as foll ows:

1. nustlnclude indicates clains that MJUST appear in the PASSporT in
addition to iat, orig, and dest. The baseline clains of PASSporT
("iat", "orig", and "dest") are considered to be pernmitted by
default and SHOULD NOT be included. |[|f nustlnclude is absent,
iat, orig, and dest MJUST appear in the PASSporT.

2. permttedValues indicates that if the claimnane is present, the
claim MUST contain one of the |isted val ues.

Consi der two exanples with a PASSporT claimcalled "confidence" with
val ues "l ow', "nmediun', and "high":

o I|If a CAissues to an authentication service a certificate that

contains the nustlnclude JW ai MNane "confidence", then an
aut hentication service MJST include the "confidence" claimin all
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9.

PASSpor Ts it generates; a verification service will treat as
invalid any PASSporT it receives with a PASSporT cl ai mthat
does not include the "confidence" claim

o If a CAissues to an authentication service a certificate that
contains the pernittedVval ues JWd ai nName "confidence" and a
permtted "high" value, then an authentication service will treat
as invalid any PASSporT it receives with a PASSporT cl ai mthat
does not include the "confidence"” claimwith a "high" val ue.

The JWI d aim Constraints certificate extension is identified by the
followi ng object identifier (OD), which is defined under the id-pe
O D arc defined in [ RFC5280] and managed by | ANA (see Section 11):

i d- pe-JWId ai nConstraints OBJECT IDENTIFIER ::= { id-pe 27 }

The JWI d aim Constraints certificate extension has the foll ow ng
synt ax:

JWId ai nConstraints ::= SEQUENCE {

must I ncl ude [0] JWId ai mNames OPTI ONAL,
-- The listed claimnanes MJST appear in the PASSporT
-- in addition to iat, orig, and dest. |If absent, iat, orig,
-- and dest MJST appear in the PASSporT.

permittedVal ues [1] JWC ai mPernittedVal uesLi st OPTI ONAL }
-- If the claimnanme is present, the claimMJST contain one of
-- the listed val ues.

( WTH COVPONENTS { ..., nustlnclude PRESENT }
W TH COVPONENTS { ..., permttedVal ues PRESENT } )
JWId ai nPermi ttedVal uesLi st ::= SEQUENCE SIZE (1..MAX) OF

JWI]l ai nPerm tt edVal ues

JWIC ai nPernittedVal ues ::= SEQUENCE ({
claim JWd ai nNane,
permtted SEQUENCE Sl ZE (1..MAX) OF UTF8String }

JWId ai mNanmes ::= SEQUENCE SI ZE (1..MAX) OF JWId ai mNanme

JWId ai mNane ::= I A5String

TN Aut hori zation List Syntax
The subjects of certificates containing the TN Authorization List
extension are the admnistrative entities to whom nunbers are
assigned or delegated. When a verifier is validating a caller’s

identity, local policy always determ nes the circunstances under
whi ch any particul ar subject nmay be trusted, but the purpose of the
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TN Aut hori zation List extension in particular is to allow a verifier
to ascertain when the CA has designated that the subject has
authority over a particul ar tel ephone nunber or nunber range. The
non-critical TN Authorization List certificate extension is included
inthe certificate's extension field [RFC5280]. The extension is
defined with ASN. 1 [ X. 680] [X. 681] [X.682] [X.683]. The syntax and
semantics of the extension are as follows.

The subjects of certificates containing the TN Authorization List
extension are the adnministrative entities to whom nunbers are
assigned or delegated. In an end-entity certificate, the TN

Aut hori zation List indicates the TNs that it has authorized. |In a CA
certificate, the TN Authorization List limts the set of TNs for
certification paths that include this certificate.

The TN Aut horization List certificate extension is identified by the
followi ng object identifier (OD), which is defined under the id-pe
O D arc defined in [ RFC5280] and managed by | ANA (see Section 11):

i d- pe- TNAut hLi st OBJECT IDENTIFIER ::= { id-pe 26 }
The TN Aut horization List certificate extension has the foll ow ng
synt ax:
TNAut hori zationLi st ::= SEQUENCE SIZE (1..MAX) OF TNEntry
TNEntry ::= CHO CE {

spc [ 0] ServiceProvider Code
range [1] Tel ephoneNunber Range,
one [2] Tel ephoneNunber

}
Servi ceProvi derCode ::= | A5String

-- SPCs may be OCNs, various SPIDs, or other SP identifiers
-- fromthe tel ephone network

Tel ephoneNunber Range :: = SEQUENCE {

start Tel ephoneNunber,
count | NTEGER (2..MAX),

}
Tel ephoneNunber ::= I A5String (SIZE (1..15)) (FROM ("0123456789#*"))
The TN Aut horization List certificate extension indicates the

aut hori zed phone nunbers for the call setup signer. It indicates one
or nore bl ocks of tel ephone nunber entries that have been authorized
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10.

for use by the call setup signer. There are three ways to identify
t he bl ock:

1. SPCs as described in this docunent are a generic termfor the
identifiers used to designate service providers in tel ephone
networks today. In North Anerican context, these would include
OCNs as specified in [ATI S-0300251], related SPI Ds, or other
simlar identifiers for service providers. SPCs can be used to
indirectly name all of the tel ephone nunmbers associated with that
identifier for a service provider

2. Tel ephone nunbers can be listed in a range (in the
Tel ephoneNunber Range fornmat), which consists of a starting
t el ephone nunber and then an integer count of nunbers within the
range, where the valid boundaries of ranges may vary according to
national policies. The count field is only applicable to start
fields’ whose values do not include "*" or "#" (i.e., a
Tel ephoneNunber that does not include "*" or "#"). count MJST
NOT nake the nunber increase in length (i.e., a
Tel ephoneNunber Range wi th Tel ephoneNunber=10 with a count=91 is
invalid); formally, given the inputs count and Tel ephoneNunber of
| ength D Tel ephoneNunber + count MJUST be | ess than 107D.

3. A single tel ephone nunber can be listed (as a Tel ephoneNunber).

Not e that because | arge-scal e service providers may want to associate
many nunbers, possibly mllions of nunmbers, with a particul ar
certificate, optim zations are required for those cases to prevent
the certificate size frombecom ng unnmanageable. In these cases, the
TN Aut hori zation List may be given by reference rather than by val ue,
through the presence of a separate certificate extension that pernits
verifiers to either (1) securely download the list of numbers
associated with a certificate or (2) verify that a single nunber is
under the authority of this certificate. For nore on this
optinization, see Section 10.1

Certificate Freshness and Revocati on

Regar dl ess of which of the approaches in Section 3 is followed for
using certificates, a certificate verification nmechanismis required.
However, the traditional problemof certificate freshness gains a new
wri nkl e when using the TN Aut horization List extension with tel ephone
nunbers or nunber ranges (as opposed to SPCs), because verifiers nust
establish not only that a certificate remains valid but also that the
certificate' s scope contains the tel ephone nunber that the verifier
is validating. Dynam c changes to nunber assignnents can occur due
to nunber portability, for exanple. So, even if a verifier has a
valid cached certificate for a tel ephone nunber (or a range
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contai ning the nunber), the verifier nust determine that the entity
that created the PASSporT, which includes a digital signature, is
still a proper authority for that number.

To verify the status of such a certificate, the verifier needs to
acquire the certificate if necessary (via the nethods described in
Section 7) and then would need to either

a. Rely on short-lived certificates and not check the certificate's
status, or

b. Rely on status information fromthe authority (e.g., the Online
Certificate Status Protocol (OCSP)).

The trade-of f between short-lived certificates and using status
information is that the forner’s burden is on the front end (i.e.
enrollnent) and the latter’s burden is on the back end (i.e.
verification). Both inpact call setup tinme, but some approaches to
generating a short-lived certificate, |like requiring one for each
call, would incur a greater operational cost than acquiring status
information. This docunent nakes no particular recommendation for a
means of determining certificate freshness for STIR, as this requires
further study and inplenentation experience. Acquiring online status
information for certificates has the potential to disclose private
information [ RFC7258] if proper precautions are not taken. Future
specifications that define certificate freshness mechani sms for STIR
MUST note any such risks and provide counterneasures where possible.

1. Acquiring the TN List by Reference

One alternative to checking certificate status for a particular

t el ephone nunber is sinply acquiring the TN Aut horization List by
reference, that is, through dereferencing a URL in the certificate,
rat her than including the value of the TN Authorization List in the
certificate itself.

Acquiring a list of the tel ephone nunbers associated with a
certificate or its subject lends itself to an application-I|ayer
query/response interaction outside of certificate status, one that
could be initiated through a separate URI included in the
certificate. The Al A extension (see [ RFC5280]) supports such a
mechani sm it designates an ODto identify the accessMethod and an
accesslLocation, which would nost likely be a URI. A verifier would
then follow the URI to ascertain whether the TNs in the list are
aut hori zed for use by the caller. As with the certificate extension
defined in Section 9, a URI dereferenced froman end entity
certificate will indicate the TNs which the caller has been

aut horized. Verifiers MJST support the Al A extension and the
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dereferenced URI froma CA certificate limts the the set of TNs for
certification paths that include this certificate.

HTTPS i s the npbst obvious candidate for a protocol to be used for
fetching the list of tel ephone nunbers associated with a particul ar
certificate. This docunment defines a new Al A accessMet hod, called
"id-ad-stirTNLi st", which uses the following AlA OD:

id-ad-stirTNList OBJECT IDENTIFIER ::= { id-ad 14 }

When the "id-ad-stirTNList" accessMethod is used, the accessLocation
MUST be an HTTPS URI. Dereferencing the URI will return the conplete
DER encoded TN Aut horization List (see Section 9) for the certificate
with a Content-Type of application/tnauthlist (see Section 11.2).

Delivering the entire list of tel ephone nunbers associated with a
particular certificate will divulge to STIR verifiers information
about tel ephone nunbers other than the one associated with the
particular call that the verifier is checking. |In sonme environnents,
where STIR verifiers handl e a high volume of calls, maintaining an
up-to-date and conpl ete cache for the nunbers associated with crucia
certificate holders could give an inportant boost to perfornmance

I ANA Consi derations
1. ASN. 1 Registrations
Thi s docunent nakes use of object identifiers for the TN certificate
extension defined in Section 9, the "TN List by reference" Al A access
descriptor defined in Section 10.1, and the ASN. 1 nodul e identifier
defined in Appendix A. Therefore, per this docunment, |ANA has made
the follow ng assignments, as shown on
<https://ww. i ana. or g/ assi gnnent s/ sm - nunber s>

o0 TN Authorization List certificate extension in the "SM Security
for PKIX Certificate Extension" (1.3.6.1.5.5.7.1) registry:

26 id-pe- TNAut hLi st

0 JW CaimConstraints certificate extension in the "SM Security
for PKIX Certificate Extension" (1.3.6.1.5.5.7.1) registry:

27 id-pe-JWd ai nConstraints

o TN List by reference access descriptor in the "SM Security for
PKI X Access Descriptor” (1.3.6.1.5.5.7.48) registry:

14 id-ad-stirTNLi st
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0o The TN ASN. 1 nodule in the "SM Security for PKIX Mdul e
Identifier"” (1.3.6.1.5.5.7.0) registry:

89 id-nod-tn-nodul e
2. Media Type Registrations

Type nane: application
Subt ype nane: tnauthli st
Required paraneters: None
Optional paraneters: None
Encodi ng consi derations: Binary
Security considerations: See Section 12 of [RFCTBD
Interoperability considerations:
The TN Aut horization List inside this nmedia type MIST be
DER- encoded TNAut hori zati onLi st.
Publ i shed specification: [RFCTBD]
Applications that use this nmedia type:
I ssuers and relying parties of secure tel ephone identity
certificates, to limt the subject’s authority to a
particul ar tel ephone nunber or tel ephone nunber range.
Fragnent identifier considerations: None
Addi tional information:
Deprecated alias names for this type: None
Magi ¢ nunber (s): None
File extension(s): None
Maci ntosh File Type Code(s): None
Person & enmmil address to contact for further information:
Jon Peterson <jon.peterson@ eam neust ar >
I nt ended usage: COWVMON
Restrictions on usage: None
Aut hor: Sean Turner <sean@n3rd.conp
Change controller: The IESG <i esg@etf.org>

[RFC editor’s instruction: Please replace RFCTBD with the
RFC nunber when this docunent is published.]

Security Considerations

2017

This docunent is entirely about security. For further information on

certificate security and practices, see [ RFC5280], in particular
Security Consi derations section.

its

If a certification authority issues a certificate attesting authority
over many tel ephone nunbers, the TNAut hLi st el ement can divulge to

relying parties extraneous tel ephone nunbers associated with the
certificate which have no bearing on any given call in progress.
potential privacy risk can be exacerbated by the use of AIA as

The
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described in Section 10.1, to |link many thousand of nunbers to a
single certificate. Even an SPCin a certificate can be used to link
a certificate to a particular carrier and, with access to industry
dat abases, potentially the set of nunbers associated with that SPC
Wil e these practices nay not cause concern in sone environnments, in
other scenarios alternative approaches could mnimnmze the data
revealed to relying parties. For exanple, a service provider wth
authority over a |large block of nunbers could generate short-1lived
certificates for individual TNs that are not so easily linked to the
service provider or any other nunbers that the service provider
controls. Optimzations to facilitate acquiring short-1lived
certificates are a potential area of future work for STIR

The TN Aut horization List returned through a dereferenced URI is
served over HITPS; the TN Authorization List is therefore protected
intransit. But, the TN Authorization List served is not a signed
obj ect and therefore the server is trusted to faithfully return the
TN Aut hori zation List provided to it by the list generator
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Appendi x A, ASN. 1 Modul e

Thi s appendi x provides the normative ASN.1 [ X. 680] definitions for
the structures described in this specification using ASN. 1, as
defined in [ X 680], [X 681], [X 682], and [ X 683].

The nodul es defined in this docunent are conpatible with the nost
current ASN. 1 specifications published in 2015 (see [ X 680], [X 681],
[ X.682], and [X.683]). None of the newy defined tokens in the 2008
ASN. 1 (DATE, DATE-TI ME, DURATI ON, NOT-A-NUMBER, O D-IRI,

RELATIVE-O D-I R, TIME TIME O-DAY) are currently used in any of the
ASN. 1 specifications referred to here.

This ASN. 1 nodul e inports ASN. 1 from [ RFC5912].
TN- Mbdul e- 2016

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-tn-nodul e(89) }

DEFINITIONS EXPLICI T TAGS ::= BEA N

| MPORTS

i d-ad, id-pe

FROM PKI X1Explicit-2009 -- From[RFC5912]

{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51) }

EXTENSI ON
FROM PKI X- CormpnTypes-2009 -- From [ RFC5912]

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pki xCormon-02(57) }

-- JWI daimConstraints Certificate Extension
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ext-jw C ai nConstrai nts EXTENSION ::= {
SYNTAX JWIQ ai nConstraints | DENTI FI ED BY i d- pe-JWd ai nConstraints
}

i d- pe-JWId ai nConstraints OBJECT IDENTIFIER ::= { id-pe 27 }

JWId ai nConstraints ::= SEQUENCE {

must I ncl ude [0] JWId ai mNames OPTI ONAL,
-- The listed claimnanes MJST appear in the PASSporT
-- in addition to iat, orig, and dest. |If absent, iat, orig,
-- and dest MJST appear in the PASSporT.

permittedVal ues [1] JWC ai nPernittedVal uesLi st OPTI ONAL }
-- If the claimnane is present, the claim MJST contain one of
-- the listed val ues.

( WTH COVPONENTS { ..., nustlnclude PRESENT } |
W TH COVPONENTS { ..., permittedVal ues PRESENT } )
JWId ai nPermi ttedVal uesLi st ::= SEQUENCE SIZE (1.. MAX) O

JWId ai nPerni tt edVal ues

JWIC ai nPermi ttedVal ues :: = SEQUENCE ({
claim JWd ai nNane,
permtted SEQUENCE SIZE (1..MAX) OF UTF8String }

JWId ai mNanes :: = SEQUENCE SI ZE (1..MAX) OF JWId ai mName

JWIC ai mNane ::= I A5String

-- Tel ephony Nunber Authorization List Certificate Extension

ext-tnAut hLi st EXTENSION ::= {
SYNTAX TNAut hori zati onLi st | DENTI FI ED BY i d- pe- TNAut hLi st
}
i d- pe- TNAut hLi st OBJECT IDENTIFIER ::= { id-pe 26 }
TNAut hori zationLi st ::= SEQUENCE SIZE (1..MAX) OF TNEntry
TNEntry ::= CHO CE {

spc [0] ServiceProvider Code,
range [1] Tel ephoneNunber Range,
one [2] Tel ephoneNunber

}
Servi ceProvi derCode ::= | A5String
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-- SPCs may be OCNs, various SPIDs, or other SP identifiers
-- fromthe tel ephone network.
Tel ephoneNunber Range :: = SEQUENCE {

start Tel ephoneNunber,
count | NTEGER (2..MAX),

}

Tel ephoneNunber ::= I A5String (SIZE (1..15)) (FROM ("0123456789#*"))

-- TN Access Descriptor

i d-ad-stirTNLi st OBJECT IDENTIFIER ::= { id-ad 14 }

END
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