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1. Introduction

Thi s docunent provides enhancements to the existing nechanisns for
authenticated identity managenment in the Session Initiation Protocol
(SIP, [RFC3261]). An identity, for the purposes of this docunent, is
defined as either a canonical address-of-record (AoR) SIP UR

enpl oyed to reach a user (such as ’'sip:alice@tlanta.exanple.com),
or a tel ephone nunber, which commonly appears in either a TEL UR

[ RFC3966] or as the user portion of a SIP URI.

[ RFC3261] specifies several places within a SIP request where users
can express an identity for thenmsel ves, nost prom nently the user-
popul ated From header field. However, in the absence of sone sort of
crypt ographi ¢ authentication nmechanism the recipient of a SIP
request has no way to verify that the From header field has been
popul ated appropriately. This leaves SIP vulnerable to a category of
abuses, including inpersonation attacks that facilitate or enable
robocal | i ng, voicemail hacking, swatting, and rel ated problens as
described in [RFC7340]. Ideally, a cryptographic approach to
identity can provide a nuch stronger and assurance of identity than
the Caller ID services that the tel ephone network provides today, and
one | ess vul nerable to spoofing.

[ RFC3261] encourages user agents (UAs) to inplenment a nunber of
potential authentication nechanisns, including D gest authentication
Transport Layer Security (TLS), and S/M ME (inpl enentati ons nmay
support other security schenes as well). However, few SIP user
agents today support the end-user certificates necessary to

aut henticate thenselves (via SSM Mg, for exanple), and for its part
Di gest authentication is limted by the fact that the originator and
destination nust share a prearranged secret. Practically speaking,
originating user agents need to be able to securely conmunicate their
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users’ identity to destinations with which they have no previous
associ ati on.

As an initial attenpt to address this gap, [RFC4474] specified a
means of signing portions of SIP requests in order to provide an
identity assurance. However, RFC4474 was in several ways nmisaligned
with deploynent realities (see [|-D.rosenberg-sip-rfc4474-concerns]).
Most significantly, RFC4474 did not deal well with tel ephone nunbers
as identifiers, despite their enduring use in SIP depl oynents.
RFC4474 al so provided a signature over material that internediaries
in existing deploynments commonly altered. This specification
therefore deprecates the RFC4474 syntax and behavi or, reconsidering
the problem space in light of the threat nodel in [RFC7375] and
aligning the signature format with PASSporT [I-D.ietf-stir-passport].
Backwards conpatibility considerations are given in Section 10.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWMENDED', " NOT
RECOMVENDED", "MAY", and "OPTIONAL" are to be interpreted as
described in RFC 2119 [ RFC2119].

In addition, this docunent uses three terns specific to the
mechani sm

Identity: An identifier for the user of a communications service;
for the purposes of SIP, either a SIP URI or a tel ephone nunber.
Identities are derived froman "identity field" in a SIP request
such as the From header field.

Aut hentication Service: Alogical role played by a SIP entity that
adds ldentity headers to SIP requests.

Verification Service (or "Verifier"): Alogical role played by a
SIP entity that validates Identity headers in a SIP request.

3. Architectural Overview

The identity architecture for SIP defined in this specification
depends on a logical "authentication service" which validates

out goi ng requests. An authentication service nmay be inpl enented
either as part of a user agent or as a proxy server; typically, it is
a conponent of a network internediary like a proxy to which
originating user agents send unsigned requests. Once the originator
of the message has been authenticated, through pre-arranged neans
with the authentication service, the authentication service then
creates and adds an ldentity header field to the request. This
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requires conputing cryptographic information, including a digita

si gnature over sone conponents of nessages, that lets other SIP
entities verify that the sending user has been authenticated and its
claimof a particular identity has been authorized. These
"verification services" validate the signature and enabl e policy
deci sions to be nade based on the results of the validation

Pol i cy deci sions nmade after validation depend heavily on the
verification service's trust for the credentials that the

aut hentication service uses to sign requests. As robocalling,

voi cemai | hacking, and swatting usually involve inpersonation of

t el ephone nunbers, credentials that will be trusted by relying
parties to sign for tel ephone nunbers are a key conponent of the
architecture. Authority over telephone nunmbers is, however, not as
easy to establish on the Internet as authority over traditiona
domai n names. This docunment assunmes the existence of credentials for
establishing authority over tel ephone nunbers, for cases where the

t el ephone nunber is the identity of the user, but this document does
not mandate or specify a credential system
[I-D.ietf-stir-certificates] describes a credential system conpatible
with this architecture.

Al t hough addressing the vulnerabilities in the STIR probl em st at enent
and threat nodel nostly requires dealing with tel ephone nunber as
identities, SIP nmust also handle signing for SIP URIs as identities.
This is typically easier to deal with, as these identities are issued
by organi zati ons that have authority over Internet domains. Wen a
new user becones associated with exanple.com for exanple, the

adm nistrator of the SIP service for that domain can issue them an
identity in that nanespace, such as sip:alice@xanple.com Alice may
then send REG STER requests to exanpl e.comthat nmake her user agents
eligible to receive requests for sip:alice@xanple.com |n other
cases, Alice may herself be the owner of her own domain, and may

i ssue herself identities as she chooses. But ultimately, it is the
controller of the SIP service at exanple.comthat nust be responsible
for authorizing the use of nanes in the exanple.com domain.

Therefore, for the purposes of SIP as defined in [ RFC3261], the
necessary credentials needed to prove a user is authorized to use a
particul ar From header field nmust ultimately derive fromthe domain
owner: either a user agent gives requests to the domain nane owner in
order for themto be signed by the domain owner’s credentials, or the
user agent nust possess credentials that prove that the domai n owner
has given the user agent the right to a nane.

In order to share a cryptographic assurance of end-user SIP identity
in an interdomain or intradomain context, an authentication service
constructs tokens based on the PASSporT [I-D.ietf-stir-passport]
format, which is special encoding of a JSON [ RFC7159] obj ect
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conprising values derived fromcertain header field values in the SIP
request. The authentication service conmputes a signature over those
JSON el enents as PASSporT specifies. An encoding of the resulting
PASSporT is then placed in the SIP Identity header field. |In order
to assist in the validation of the Identity header field, this
specification also describes a paraneter of the Identity header field
that can be used by the recipient of a request to recover the
credential s of the signer.

Note that the scope of this docunent is linited to providing an
identity assurance for SIP requests; solving this problemfor SIP
responses is outside the scope of this work (see [ RFC4916]). Future
wor k m ght specify ways that a SIP inplenentation could gateway
PASSpor Ts to ot her protocols.

4. ldentity Header Field Syntax

The Identity and Identity-Info header fields that were previously
defined in RFC4474 are here deprecated. This revised specification
col | apses the granmar of ldentity-Info into the Identity header field
via the "info" paraneter. Note that unlike the prior specification
in RFC4474, the ldentity header field is now all owed to appear nore
than one tine in a SIP request. The revised grammar for the ldentity
header field builds on the ABNF [ RFC5234] in RFC 3261 [ RFC3261]
Section 25. It is as follows:

Identity = "ldentity" HCOLON signed-identity-di gest SEM
ident-info *( SEM ident-info-parans )
signed-identity-digest = 1*(base64-char / ".")

ident-info = "info" EQUAL ident-info-uri
ident-info-uri = LAQUOT absol uteURI RAQUOT
ident-info-parans = ident-info-alg / ident-type /

i dent - i nf 0- ext ensi on
ident-info-alg = "al g" EQUAL token
i dent-type = "ppt" EQUAL token
i dent -i nf 0- ext ensi on = generi c- param

base64-char = ALPHA / DG T/ "/" [ "+"

In addition to the "info" paraneter, and the "al g" paraneter
previously defined in RFC4474, this specification defines the
optional "ppt" paraneter (PASSporT Type). The 'absoluteURI’ portion
of ident-info-uri MJST contain a URI; see Section 7.3 for nore on
choosing how to advertise credentials through this paraneter

The signed-identity-digest contains a base64 encodi ng of a PASSporT
[I-Dietf-stir-passport], which secures the request with a signature
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t hat PASSpor T generates over the JSON header and payl oad objects;
some of those header and claimelenment values will nmirror val ues of
the SIP request.

4.1. PASSporT Construction

For SIP inplenentations to popul ate the PASSporT header JSON obj ect
with fields froma SIP request, the follow ng el ements MJUST be pl aced
as the values corresponding to the designated JSON keys:

First, per baseline [I-D.ietf-stir-passport], the JSON "typ" key
MUST have the val ue "passport".

Second, the JSON key "al g" MJUST mirror the value of the optiona
"al g" parameter in the SIP Identity header field. Note if the

"al g" paraneter is absent fromthe Identity header, the default
val ue is "ES256".

Third, the JSON key "x5u" MJST have a val ue equivalent to the
quoted URI in the "info" paranmeter, per the sinple string
compari son rules of [RFC3986] section 6.2.1

Fourth, if a PASSporT extension is in use, then the optional JSON
key "ppt" MJIST be present and have a val ue equivalent to the
quot ed value of the "ppt" paraneter of the Identity header field.

An exanpl e of the PASSporT header JSON object w thout any extension
is:

{ "typ":"passport",
"al g": " ES256",
"x5u":"https://ww. exanpl e. com cert.cer" }

To popul ate the PASSporT payl oad JSON object froma SIP request, the
foll owi ng el enents MJUST be placed as val ues corresponding to the
desi gnat ed JSON keys:

First, the JSON "orig" object MIST be populated. If the
originating identity is a tel ephone nunber, then the array MJST be
popul ated with a JSON object containing a "tn" elenent with a

val ue set to the value of the quoted originating identity, a
canoni cal i zed tel ephone nunber (see Section 8.3). Oherw se, the
obj ect MJST be popul ated with a JSON object containing "uri"

el ement, set to the value of the AoR of the UA sending the nessage
as taken fromthe addr-spec of the From header field, per the
procedures in Section 8.5.
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Second, the JSON "dest" array MJUST be populated. |f the
destination identity is a tel ephone nunber, then the array MJST be
popul ated with a JSON object containing a "tn" element with a

val ue set to the value of the quoted destination identity, a
canoni cal i zed tel ephone nunber (see Section 8.3). Oherw se, the
array MUST be popul ated with a JSON object containing a "uri"

el ement, set to the value of the addr-spec conponent of the To
header field, which is the AoR to which the request is being sent,
per the procedures in Section 8 5. Miltiple JSON objects are
permtted in "dest" for future conpatibility reasons.

Third, the JSON key "iat" MJST appear. The authentication service
SHOULD set the value of "iat" to an encoding of the value of the
SIP Date header field as a JSON NunericDate (as UNI X tinme, per

[ RFC7519] Section 2), though an authentication service MAY set the
value of "iat" to its own current clock time. |If the

aut hentication service uses its own clock time then the use of the
full formof PASSporT is REQU RED. |n either case, the

aut henti cation service MJUST NOT generate a PASSporT for a SIP
request if the Date header is outside of its |local policy for
freshness (recommended si xty seconds).

Fourth, if the request contains an SDP nessage body, and if that
SDP contains one or nore "a=fingerprint" attributes, then the JSON
key "nky" MJST appear with the algorithm(s) and value(s) of the
fingerprint attributes (if they differ), follow ng the format
given in [I-D.ietf-stir-passport] Section 5.2.2.

For exanpl e:

{ "orig":{"tn":"12155551212"},
"dest":{"tn":"12155551213"},
"iat":1443208345 }

For information on the security properties of these SIP nessage

el ements, and why their inclusion mitigates replay attacks, see
Section 12. Note that future extensions to PASSporT could introduce
new cl aims, and that further SIP procedures could be required to
extract information fromthe SIP request to popul ate the val ues of

t hose clains; see Section 9 of this docunent.

The "orig" and "dest" arrays may contain identifiers of heterogeneous
type; for exanple, the "orig" array might contain a "tn" claim while
the "dest" contains a "uri" claim Al so note that in sone cases, the
"dest" array may be populated with nore than one value. This could
for exanple occur when multiple "dest" identities are specified in a
meshed conference. Defining howa SIP inplenentation would align
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multiple destination identities in PASSporT with such systens is left
as a subject for future specification

After these two JSON objects, the header and the payl oad, have been
constructed and base64-encoded, they nust each be hashed and si gned
per [I-D.ietf-stir-passport] Section 6. The header, payl oad and

si gnature conponents conprise a full PASSporT object. The resulting
PASSpor T may be carried in SIP in either a full form which includes
the header and payload as well as the signature, or a conpact form
which only carries the signature per [I-D.ietf-stir-passport]
Section 7. The hashing and signing algorithmis specified by the
"al g’ paraneter of the Identity header field and the nmirrored "al g"
paraneter of PASSporT. All inplenentations of this specification
MUST support the required signing algorithns of PASSporT. At present
there is one mandatory-to-support value for the "alg paraneter
"ES256', as defined in [RFC7519], which connotes an ECDSA P-256
digital signature.

4.1.1. Exanple Full and Conpact Forms of PASSporT in ldentity

As Appendi x F of the JW5 specification [ RFC7/515] notes, there are
cases where "it is useful to integrity-protect content that is not
itself contained in a JW5." Since the fields that nake up the
majority of the PASSporT header and payl oad have val ues replicated in
the SIP request, the SIP usage of PASSporT may exclude the base64
encoded version of the header and payl oad JSON objects fromthe
Identity header field and instead present a detached signature: what
PASSporT calls its conpact form see [I-D.ietf-stir-passport]

Section 7.

When an aut hentication service constructs an ldentity header, the
contents of the signed-identity-digest field MIST contain either a
full or conpact PASSporT. Use of the conpact formis RECOMMENDED in
order to reduce nessage size, but note that extensions often require
the full form (see Section 9).

For exanple, a full formof PASSporT in an Identity header mi ght | ook
as follows (backsl ashes shown for line folding only):

Identity: eyJhbCci G JFUzI INi | sl nR5cCl 61 nBhc3Nwb3J01 i wi eDV1l \
j 0i aHROCHVBLY 9] ZXJOLnmVAYWLWoGUub3JInL3Bhc3Nwb3JOLMNI ci J9. eyJ \
kZXNOI j p71 nVyaSl 6WJzaXA6 YWKpY2VAZXhhbXBsZS5) b20i XX0s!| m hdC \
| 61 ] EONDMyMDgzNDUI LCIvem nlj p71 nRul j oi MII xNTULNTEyMT1 i f X0.r \
g3pj T1lhoRwakEG HCnWswUnshd0- zJ6F1VOgFW5j HBr 8Q pj | k- cpFYpFYs \
0j NCpTzOBQ¥ PA ckGaS6hEck7w; i nf o=<https://bil oxi.exanple.org \
/ biloxi.cert>
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The conpact form of the sane PASSporT object woul d appear in the
Identity header as:

Identity: ..rq3pj TLhoRwmakEG HCnWswUnshdO- zJ6F1VOgFWS] HBr 8Q |\
pj | k- cpFYpFYsoj NCpTzBQF PA ckGS6hEck 7w, \
i nfo=<https://biloxi.exanple.org/biloxi.cert>

5. Exanpl e of Operations

This section provides an informative (non-normative) high-Ieve
exanpl e of the operation of the nechanisns described in this
docunent .

| magi ne a case where Bob, who has the home proxy of exanpl e.com and
the address-of-record sip:12155551212@xanpl e. com user =phone, wants
to comunicate with Alice at sip:alice@xanple.org. They have no
prior relationship, and Alice inplenents best practices to prevent

i npersonation attacks

Bob’ s user agent generates an | NVITE and places his address-of-record
in the From header field of the request. He then sends an INVITE to
an aut hentication service proxy for his donmain.

+------- + . +------- +
Signs for | | . Signed | |
12125551xxx| Auth |------------ > | Verif |
| Sve | . INVITE | Svc
| Proxy | | Proxy |
> 4------- + R + \
/ | -> \
/ [ -- \
/ [ -- \
/ | . -- \
/ oo - +. -- \
/ [ | . <- \

/ | Cert | >
+o---- - + | Store |. +o---- - +
I I I |- I I
| Bob | R +. | Alice
| UA [ . | UA [
I I : I I
+------- + . +------- +

Domain A Domain B
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5.

1.

The proxy authenticates Bob, and validates that he is authorized to
assert the identity that he populated in the From header field. The
proxy aut hentication service then constructs a PASSporT whi ch
contains a JSON representation of values which mirror certain parts
of the SIP request, including the identity in the From header field
value. As a part of generating the PASSporT, the authentication
service signs a hash of that JSON header and payload with the private
key associated with the appropriate credential for the identity (in
this exanple, a certificate with authority to sign for nunbers in a
range from 12155551000 to 121555519999), and the signature is
inserted by the proxy server into the Identity header field val ue of
the request as a conpact formof PASSporT. Alternatively, the JSON
header and payl oad thensel ves mi ght al so have been included in the
obj ect when using the full form of PASSporT.

The proxy authentication service, as the holder of a private key with
authority over Bob's tel ephone nunber, is asserting that the
originator of this request has been authenticated and that he is
authorized to claimthe identity that appears in the From header
field. The proxy inserts an "info" paranmeter into the Identity
header field that tells Alice howto acquire keying materia

necessary to validate its credentials (a public key), in case she
doesn’'t already have it.

When Alice’s domain receives the request, a proxy verification
service validates the signature provided in the Identity header

field, and then determ nes that the authentication service
credentials denonstrate authority over the identity in the From
header field. This sanme validation operation mght be perforned by a
verification service in Alice's user agent server. Utimtely, this
valid request is rendered to Alice. |If the validation were
unsuccessful, some other treatnent could be applied by the receiving
domain or Alice’ s user agent.

Exanpl e Identity Header Construction

For the following SIP request:
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I NVI TE si p: bob@i | oxi . exanpl e.org SIP/ 2.0

Via: SIP/2.0/TLS pc33. atl ant a. exanpl e. cony br anch=z9h&4bKnashds8
To: Alice <sip:alice@xanple.conr

From Bob <sip:12155551212@xanpl e. con user =phone>; t ag=1928301774>
Cal |l -1 D a84b4c76e66710

CSeq: 314159 INVITE

Max- Forwards: 70

Date: Fri, 25 Sep 2015 19:12:25 GVI

Contact: <sip:12155551212gat eway. exanpl e. cone

Cont ent - Type: application/sdp

Content - Lengt h: 147

v=0

o=User A 2890844526 2890844526 I N | P4 pc33. atl ant a. exanpl e. com
s=Sessi on SDP

c=IN | P4 pc33. atl ant a. exanpl e. com

t=0 0

mFaudi 0 49172 RTP/ AVP 0O
a=rt pmap: 0 PCMJ 8000

An authentication service will create a correspondi ng PASSporT
object. The properly-serialized PASSpor T header and payl oad JSON
obj ects would | ook as follows. For the header, the val ues chosen by
the aut hentication service at "exanple.org" mght read:

{"al g":"ES256","typ": "passport","x5u":"https://cert.exanple.org/
passport.cer"}

The serialized payload will derive values fromthe SIP request (the
From To, and Date header field values) as follows:

{"dest":{"uri":["sip:alice@xanple.coni]},"iat":1443208345,
"orig":{"tn":"12155551212"}}

The aut hentication service would then generate the signature over the
object following the procedures in [I-D.ietf-stir-passport]
Section 6. That signhature would | ook as foll ows:

r q3pj TLhoRwakEG HCnWswUnshdO- zJ6F1VOgFW5) HBr 8Q pj | k- cpFYpFYs \
0j NCpTzOB Q¥ PA ckGaS6hEck 7w

An aut hentication service signing this request and using the conpact
form of PASSpor T would thus generate and add to the request an
Identity header field of the followi ng form

Identity: ..rq3pj TLhoRmakEG HCnWswUnshdO- zJ6F1VOgFWS] HBr 8Q pj \

| k- cpFYpFYsoj NCpTzGBQF PA ckGaS6hEck7w; \
i nfo=<https://cert.exanple.org/passport.cer>
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6. Signature Ceneration and Validation

SIP entities that instantiate the authentication service and
verification service roles will, respectively, generate and validate
the lIdentity header and the signature it contains.

6.1. Authentication Service Behavi or

Any entity that instantiates the authentication service role MJST
possess the private key of one or nore credentials that can be used
to sign for a donmain or a tel ephone nunber (see Section 7.1). The
aut hentication service role can be instantiated, for exanple, by an
i ntermedi ary such as a proxy server or by a user agent.
Internediaries that instantiate this role MJST be capabl e of

aut henticating one or nore SIP users who can register for that
identity. Commonly, this role will be instantiated by a proxy
server, since proxy servers are nore likely to have a static

host name, hol d correspondi ng credentials, and have access to SIP
registrar capabilities that allow themto authenticate users. It is
al so possible that the authentication service role night be
instantiated by an entity that acts as a redirect server, but that is
left as a topic for future work.

An aut hentication service adds the ldentity header field to SIP
requests. The procedures bel ow define the steps that nust be taken
when each ldentity header field is added. More than one ldentity
header field may appear in a single request, and an authentication
service may add an ldentity header field to a request that already
contains one or nore ldentity header fields.

Entities instantiating the authentication service role performthe
followi ng steps, in order, to generate an ldentity header field for a
SI P request:

Step 1. Check Authority for the ldentity

First, the authentication service nust determ ne whether it is
authoritative for the identity of the originator of the request. The
aut henti cation service extracts the identity fromthe UR value from
the "identity field"; in ordinary operations, that is the addr-spec
component of From header field. 1In order to determ ne whether the
signature for the identity field should be over the entire identity
field URI or just a tel ephone number, the authentication service MJST
follow the process described in Section 8.1. That section wll

either lead to the tel ephone nunber canonicalization procedures in
Section 8.3 for tel ephone nunbers, or to the URI nornalization
procedures described in Section 8.5 for donmai n nanes. Wi chever the
result, if the authentication service is not authoritative for the
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identity in question, it SHOULD process and forward the request
normal |y unless the local policy is to block such requests. The

aut henti cation service MJST NOT add an ldentity header field if the
aut henti cation service does not have the authority to nmake the claim
it asserts.

Step 2: Authenticate the Oiginator

The aut hentication service MIST then determ ne whether or not the
originator of the request is authorized to claimthe identity given
inthe identity field. |In order to do so, the authentication service
MUST aut henticate the originator of the nmessage. Sone possible ways
in which this authentication mght be perforned include:

If the authentication service is instantiated by a SIP
intermedi ary (proxy server), it may authenticate the request with
the aut hentication schene used for registration in its donain
(e.g., Digest authentication).

If the authentication service is instantiated by a SIP user agent,
a user agent may authenticate its own user through any system
speci fic neans, perhaps sinply by virtue of having physical access
to the user agent.

Aut hori zation of the use of a particular usernanme or tel ephone nunber
in the user part of the From header field is a matter of local policy
for the authentication service; see Section 7.1 for nore information

Note that this check is perfornmed only on the addr-spec in the
identity field (e.g., the URI of the originator, like

"sip:alice@tl| anta.exanple.com); it does not cover the display-nane
portion of the From header field (e.g., "Alice Atlanta’). For nore
i nformati on, see Section 12.6.

Step 3: Verify Date is Present and Valid

An aut hentication service MJST add a Date header field to SIP
requests that do not have one. The authentication service MIST
ensure that any preexisting Date header field in the request is
accurate. Local policy can dictate precisely how accurate the Date
must be; a RECOVMENDED naxi mum di screpancy of sixty seconds will
ensure that the request is unlikely to upset any verifiers. |If the
Dat e header field value contains a tinme different by nore than one
mnute fromthe current tinme noted by the authentication service, the
aut henti cation service SHOULD reject the request. This behavior is
not mandatory because a user agent client (UAC) could only exploit
the Date header field in order to cause a request to fai
verification; the ldentity header field is not intended to provide a
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perfect record of when nessages are processed. Finally, the

aut henti cation service MJST verify that both the Date header field
and the current time fall within the validity period of its
credenti al .

See Section 12.1 for information on how the Date header field assists
verifiers.

Step 4: Popul ate and Add the ldentity Header

Subsequently, the authentication service MJUST form a PASSporT obj ect
and add a corresponding Identity header field to the request
containing either the full or conpact form of PASSporT. For the
basel i ne PASSpor T header (headers containing no "ppt" paramneter),
this follows the procedures in Section 4; if the authentication
service is using an alternative "ppt" format, it MJST add an
appropriate "ppt" paraneter and foll ow the procedures associated with
that extension (see Section 9). After the Identity header field has
been added to the request, the authentication service MIST also add a
"info" parameter to the lIdentity header field. The "info" paraneter
contains a URI from which the authentication service' s credential can
be acquired; see Section 7.3 for nore on credential acquisition

An aut hentication service MAY use the full form of the PASSporT in
the lIdentity header field. The presence of the full formis OPTI ONAL
because the information carried in the baseline PASSpor T headers and
clains is usually redundant with information already carried

el sewhere in the SIP request. Using the conpact formcan
significantly reduce SIP nessage size, especially when the PASSporT
payl oad contains nedia keys. The syntax of the conpact formis given
in[l-Dietf-stir-passport] Section 7; essentially, it contains only
the signature conponent of the PASSporT.

Note that per the behavior specified in [I-D.ietf-stir-passport], use
of the full formis mandatory when optional extensions are included.
See Section 9.

6.1.1. Handling Repairable Errors

Al so, in sone cases, a request signed by an authentication service
will be rejected by the verification service on the receiving side,
and the authentication service will receive a SIP 4xx status code in
t he backwards direction, such as a 438 indicating a verification
failure. |If the authentication service did not originally send the
full formof the PASSporT object in the Identity header field, it
SHOULD retry the request with the full formafter receiving a 438
response; however inplenentations SHOULD NOT retry the request nore
than once. Authentication services inplenented at proxy servers
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woul d retry such a request as a ssequential for, by re-processing the
destination as a new target and handling it serially as described in
Section 16.6 of [RFC3261].

The information in the full formis useful on the verification side
for debugging errors, and there are sonme known causes of verification
failures (such as the Date header field value changing in transit,
see Section 12.1 for nore information) that can be resol ved by the
inclusion of the full form of PASSporT.

Finally, the authentication service forwards the nessage nornally.
6.2. Verifier Behavior

Thi s docunment specifies a logical role for SIP entities called a
verification service, or verifier. Wen a verifier receives a SIP
message containing one or nore ldentity header fields, it inspects
the signature(s) to verify the identity of the originator of the
message. The results of a verification are provided as input to an
aut hori zati on process that is outside the scope of this docunent.

A SIP request nmay contain zero, one, or nore ldentity header fields.
A verification service perforns the steps bel ow on each ldentity
header field that appears in a request. |f a verification service
cannot use any ldentity header in a request, due to the absence of
Identity headers or unsupported "ppt" paraneters, and the presence of
an ldentity header field is required by local policy (for exanple,
based on a per-sendi ng-domain policy, or a per-sending-user policy),
then a 428 ' Use ldentity Header’ response MJST be sent in the
backwards direction. For nore on this and other verifier responses,
see Section 6.2.2.

In order to verify an ldentity header field in a nessage, an entity
acting as a verifier MJST performthe followi ng steps, in the order
here specified. Note that when an lIdentity header field contains a
full form PASSporT object, the verifier MJST follow the additiona
procedures in Section 6.2.4.

Step 1: Check for an Unsupported "ppt"

The verifier MJST inspect any optional "ppt" paraneter appearing in

the lIdentity header. |If no "ppt" paranmeter is present, then the

verifier proceeds normally below If a "ppt" paraneter value is

present, and the verifier does not support it, it MJST ignore the
Identity header field. |If a supported "ppt" paraneter value is

present, the verifier proceeds with Step 2, and will ultinmately
follow the "ppt" variations described in Step 5.
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Step 2: Determine the Originator’s ldentity

In order to determ ne whether the signature for the identity field
shoul d be over the entire identity field URI or just a tel ephone
nunber, the verification service MIST foll ow the process described in
Section 8.1. That section will either lead to the tel ephone nunber
canoni cal i zation procedures in Section 8.3 for tel ephone nunbers, or
to the URI normalization procedures described in Section 8.5 for
domai n nanes.

Step 3: ldentify Credential for Validation

The verifier nust ensure that it has access to the proper keying
material to validate the signature in the lIdentity header field,

whi ch usual ly involves dereferencing a URl in the "info" paranmeter of
the lIdentity header field. See Section 7.2 for nore information on
these procedures. |If the verifier does not support the credential
described in the "info" parameter, then it treats the credential for
this header field as unsupported.

Step 4: Check the Freshness of Date

The verifier furthernore ensures that the value of the Date header

field of the request neets local policy for freshness (sixty seconds
is RECOWENDED) and that it falls within the validity period of the
credential used to sign the Identity header field. For nore on the

attacks this prevents, see Section 12.1. |If the full formof the
PASSporT is present, the verifier SHOULD conpare the "iat" value in
the PASSporT to the Date header field value in the request. If the

two are different, and the "iat" value differs fromthe Date header
field value but remains within verification service policy for
freshness, the verification service SHOULD performthe conputation
required by Step 5 using the "iat" value instead of the Date header
field val ue.

Step 5: Validate the Signature

The verifier MIST validate the signature in the lIdentity header field
over the PASSporT object. For baseline PASSporT objects (with no
Identity header field "ppt" parameter) the verifier MJST follow the
procedures for generating the signature over a PASSporT obj ect

described in Section 4. If a "ppt" paraneter is present (and per
Step 1, is supported), the verifier follow the procedures for that
"ppt" (see Section 9). If a verifier determ nes that the signature

in the Identity does not correspond to the reconstructed signed-
identity-digest, then the Identity header field should be considered
i nval id.
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6.2.1. Authorization of Requests

The verification of an ldentity header field does not entail any
particular treatnment of the request. The handling of the nessage
after the verification process depends on how the verification
service is inplenmented and on local policy. This specification does
not propose any authorization policy for user agents or proxy servers
to foll ow based on the presence of a valid ldentity header field, the
presence of an invalid ldentity header field, or the absence of an
Identity header field, or a stale Date header field value, but it is
anticipated that local policies could involve nmaking different
forwardi ng decisions in internediary inplementations, or changi ng how
the user is alerted, or howidentity is rendered, in user agent

i mpl enent ati ons.

The presence of nultiple lIdentity header fields within a nessage

rai ses the prospect that a verification services could receive a
message containing sone valid and sone invalid lIdentity header

fields. As a guideline, this specification recommends that only if a
verifier deternmines all Identity header fields within a nmessage are
invalid should the request be considered to have an invalid identity.
If at | east one ldentity header field value is valid and froma
trusted source, then relying parties can use that header for

aut hori zati on deci sions regardl ess of whether other untrusted or
invalid ldentity headers appear in a request.

6.2.2. Failure Response Codes Sent by a Verification Service

RFC4474 originally defined four response codes for failure conditions
specific to the Identity header field and its original nmechani sm
These status codes are retained in this specification, with sone
slight nodifications. Also, this specification details responding
with 403 when a stale Date header field value is received

A 428 response will be sent (per Section 6.2) when an ldentity header
field is required, but no Identity header field without a "ppt"
paraneter, or with a supported "ppt" value, has been received. In
the case where one or nore ldentity header fields w th unsupported
"ppt" val ues have been received, then a verification service may send
a 428 with a human-readabl e reason phrase |ike "Use Supported
PASSpor T Format". Note however that this specification gives no

gui dance on how a verification service night decide to require an
Identity header field for a particular SIP request. Such

aut hori zation policies are outside the scope of this specification.

The 436 'Bad Identity Info’ response code indicates an inability to

acquire the credentials needed by the verification service for
validating the signature in an ldentity header field. Again, given
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the potential presence of nmultiple Identity header fields, this
response code should only be sent when the verification service is
unabl e to deference the URIs and/or acquire the credentials
associated with all Identity header fields in the request. This
failure code could be repairable if the authentication service
resends the request with an 'info paraneter pointing to a credenti al
that the verification service can access.

The 437 ’Unsupported Credential’ is sent when a verification service
can acquire, or already holds, the credential represented by the
"info' paraneter of at |east one Identity header field in the
request, but does not support said credential (s), for reasons such as
failing to trust the issuing CA, or failing to support the algorithm
with which the credential was signed.

The 438 'Invalid lIdentity Header’ response indicates that of the set
of lIdentity header fields in a request, no header field with a valid
and supported PASSporT object has been received. Like the 428
response, this is sent by a verification service when its |oca
policy dictates that a broken signature in an Identity header field
is grounds for rejecting a request. Note that in sone cases, an
Identity header field nmay be broken for other reasons than that an
originator is attenpting to spoof an identity: for exanple, when a
transit network alters the Date header field of the request. Sending
a full form PASSporT can repair sonme of these conditions (see
Section 6.2.4), so the recomended way to attenpt to repair this
failure is to retry the request with the full formof PASSporT if it
had originally been sent with the conpact form The alternative
reason phrase 'Invalid PASSporT can be used when an extended ful
form PASSpor T | acks required headers or clains, or when an extended
full form PASSporT signaled with the "ppt" paranmeter |acks required
clains for that extension. Sending a string along these lines wll
hel p humans debuggi ng the sendi ng system

Finally, a 403 response nmay be sent when the verification service
receives a request with a Date header field value that is ol der than
the local policy for freshness permts. The sane response nmay be
used when the "iat" in the full formof a PASSporT has a val ue ol der
than the local policy for freshness permits. The reason phrase
"Stale Date" can be sent to hel p humans debug the failure.

Future specifications may explore ways, including Reason codes or
War ni ng headers, to communi cate further information that could be
used to di sanbiguate the source of errors in cases with multiple
Identity headers in a single request, or provide simlar detail ed
f eedback for debuggi ng purposes.
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6.2.3. Handling Retried Requests

If a verification service sends a failure response in the backwards
direction, the authentication service nmay retry the request as
described in Section 6.1.1. |If the authentication service is
instantiated at a proxy server, then it will retry the request as a
sequential fork. Verification services inplemented at a proxy server
will recognize this request as a spiral rather than a | oop due to the
proxy behavior fix docunented in [ RFC5393] Section 4.2. However, if
the verification service is inplenented in an endpoint, the endpoint
will need to override the default UAS behavior (in particular, the
SHOULD in [ RFC3261] Section 8.2.2.2) to accept this request as a
spiral rather than a | oop

6.2.4. Handling the full form of PASSporT

If the full formof PASSporT is present in an ldentity header, this
pernmits the use of optional extensions as described in
[I-D.ietf-stir-passport] Section 8.3. Furthernore, the verification
service can extract fromthe "orig" and "dest" el enents of the
PASSpor T full formthe canonical tel ephone nunbers created by the
aut hentication service, as well as an "iat" claimcorresponding to
the Date header field that the authentication service used. These
val ues nmay be used to debug canoni calization problens, or to avoid
unnecessary signature breakage caused by internediaries that alter
certain SIP header field values in transit.

However, the verification service MUST NOT treat the value in the
"orig" of a full form PASSporT as the originating identity of the
call: the originating identity of the call is always derived fromthe
SIP signhaling, and it is that value, per the procedures above in
Section 6.2 Step 2, which is used to reconpute the signature at the
verification service. That value, rather than the val ue inside the
PASSpor T object, is rendered to an end user in ordinary SIP
operations, and if a verification service were to sinply trust that
the value in the "orig" corresponded to the call that it received

wit hout conparing it to the call signaling, this would enable various
cut - and- paste attacks. As an optim zation, when the full formis
present, the verification service MAY del ay perform ng that
cryptographic operation and first conpute its own canonicalization of
an originating tel ephone nunber to conpare it to the values in the
"orig" element of PASSporT. This would allow the verification
service to ascertain whether or not the two ends agree on the
canoni cal nunber form if they do not, then surely the signature
validation would fail.
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7

7

Credential s

This section gives general guidance on the use of credential systens
by aut hentication and verification services, as well as requirenents
that nmust be net by credential systems that conformwith this
architecture. It does not nandate any specific credential system

Furthermore, this specification allows either a user agent or a proxy
server to provide the authentication service function and/or the
verification service function. For the purposes of end-to-end
security, it is obviously preferable for end systens to acquire their
own credentials; in this case user agents can act as authentication
services. However, for some depl oynents, end-user credentials may be
neither practical nor affordable, given the potentially |arge nunber
of SIP user agents (phones, PCs, |aptops, PDAs, gam ng devices) that
may be enployed by a single user. Synchronizing keying materi al
across nultiple devices may be prohibitively conplex and require
quite a good deal of additional endpoint behavior. Managi ng severa
credentials for the various devices could al so be burdensone. Thus,
for reasons of credential managenent al one, inplenenting the

aut hentication service at an internedi ary may be nore practical

This trade-off needs to be understood by inplenenters of this

speci fication.

1. Credential Use by the Authentication Service

In order to act as an authentication service, a SIP entity nust
possess the private keying material of one or nore credentials that
cover dommi n names or tel ephone nunbers. These credentials may
represent authority over one donmain (such as exanple.com or a set of
domai ns enunerated by the credential. Similarly, a credential may
represent authority over a single tel ephone nunber or a range of

t el ephone nunbers. The way that the scope of a credential’s
authority is expressed is specific to the credential nechani sm

Aut hori zation of the use of a particular usernane or tel ephone nunber
in the From header field value is a matter of local policy for the
aut henti cation service, one that depends greatly on the nmanner in

whi ch authentication is performed. For non-tel ephone nunber user
parts, one policy mght be as follows: the usernane given in the
"usernane’ paraneter of the Proxy-Authorization header field nust
correspond exactly to the usernane in the From header field of the
SI P message. However, there are many cases in which this is too
limting or inappropriate; a realmmght use 'usernane’ paraneters in
Pr oxy- Aut hori zati on header field that do not correspond to the user-
portion of From header fields, or a user nmi ght nmanage nultiple
accounts in the sane adninistrative domain. In this latter case, a
domai n mi ght naintain a mappi ng between the values in the 'usernange’
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parameter of the Proxy-Authorization header field and a set of one or
more SIP URIs that might legitimately be asserted for that

‘usernane’ . For exanple, the usernane can correspond to the ’'private
identity’ as defined in Third Generation Partnership Project (3GPP)
in which case the From header field can contain any one of the public
identities associated with this private identity. In this instance,
anot her policy nmight be as follows: the URI in the From header field
must correspond exactly to one of the mapped URIs associated with the
‘usernane’ given in the Proxy-Authorization header field. This is a
sui tabl e approach for tel ephone nunbers in particul ar

This specification could al so be used with credentials that cover a
single name or URI, such as alice@xanple.com or
sip:alice@xanple.com This would require a nodification to

aut henti cation service behavior to operate on a whole URI rather than
a domain nane. Because this is not believed to be a pressing use
case, this is deferred to future work, but inplenenters should note
this as a possible future direction

Exceptions to such authentication service policies arise for cases
like anonynmity; if the AoR asserted in the From header field uses a
formlike 'sip:anonynous@xanpl e.coni (see [ RFC3323]), then the
"exanpl e. comi proxy mght authenticate only that the user is a valid
user in the domain and insert the signature over the From header
field as usual

7.2. Credential Use by the Verification Service

In order to act as a verification service, a SIP entity nust have a
way to acquire credentials for authorities over particular donain
names, tel ephone nunbers and/or nunmber ranges. Dereferencing the UR
found in the "info" paraneter of the Identity header field (as
described Section 7.3) MJST be supported by all verification service
i npl ementations to create a baseline neans of credential acquisition
Provided that the credential used to sign a nessage is not previously
known to the verifier, SIP entities SHOULD di scover this credenti al
by dereferencing the "info" paraneter, unless they have sone

i mpl ement ati on-specific way of acquiring the needed keying materi al
such as an offline store of periodically-updated credentials. The
436 'Bad ldentity Info' response exists for cases where the
verification service cannot deference the URl in the "info"

par aneter.

This specification does not propose any particular policy for a
verification service to determ ne whether or not the holder of a
credential is the appropriate party to sign for a given SIP identity.
Guidance on this is deferred to credential nechani sm specifications.
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Verification service inplenentations supporting this specification
may wi sh to have sonme neans of retaining credentials (in accordance
with normal practices for credential lifetinmes and revocation) in
order to prevent thensel ves from needl essly downl oadi ng t he sane
credential every tine a request fromthe sane identity is received.
Credentials cached in this manner may be indexed in accordance with

I ocal policy: for exanmple, by their scope of authority, or the UR
given in the "info" paraneter value. Further consideration of howto
cache credentials is deferred to the credential nechani sm

speci fications.

7.3. 'info' paraneter URI's

An "info" paranmeter MJST contain a URI which dereferences to a
resource that contains the public key conponents of the credentia
used by the authentication service to sign a request. It is
essential that a URI in the "info" paraneter be dereferencable by any
entity that could plausibly receive the request. For conmon cases,
this neans that the URI SHOULD be dereferencable by any entity on the
public Internet. |In constrained deployment environnents, a service
private to the environnment MAY be used instead

Beyond provi ding a nmeans of accessing credentials for an identity,
the "info" parameter further serves as a neans of differentiating
whi ch particular credential was used to sign a request, when there
are potentially multiple authorities eligible to sign. For exanple,
i magi ne a case where a donmain inplenents the authentication service
role for a range of tel ephone nunbers and a user agent belonging to
Alice has acquired a credential for a single tel ephone nunber wthin
that range. Either would be eligible to sign a SIP request for the
number in question. Verification services however need a nmeans to
differentiate which one perforned the signature. The "info"
paraneter perforns that function

7.4. Credential System Requirenents

Thi s docunment nmakes no reconmendation for the use of any specific
credential system Today, there are two primary credential systens
in place for proving ownership of domain nanes: certificates (e.qg.

X. 509 v3, see [RFC5280]) and the domain nane systemitself (e.qg.

DANE, see [RFC6698]). It is envisioned that either could be used in
the SIP identity context: an "info" parameter could for exanple give
an HTTP URL of the Content-Type 'application/pkix-cert’ pointing to a
certificate (follow ng the conventions of [RFC2585]). The "info"
paraneter night use the DNS URL schenme (see [RFC4501]) to designate
keys in the DNS
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Whi | e no conparabl e public credentials exist for tel ephone nunbers,
ei ther approach could be applied to tel ephone nunbers. A credentia
system based on certificates is given in
[I-D.ietf-stir-certificates], but this specification can work with
other credential systens; for exanple, using the DNS was proposed in
[1-D. kapl an-stir-cider].

In order for a credential systemto work with this mechanism its
speci fication nust detail:

whi ch URI's schenmes the credential will use in the "info"
paraneter, and any special procedures required to dereference the
URI s

how the verifier can |l earn the scope of the credential

any special procedures required to extract keying material from
t he resources designated by the UR

any algorithns required to validate the credentials (e.g. for
certificates, any algorithnms used by certificate authorities to
sign certificates thensel ves), and

how t he associated credentials will support the mandatory signing
al gorithm(s) required by PASSporT [I-D.ietf-stir-passport].

SIP entities cannot reliably predict where SIP requests wll

term nate. Wen choosing a credential schenme for deploynments of this
specification, it is therefore essential that the trust anchor(s) for
credentials be widely trusted, or that deploynents restrict the use
of this mechanismto environnments where the reliance on particul ar
trust anchors is assured by business arrangenments or simlar

constrai nts.

Note that credential systens nust address key lifecycl e managenent
concerns: were a domain to change the credential available at the
Identity header field "info" parameter URI before a verifier

eval uates a request signed by an authentication service, this would
cause obvious verifier failures. Wen a rollover occurs,

aut hentication services SHOULD thus provide new "info" URIs for each
new credential, and SHOULD continue to nake ol der key acqui sition
URI's available for a duration longer than the plausible lifetine of a
SIP transaction (a mnute would nmost likely suffice).
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8.

8.

Identity Types

The probl em statement of STIR [ RFC7340] focuses primarily on cases
where the called and calling parties identified in the To and From
header field val ues use tel ephone nunbers, as this remains the

dom nant use case in the deploynment of SIP. However, the ldentity
header nechani smal so works with SIP URIs w t hout tel ephone nunbers
(of the form"sip:user@uost"), and potentially other identifiers when
SIP interworks with other protocols.

Aut hentication services confirmthe identity of the originator of a
call, which is typically found in the Fromheader field value. The
gui dance in this specification also applies to extracting the UR
containing the originator’s identity fromthe P-Asserted-ldentity
header field value instead of the From header field value. 1In some
trusted environnents, the P-Asserted-ldentity header field is used in
lieu of the From header field to convey the address-of-record or

t el ephone nunber of the originator of a request; where it does, |oca
policy mght therefore dictate that the canonical identity derives
fromthe P-Asserted-ldentity header field rather than the From header
field.

Utimately, in any case where |ocal policy canonicalizes the identity
into a formdifferent fromhow it appears in the From header field,
the use of the full form of PASSporT by authentication services is
RECOMVENDED, but because the "orig" claimof PASSporT itself could
then divul ge informati on about users or networks, inplenenters should
be mi ndful of the guidelines in Section 11.

1. Differentiating Tel ephone Nunbers from URl s

In order to determ ne whether or not the user portion of a SIP URl is
a tel ephone nunber, authentication services and verification services
MUST performthe follow ng procedure on any SIP URlI they inspect

whi ch contains a nuneric user part. Note that the sane procedures
are followed for creating the canonical formof a URl found in the
From header field as they are for one found in the To header field or
the P-Asserted-ldentity header field.

First, inplenentations will ascertain if the user-portion of the UR
constitutes a tel ephone nunber. Tel ephone nunbers nost comonly
appear in SIP header field values in the usernane portion of a SIP
URI (e.g., 'sip:+17005551008@hi cago. exanpl e. cony user =phone’). The
user part of SIP URIs with the "user=phone" paranmeter conforms to the
syntax of the TEL URI schene (RFC 3966 [RFC3966]). It is also
possible for a TEL URI to appear in SIP header fields outside the
context of a SIP or SIPS URI (e.g., 'tel:+17005551008'). Thus, in
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st andar ds- conpl i ant environments, nunbers will be explicitly |abeled
by the use of TEL URI's or the ’user=phone’ paraneter.

Alternatively, inplenentations in environnents that do not conformto
those standards MAY follow local policies for identifying tel ephone
numbers. For exanple, inplementations could infer that the user part
is a tel ephone nunber due to the presence of the '+ indicator at the
start of the user-portion. Absent even that indication, if there are
nunbers present in the user-portion, inplenmentations m ght
conceivably al so detect that the user-portion of the URl contains a

t el ephone nunber by determ ni ng whet her or not those nunbers would be
dialable or routable in the |local environnent -- bearing in nmind that
t he tel ephone nunmber nay be a valid [E. 164] nunber, a nationally-
speci fic nunmber, or even a private branch exchange nunber.

I mpl enentations could also rely on external hints: for exanple, a
verification service inplenentation could infer fromthe type of
credential that signed a request that the signature nust be over a

t el ephone nunber.

Regardl ess of how the inplenmentation detects tel ephone nunbers, once
a tel ephone nunber has been detected, inplenentations SHOULD fol | ow
the procedures in Section 8.3. If the URI field does not contain a
t el ephone nunber, or if the result of the canonicalization of the
From header field value does not forma valid E. 164 tel ephone nunber,
the aut hentication service and/or verification service SHOULD treat
the entire URI as a SIP URI, and apply the procedures in Section 8.5.
These URI nornmalization procedures are invoked to canonicalize the
URI before it is included in a PASSporT object in, for exanple, a
"uri" claim See Section 8.5 for that behavior

8.2. Authority for Tel ephone Numnbers

In order for tel ephone nunbers to be used with the mechani sm
described in this docunent, authentication services nust receive
credentials froman authority for tel ephone nunbers or tel ephone
nunmber ranges, and verification services nust trust the authority
enpl oyed by the authentication service that signs a request. Per
Section 7.4, enrollnent procedures and credential managenent are
out side the scope of this docunent; approaches to credentia
managenent for tel ephone nunbers are discussed in
[I-D.ietf-stir-certificates].

8.3. Tel ephone Nunber Canonicalization Procedures
Once an inplenmentation has identified a tel ephone nunber, it nust

construct a nunber string. That requires performng the follow ng
st eps:
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8. 4.

| mpl enent ati ons MUST drop any "+"s, any internal dashes,

par ent heses or other non-numeric characters, excepting only the

"#" or "*" keys used in sonme special service nunbers (typically,
these will appear only in the To header field value). This MJST
result in an ASCII string limted to "#", "*" and digits w thout
whi t espace or visual separators.

Next, an inplementation nust assess if the nunmber string is a
valid, globally-routable nunber with a | eading country code. If
not, inplenentati ons SHOULD convert the nunber into E. 164 fornat,
adding a country code if necessary; this may involve transformng
the nunber froma dial string (see [RFC3966]), renoving any
national or international dialing prefixes or performng sinlar
procedures. It is only in the case that an inplenentation cannot
determ ne how to convert the nunmber to a gl obally-routabl e format
that this step may be skipped. This will be the case, for
exanpl e, for nationally-specific service nunbers (e.g. 911, 112);
however, calls to those nunbers are routed in a very strict
fashion which ordinarily prevents themfromreaching entities that
don’t understand the numnbers.

Sone donmai ns may need to take unique steps to convert their
nunbers into a global format, and such transformations during
canoni cal i zation can al so be nade in accordance with specific
policies used within a local domain. For exanple, one domain nay
only use local nunber formatting and need to convert all To/From
header field user portions to E. 164 by prependi ng country-code and
regi on code digits; another domain mght have prefixed usernanes
with trunk-routing codes, in which case the canonicalization wll
need to renove the prefix. This specification cannot anticipate
all of the potential transformations that m ght be useful

The resulting canonical nunber string will be used as input to the
hash cal cul ati on during signing and verifying processes.

The ABNF of this nunber string is:

1*t n-char
g " | DIAT

t n- spec
t n-char

The resulting nunber string is used in the construction of the
t el ephone nunber field(s) in a PASSporT object.

Aut hority for Domai n Nanes

To use a SIP URI as an identity in this nechani smrequires
aut hentication and verification systenms to support standard
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mechani snms for proving authority over a domain name: that is, the
domai n nane in the host portion of the SIP UR

A verifier MJUST eval uate the correspondence between the user’s
identity and the signing credential by follow ng the procedures
defined in [ RFC5922], Section 7.2. Wile [RFC5922] deals with the
use of TLS and is specific to certificates, the procedures described
are applicable to verifying identity if one substitutes the "hostname
of the server"” for the domain portion of the user’s identity in the
From header field of a SIP request with an lIdentity header field.

This process is conplicated by two deploynent realities. 1n the
first place, credentials have varying ways of describing their

subj ects, and may i ndeed have nultiple subjects, especially in
"virtual hosting cases where nmultiple domains are managed by a
single application (see [ RFC5922] Section 7.8). Secondly, sone SIP
services nmay del egate SIP functions to a subordi nate dormai n and
utilize the procedures in [RFC3263] that allow requests for, say,
"exanple.com to be routed to 'sip.exanple.com. As a result, a user
with the AoR ’sip:alice@xanple.comi nmay process requests through a
host |ike ’'sip.exanple.comi, and it may be that |latter host that acts
as an authentication service.

To address the second of these problens, a donmain that deploys an

aut henti cation service on a subordi nate host m ght supply that host
with the private keying material associated with a credential whose
subject is a domain nane that corresponds to the domain portion of
the AoRs that the domain distributes to users. Note that this
corresponds to the conparabl e case of routing i nbound SIP requests to
a donmain. When the NAPTR and SRV procedures of RFC 3263 are used to
direct requests to a domain nane other than the dormain in the
original Request-URI (e.g., for 'sip:alice@xanple.com, the
correspondi ng SRV records point to the service 'sipl.exanple.org’ ),
the client expects that the certificate passed back in any TLS
exchange with that host will correspond exactly with the donain of
the original Request-URI, not the domain name of the host.
Consequently, in order to make inbound routing to such SIP services
work, a domain administrator nust simlarly be willing to share the
domain’s private key with the service. This design decision was nade
to conpensate for the insecurity of the DNS, and it makes certain
potential approaches to DNS-based 'virtual hosting unsecurable for
SIP in environments where donain administrators are unwilling to
share keys with hosting services.
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8. 5. URI Nornmlization

Just as tel ephone nunbers may undergo a nunber of syntactic
transformations during transit, the same can happen to SIP and SIPS
URI's wi thout telephone nunbers as they traverse certain

intermedi aries. Therefore, when generating a PASSporT object based
on a SIP request, any SIP and SIPS URI's nust be transfornmed into a
canoni cal form which captures the address-of-record represented by
the URI before they are provisioned in PASSporT clains such as "uri".
The URI nornalization procedures required are as foll ows.

Foll owi ng the ABNF of RFC3261, the SIP or SIPS URI in question MJST
discard all elenments after the "hostport” of the URI, including all
uri-parameters and escaped headers, fromits syntax. O the userinfo
component of the SIP URI, only the user elenent will be retained: any
password (and any leading ":" before the password) MJST be renoved,
and since this userinfo necessarily does not contain a tel ephone-
subscri ber conponent, no further paranmeters can appear in the user

portion.

The hostport portion of the SIP or SIPS URI MJST simlarly be
stripped of any trailing port along with the ":" that proceeds the
port, leaving only the host.

The ABNF of this canonical URI form (follow ng the syntax defined in
RFC3261) is:

canon-uri = ( "sip" [/ "sips" ) user "@ host

Finally, the URI will be subject to syntax-based URI nornalization
procedures of [RFC3986] Section 6.2.2. |nplenentations MJST perform
case normalization (rendering the schene, user, and host all

| ower case) and percent-encodi ng normalization (decodi ng any percent-
encoded octet that corresponds to an unreserved character, per

[ RFC3986] Section 2.3). However, note that normalization procedures
face known challenges in sonme internationalized environments (see
[I-D.ietf-iri-conmparison]) and that perfect nornmalization of UR s nay
not be possible in those environments.

For future PASSporT applications, it nmay be desirable to provide an
identifier without an attached protocol schenme. Future
specifications that define PASSporT clains for SIP as a using
protocol could use these basic procedures, but elinminate the scheme
component. A nore exact definition is left to future specifications.

Pet erson, et al. Expi res August 13, 2017 [ Page 29]



Internet-Draft SIP Identity February 2017

9.

10.

Extensibility

As future requirements nmay warrant increasing the scope of the
Identity nechanism this specification specifies an optional "ppt"
paraneter of the Identity header field, which mirrors the "ppt"
header in PASSporT. The "ppt" paraneter value MJST consist of a

t oken containing an extension specification, which denotes an

ext ended set of one or nore signed clains per the type extensibility
mechani sm specified in [I-D.ietf-stir-passport] Section 8  Note that
per the guidance in that section, "ppt" is used only to enforce a
mandat ory extension: optional clains nmay be added to any PASSporT
obj ect without requiring the use of "ppt", but the conpact form of
PASSpor T MJUST NOT be used when optional clains are present in the
PASSpor T payl oad.

The potential for extensions is one the prinmary notivations for

all owing the presence of nultiple Identity header fields in the sane
SIP request. It is envisioned that future extensions might allow for
alternate information to be signed, or to explicitly allow different
parties to provide the signatures than the authorities envisioned by
baseline STIR A request mght, for exanple, have one ldentity added
by an authentication service at the originating admnistrative
domai n, and then another Ildentity header field added by sonme further
intermedi ary using a PASSporT extension. Wiile this specification
does not define any such specific purpose for nultiple lIdentity
header fields, inplenentations MJST support receiving nultiple header
fields for future conpatibility reasons

An aut hentication service cannot assunme that verifiers wll
understand any given extension. Verifiers that do support an
extension may then trigger appropriate application-Ievel behavior in
the presence of an extension; authors of extensions should provide
appropri ate extension-specific guidance to application devel opers on
this point.

Backwards Conpatibility with RFC4474

This specification introduces several significant changes fromthe
RFC4474 version of the Identity header field. However, due to the
probl ens enunerated in [I-D.rosenberg-sip-rfcd4474-concerns], it is
not believed that the original ldentity header field has seen any

depl oynent, or even inplenmentation in deployed products.

As such, this mechani sm contains no provisions for signatures
generated with this specification to work with RFC4474-conpli ant

i npl ement ati ons, nor any rel ated backwards-conpatibility provisions.
Hypothetically, were an RFC4474-conpliant inplenentation to receive
messages containing this revised version of the Identity header
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field, it would likely fail the request with a 436 response code due
to the absence of an Identity-Info header field. |nplenentations of
this specification, for debuggi ng purposes, mght interpret a 436
with a reason phrase of "Bad Identity-Info" as an indication that the
request has failed because it reached a (hypothetical)

RFC4474- conpliant verification service.

Privacy Consi derations

The purpose of this nechanismis to provide a reliable identification
of the originator of a SIP request, specifically a cryptographic
assurance that an authority asserts the originator can claimthe UR
the identity stipulated in the request. This URI nmay contain or
inply a variety of personally identifying information, including the
nane of a human being, their place of work or service provider, and
possi bly further details. The intrinsic privacy risks associ ated
with that URI are, however, no different fromthose of baseline SIP
Per the guidance in [RFC6973], inplenenters should make users aware
of the privacy trade-off of providing secure identity.

The identity mechani smpresented in this docunent is conpatible with
the standard SIP practices for privacy described in [RFC3323]. A SIP
proxy server can act both as a RFC3323 privacy service and as an

aut hentication service. Since a user agent can provide any From
header field value that the authentication service is willing to

aut horize, there is no reason why private SIP URIs that contain
legitimate domains (e.g., sip:anonynous@xanple.com cannot be signed
by an authentication service. The construction of the ldentity
header field is the same for private URIs as it is for any other sort
of URIs. Sinmilar practices could be used to support opportunistic
signing of SIP requests for UA-integrated authentication services
with self-signed certificates, though that is outside the scope of
this specification and is left as a matter for future investigation

Not e, however, that even when using anonynous SIP URI's, an

aut henti cation service nmust possess a certificate corresponding to
the host portion of the addr-spec of the From header field val ue of
the request; accordingly, using domains |ike 'anonynous.invalid wll
not be usable by privacy services that sinultaneously act as

aut hentication services. The assurance offered by the usage of
anonynous URIs with a valid donmain portionis "this is a known user
in my domain that | have authenticated, but | amkeeping its identity
private".

It is worth noting two features of this nore anonynous form of
identity. One can elimnate any identifying information in a domain
through the use of the dommin 'anonynous.invalid," but we nust then
acknow edge that it is difficult for a domain to be both anonynous
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and authenticated. The use of the "anonynous.invalid" domain entails
that no corresponding authority for the domain can exist, and as a
consequence, authentication service functions for that domain are
meani ngl ess. The second feature is nore gernane to the threats this
docunent nmitigates [ RFC7375]. None of the relevant attacks, all of
which rely on the attacker taking on the identity of a victimor
hiding their identity using someone else’s identity, are enabled by
an anonynous identity. As such, the inability to assert an authority
over an anonynous domain is irrelevant to our threat nodel

[ RFC3325] defines the "id" priv-value token, which is specific to the
P- Asserted-ldentity header field. The sort of assertion provided by
the P-Asserted-ldentity header field is very different fromthe
Identity header field presented in this docunent. It contains
additional information about the originator of a nmessage that may go
beyond what appears in the From header field; P-Asserted-ldentity
holds a definitive identity for the originator that is sonehow known
to a closed network of intermediaries. Presunmably, that network will
use this identity for billing or security purposes. The danger of
this network-specific information | eaking outside of the closed
network motivated the "id" priv-value token. The "id" priv-value
token has no inplications for the Identity header field, and privacy
services MUST NOT renove the ldentity header field when a priv-val ue
of "id" appears in a Privacy header field.

The full form of the PASSporT object provides the conplete JSON
objects used to generate the signed-identity-digest of the Identity
header field value, including the canonicalized formof the tel ephone
nunber of the originator of a call, if the sighature is over a

t el ephone nunmber. | n some contexts, local policy may require a
canoni cal i zation which differs substantially fromthe original From
header field. Depending on those policies, potentially the full form
of PASSporT might divulge information about the originating network
or user that might not appear el sewhere in the SIP request. Wre it
to be used to reflect the contents of the P-Asserted-ldentity header
field, for exanple, then the object would need to be converted to the
compact form when the P-Asserted-ldentity header is removed to avoid
any such | eakage outside of a trust domain. Since, in those
contexts, the canonical formof the originator’s identity could not
be reassenbled by a verifier, and thus the Identity signature

val idation process would fail, using P-Asserted-ldentity with the
full formof PASSporT in this fashion is NOT RECOWENDED out si de of
envi ronnents where SIP requests will never |eave the trust donmain.

As a side note, history shows that closed networks never stay cl osed
and one shoul d design their inplenentation assum ng connectivity to
the broader Internet.
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Finally, note that unlike [RFC3325], the nmechani sm described in this
specification adds no information to SIP requests that has privacy
inplications - apart fromdisclosing that an authentication service
is willing to sign for an originator

Security Considerations

Thi s docunment describes a nechani smthat provides a signhature over
the Date header field of SIP requests, parts of the To and From
header fields, and when present any nedia keying naterial in the
message body. In general, the considerations related to the security
of these header fields are the sane as those given in [ RFC3261] for

i ncludi ng header fields in tunneled ’'nmessage/sip’ M ME bodies (see
Section 23 of RFC3261 in particular). The follow ng section details
the individual security properties obtained by including each of
these header fields within the signature; collectively, this set of
header fields provides the necessary properties to prevent

i npersonation. It addresses the sol ution-specific attacks agai nst

i n-band sol utions enunerated in [RFC7375] Section 4.1

1. Protected Request Fields

The From header field value (in ordinary operations) indicates the
identity of the originator of the nessage. The SIP address-of-record
URI, or an enbedded tel ephone nunber, in the From header field is the
identity of a SIP user, for the purposes of this docunment. Note that
in some deploynents the identity of the originator may reside in P-
Asserted-1d instead. The originator’s identity is the key piece of
informati on that this nmechani smsecures; the remai nder of the signed
parts of a SIP request are present to provide reference integrity and
to prevent certain types of cut-and-paste attacks.

The Date header field value protects against cut-and-paste attacks,
as described in [ RFC3261], Section 23.4.2. That specification
recomends that inplenmentations notify the user of a potentia
security issue if the signed Date header field value is stale by an
hour or nmore. To prevent cut-and-paste of recently-observed
messages, this specification instead RECOWENDS a shorter interval of
sixty seconds. Inplenentations of this specification MUST NOT deem
valid a request with an outdated Date header field. Note that per

[ RFC3893] Section 10 behavior, servers can keep state of recently
received requests, and thus if an ldentity header field is replayed
by an attacker within the Date interval, verifiers can detect that it
i s spoofed because a nmessage with an identical Date fromthe same
source had recently been received.

It has been observed in the wild that sone networks change the Date
header field value of SIP requests in transit, and that alternative
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behavi or m ght be necessary to accommopdate that use case.
Verification services that observe a signature validation failure MAY
therefore reconstruct the Date header field conmponent of the
signature fromthe "iat" carried in the full form of PASSporT:
provided that tinme recorded by "iat" falls within the local policy
for freshness that would ordinarily apply to the Date header, the
verification service MAY treat the signature as valid, provided it
keeps adequate state to detect recent replays. Note that this wll
require the inclusion of the full form of the PASSporT object by

aut hentication services in networks where such failures are observed.

The To header field value provides the identity of the SIP user that
this request originally targeted. Covering the identity in the To
header field with the Identity signature serves two purposes. First,
it prevents cut-and-paste attacks in which an Identity header field
froma legitimte request for one user is cut-and-pasted into a
request for a different user. Second, it preserves the starting UR
schene of the request, which hel ps prevent downgrade attacks agai nst
the use of SIPS. The To identity offers additional protection

agai nst cut-and-paste attacks beyond the Date header field. For
exanpl e, without a signature over the To identity, an attacker who
receives a call froma target could i medi ately cut-and-paste the
Identity and From header field value fromthat INVITE into a new
request to the target’'s voicenail service within the Date interval
and the voicenail service would have no way knowi ng that the Identity
header field it received had been originally signed for a cal
intended for a different nunber. However, note the caveats below in
Section 12.1.1.

When signing a request that contains a fingerprint of keying nmateri al
in SDP for DTLS-SRTP [RFC5763], this mechani sm al ways provides a
signature over that fingerprint. This signature prevents certain

cl asses of inpersonation attacks in which an attacker forwards or
cut-and-pastes a legitimate request. Although the target of the
attack may accept the request, the attacker will be unable to
exchange nedia with the target as they will not possess a key
corresponding to the fingerprint. For exanple, there are sone
baiting attacks, |aunched with the REFER nethod or through socia

engi neering, where the attacker receives a request fromthe target
and reoriginates it to a third party. These m ght not be prevented
by only a signature over the From To and Date, but could be
prevented by securing a fingerprint for DILS-SRTP. Wile this is a
different form of inpersonation than is conmonly used for
robocalling, ultimtely there is little purpose in establishing the
identity of the user that originated a SIP request if this assurance
is not coupled with a conparabl e assurance over the contents of the
subsequent nedi a comruni cation. This signature al so reduces the
potential for active eavesdropping attacks against the SIP nedia. In
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envi ronnments where DITLS-SRTP i s unsupported, however, no field is
signed and no protections are provided.

1.1. Protection of the To Header and Retargeting

Armed with the original value of the To header field, the recipient
of a request nmay be tenpted conpare it to their own identity in order
to determ ne whether or not the identity information in this cal

m ght have been replayed. However, any request may be legitimtely
retargeted as well, and as a result legitinmate requests may reach a
SI P endpoi nt whose user is not identified by the URI designated in
the To header field value. It is therefore difficult for any
verifier to deci de whether or not sonme prior retargeting was
"legitimate." Retargeting can al so cause confusion when identity
information is provided for requests sent in the backwards direction
in adialog, as the dialog identifiers may not match credentials held
by the ultinmate target of the dialog. For further information on the
probl ems of response identity see [|-D. peterson-sipping-retarget].

Any means for authentication services or verifiers to anticipate
retargeting is outside the scope of this docunent, and likely to have
equal applicability to response identity as it does to requests in
the backwards direction within a dialog. Consequently, no special
gui dance is given for inplementers here regarding the ’'connected
party’ problem (see [ RFC4916]); authentication service behavior is
unchanged if retargeting has occurred for a dial og-form ng request.
Utimately, the authentication service provides an ldentity header
field for requests in the dialog only when the user is authorized to
assert the identity given in the From header field, and if they are
not, an ldentity header field is not provided. And per the threat
nmodel of [RFC7375], resolving problens with 'connected identity has
little bearing on detecting robocalling or related inpersonation

att acks.

2. Unprotected Request Fields

RFC4474 originally had protections for the Contact, Call-1D and CSeq.
These are renoved from RFC4474bis. The absence of these header field
val ues creates some opportunities for determ ned attackers to

i nper sonat e based on cut-and-paste attacks; however, the absence of
these header field val ues does not seeminpactful to preventing the
simpl e unaut hori zed claimng of an identity for the purposes of
robocal I i ng, voicenmail hacking, or swatting, which is the primary
scope of the current docunent.

It might seemattractive to provide a signature over sone of the
informati on present in the Via header field value(s). For exanple,
wi thout a signature over the sent-by field of the topnobst Via header
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field, an attacker could renove that Via header field and insert its
own in a cut-and-paste attack, which would cause all responses to the
request to be routed to a host of the attacker’s choosing. However,
a signature over the topnost Via header field does not prevent
attacks of this nature, since the attacker could | eave the topnost
Via intact and nerely insert a new Via header field directly after

it, which woul d cause responses to be routed to the attacker’s host
"on their way" to the valid host, which has exactly the sanme end
result. Although it is possible that an internediary-based

aut hentication service could guarantee that no Via hops are inserted
bet ween the sendi ng user agent and the authentication service, it
coul d not prevent an attacker fromadding a Via hop after the

aut henti cation service, and thereby preenpting responses. It is
necessary for the proper operation of SIP for subsequent

intermedi aries to be capable of inserting such Via header fields, and
thus it cannot be prevented. As such, though it is desirable,
securing Via is not possible through the sort of identity mechani sm
described in this docunent; the best known practice for securing Via
is the use of SIPS

3. Malicious Renmoval of ldentity Headers

In the end analysis, the lIdentity header field cannot protect itself.
Any attacker could renove the header field froma SIP request, and
modi fy the request arbitrarily afterwards. However, this mechani sm
is not intended to protect requests from nen-in-the-m ddl e who
interfere with SIP nessages; it is intended only to provide a way
that the originators of SIP requests can prove that they are who they
claimto be. At best, by stripping identity information froma
request, a man-in-the-mddle could make it inpossible to distinguish
any illegitimte messages he would Iike to send fromthose nessages
sent by an authorized user. However, it requires a considerably
greater anount of energy to mount such an attack than it does to
mount trivial inpersonations by just copying soneone el se’s From
header field. This nechanismprovides a way that an authorized user
can provide a definitive assurance of his identity that an

unaut hori zed user, an inpersonator, cannot.

4. Securing the Connection to the Authentication Service

In the absence of user agent-based authentication services, the
assurance provided by this nmechanismis strongest when a user agent
forns a direct connection, preferably one secured by TLS, to an

i ntermedi ary-based aut hentication service. The reasons for this are
t wof ol d:

If a user does not receive a certificate fromthe authentication
service over the TLS connection that corresponds to the expected
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domai n (especially when the user receives a challenge via a
mechani sm such as Digest), then it is possible that a rogue server
is attenpting to pose as an authentication service for a domain
that it does not control, possibly in an attenpt to collect shared
secrets for that domain. A simlar practice could be used for

t el ephone nunbers, though the application of certificates for

t el ephone nunmbers to TLS is left as a matter for future study.

Wthout TLS, the various header field values and the body of the
request will not have integrity protection when the request
arrives at an authentication service. Accordingly, a prior
legitimate or illegitimate internmediary could nodify the nessage
arbitrarily.

O these two concerns, the first is nost material to the intended
scope of this nechanism This nechanismis intended to prevent

i mpersonation attacks, not man-in-the-m ddle attacks; integrity over
parts of the header and body is provided by this nechanismonly to
prevent replay attacks. However, it is possible that applications
relying on the presence of the Identity header field could | everage
this integrity protection for services other than replay protection

Accordingly, direct TLS connections SHOULD be used between the UAC
and the authentication service whenever possible. The opportunistic
nature of this nechanism however, makes it very difficult to
constrai n UAC behavi or, and noreover there will be some depl oynent
architectures where a direct connection is sinply infeasible and the
UAC cannot act as an authentication service itself. Accordingly,
when a direct connection and TLS are not possible, a UAC shoul d use
the SIPS nechanism Digest "auth-int’ for body integrity, or both
when it can. The ultimate decision to add an ldentity header field
to a request lies with the authentication service, of course; domain
policy nust identify those cases where the UAC s security association
with the authentication service is too weak.

5. Authorization and Transitional Strategies

Utimately, the worth of an assurance provided by an ldentity header
field is limted by the security practices of the authentication
service that issues the assurance. Relying on an Identity header
field generated by a renpte admi nistrative donain assunes that the

i ssui ng domai n uses recommended administrative practices to
authenticate its users. However, it is possible that sone

aut hentication services will inplement policies that effectively make
users unaccountable (e.g., ones that accept unauthenticated
registrations fromarbitrary users). The value of an Identity header
field fromsuch authentication services is questionable. Wile there
is no magic way for a verifier to distinguish "good" from "bad"
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signers by inspecting a SIP request, it is expected that further work
in authorization practices could be built on top of this identity
solution; wthout such an identity solution, many prom sing
approaches to authorization policy are inpossible. That nuch said,

it is RECOWENDED t hat authentication services based on proxy servers
enpl oy strong authentication practices.

One cannot expect the Identity header field to be supported by every
SIP entity overnight. This |eaves the verifier in a conprom sing
position; when it receives a request froma given SIP user, how can
it know whether or not the originator’s domain supports ldentity? In
t he absence of ubi quitous support for identity, sone transitiona
strategi es are necessary.

A verifier could renenber when it receives a request froma domain
or tel ephone nunber that uses ldentity, and in the future, view
messages received fromthat source without an Identity header
field with skepticism

A verifier could consult sonme sort of directory that indicates
whet her a given caller should have a signed identity. There are a
nunber of potential ways in which this could be inplenented. This
is left as a subject for future work.

In the long term sone sort of identity nechanism either the one
docunented in this specification or a successor, mnust becone

mandat ory-to-use for the SIP protocol; that is the only way to
guarantee that this protection can always be expected by verifiers.

Finally, it is worth noting that the presence or absence of the
Identity header fields cannot be the sole factor in naking an

aut hori zati on decision. Perm ssions mght be granted to a nessage on
the basis of the specific verified lIdentity or really on any ot her
aspect of a SIP request. Authorization policies are outside the
scope of this specification, but this specification advises any
future authorization work not to assune that nessages with valid
Identity header fields are always good.

6. Display-Nanes and ldentity

As a matter of interface design, SIP user agents m ght render the

di spl ay-nane portion of the From header field of a caller as the
identity of the caller; there is a significant precedent in email

user interfaces for this practice. Securing the display-nane
component of the From header field value is outside the scope of this
docunent, but may be the subject of future work, such as through the
"ppt" nanme mechani sm
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In the absence of signing the display-nane, authentication services
m ght check and validate it, and conpare it to a list of acceptable
di spl ay-names that may be used by the originator; if the display-name
does not neet policy constraints, the authentication service could

return a 403 response code. |In this case, the reason phrase should
i ndicate the nature of the problem for exanple, "lnappropriate
Di spl ay Nane". However, the display-nane is not always present, and

in many environnents the requisite operational procedures for
di spl ay-name validation may not exist, so no normative gui dance is
gi ven here.

13. | ANA Consi derations
Thi s docunent contains a nunber of actions for ANA. Primarily, the
previous references to RFC4474 in the sip-paraneters registry shoul d,
unl ess specified otherw se bel ow, be updated to point to [ RFCthis].

13.1. SIP Header Fields

The ldentity-Info header in the SIP Header Fields registry should be
mar ked as deprecated by [RFCThi s].

Al so, the lIdentity-Info header reserved the conpact form"n" at its
time of registration. Please renove that conpact formfromthe
registry. The Identity header however retains the conpact form"y"
reserved by RFC4474.

13.2. SIP Response Codes
The Reason phrase for the 436 response default reason phrase should
be changed from "Bad ldentity-Info" to "Bad Identity Info" in the SIP
Response Code registry.

The 437 "Unsupported Certificate" default reason phrase should be
changed to "Unsupported Credential"

13.3. ldentity-Info Parameters
The |1 ANA manages a registry for Identity-Info paraneters. The
specification asks the 1 ANA to change the nanme of this registry to
"Identity Paraneters".

This specification defines one new value for the registry: "info" as
defined in this specification in Section 7.3.
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13.4. ldentity-Info Al gorithm Paraneter Val ues

This | ANA manages an ldentity-Info Al gorithm Paraneter Val ues
registry which this specification deprecates. W request that the

| ANA deprecate and close this registry. Since the algorithns for
signing PASSporTs are defined in [I-D.ietf-stir-passport] rather than
in this specification, there is no longer a need for an algorithm
paraneter registry for the ldentity header field.
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15. Changes from RFC4474
The followi ng are salient changes fromthe original RFC 4474:

Generalized the credential mechanism credential enrollnment,
acquisition and trust is now outside the scope of this docunent

Reduced the scope of the lIdentity signature to renove CSeq, Call -
I D, Contact, and the nessage body; signing of key fingerprints in
SDP is now incl uded

Deprecated the Identity-Info header field and relocated its
components into paranmeters of the ldentity header field (which
obsol etes the previous version of the header field)

The ldentity header field can now appear nultiple tinmes in one
request

Repl aced previous signed-identity-digest format w th PASSporT
(signing algorithns now defined in a separate specification)

Revi sed status code descriptions
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