


A DNS Packet Capture Format

e GOALS:

» Efficient storage of large packet captures of DNS
traffic (CBOR [REC7049])



https://tools.ietf.org/html/rfc7049

C-DNS CBOR

« Combine DNS Query and the associated Response
e QOptional sections

* Collected into blocks of (a few thousand) Q/R items
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Process next message
R A
Generate Message
Identifiers

Response

QorR?

./’

/

Rhas
< Secondary ID )
"(g question)?”

Find earliest QR item in Find earliest QR item in Create QR item:
FIFO where: FIFO where: QRQ =Q

* QR.done == false * QR.done == false QR.R  :=nil

» Primary ID matches AND * Primary ID matches QR.done := false

+ Secondary ID matches

Matchmq
_ QRitem
Jfound? ~

—— Create QR item:
ng)gare ?:R erem. 828 = g”
QR.done := true OR.done ‘= true

Append new
QR item to FIFO

Update all timed out
QR items with
(done==false):

QR.done :=true

Remove all consecutive done
entries from front of FIFO for
further processing
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Query/Response

Time offset
Response delay

Client address
Client port
Client hoplimit
Transaction ID

IP address
table

IPv4 or IPv6
address*

Name/RDATA

Query signature

Query name
Response size

Extra query info

Query signature
table

Server address

Server port

Question

Transport flags

Answer

QR signature flags

Authority

Query OPCODE

QR DNS flags

Additional
a response info

Query RCODE

Query class/type

Answer

Query QD count

Authority

Query AN count

Additional

Key

Not present if data not
available

Optional data, not present
unless collection configured
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Query AR count

Query NS count

table

Name/RDATA*

Query EDNS version

EDNS UDP size

Query Opt RDATA

Response RCODE

Class and type
table

Class

Type

Question list
table

Question table

Name

Class/type

Question*

RR table

RR list table

Name

RR*

Class/type

TTL

RDATA
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Interesting Factoids

e |libpcap doesn’t guarantee to return packets in
time order




Comments so far/TODQOs

 Complicated but achieves goals

* Minor updates to improve format

 TODO: Include representatlon of malformed
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An IPR disclosure exists

WO2014128463A1: (Pending - filed Feb 2014)

ABSTRACT

For monitoring traffic in a communications network, network protocol

requests sent over the network are obtained. The resulting network

protocol responses sent over said network are also obtained. It is then
- determined which request corresponds to which response and each
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https://www.google.com/patents/WO2014128463A1?cl=en

