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Administrivia

Mailinglist 
●https://www.irtf.org/mailman/listinfo/hrpc

Github 
●https://github.com/nllz/IRTF-HRPC
●Meetecho (remote participation)

http://www.meetecho.com/ietf97/hrpc
●Minutes

http://etherpad.tools.ietf.org:9000/p/notes-ietf-97-hrpc
●Intro website

https://hrpc.io

https://www.irtf.org/mailman/listinfo/hrpc
https://github.com/nllz/IRTF-HRPC
http://www.meetecho.com/ietf97/hrpc
http://etherpad.tools.ietf.org:9000/p/notes-ietf-97-hrpc
https://hrpc.io/
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Agenda
- Beginning 

       Jabber scribe, note takers

             Agenda Bashing

             Notewell

- Introduction

- Status of research group & documents 

- Context of research 

- Presentation + Q&A - Geoffrew Bowker on Infrastructure and Human Rights

- Discussion of draft-tenoever-hrpc-research 

            https://tools.ietf.org/html/draft-tenoever-hrpc-research

 - process update by document sherpherd (Avri Doria)

       - content update by document authors (Niels ten Oever, Corinne Cath)

                - recent changes + reviews

               - discussion

                        - anonymity as aspirational goal

                        - internationalization

                        - protocols are political

- Human Rights in other Internet Governance bodies

        - ICANN

        - IEEE

- Open discussion other drafts, papers, ideas

- Next steps 

- AOB

https://tools.ietf.org/html/draft-tenoever-hrpc-research
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Note Well

Any submission to the IETF intended by the Contributor for publication as all or part of an IETF Internet-Draft or RFC and any 
statement made within the context of an IETF activity is considered an "IETF Contribution". Such statements include oral 
statements in IETF sessions, as well as written and electronic communications made at any time or place, which are 
addressed to: 

– The IETF plenary session

– The IESG, or any member thereof on behalf of the IESG

– Any IETF mailing list, including the IETF list itself, any working group or design team list, or any other list functioning 
under IETF auspices

– Any IETF working group or portion thereof

– Any Birds of a Feather (BOF) session

– The IAB or any member thereof on behalf of the IAB

– The RFC Editor or the Internet-Drafts function

All IETF Contributions are subject to the rules of RFC 5378 and RFC 3979 (updated by RFC 4879). 

Statements made outside of an IETF session, mailing list or other function, that are clearly not intended to be input to an IETF 
activity, group or function, are not IETF Contributions in the context of this notice.  Please consult RFC 5378 and RFC 3979 for 
details. 

A participant in any IETF activity is deemed to accept all IETF rules of process, as documented in Best Current Practices RFCs 
and IESG Statements. 

A participant in any IETF activity acknowledges that written, audio and video records of meetings may be made and may be 
available to the public.

http://www.rfc-editor.org/rfc/rfc5378.txt
http://www.rfc-editor.org/rfc/rfc3979.txt
http://www.rfc-editor.org/rfc/rfc4879.txt
http://www.rfc-editor.org/rfc/rfc5378.txt
http://www.rfc-editor.org/rfc/rfc3979.txt


Document Review Request

• Document quality relies on reviews, 
please review documents in your working 
group and at least one other document 
from another working group.

• If you’d like documents you care about 
reviewed, put the effort in to review 
other documents.
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Status of research group
● October, 27, 2014  - Publication of Proposal for research on human rights protocol consideration 

● IETF91 - November, 13, 2014: Presentation during saag session

● March 9, 2015 - Publication of Proposal for research on human rights protocol considerations - 01

● January 2015 - Proposed research group in the IRTF

● IETF92 - March 22 to 27, 2015 – Session & Interviews with members from the community 

● June 2015 - Interim Meeting

● July 2015 - Publication of Methodology and Glossary drafts  

● IETF93 - July 2015 – Session

● IETF94 November 2015 – Screening of film Net of Rights, updates of Glossary, Methodology, Report drafts, 
Users draft, paper, session

● December 2015 – Research Group chartered
  

● IETF95 April 2016 – Session, new Research draft, updated Report and Censorship draft, & 3 talks 

● IETF96 July 2016 – Session, new Research Draft – road tests, reviews, text & 3 talks

● IETF97 November 2017 – Session, new Research Draft – reviews, talk

http://www.ietf.org/id/draft-doria-hrpc-proposal-00.txt
https://datatracker.ietf.org/meeting/91/agenda/saag/
http://www.ietf.org/id/draft-doria-hrpc-proposal-01.txt
https://tools.ietf.org/html/draft-varon-hrpc-methodology-00
https://tools.ietf.org/html/draft-dkg-hrpc-glossary-00
https://tools.ietf.org/html/draft-dkg-hrpc-glossary-01
https://tools.ietf.org/html/draft-varon-hrpc-methodology-01
https://tools.ietf.org/html/draft-doria-hrpc-report-00
https://tools.ietf.org/html/draft-nottingham-stakeholder-rights-00
https://mailarchive.ietf.org/arch/attach/hrpc/pdfbyB1Dp.pdf
https://tools.ietf.org/html/draft-tenoever-hrpc-research-00
https://tools.ietf.org/html/draft-doria-hrpc-report-01
https://tools.ietf.org/html/draft-hall-censorship-tech-03


11/14/16

Context and objective of the RG

● To expose the relation between protocols and human 
rights, with a focus on the rights to freedom of 
expression and freedom of assembly.

● To propose guidelines to protect the Internet as a 
human-rights-enabling environment in future protocol 
development, in a manner similar to the work done 
for Privacy Considerations in RFC 6973.

● To increase the awareness in both the human rights 
community and the technical community on the 
importance of the technical workings of the Internet 
and its impact on human rights.
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Context of research (ii)
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Geoffrew C. Bowker
– Infrastructure Scholar

– Professor of Informatics at the 
University of California, Irvine

– Professor and Director of Values in 
Design Laboratory at University of 
California, Irvine
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Discussion of draft-tenoever-hrpc-research

https://tools.ietf.org/html/draft-tenoever-hrpc-research

Document Sheperd: Avri Doria

Authors: Niels ten Oever & Corinne Cath

https://tools.ietf.org/html/draft-tenoever-hrpc-research
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History of the draft
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Objective of the draft

● Research relationship between Human Rights and 
Protocols

● Provide a model for guidelines where possible
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How we went about it

● RFC (reading + automated analysis with Big Bang)

● Academic literature

● Interviews

● Case studies

● Road testing of guidelines

https://github.com/npdoty/rfc-analysis
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Quantitative Summary

● 17 versions

● >10 reviews

● 786 mails

● 540 commits on Git

● 67 pages
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Changes since IETF96
● Very elaborate reviews by Amelia Anderdotter and Stephen Farrell

– Moved guidelines to the top

– Changed all mentions of ‘Internet architecture’

– Removed definition of ‘Information security’

– Changed diagrams into tables

– Cut a lot of DDoS text

– Introductory text added

– Text on HR & technology added

– Abstract shortened

– Improved ‘content-agnosticim’ definition

– Removed prejorative terms

– Many smaller changes

– Lots of typos
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What we did NOT do

● Replace anonymity with ‘not being tracked’

● Remove ‘protocols are political’

● Add discussion of OTR (or OMEMO, etc) to XMPP 
discussion

● Limit l18n to user facing parts of the protocol

● Move the guidelines to another document
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Next steps?



  

Human Rights in Internet Governance 
processes outside the IETF



  



  



  



  



  



  

WSIS > Tunis Agenda

42. We reaffirm our commitment to the freedom 
to seek, receive, impart and use information, in 
particular, for the creation, accumulation and 
dissemination of knowledge. We affirm that 
measures undertaken to ensure Internet stability 
and security, to fight cybercrime and to counter 
spam, must protect and respect the provisions for 
privacy and freedom of expression as contained in 
the relevant parts of the Universal Declaration 
of Human Rights and the Geneva Declaration 
of Principle



  

UN Human Rights Council 2012

1. Affirms that the same rights that 
people have offline must also be 
protected online, in particular freedom 
of expression, which is applicable 
regardless of frontiers and through any 
media of one’s choice, in accordance with 
articles 19 of the Universal Declaration of 
Human Rights and the International 
Covenant on Civil and Political Rights;



  

UN General Assembly 2013

4. Calls upon all States:

(a) To respect and protect the right to 
privacy, including in the context of digital 
communication;

 (b) To take measures 

 (c) To review their procedures, practices and 
legislation 

5. Establish Special Rapporteur Privacy



  



  

NETmundial

Human rights are universal as reflected in the 
Universal Declaration of Human Rights and that 
should underpin Internet governance principles. 

Rights that people have offline must also be 
protected online, in accordance with 
international human rights legal obligations, 
including the International Covenants on Civil 
and Political Rights and Economic, Social and 
Cultural Rights, and the Convention on the 
Rights of Persons with Disabilities.



  

UN Special Rapporteur FoE

2015 report:

Governments should promote the use of strong 
encryption and protect anonymous expression online

2016 report:
● Intermediary liability
● Private entities should ensure the greatest possible 

transparency in their policies, standards and actions 
that implicate the freedom of expression and other 
fundamental rights.

● Private entities should also integrate commitments to 
freedom of expression into internal policymaking, 
product engineering, business development, staff 
training and other relevant internal processes.



  



  



  



  

Why?

“ICANN is bound to operate “for the benefit of the internet 
community as a whole, carrying out its activities in 
conformity with relevant principles of international law and 
applicable international conventions and local law”

- Article 4 of ICANN's Articles of Incorporation

ICANN's policies and operations have 
the potential to impact human rights



  

Human Rights Bylaw

Subject to the limitations set forth in Section 27.2, 
within the scope of its Mission and other Core 
Values, respecting internationallyrecognized 
human rights as required by applicable law. This 
Core Value does not create, and shall not be 
interpreted to create, any obligation on ICANN 
outside its Mission, or beyond obligations found in 
applicable law. This Core Value does not obligate 
ICANN to enforce its human rights obligations, or 
the human rights obligations of other parties, 
against other parties.



  

a) The Core Value set forth in Section 1.2(b)(viii) shall have no 
force or effect

unless and until a framework of interpretation for human rights 
(“FOI-HR”) is (I) approved for submission to the Board by the 
CCWG-Accountability as a consensus recommendation in Work 
Stream 2, with the CCWG Chartering Organizations having the 
role described in the CCWG-Accountability Charter, and (ii) 
approved by the Board, in each case, using the same process 
andcriteria as for Work Stream 1 Recommendations.

(b) No person or entity shall be entitled to invoke the 
reconsideration process provided in Section 4.2, or the 
independent review process provided in Section 4.3, based 
solely on the inclusion of the Core Value set forth in Section 
1.2(b)(viii) (i) until after the FOI-HR contemplated by Section 
27.2(a) is in place or (ii) for actions of ICANN or the Board that 
occurred prior to the effectiveness of the FOI-HR.



  



  



  

Different Processes Ongoing

● GAC WG Human Rights and International 
Law – Government Working Group

● CCWG on Accountability WS2 – Human 
Rights Subgroup – Cross Community Design 
Team for Framework of Interpretation

● CCWP-HR – Informal discussion and 
research group on human rights



  



  



  

Never a dull moment



  



  

IEEE Global Ethics Initiative

● Full name: The Global Initiative for Ethical 
Considerations in the Design of Autonomous 
Systems.

● Focus on Ethics and AI / AS
● ‘advancing technology for the benefit of 

humanity’ (emphasis added)
● Work done in 7 commitees 
● First version of diucment released in December



11/14/16

- Open discussion other drafts, papers, ideas

- Next steps

         Elaborate Human Rights Impact Assessment of one protocol?

         How is the right to free association (not) sustained by Internet        
           architectures (federation vs centralization) ?

         Continuing to get speaker to bridge divides between communities?

- AOB
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