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Introductions and Level-Set

» Who are we?

» Why are we here?

- We want to collaborate with IETFers to standardize an enterprise
visibility solution

» What are we trying to accomplish today?

- Demonstrate the need for out-of-band visibility /nside the data
center and start to determine a way forward together.

The impact of encryption on enterprises is also laid out in Internet
Draft “Effect of Ubiquitous Encryption”, section 4




Enterprise Operational Support Environment
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Internet Logon
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Internet Logon - Encrypted

No. Source Source Port  Destination  DestPort  tcplen Length Info Delta Time Date
49 8.B.B.8 38339 1.1.1.1 443 0 66 38339 - 443 [ACK] 5eq=1792253357 Ack=3028574681 win=4508 Len=0 Tsval=1768369599 Tsecr=1000801004 0.000004260 2016-11-06 16:00:03.290968540
S aloaloaloal 443 7.7.7.7 45616 0 66 443 ~ 45616 [ACK] 5eq=2999109147 Ack=2464411239 Win=4757 Len=0 T5val=1000801028 TSecr=1399745673 0.000025850 2016-11-06 16:00:03.290994390
511.1.1.1 443 4.4.4.4 39567 1448 1514 [TCP segment of a reassembled pDU] 0.000031430 2016-11-06 16:00:03.291025820
S aoaloalcdl 443 4.4.4.4 39567 877 943 application pata 0.000002240 2016-11-06 16:00:03.291028060
53 7.7.7.7 45652 1.1.1.1 443 1448 1514 [TCP segment of a reassembled PDU] 0.000048250 2016-11-06 16:00:03.291076310
54 7.7.7.7 45652 1.1.1.1 443 1448 1514 [TCP segment of a reassembled PDU] 0.000010700 2016-11-06 16:00:03.291087010
55 7.7.7.7 45652 1.1.1.1 443 1448 1514 [TCP segment of a reassembled PDU] 0.000011880 2016-11-06 16:00:03.291098890
561.1.1.1 443 7.7.7.7 44953 0 66 443 — 44953 [ACK] 5eq=2985032055 ack=341449221 win=4821 Len=0 TSval=1000853466 Tsecr=1399745708 0.000017930 2016-11-06 16:00:03.291116820
58 8.8.8.8 38339 1.1.1.1 443 69 135 Encrypted Alert 0.000000260 2016-11-06 16:00:03.291119120
G 443 7.7.7.7 44953 0 66 443 — 44953 [ACK] S5eq=2985032056 Ack=341449222 win=4821 Len=0 Tsval=1000853466 Tsecr=1399745708 0.000000590 2016-11-06 16:00:03.291119710
61 10.10.10.10 3234663 1.1.1.1 443 91 157 change cipher spec, Encrypted Handshake Message 0.000130980 2016-11-06 16:00:03.291265470
10.10.10.10 1 1.1 Application Data 0.000074890 2016-11-06 .29134036!
63 10.10.10.10 324662 1.1.1.1 443 91 157 change cipher spec, Encrypted Handshake Message 0.000031590 2016-11-06 16:00:03.291371950
64 1.1.1.1 443 EELE R 35122 0 66 443 - 35122 [ACK] Seq=3046846582 Ack=901284796 Win=2307 Len=0 Tsval=1000801029 TSecr=2077406561 0.000103690 2016-11-06 16:00:03.291475640
65 3.3.3.3 53060 1.1.1.1 443 0 66 53060 — 443 [ACK] sSeq—-3840008680 Ack=2987823235 win=3922 Len=0 Tsval=2110863333 Tsecr=1000853431 0.000056920 2016-11-06 16:00:03.291532570
66 10.10.10.10 34862 1.1.1.1 443 1448 1514 [TCP segment of a reassembled PDU] 0.000010410 2016-11-06 16:00:03.291542980
67 10.10.10.10 34662 1.1.1.1 443 1448 1514 [TCP segment of a reassembled pDU] 0.000016080 2016-11-06 16:00:03.291559060
68 10.10.10.10 34662 1.1.1.1 443 1448 1514 [TCP segment of a reassembled PDU] 0.000037220 2016-11-06 16:00:03.291596280
691.1.1.1 443 HoEoEcE 48127 0 66 443 — 48127 [ACK] 5eq=2976265146 Ack=1024703250 Win=4061 Len=0 TSval=1000853466 TSecr=1503040433 0.000077300 2016-11-06 16:00:03.291673580
711.1.1.1 443 HoEoECE 48127 0 66 443 - 48127 [ACK] 5eq=2976265147 Ack=1024703251 wWin=4061 Len=0 TSval=1000853466 TSecr=1503040433 0.000000840 2016-11-06 16:00:03.291675540
72 8.8.8.8 38349 1.1.1.1 443 0 66 38349 - 443 [ACK] 5eq=1170532302 win=3784 Len=0 Tsval=1768369600 Tsecr=1000853440 0.000064540 2016-11-06 16:00:03.291740080
731.1.1.1 443 7.7.7.7 45652 0 66 443 - 45652 [ACK] 5eq=2990564838 Win=2352 Len=0 TSval=1000801029 TSecr=1399745709 0.000070960 2016-11-06 16:00:03.291811040
741.1.1.1 443 7.7.7.7 45652 0 66 443 -~ 45652 [ACK] Seq=2990564838 win=3800 Len=0 Tsval=1000801029 Tsecr=1399745709 0.000001380 2016-11-06 16:00:03.291812420
¥51.1.1.1 443 7.7.7.7 45652 0 66 443 — 45652 [ACK] 5eq=2990564838 Ack=3576895900 wWin=4524 Len=0 TSval=1000801029 TSecr=1399745709 0.000000920 2016-11-06 16:00:03.291813340
7F6E1.1.1.1 443 9.9.9.9 35122 177 243 sServer Hello, Change Cipher Spec, Encrypted Handshake Message 0.000015430 2016-11-06 16:00:03.291828770
77 8.8.8.8 38349 1.1.1.1 443 91 157 change cipher spec, Encrypted Handshake Message 0.000044250 2016-11-06 16:00:03. 291873020
781.1.1.1 443 8.8.8.8 38339 0 66 443 - 38339 [ACK] 5eq=3028574681 Ack=1792253426 Win=4261 Len=0 T5val=1000801030 TSecr=1768369599 0.000044560 2016-11-06 16:00:03.291917580

Frame 62: 1063 bytes on wire (8504 bits), 1063 bvtes captured (8504 bits) on interface O

Ethernet II, src: f{ D

Internet Protocol Version 4, Src: 10.10.10.10, Dst: 1.1.1.1

Transmission Control Protocol, src Port: 34663 (34663), Dst Port: 443 (443), seq: 1779108385, Ack: 3063234623, Len: 997
Secure Sockets Layer




Internet Logon - Decrypted

No.  Source _ Source Port  Destination DestPort  tcplen length Infe . I S Deltz Time Date
351.1.1.1 443 r.7.7.7 45358 1456 1510 443 — 45358 [PsSH, ACK] Seq =30808207 54 Ack =3683604260 'mn=65535 Len=1456 0.000026340 2016-11-06 16:00:03.2B8737820
361.1.1.1 443 r.7.7.7 45358 1440 1494 443 - 45358 [PSH, ACK] Seq=3080822210 Ack=3683604260 wWin=65535 Len=1440 0.000001220 2016-11-06 16:00:03.2B88739040
371.1.1.1 443 r.7.7.7 45358 1456 1510 443 - 45358 [P5SH, ACK] Seq=3080823650 Ack=3683604260 wWin=65535 Len=1456 0.000025890 2016-11-06 16:00:03.2B88764930
381.1.1.1 443 r.7.7.7 45358 1440 1494 443 — 45358 [PSH, ACK] Seq=3080825106 Ack=3683604260 wWin=65535 Len=1440 0.000001220 2016-11-06 16:00:03.2B88766150
391.1.1.1 443 r.7.7.7 45358 1456 1510 443 - 45358 [PSH, ACK] Seq=3080826546 Ack=3683604260 wWin=65535 Len=1456 0.000032900 2016-11-06 16:00:03.288799050
401.1.1.1 443 r.7.7.7 45358 1440 1494 443 — 45358 [PSH, ACK] Seq=3080828002 Ack=3683604260 wWin=65535 Len=1440 0.000002220 2016-11-06 16:00:03.2B88801270
41 1.1.1.1 443 r.7.7.7 45358 1395 1449 443 - 45358 [PSH, ACK] Seq=3080829442 Ack=3683604260 win=65535 Len=1395 0.000104990 2016-11-06 16:00:03. 288906260
42 1.1.1.1 443 r.7.7.7 45358 1424 1478 443 - 45358 [PSH, ACK] Seq=3080830837 Ack=3683604260 win=65535 Len=1424 0.000125350 2016-11-06 16:00:03.289031610
431.1.1.1 443 r.7.7.7 45358 1440 1494 443 ~ 45358 [PSH, ACK] Seq=3080832261 Ack=3683604260 wWin=65535 Len=1440 0.000031680 2016-11-06 16:00:03.289063290
44 1.1.1.1 443 r.7.7.7 45358 1456 1510 443 - 45358 [PSH, ACK] Seq=3080833701 Ack=3683604260 wWin=65535 Len=1456 0.000003670 2016-11-06 16:00:03. 289066960
451.1.1.1 443 r.7.7.7 45358 1440 1494 443 - 45358 [PSH, ACK] Seq=3080835157 Ack=3683604260 wWin=65535 Len=1440 0.000019070 2016-11-06 16:00:03. 289086030
46 1.1.1.1 443 r.7.7.7 45358 1456 1510 443 - 45358 [PSH, ACK] Seq=3080836597 Ack=3683604260 win=65535 Len=1456 0.000003640 2016-11-06 16:00:03. 289089670
47 1.1.1.1 443 7.7.7.7 45358 1360 1414 443 -+ 45358 [PSH, ACK] 5eg=3080838053 Ack=3683604260 wWin=655335 Len=1360 0.000023160 2016-11-06 16:00:03.289112830
48 1.1.1.1 443 r.7.7.7 45358 247 301 443 — 45358 [PSH, ACK] Seg=3080839413 Ack=3683604260 wWin=65535 Len=247 0.000086880 2016-11-06 16:00:03.289199710
49 7.7.7.7 45616 1.1.1.1 443 441 495 45616 —~ 443 [P5H, ACK] Seq=2464410346 Ack=2999108970 win=65535 Len=441 0.001227550 2016-11-06 16:00:03.290427260
52 6.6.6.6 42551 1.1.1.1 443 0 64 42551 - 443 [ACK] Seq=1464719689 Ack=3080330847 wWin=65535 Len=0 0.000000020 2016-11-06 16:00:03.290535310
53 7.7.7.7 45652 1.1.1.1 443 1424 1478 [TCP segment of a reassembled PDU] 0.000940650 2016-11-06 16:00:03.291475960
54 7.7.7.7 45652 1.1.1.1 443 1440 1494 [TCP segment of a reassembled PDU] 0.000032240 2016-11-06 16:00:03.291508200
55 7.7.7.7 45652 1.1.1.1 443 1456 1510 [TCP segment of a reassembled PDU] 0.000001780 2016-11-06 16:00:03.291509980

58 3.3.3.3 53060 1.1.1.1 443 0 64 53060 - 443 [ACK] 5eq=3840008167 Ack=2987822995 Win=65535 Len=0 0.000000070 2016-11-06 16:00:03.291639390
59 10.10.10.10 34662 1.1.1.1 443 1424 1478 [TCP segment of a reassembled PDU] 0.000086810 2016-11-06 16:00:03.291726200
60 10.10.10.10 34662 1.1.1.1 443 1440 1494 [TCP segment of a reassembled PDU] 0.000001460 2016-11-06 16:00:03.291727660
61 10.10.10.10 34662 1.1.1.1 443 1456 1510 [TCPgcomant o o roaccamblod phill 0.000053000 2016-11-06 16:00:03.291780660
62 10.10.10.10 34663 1.1.1.1 443 943 997 GET 0.000332720 2016-11-06 16:00:03.292113380
63 B.8.8.8 38349 1.1.1.1 443 1424 1478 [TCP segment of a reassembled PDU] 0.000037880 2016-11-06 16:00:03.292151260
64 B.8.8.8 38349 1.1.1.1 443 1440 1494 [TCP segment of a reassembled PDU] 0.000001330 2016-11-06 16:00:03.292152590
65 3.3.3.3 53123 1.1.1.1 443 0 66 53123 - 443 [ACK] 5eq=1973476238 Ack=3000646340 wWin=3650 Len=0 TSval=21108633: 0.000130270 2016-11-06 16:00:03.292282860
66 B.8.8.8 38349 1.1.1.1 443 408 462 [TCP segment of a reassembled PDU] 0.000052970 2016-11-06 16:00:03.292335830

Frame 62: 997 bytes on wire (7976 b'its), 997 bytes captured (7976 bits) on interface 0
Ethernet II, src: | - o - - - =
Internet Protocol version 4, src: 10.10.10.10, Dst: 1.1.1.1

Transmission Control Protocol,
Hypertext Transfer Protocol

Src Port: 34663 (34663), Dst Port: 443 (443), Seq: 1779108060, Ack: 3063234446, Len: 943

IIIHHHH

Accept: text/html,application/xhtml+xml,application/xml1;g=0.9,%/%;q=0.8\r\n

User-agent: Mozilla/5.0 (iPhone; CPU iPhone 05 10_1 Tike Mac 05 X) Applewebkit/602.2.14 (KHTML,
Accept-Language: en-us\rin

referer: https://www.usbank.com/index. htmlyrin

DNT: 1\r'n

True-Client-IP: 174.219.140.247r\n
T no-cache\r
X-Akamai-CONFIG-LOG-DETAIL: true'r\n
TE: chunked;g=1.0%r\n

1ike Gecko) version/10.0 Mobile/ /14872 safari/602.1%\rn

Cconnection: TE\r'n
Accept-Encoding: gzip\rin
Akamai-origin-Hop: 2\r\n
via: 1.1 vi-akamaitech.net

host) (Akama'lGHost) 1.1 akamai.net(ghost) (akamaiGHost)\r\n




Internet Banking Login Failure
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Application Log

15:30:43 |Column 12 (10.10.10.10 |Enter Userid Challenge Question
15:30:59 |Column 12 (10.10.10.10 |Challenge Answer |Answer OK
15:36:29 |Column 12 (10.10.10.10 |Enter Userid Challenge Question
15:36:34 |Column 12 (10.10.10.10 |Challenge Answer |Answer OK
15:41:35 |Column 11 [10.10.10.10 |Enter Userid Challenge Question
15:41:44 |Column 11 10.10.10.10 |Challenge Answer |Answer OK
15:49:01 |Column6 |10.10.10.10 |Enter Userid Challenge Question
15:49:06 |Column6 |10.10.10.10 |Challenge Answer |Answer OK
15:54:16 |Column 9 [10.10.10.10 |Enter Userid Challenge Question
15:54:22 |Column9 [10.10.10.10 |Challenge Answer |Answer OK




Internet Analysis - Encrypted Login Screen
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Internet Analysis - Decrypted Login Screen

1193:
20

1

118:

T'E:
I'E:
TF -

aa gdgRilSAarNAr0Le [0 -0y AMATTN HH #
fH o mARD = v Al E0A00@E 0 WA DY w2
:d dARMNDOH: - RT AL 00T HlA -0 -0 T 0w
I, - mn R SNy ART g0~ 2 48w -4 B M
fvo Ol GG v M- MyENeOELRTD A -5 05y
s VA R I I N I R [ B AT B 00
gn IR AR iR e R IR | R T e = =y v
"HH od gD A - s il WAL W 00 e
0 -~ @2 MMED R MEDwe: Al S HSe w NH:= T

‘H oS m@g o : R I R N s B R H

HTO0ELE- 0 - - OO@OOMDe oS NT O -0 (Rif=R
: v A AW e A hgesg -4 gwWwilgla -0 e &
T v S ahd DT o S AT Ml mmEA Bog B i
+ _.g>rcggt}.t<n/d R mmng 0 oA B
A A A el T AROU W ERE- 250 200
Il = P ee0ve ALOARD ATADAWD wff O el [y
olocr@ i UiAnC e 0wttt w0 =0 A™ Jwm AW OO o=

OO0 0 O D w0 DD D 7 O 0 DD P P L0000 20D 0 00 B o 0 [ o 0700 07 DD s = O

DRSO MO Oed Ot et o 0100 0 S0 T T D 30T [ 0 e
[ e e s Y e N n R I RPN S B RV i RN o s N O w  p  S e RN YIs

MO OO H A AN TRt A OO E T QU (]
O [ O O [ LoD 00 0 00 070D [l P 0 B o O D 2 D00 = =000 = 00

THROTOEEOTTO Ot (WOt It 0ns [ T@mosm-
e e N e R e N O e NN R R R T R o s g e e e Ry N R N R R TV R R

dmomimgimastdd JirrrMut el [ AnS o= Jw 0o
[ 00020 0 0 00 e o e 0000 0 0 [ [ O Do 0B 0 0000 0 0 [ 00 [ 000 = [0

ol [ e R N TR e el (R O R W e S Wt R RN Ny K o S R
oo OO ORI MOORMAED DN O N S D oD DR

e OO OMf AT DTS QS 00 - 0 = ST Ot Do o T 0 el (]
Ot R Y Y N R e Y e W RN W RN R RN R Bty o s Ay Ry A R N g Fp R el RN U R T s

FETEROmn e oOm AN WS Il mo™dTdomn™ [mo
O e Y N RN R R R e R R e A g L R N N S A R R R R R R e e T R

W 00 dAMEOm oo™ (wace UE™ Omo=foon [ d o o oo =
Il N e N R e N R ey Rl o g R R R e ) Iy R Y R R T YU R W R VR o

DA ARNASH OO0 AT O T s (0T w w0 M0
Iy s e N R N R e R VRN RN RNy ey Ny R R N VN TN R al R RN U T s i

oOrogTOds 0TI o@nN AR TN OO ATOnW oW Teww-
R I R RN SRR Ry e N e R R oy R N e R T o g wp R syl Ty R Nt ]

WD Jedtmunmos (oD OTd U 0o o Inoo gt =AW Juww -
O O 00 [ P00 D0 [ (900 0700 [od B0 O 0D P DD w0 0 O [ [ =000 = L0 -

muEE 0o lwrco=tdoomn A0 d-dO AT A Qoo =
IR gy Ry R R R RN RN R AR R AN A R A A RN u ey gy N R n Nl g i UV R T

LT OE@S I EEf oS [ W0 00MENAST I N AAD T © T
O N Y N ) N u R RV e e o o R B e e s N N N N R R R Ul R U R U o L

MildeEmswno [Eec g (omnf oM Trd I [
[ oy Y gy Y N A Ve Y g e RN W R R e o N n et o R Y RV RV e RN W R s N

TroFEnTH=en TR onde™ O AR E o0 ASNSND JOHAD
0 0 22D 0 [ [ e 0 07 [ O [ 0 [ 0 20 o o o o o0 O O 0 [ [ D 0 = [




Internet Analysis - Hex Data
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Enterprise Security Challenges
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Summary

» This is an industry-wide concern

> Financial, Health Care, Retail, Government and
others are affected

» We're not asking for the return of RSA Key
Establishment
» Regulators look to Internet standards and

apply them inside the enterprise
> TLS 1.2 is not a long term solution
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Proposed Data Center Visibility Solution
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How do we meet the need for internal visibility?

» #1 We would like to collaborate with the TLS WG to
incorporate an enterprise-centric solution in your
base specification.

> This would ensure the same well-studied and interoperable
solution that works throughout the world.

- draft-green-tls-static-dh-in-tls13-00.txt
- Using Static Diffie Hellman In TLS 1.3 (Working Draft)

» #2 Being part of an IETF standard is needed for
vendor adoption of a data center visibility solution.
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