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 Who are we? 
 

 Why are we here? 
◦ We want to collaborate with IETFers to standardize an enterprise 

visibility solution 
 

 What are we trying to accomplish today? 
◦ Demonstrate the need for out-of-band visibility inside the data 

center and start to determine a way forward together. 

 

The impact of encryption on enterprises is also laid out in Internet 
Draft “Effect of Ubiquitous Encryption”, section 4 
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15:30:43 Column 12 10.10.10.10 Enter Userid Challenge Question

15:30:59 Column 12 10.10.10.10 Challenge Answer Answer OK

15:36:29 Column 12 10.10.10.10 Enter Userid Challenge Question

15:36:34 Column 12 10.10.10.10 Challenge Answer Answer OK

15:41:35 Column 11 10.10.10.10 Enter Userid Challenge Question

15:41:44 Column 11 10.10.10.10 Challenge Answer Answer OK

15:49:01 Column 6 10.10.10.10 Enter Userid Challenge Question

15:49:06 Column 6 10.10.10.10 Challenge Answer Answer OK

15:54:16 Column 9 10.10.10.10 Enter Userid Challenge Question

15:54:22 Column 9 10.10.10.10 Challenge Answer Answer OK
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 This is an industry-wide concern 
◦ Financial, Health Care, Retail, Government and 

others are affected 

 We’re not asking for the return of RSA Key 
Establishment 

 Regulators look to Internet standards and 
apply them inside the enterprise 
◦ TLS 1.2 is not a long term solution 
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 #1  We would like to collaborate with the TLS WG to 
incorporate an enterprise-centric solution in your 
base specification. 
◦ This would ensure the same well-studied and interoperable 

solution that works throughout the world.   

 draft-green-tls-static-dh-in-tls13-00.txt 

 Using Static Diffie Hellman In TLS 1.3 (Working Draft) 
http://bit.ly/2fhYtVo 

 

 #2  Being part of an IETF standard is needed for 
vendor adoption of a data center visibility solution. 

http://bit.ly/2fhYtVo
http://bit.ly/2fhYtVo
http://bit.ly/2fhYtVo

