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Abst r act

Thi s docunment describes an HITP APl that all ows User Equi pnent to
detect the existence of a Captive Portal on the |ocal network,
determne the properties of the Captive Portal, and satisfy
requirenents for network access.
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1. Introduction

Thi s docunent describes a HyperText Transfer Protocol (HTTP)
Application ProgramlInterface (APlI) that allows User Equipnent to
detect the existence of a Captive Portal (CAPPORT) on the |oca
network, determne the properties of the Captive Portal, and satisfy
requirenents for network access. The APl defined in this docunent
has been designed to neet the requirenents of the CAPPORT API, as
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di scussed in the CAPPCORT Architecture
[1-D.larose-capport-architecture].

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Workfl ow

The CAPPORT protocol consists of three phases. 1In the first phase
User Equi pnent acquires an | P address and deternines the URL of the
| ocal CAPPORT APl Server, if any. The second phase consists of the
User Equi pnent querying the CAPPORT APl Server for the requirenents
for accessing its protected networks, and subnitting proofs of
nmeeting those requirenents. |n the third phase, the User Equi pnent
is granted access to the protected network and can query the CAPPORT
APl Server for status.

During the first phase, User Equi pnent uses the Dynam c Host
Configuration Protocol (DHCP) or |IPv6 Router Advertisenents (RAs) to
acquire an | P address and to determine the URL for the | ocal CAPPORT
APl Server. This details for the first phase are described in RFC
7710 [RFC7710], and the rest of this docunent assunmes that the User
Equi pnents already has a URL to reach the CAPPCORT APl Server.

The second phase begins with the User Equi pment accessing the URL
provided in the first phase. The CAPPORT APl Server responds with
the current status of the User Equipnent’s access to the protected
networ ks and any conditions requirenments to gain access to the
protected networks. The User Equi prrent then submits proofs of
satisfying the access requirenents to the CAPPORT APl Server. The
CAPPORT APl Server again responds with the current status of the User
Equi prent and any additional requirenents necessary to gain access to
the protected network. The second phase continues until all of the
requi renents are nmet; the CAPPORT APl Server grants access to the
protected network and responds with a status indicating the access.

At any point in the second phase, the User Equi pnent MAY stop

communi cati ng over the CAPPORT protocol and instead direct a web
browser to access the URL. The web browser then becones the agent
for proving that the User Equipnment neets the requirenents for access
to the protected networks.

During the third phase, the User Equi prent has access to the

protected network. The User Equi pment nmay access the URL provided in
the first phase to query the current status. The CAPPORT APl Server
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responds with the current status of the User Equi pment. The CAPPORT
APl Server SHOULD respond with the current status of the User

Equi pnent regardl ess of whether the User Equi pnent used the autonated
CAPPORT protocol or a web browser to conplete the second phase.

4. Use of the DHCP Captive-Portal Option

As decri bed above, to use the CAPPORT API, User Equi pnent needs a URL
that can be used to reach the CAPPORT APl Server. DHCP Servers and

| Pv6 Routers should provide, and User Equi prent SHOULD obtain, the
required URL using the DCHP Captive-Portal Option or the IPv6 RA
Captive-Portal Option, as described in [RFC7710].

To provide backwards conpatibility with the original use of the DHCP
and RA options described in RFC7710, the CAPPORT APl defined in this
docunent is exclusively accessed using HTTP Met hods with an Accept
header value of "application/json". Captive Portals that inplenent

t he CAPPORT APl SHOULD respond to an HTTP GET that has an Accept
header of "text/htm" with HTM.L content that, when displayed in a web
browser, will allow the user to interactively neet the Captive Portal
requirenents for network access.

5. CAPPORT API
Thi s section defines the CAPPORT API.
5. 1. URLs and HTTP Met hods

This section describes the URLs that can be used to access the
CAPPORT API .

5.1.1. Associating User Equipnent with its URL

The CAPPORT APl Server SHOULD associate an incomng request with a
particul ar User Equi pnment consistently. [TODO specify how this
woul d happen. ]

5.1.2. Fal | back URL

The CAPPORT APl Server SHOULD respond to HTTP GET requests to the
provided URL that specify an Accept header value of "text/htm" with
HTML content instead of this protocol. |If the User Equi pnent
determines that it is unable to satisfy the conditions for network
access, it SHOULD display this fallback URL in a web browser to allow
the user to conplete the network access outside of this protocol.
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5.1.3. CAPPORT APl POST URL

The CAPPORT APl Server SHOULD respond to HTITP POST requests to the
provided URL that specify an Accept header val ue of "application/
json" with the CAPPORT APl protocol

5.1.4. CAPPORT REST APl DELETE URL

The CAPPORT APl Server SHOULD respond to HTTP DELETE requests to the
provided URL that specify an Accept header val ue of "application/

j son" by revoking any network access to protected networks

i mredi ately. The CAPPORT APl Server MJST NOT all ow any devi ce other
than the User Equipnment to DELETE the network access of the User

Equi pnent via the CAPPORT API.

The CAPPORT APl Server MAY del ete the session token (Section 5.2.1.5)
for this User Equi pnent as part of the DELETE request.

5.2. JSON Data Structures

The CAPPORT APl data structures are specified in JavaScript Object
Notation (JSON) [RFC7159]. This docunent specifies the structure of
the JSON structures and nessage using the JSON Content Rules (JCR)
defined in draft-newton-json-content-rules

[1-D. newt on-json-content-rul es].

5.2.1. CAPPORT Common El enents

This section describes structures that are shared between requests
and responses.

5.2.1.1. Toplevel Object

The CAPPORT APl will contain JSON-formatted data. The topl evel
obj ect contains a networks object whose value is an array of zero or
nmor e networ k obj ects.

$t opl evel = {
$net wor ks
$sessi on_t oken ?

}

The topl evel object MJST contain a networks object.
The CAPPORT APl Server responses MJST contain a session_token object.

The session-token object contains a session token which will be used
in | CVWP requests as discussed in RFC 7710.
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_QUESTI ON: _ Shoul d the session token just be provided by the server
or should it be negotiated between the client and server using
somet hing |i ke a DH exchange?

5.2.1.2. Networks Object

The networ ks object represents the Iist of networks being acted on in
this CAPPORT sessi on.

$net works = {
( "DEFAULT" || /I ) = $network +
}

The networks object is a JSON object whose keys are network names and
whose val ues are network objects. Thus a single response could be
used in gaining access to nmultiple protected networks at once. The
first request to the CAPPORT APl Server will contain no networks, and
acts as a discovery request.

The CAPPORT APl Server SHOULD use the special name DEFAULT for one
networ k that provides access to the greater Internet.

5.2.1.3. Network hject

The network object represents a network protected by the Captive
Portal .

$network = {

"conditions" : [ $condition + ] ,
"state" : $network_state ? ,
"details" : $network_details ?

}

The networ k object MUST contain a 'conditions’ key whose value is an
array of one or nore $condition objects, which represent the unnet
conditions for gaining access to this network. The conditions object
SHOULD NOT contain conditions that have al ready been net.

CAPPORT APl Server responses MJST contain the ’'state’ key, whose
val ue is the $network_state object, which represents the state of
access that the User Equi pnent has to the network.

CAPPORT APl Server responses SHOULD contain the 'details’ key, whose

value is the $network_details object, which provides rel evant
i nformati on about the network.
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5.2.1.4. Condition hject

The condition object describes one of the conditions necessary for
access to the protected network. The CAPPORT APl Server uses this
object to express the requirenents for User Equi pnment to access the
protected network. The User Equi prent uses this object as proof that
it has satisfied the correspondi ng requirement for access to the

prot ect ed net work.

$condition = {

"id" : $uuid,

"type" : string ? ,

"requirenent _details" : $requirenent_details ?
"satisfaction_details" : $satisfaction_details ?

}

The condition object MIST include an 'id key whose value is a UU D
that uniquely identifies this condition. This IDwll be used to
match the client condition satisfactions with the server condition
requirenents

CAPPORT APl Server responses MJST contain the 'type’ key, whose val ue
is a string that represents the type of condition that pernits access
to the network

CAPPORT APl Server responses MJST contain the 'requirenent_details’
key, whose value is the $requirenent_details object. The
$requirenment _details object details the requirenents that the User
Equi pnent nust pass to gain access to the protected network.

User Equi prent requests MJUST contain the ’'satisfaction_details’ Kkey,
whose value is the $satisfaction_details object. The $satisfaction
_details object details the proof that the User Equi pnment has
satisfied the conditions of access to the protected network.

5.2.1.5. Session Token Object
The session_t oken object describes the CAPPORT session token
$session_t oken = "session_token" : base64
The session_token object MJST include a "session_token" key whose
val ue is a base64-encoded string of a 32-bit session token. This
token will be used as proposed in [I-D.|arose-capport-architecture].
The CAPPORT APl Server SHOULD send the same session token to a given

User Equi pnent in every response, until the User Equi pment DELETEs
its network access (Section 5.1.4). After a DELETE, the CAPPORT API
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Server MAY generate a new session token if the User Equi pnent nakes a
new request.

5.2.2. User Equi pnent Request

For the initial CAPPORT request fromthe User Equipnent, the JSON
object will consist of the toplevel object (Section 5.2.1.1) with its
required networks (Section 5.2.1.2) and session_token

(Section 5.2.1.5) objects. The networks object will contain no
networ ks, and the session_token object will be enpty. This acts as a
di scovery request.

{
"networks" : {}
"sessi on-t oken" "
}
Figure 1
Subsequent CAPPORT requests will contain data to satisfy conditions

to access protected networKks.
5.2.2.1. Satisfaction Details hject

The satisfaction_details object details proof that the User Equi pnent
has satisfied one of the conditions of access to a protected network.

$satisfaction_details ={ // : any + }

Li ke the requirenment details (Section 5.2.3.1) in the CAPPORT AP
Server Response, the list of keys and values for this object wll
depend on the value of the 'type’ key in the enclosing condition
(Section 5.2.1.4). Section 6 contains conditions and their
Satisfaction Details bjects.

5.2.3. CAPPORT API Server Response

5.2.3.1. Requirenent Details Object

The requirenent _details object details the requirenents of the
Captive Portal Enforcenent for access to a protected network.

$requirement _details = { // : any + }
Li ke the satisfaction details (Section 5.2.2.1), of the User

Equi prent Request, the list of keys and values for this object wll
depend on the value of the 'type’ key in the enclosing condition
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(Section 5.2.1.4). Section 6 contains conditions and their
Requirements Details (bjects.

5.2.3.2. Network State Object

The network_state object details the current state of the User
Equi pnent access to the protected network.

$network_state = {

"pernmitted" : bool ean
"expires" : datetine ? ,
"bytes_remai ning" : integer ?

}
The network_state object MIST contain the "pernmitted"” key, whose
bool ean val ue indicates whether the User Equipnent is pernmitted to
access the protected network.

The network_state object SHOULD contain the "expires" key if the

access to the protected network will expire at a known time in the
future. The value is a datetime object of the time the access wll
expire. |If there is not a known expiration tine, the key SHOULD be
oni tted.

The network_state object SHOULD contain the "bytes_renmaining" key if

the access to the protected network will expire after the User
Equi pnent transfers a known nunber of bytes. The value is an integer
of the nunber of bytes remaining. |If there is not a known limt for

this User Equipnent, the key MAY be omitted or its value MAY be -1.
6. Network Access Conditions

Captive Portal systens will have nany conditions for access to their
protected networks. The conditions object is open for use in
expressing different conditions. Each condition MJST define a "type"
string, its requirenent_details, and its satisfaction_details.

6.1. Terns and Conditions

One comon use of a Captive Portal is for the User to accept sone
terns and conditions for the network access. This network access
condition will conmunicate the terns and conditions to the User
Equi pnent, and comuni cate their acceptance back to the CAPPORT API
Server.

For this network access condition, the condition object’s 'type
val ue MUST be "t &c"
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6

6

6

This condition is satisfied by presenting an MD5 sum of the terns and
condi ti ons document referenced by the requirenents. This has the
property that the MD5 sumw ||l not change unless the ternms and
conditions docunment itself changes. User Equi pnent MAY cache val ues
and submit a cached value for the MD5 sum preenptively without
retrieving the terms and conditions document.

1.1. Requirenents

1.

2

$requirenent _details = {
"text" : string ?,
"htm" : string ?

}

The requirenent _details object for the Terns and Conditions network
access condition MJST include the "text" key, whose value is a URL
referencing the plaintext terns and conditions which govern the use
of the protected network

The requirenent _details object for the Terns and Conditions network
access condition MJST include the "htm" key, whose value is a URL
referencing the HTM.-fomatted terns and conditions which govern the
use of the protected network.

2. Satisfaction

$satisfaction_details = {
"text" : string ?,
"htm" : string ?

}

The satisfaction_details object for the Ternms and Conditions network
access condition MJST include one of "text" or "htm" as a key. The
satisfaction_details MAY include both

The "text" key of the satisfaction _details object has a string val ue
that is an MD5 sum of the docunent referred to by the URL provided in
the Requirenent Details (Section 6.1.1) "text" key's val ue.

The "html " key of the satisfaction _details object has a string val ue
that is an MD5 sum of the docunent referred to by the URL provided in
the Requirenment Details (Section 6.1.1) "html" key’'s val ue.

Passcode
Anot her comon use of a captive portal is to have a user enter a

passcode to gain access to the protected network. The Passcode
net work access condition will comunicate the requirenment for that
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passcode to the User Equi prent and satisfy the Captive Porta
Enf orcenment that the User Equi pnent has the correct passcode.

For the Passcode network access condition, the condition object’s
"type" val ue nust be "passcode".

6.2.1. Requirenents
$requirenent _details = { }

The requirenent _details object of the Passcode network access
condition has no el enents.

6.2.2. Satisfaction

$satisfaction_details = {
"passcode" : string

}

The satisfaction_details object of the Passcode network access
condition MJST include the "passcode" key, whose value is a string of
the passcode that grants access to the protected network.

7. | ANA Consi derati ons

Thi s docunment does not require any | ANA allocations. Please renove
this section before RFC publication.

8. Security Considerations

The CAPPORT APl described in this docunment is intended to automate a
process that is currently acconplished by a user filling out a HTM_
formin a Wb Browser. Therefore, this nmechani smshould neet the
requi renment of being no |l ess secure than presenting the user with a
HTML form for conpletion in a Web Browser, and subnitting that form
to a Captive Portal

TBD: Provide conplete security requirements and anal ysi s.
8.1. Privacy Considerations
I nformation passed in this protocol may include a user’s persona
i nformati on, such as a full nanme and credit card details. Therefore,

it is inportant that CAPPORT APl Servers do not allow access to the
CAPPORT APl over unecrypted sessions.
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