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Abst r act

Thi s docunent ainms to docunent concensus on the CAPPORT architecture.
DHCP, 1CWP, and an HTTP APl are used to provide the sol ution.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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material or to cite themother than as "work in progress."
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1. I nt roduction

Problens with captive portals have been described in
[1-D. nottingham capport-probleni.

Thi s docunment standardi zes an architecture for inplenmenting captive
portals that provides tools for addressing nost of those problens.

The architecture also attenpts to enable |0oT devices, in particular
devi ces without user interfaces, to navigate a captive portal

The architecture uses the foll ow ng nmechani sns:

o DHCP/ DHCP6 provi di ng end-user devices with a URl in the Captive-
Portal Router Advertisenent option [RFC7710]. This URI is an AP
that the end-user devices access for information about what is
required to escape captivity.

o Notifying end-user devices of captivity with | CvP/ | CMP6
"unreachabl e" nessages. This notification can work with any
Internet protocol, not just clear-text HTTP. This notification
does not carry the portal URI, rather triggers the DHCP-
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provi sioned portal to be accessed. This notification carries a
"reason" that allows the devices to receive custonized work-fl ows
at the portal

0 Receipt of the ICW/ 1 CVP6 nessages i nform an end-user device that
it is captive. This pernmits the device to take imedi ate action
to satisfy the portal (according to its configuration/policy).
The architecture recomends the device to query the DHCP-
provi sioned CAPPORT URI with the specified "reason". This AP
returns a status and a nenu for navigating the captive portal
Typically one of the nenu itens is a web page suitable for
br owsi ng.

The architecture attenpts to provide privacy, authentication, and
saf ety mechani snms to the extent possible.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.2. Termnol ogy

Captive Network: A network for which comrunication outside of it is
subject to a captive porta

Captive Portal Enforcenent: The device which enforces the captive
portal in the captive netowk

Captive Portal User Equipnent: Also known as User Equipnent. A
devi ce which wants to commruni cate outside the captive network

2. Conponents

2.1. User Equi pnent
The User Equi pnent is the device that a user desires to conmunicate
with a network. The User Equi pment comunication is typically
restricted by the Captive Portal Enforcenent, described in
Section 2.4, until site-specific requirenments have been net.

0o My be interactive or non-iteractive

o My have different nechanisns for notifying the user of the
captive porta
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2

2

0 Needs to recogni ze the | CMP unreachabl e nessage, and to invoke its
captive portal handling in response to it.

0 Needs to cache the URI for the captive portal APl fromthe DHCP
| ease.

0 My cache credentials to automatically respond to captive porta
notifications

0 Interactive User Equi pnment typically ask their users how to

proceed through interacting with the captive portal. Interactions
may be as sinple as accepting a terns of agreenent, or as
complicated as filling out sone forns.

0 An exanple interactive User Equipment is a smart phone.

o Non interactive User Equi pment nmay be provisioned with credentials
out of band (e.g., via USB progranming) in order to autonmatically
gai n access.

0 An exanple non interactive User Equipnent is an |oT device such as
a smart thernostat.

0 My need to distinguish between types of User Equi pnent here.
2. DHCP Server

A standard for providing a portal URI is described in [RFC7710]. The
CAPPORT architecture expects this URI to access the APl described in
Section 2. 3.

Al though it is not clear from RFC7710 what protocol should be
executed at the specified URI, it may have been assunmed to be an HTM.
page, and hence there may be User Equi pnent assuming a browser shoul d
open this URI. For backwards conpatibility, it mght be necessary
for the server to check Agent-1d when serving the UR

3. Captive Portal APl Server
The User Equi pnent perforns GET at the DHCP-specified URI. The API
is inplemented at the CAPPORT APl Server. The response is a JSON
docunent. The followi ng infornmation should be available in the
response docunent, allow ng User Equi pnent devices to choose the next
st ep:
0 Quota information (remaining tine/bytes/etc.)

o Whether the device is allowed through captive portal or bl ocked.
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2.4.

2.

5.

o Method of providing credentials to gain access.

0 Describe the required credentials to gain access.

o URL of a web page for devices with browsers and hunans.

0 A token used to verify later | CVWP nessages are valid.

The CAPPORT APl is intended to provide information and a nmenu of
choi ces to support options for interactive or non-interactive User
Equi pnent .

The CAPPORT APl shoul d support TLS for privacy. [Does this APl need
to be secure, or do we place security at the interfaces it points
to?]

Captive Portal Enforcenent

The Captive Portal Enforcenment conponent restricts network access to
User Equi pnent according to site-specific policy. Typically User
Equi pnent is denied network access until it has perfornmed sone
action.

The Captive Portal Enforcenent conponent:

o Alows traffic through for allowed User Equipnent.

o Blocks traffic and sends ICVWP notifications for disallowed User
Equi pnent .

0o Pernmts disallowed User Equipnent to access necessary APlIs and web
pages to fulfill requirements of exiting captivity.

o My nodify responses to canary URLs, or perform other nethods of
notification.

0 Updates policy per User Equipnent in response to operations from
the Captive Portal API.

| CWP/ | CMP6

A mechanismto trigger captive portal work-flows in the User

Equi pnent is proposed earlier in [|-D. wkumari-capport-icnp-unreach].
Addi tionally, the Unreachabl e message carries a token to prove it is
a valid notification.
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The Captive Portal Enforcement function is required to send such | CW

messages when di sall owed User Equi pment attenpts to send to the
net wor k.

The |1 COVP nessages MUST NOT be sent to the Internet devices. The
i ndi cations are only sent to the User Equipnent.

The User Equi pnent MJST verify that the token matches the token

received earlier via the CAPPORT API. [|f tokens do not match, the
| CMP nessage MUST be discarded with no further inpact. (It MAY be
counted.)

The User Equi pnment does not necessarily deliver the inpact of the

| CMP nessage to the application that triggered it. The User

Equi pnrent may be able to satisfy the Captive Portal requirenents

qui ckly enough that existing transport connections are not inpacted.

2.6. Conmponent Di agram

The follow ng di agram shows the conmmuni cati on between each conponent.

o N
CAPTI VE NETWORK
Fommmmmeeaaaaas +
e +  CAPPORT APl URI | DHCP Server
| | < L S +
[ User [
| Equipnent | Request Access/Information +-------------------- +
| | Hmmmmm - > | CAPPORT APl Server
. + - +
A | Connection Attenpt
I D e + Al ow Deny Access
| | | |
[ | CMP Unreachabl e | Captive Portal | [
e LR + | Enforcenent | <---+
. +
I
To/ from ext er nal net wor k
|
. [ .
0 ¢

EXTERNAL NETWORK
Figure 1: Captive Portal Architecture Component Di agram

In the diagram
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The User Equi pnment conmunicates with the DHCP Server to get access
to the captive network, and | earn about the CAPPORT APl URI.

The User Equi pnent attenpts to conmuni cate through the captive
portal enforcenent device.

The Captive Portal Enforcement device either lets the User
Equi pnent’ s traffic through, or responds with an | CMP Unreachabl e

The User Equi pnent requests access to outside the captive network,
or requests nore information, fromthe CAPPORT APl server

The CAPPORT APl server directs the Captive Portal Enforcenent
device to either allow or deny access in response to requests from
the User Equi pnent or quota/timing restrictions.

Sol uti on Workfl ow

This section describes the general workflow of solutions adhering to
the architecture

3. 1.

1.

Initial Connection

The User Equi pnent joins the captive network by acquiring a DHCP
| ease

The User Equi pnent learns the URI for the Captive Portal APl from
the DHCP response ([ RFC7710]).

The User Equi pnent accesses the CAPPORT APl to receive paraneters
of the Captive Network, including the token

The User Equi pnment communi cates with the CAPPORT APl to gain
access to the outside network.

The Captive Portal APl server indicates to the Captive Porta
Enf orcement device that the User Equipnent is allowed through

The User Equi pnent attenpts a connection outside the captive
net wor k

If the requirements have been satisfied, the access is pernitted;
otherw se the "Expired" behavior occurs

The User Equi pnent accesses the network until conditions Expire
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3.

3.

2. Connection About to Expire
1. The User Equi pnent sends a packet to the outside network.

2. The Captive Portal Enforcenent detects that the User Equi pnent’s
access is about to expire (low quotal/timne/etc)

3. The Captive Portal Enforcenent sends an | CVP unreachable to the
User Equipnent indicating that it needs to refresh its access.
[1-D. wkumari-capport-icnp-unreach]. The nessage contains the
token given to the User Equi pnent earlier

4. The User Equi pment verifies the message, including the token

5. The User Equi prent handl es this nmessage by invoking its captive
portal handling infrsatructure.

6. The captive portal handling infrastructure comunicates with the
Captive Portal APl to gain access to outside the captive network

7. The Captive Portal API Server gives nore quota (tine, bytes,
etc.) to the User Equipnment by indicating to the Captive Porta
Enf orcenment the new, extended quota.
8. The User Equi pnent continues unaffected.
3. Connection expired

1. The User Equi pnent sends a packet to the outside network.

2. The Captive Portal Enforcenment device detects that the User
Equi pnent’ s access has expi red.

3. The remamining workflow is that same as for the initia
connecti on.

User Equi pnent may attenpt to nmaintain transport connections, |eaving
it to the application to determ ne timeouts.

User Equi pnent may preenptively invoke its captive portal handling

i nfrastructure when receiving the DHCP response indicating that it is
behind a captive portal, rather than waiting for the | CMP unreachabl e
nessage
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4. |1 ANA Consi derations
This meno includes no request to | ANA

5. Security Considerations

5.1. Authenticated APIs
The sol ution described here assunes that when the User Equi pnent
needs to trust the APl server, server authentication will be
utilized.
TODO this docunment has not specified the authentication mechani sm

5.2. Risk of Nuisance Captive Porta

It is possible for any user on the Internet to send | CMP packets in
an attenpt to cause the receiving equipnment to go to the captive
portal. This has been considered and addressed in the follow ng
ways:

The | QWP packet does not carry the URL, naking this nethod safer
than 307-redirect nmethods currently in use.

The |1 QWP packet carries a token that would not be avail able, even
to an on-path attacker. Although possible to guess by brute
force, the inmpact is nuisance due to other precautions. W
suggest a 32-bit token would be sufficient to deter nuisance

att acks.

Even when redirected, the User Equi pnent securely authenticates
with APl servers.

5.3. User Options
The |1 CWP nmessaging i nforns the end-user device it is being held
captive. There is no requirenment that the device do something about
this. Devices may permt users to disable automatic reaction to
captive-portal indications. Hence, end-user devices may allow users
to manually control captive portal interactions.

6. References
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