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Abstract

Thi s docunent specifies the conventions for using Edwards-curve
Digital Signature Al gorithm (EdDSA) for curve25519 and curve448 in
the Cryptographi c Message Syntax (CMS). For each curve, EdDSA
defines the PureEdDSA and HashEdDSA nodes. However, the HashEdDSA
nmode is not used with the CM5. |In addition, no context string is
used with the CMVB
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I nt roducti on

Thi s docunment specifies the conventions for using the Edwards-curve
Digital Signature Al gorithm (EdDSA) [ RFC8032] for curve25519

[ CURVE25519] and curved448 [ CURVE448] with the Cryptographi c Message
Syntax (CMS) [RFC5652] signed-data content type. For each curve,

[ RFC8032] defines the PureEdDSA and HashEdDSA nodes; however, the
HashEdDSA node is not used with the CM5. In addition, no context
string is used with CM5. EdDSA with curve25519 is referred to as
Ed25519, and EJDSA with curve448 is referred to as Ed448. The CM5
conventions for PureEdDSA with Ed25519 and Ed448 are described in

t hi s docunent.

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. ASN. 1

CMB val ues are generated using ASN. 1 [ X680], which uses the Basic
Encodi ng Rul es (BER) and the Distingui shed Encodi ng Rul es (DER)
[ X690] .

EdDSA Si gnature Al gorithm

The Edwards-curve Digital Signature Al gorithm (EdDSA) [ RFC8032] is a
variant of Schnorr’s signature systemw th (possibly tw sted) Edwards
curves. Ed25519 is intended to operate at around the 128-bit
security level, and Ed448 at around the 224-bit security |evel

One of the paranmeters of the EADSA algorithmis the "prehash"
function. This may be the identity function, resulting in an

al gorithm call ed PureEdDSA, or a collision-resistant hash function,
resulting in an algorithmcalled HashEdDSA. | n nost situations the
CMB SignedData includes signed attributes, including the nessage

di gest of the content. Since HashEdDSA offers no benefit when signed
attributes are present, only PureEdDSA is used with the CVS

1. Agorithmldentifiers

Each algorithmis identified by an object identifier, and the
algorithmidentifier may contain paraneters if needed.
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2.

2.

2.

3.

The ALGORI THM definition is repeated here for conveni ence:

ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL }
W TH SYNTAX {
O D & d [ PARMS &Type] }

EdDSA Al gorithm ldentifiers

The EdDSA signature algorithmis defined in [ RFC8032], and the
conventions for encoding the public key are defined in

[ CURDLE- PKI X] .

The i d-Ed25519 and id-Ed448 object identifiers are used to identify
EdDSA public keys in certificates. The object identifiers are
specified in [ CURDLE-PKI X], and they are repeated here for

conveni ence:

si gAl g- Ed25519 ALGORITHM ::= { O D id-Ed25519 }

si gAl g- Ed448 ALGORITHM ::= { O D id-Ed448 }

i d- Ed25519 OBJECT | DENTI FI ER

{ 13101 112}

i d- Ed448 OBJECT | DENTI FI ER { 13 101 113}

Message Digest Algorithmldentifiers

When the signer includes signed attributes, a nmessage di gest
algorithmis used to conmpute the nessage digest on the eContent

val ue. When signing with Ed25519, the nmessage digest al gorithm MJST
be SHA-512 [FIPS180]. Additional information on SHA-512 is avail able
in RFC 6234 [ RFC6234]. Wen signing with Ed448, the nessage digest
al gorithm MJUST be SHAKE256 [ FI PS202] with a 512-bit output val ue.

Signing with Ed25519 uses SHA-512 as part of the signing operation,
and signing with EJd448 uses SHAKE256 as part of the signing
operati on.

For conveni ence, the object identifiers and paraneter syntax for
these algorithnms are repeated here:

hashAl g- SHA-512 ALGORITHM ::= { O D id-sha512 }

hashAl g- SHAKE256 ALGORITHM ::= { O D id-shake256 }
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hashAl g- SHAKE256- LEN ALGORITHM ::= { O D id-shake256-1en
PARMS ShakeQut put Len }

hashal gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organi zation(1l)
gov(101) csor(3) nistalgorithm(4) 2}

i d-shab12 OBJECT IDENTIFIER ::= { hashAlgs 3}

i d-shake256 OBJECT IDENTIFIER ::= { hashAlgs 12 }

i d-shake256-1en OBJECT IDENTIFIER ::= { hashAlgs 18 }
ShakeQut putLen ::= INTEGER -- Qutput length in bits

When using the id-sha512 or id-shake256 algorithmidentifier, the
paraneters MJST be absent.

When using the id-shake256-1en algorithmidentifier, the parameters
MUST be present, and the paraneter MJST contain 512, encoded as a
positive integer val ue.

2.4. EJDSA Signatures

The i d-EJ25519 and id- Ed448 object identifiers are also used for
signature values. \When used to identify signature algorithns, the
Algorithm dentifier paraneters field MIST be absent.

The data to be signed is processed using PureEdDSA, and then a
private key operation generates the signature value. As described in
Section 3.3 of [RFC8032], the signature value is the opaque val ue
ENC(R) || ENC(S), where || represents concatenation. As described in
Section 5.3 of [RFC5652], the signature value is ASN. 1 encoded as an
OCTET STRING and included in the signature field of Signerlnfo.

3. Signed-data Conventions

The processi ng depends on whether the signer includes signed
attributes

The inclusion of signed attributes is preferred, but the conventions
for signed-data without signed attributes are provided for
conpl et eness.

3.1. Signed-data Conventions Wth Signed Attributes

The SignedData digestAlgorithns field includes the identifiers of the
message di gest algorithns used by one or nore signer. There MAY be
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any nunber of elenments in the collection, including zero. Wen
signing with EJd25519, the digestAl gorithm SHOULD i ncl ude id-sha512
and if present, the algorithmparaneters field MIST be absent. Wen
signing with EJ448, the digestAl gorithm SHOULD i ncl ude

i d-shake256-1en, and if present, the algorithmparaneters field MJST
al so be present, and the paraneter MJST contain 512, encoded as a
positive integer val ue.

The Signerinfo digestAlgorithmfield includes the identifier of the
message di gest algorithns used by the signer. Wen signing with
Ed25519, the digestAl gorithm MJUST be id-sha512, and the al gorithm
paraneters field MUST be absent. When signing with Ed448, the

di gest Al gori thm MJUST be id-shake256-1en, the algorithm paraneters
field MUST be present, and the paranmeter MJST contain 512, encoded as
a positive integer val ue.

The Signerlinfo signedAttributes MJST include the nessage-di gest
attribute as specified in Section 11.2 of [RFC5652]. When signing

wi th Ed25519, the nmessage-digest attribute MJUST contain the nessage
di gest conputed over the eContent val ue using SHA-512. \Wen signing
wi th Ed448, the nessage-digest attribute MJST contain the nessage

di gest conputed over the eContent val ue usi ng SHAKE256 with an out put
| ength of 512 bits.

The Signerlinfo signatureAlgorithmfield MIST contain either
i d- Ed25519 or id-Ed448, depending on the elliptic curve that was used
by the signer. The algorithm parameters field MJST be absent.

The Signerinfo signature field contains the octet string resulting
fromthe EJADSA private key signing operation.

3.2. Signed-data Conventions Wthout Signed Attributes

The SignedData digestAlgorithns field includes the identifiers of the
message di gest algorithns used by one or nore signer. There MAY be
any nunber of elements in the collection, including zero. Wen
signing with Ed25519, list of identifiers MAY include id-sha512, and
if present, the algorithmparanmeters field MIST be absent. Wen
signing with Ed448, list of identifiers MAY include id-shake256, and
if present, the algorithmparaneters field MJST be absent.

The Signerinfo digestAlgorithmfield includes the identifier of the
message di gest algorithns used by the signer. Wen signing with
Ed25519, the digestAl gorithm MJUST be id-sha512, and the al gorithm
paraneters field MIST be absent. Wen signing with Ed448, the

di gest Al gorithm MUST be id-shake256, and the al gorithm paraneters
field MUST be absent.
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NOTE: Either id-sha512 or id-shake256 is used as part to the
private key signing operation. However, the private key signing
operation does not take a nessage digest conputed with one of
these algorithns as an input.

The Signerlinfo signatureAlgorithmfield MIST contain either
i d- Ed25519 or id-Ed448, depending on the elliptic curve that was used
by the signer. The algorithmparameters field MJST be absent.

The Signerinfo signature field contains the octet string resulting
fromthe EADSA private key signing operation

4. Inplenentation Considerations

The EdDSA specification [ RFC8032] includes the followi ng warning. It
deserves hi ghlighting, especially when signed-data is used wi thout
signed attributes and the content to be signed might be quite |arge:

Pur eEdDSA requires two passes over the input. Mny existing APIs,
protocol s, and environments assune digital signature algorithns
only need one pass over the input, and may have APl or bandw dth
concerns supporting anything el se.

5. Security Considerations

| mpl enent ati ons nust protect the EADSA private key. Conprom se of
the EADSA private key may result in the ability to forge signatures

The generation of EdADSA private key relies on random nunbers. The
use of inadequate pseudo-random nunber generators (PRNGs) to generate
these values can result in little or no security. An attacker may
find it nuch easier to reproduce the PRNG environnment that produced
the keys, searching the resulting small set of possibilities, rather
than brute force searching the whol e key space. The generation of
quality random nunbers is difficult. RFC 4086 [ RANDOM offers

i mportant guidance in this area.

Unl i ke DSA and ECDSA, EdDSA does not require the generation of a
random val ue for each signature operation.

Using the sanme private key with different algorithns has the
potential to leak extra information about the private key to an
attacker. For this reason, the same private key SHOULD NOT be used
with nmore than one set of EdDSA paraneters, although it appears that
there are no security concerns when using the sane private key with
Pur eEdDSA and HashEdDSA [ RFC8032] .

When conputing signatures, the same hash functi on SHOULD be used for
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all operations. This reduces the nunber of failure points in the
si gnat ure process.
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Thi s docunment requires no actions by | ANA
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