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Abst r act

Thi s docunment specifies the conveyance of predicted usage infornmation
for proper dinensioning of network services that use D aneter based
aut hori zati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenmber 20, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document nmay not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages other
than Engli sh.
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1. Introduction

When a User is authorized to use a service via Diameter applications
such as [ RFC4006] or [RFC7155], the Cient is not aware of the
average | oad placed upon it by the User. This can |lead to overl oad
situations or Dianeter Clients being too conservative and denying
services to valid Users even whose presence would not overload the
servi ce.

G ven virtualization and the use of many software based services the
service capacity varies on a service instance, i.e. Diameter dient,
basis. Even though the Dianeter Cient is the sane softawe it wll
vary in terns of the load it can accept. Thus, a D anmeter Server
cannot depend upon consistent capacities of a Dianeter dient.

Thi s specification introduces the Predicted-Service-Units Attribute
Value Pair (AVP). This information conveys the predicted usage

i ntroduced on the service by the authorized User. Such information
can be used by the Dianeter Client to estimate future | oad and
proactively nmanage its resources
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3.

3.

Al'though this informaiton is conveyed fromthe Di ameter Server to the
Client several system aspects are out of the scope of this docunent:

0 How the Dianeter Server acquired the information contained in the
Predi ct ed- Servi ce-Units AVP

0o How the values in the Predicted-Service-Units AVP were determn ned.

0o The accuracy or validity of the values in the Predicted-Service-
Units AVP.

o0 Specific actions the Dianeter Cient should take when its service
functions are overloaded or are predicted to be overl oaded based
upon the information provided by Predicted-Service-Units.

0 Specific actions the Dianeter Client takes to bring itself in/out
of service for new or existing Users.

When the value(s) or nultiple types of Costs are provided they are
represented by the Time-O-Day-Condition AVP defined in [ RFC5777] and
contained in a Predicted-Service-Units-Series AVP. This AVP contains
one or nore Predicted-Service-Units. Miltiple Cost types, e.g. CGC
Total -Cctets and CC-Tinme, may be represented in the sane Predicted-
Service-Units entry and in the same Predicted-Service-Units-Series so
I ong as no overlapping tinmes exist for the same Cost Type.

Ter m nol ogy

In this docurment, the key words "NAY", "MJST", "MJST NOT",
"OPTI ONAL", "RECOWMENDED', "SHOULD', and "SHOULD NOT", are to be
interpreted as described in [ RFC2119].

Predi cted Service AVPs
1. Predicted-Service-Units

The Predicted-Service-Units AVP (AVP Code TBDl) is of type G ouped
and contains the anmount of units that the Dianeter Client can expect
to provide to the end user until the service nust be rel eased or the
new servi ce authorizatoin request, e.g. Credit-Control-Request, nust
be sent if a Granted-Service-Unit AVP [ RFC4006] has been applied to
the user’s service. Aclient is not required to inplement all of the
unit types, and it MJST ignore unknown or unsupported unit types.

The Predicted-Service-Units AVP is defined as follows (per the
grouped- avp-def of [RFC6733]):
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Predi cted-Service-Units ::= < AVP Header: TBDl1 >
CC-Time |

CC- Money ]

CC-Total -Cctets |

CC Il nput-Cctets |

CC-Qut put-Cctets ]

CC- Service-Specific-Units ]
Ti me- O - Day- Condi ti on |
AVP ]

— e — ——

The Time-O -Day-Condition AVP is defined in [RFC5777], all other AVPs
are defined in [ RFC4006] .

The presence of this information is provided as anticipated | oad
information to the Dianeter Client and is not intended to be
prescriptive in any nmanner regarding the user’s service.

When the Tine-O -Day-Condition AVP is not present, the value(s) are
assuned to apply for the duration of the authorized session unti
this value is updated as part of the D aneter application, e.g. a
D anet er Re- Aut h- Request/ Answer (RAR/ RAA) nessage [ RFC6733].

3.2. Predicted-Service-Units-Series

The Predicted-Service-Units-Series AVP (AVP Code TBD2) is of type
G ouped, and contains one or nore Predicted-Service-Units with non-
overlapping tines for each specific Cost type.

Aclient is not required to inplenment all of the unit types, and it
MUST i ngore unknown or unsupported unit types.

It is defined as follows (per the grouped-avp-def of [RFC6733]):

Predi ct ed-Service-Units-Series ::= < AVP Header: TBD2 >
1*{ Predicted-Service-Units }

For each specific type of Cost, e.g. CC-Tinme, any two Predicted-
Service-Units values in the series MJST NOT contain overlapping tine
wi ndows specified in their Tinme-O-Day-Condition values. Wen an
entry has no Time-O-Day-Condition present it is assuned to apply at
all tines.
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4.

Usage Exanpl es

When Predicted-Service-Units are returned as part of an authorization
per [ RFC7155] or [RFC4006], the client MAY use this information as
gui dance on projected |oad the new user will generate on the service

If the client supports/understnds the information provided in the
Predi cted-Service-Units AVP, it can update its projected |oad. Based
upon this information it MAY take one or nore of the follow ng
actions (this is not exhaustive):

0 Redirect any new service requests at the service / protocol |evel

0 Begin enforcing nechanisns to reduce the anount of service | oad on
a subset of services already established.

0 Renove itself fromany systemthat directs new service requests to
it.

o Initiate adm nistrative functions to increase its capacity or
start the process of creating new intances to service future
requests.

| ANA Consi derati ons
| ANA all ocated AVP codes in the | ANA-controll ed nanmespace registry

specified in Section 11.1.1 of [RFC6733] for the follow ng AVPs t hat
are defined in this docunent.

oo e e e e e e e e eee— oo s Fom e e o e oo [ RS +
| AVP | AVP | Section | Data [
| | Code | Defined | Type |
o mm e e e e e e e e e e e e Fom e - e e e o Fom e - +
| Predicted-Service-Units | TBDL | Section 3.1 | GROUPED |
| Predicted-Service-Units-Series | TBD2 | Section 3.2 | GROUPED |
oo e e e e e e e e eee— oo s Fom e e o e oo [ RS +

Security Considerations

The Di aneter base protocol [RFC6733] requires that each D aneter

i mpl ement ati on use underlying security; i.e., TLS/ TCP, DTLS/ SCTP or

| Psec. These nechanisns are believed to provide sufficient
protection under the normal Internet threat nodel; that is, assumng
that the authorized nodes engaging in the protocol have not been
conmprom sed, but that the attacker has conmplete control over the
communi cati on channel s between them This includes eavesdropping,
message nodification, insertion, and man-in-the-niddle and repl ay
attacks. Note also that this application includes a nechanismfor
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7.

7.

7.

application layer replay protection by nmeans of the Session-l1d from
[RFC6733]. In these environnents, the use of TLS/ TCP, DTLS/ SCTP or
I Psec is sufficient. The details of TLS/ TCP, DITLS/ SCTP or | Psec

rel ated security considerations are discussed in the [ RFC6733].

Because this application conveys past usage information (directly or
indirectly), it increases the interest for various security attacks.
Therefore, all parties communicating with each other MJST be

aut henti cated, including, for instance, TLS client-side

aut hentication. In addition, authorization of the client SHOULD be
enphasi zed; e.g., that the client is allowed to performcredit-
control for a certain user. The specific nmeans of authorization are
outside of the scope of this specification but can be, for instance,
manual configuration

The attributes provided by this solution MJST be assuned to be
privacy sensitive by both the client and server.
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