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Abst ract

In I arge network deploynents, a single D aneter node can support over
a mllion concurrent Di aneter sessions. Recent use cases have

reveal ed the need for Dianeter nodes to apply the sane operation to a
| arge group of Dianeter sessions concurrently. The Dianeter base
protocol comands operate on a single session so these use cases
could result in many thousands of command exchanges to enforce the
same operation on each session in the group. 1In order to reduce
signaling, it would be desirable to enable bul k operations on all (or
part of) the sessions managed by a Di aneter node using a single or a
few conmand exchanges. This docunent specifies the Di aneter protocol
extensions to achieve this signaling optimzation.
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1. Introduction

In large network deploynents, a single Dianeter node can support over
a mllion concurrent Di aneter sessions. Recent use cases have
reveal ed the need for Dianeter nodes to apply the sane operation to a
| arge group of Dianeter sessions concurrently. For exanple, a policy
deci sion point may need to nodify the authorized quality of service
for all active users having the sane type of subscription. The

D anet er base protocol comuands operate on a single session so these
use cases could result in many thousands of command exchanges to
enforce the sane operation on each session in the group. In order to
reduce signaling, it would be desirable to enabl e bul k operations on
all (or part of) the sessions nanaged by a Di aneter node using a
single or a few conmmand exchanges.

Thi s docunment describes nechani sns for grouping D anmeter sessions and
appl ying D aneter commrands, such as perform ng re-authentication, re-
aut hori zation, termination and abortion of sessions to a group of
sessions. This docunent does not define a new Di aneter application
Instead it defines mechani snms, comands and AVPs that may be used by
any Diameter application that requires managenent of groups of

sessi ons.

These nechani sns take the followi ng design goals and features into
account :

o Mnimal inpact to existing applications

0 Extension of existing commands’ Command Code Format (CCF) with
optional AVPs to enabl e grouping and group operations

o Fall back to single session operation
o Inmplicit discovery of capability to support grouping and group
operations in case no external mechanismis available to discover a
D aneter peer’s capability to support session grouping and session
group operations

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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Thi s docunent uses termni nology defined in [ RFC6733].
3. Protocol Overview
3.1. Building and Mdifying Session G oups

Client and Server can assign a new Di ameter session to a group, e.g
in case the subscription profile of the associated user has simlar
characteristics as the profile of other users whose Di aneter session
has been assigned to one or nultiple groups. A single command can be
i ssued and applied to all sessions associated with such group(s),

e.g. to adjust comon profile or policy settings.

The assignnment of a Dianmeter session to a group can be changed m d-
session. For exanple, if a user’s subscription profile changes nid-
session, a Dianeter server may renove the session fromits current
group and assign the session to a different group that is nore
appropriate for the new subscription profile.

In case of nobile users, the user’s session may get transferred to a
new Di aneter client during handover and assigned to a different
group, which is maintained at the new Dianeter client, nid-session

A session group, which has sessions assigned, can be del eted, e.g.
due to a change in nmultiple users’ subscription profile so that the
group’ s assigned sessions do not share certain characteristics
anynore. Deletion of such group requires subsequent individua
treatnment of each of the assigned sessions. A node may decide to
assign sone of these sessions to any other existing or new group

3.2. Issuing Goup Conmands

Changes in the network condition may result in the Dianeter server’s
decision to close all sessions in a given group. The server issues a
singl e Session Termi nati on Request (STR) comand , identifying the
group of sessions which are to be terminated. The Di aneter client
treats the STR as group comand and initiates termination of all
sessions associated with the identified group. Subsequently, the
client confirms successful termination of these sessions to the
server by sending a single Session Ternination Answer (STA) conmand,
whi ch includes the identifier of the group.

3.3. Permission Considerations
Perm ssi on considerations in the context of this draft apply to the
perm ssion of Dianeter nodes to build new session groups, to assign/

renove a session to/froma session group and to delete an existing
sessi on group.
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This specification follows the nost flexible nodel where both, a

D anmeter client and a Di ameter server can create a new group and
assign a new identifier to that session group. Wen a Dianeter node
decides to create a new session group, e.g. to group all sessions

whi ch share certain characteristics, the node builds a session group
identifier according to the rules described in Section 7.3 and
becones the owner of the group. This specification does not
constrain the pernission to add or renove a session to/froma session
group to the group owner, instead each node can add a session to any
known group or renove a session froma group. A session group is
deleted and its identifier released after the | ast session has been
removed fromthe session group. Also the nodification of groups in
terms of noving a session fromone session group to a different
session group is pernmitted to any Di anmeter node. A Dianmeter node can
del ete a session group and its group identifier md-session

resulting in individual treatment of the sessions which have been
previously assigned to the deleted group. Prerequisite for deletion
of a session group is that the Dianeter node created the session
bef or ehand, hence the node becane the group owner

The enforcenent of nore constrained permissions is left to the
specification of a particular group signaling enabled D aneter
application and conpliant inplenmentations of such application MJST
enforce the associ ated permi ssion nodel. Details about enforcing a
nore constraint perm ssion nodel are out of scope of this
specification. For exanple, a nore constrained nodel could require
that a client MJUST NOT renpve a session froma group which is owned
by the server.

The followi ng table depicts the pernission considerations as per the
present specification:
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o o e e e e e e e e e e e e e e e e e e e e ee e F F +
| Qper ati on | Server | dient |
o m e m e e e e e e e e e e e e e e e e e e e e mmmmemea— o Fom e e e - - Fom e e e - - +
| Create a new Session Goup (D anmeter node [ X X
| becomes the group owner) | | |
o o m e e e e e e e e e e e e e e e e e e e e eee - o m e e oo o m e e oo +
| Assign a Session to an owned Session G oup [ X X
e Fomm e - - Fomm e - - +
| Assign a Session to a non-owned Session G oup | X | X |
o mm o e e e e e e e e e e e e e e e e e e e e e e e e me— oo oo Hom e e oo - Hom e e oo - +
| Renove a Session froman owned Session G oup | X | X |
o o m e e e e e e e e e e e e e e e e e e e e eee - o e e e oo - +
| Renove a Session froma non-owned Session G oup | X X
e Fomm e - - Fomm e - - +
| Renove a Session froma Session G oup where the | X | X |
| Diameter node created the assignnent [ [ [
o o o e e e e e e e e e e e e e e e e e e e e eee oo Fom e e e oo Fom e e e oo +

| Renove a Session froma Session G oup where a | [ [
| different Di aneter node created the assignnent | [ [

| Overrule a different Di aneter node’s | | |
| group assignnment *) [ [ [

o o o e e e e e e e e e e e e e e e e e e e e eee oo Fom e e e oo Fom e e e oo +
| Delete a Session Group which is owned by the [ X X
| Dianeter node | | |
e Fomm e - - Fomm e - - +

Del ete a Session Group which is not owned by | | |
| the D ameter node [ [ [
o o o e e e e e e e e e e e e e e e e e e e e eee oo Fom e e e oo Fom e e e oo +

Default Perm ssion as per this Specification

*) Editors’ note: The protocol specification in this docunent does
not consider overruling a node’'s assignnent of a session to a session
group. Here, overruling is to be understood as a node changi ng the
group(s) assignment as per the node’'s request. G oup signaling
enabl ed applications may take such protocol support and associ ated
protocol semantics into account in their specification. One
exception is adopted in this specification, which allows a D aneter
server to reject a group assignnment as per the client’s request.

4. Protocol Description
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4.1. Session Gouping Capability Discovery

D anmet er nodes SHOULD assign a session to a session group and perform
session group operations with a node only after having ensured that
t he node announced associ at ed support beforehand.

4.1.1. Explicit Capability Discovery

New Di amet er applications may consider support for Di ameter session
groupi ng and for perform ng group conmands during the standardi zation
process. Such applications provide intrinsic discovery for the
support of group commands and announce this capability through the
assigned application |ID.

System and depl oynent -specific nmeans, as well as out-of - band
mechani sns for capability exchange can be used to announce nodes
support for session groupi ng and session group operations. |n such
case, the optional Session-G oup-Capability-Vector AVP, as descri bed
in Section 4.1.2 can be onmitted in Dianeter nessages bei ng exchanged
bet ween nodes.

4.1.2. Inplicit Capability Discovery

If no explicit nmechanismfor capability discovery is deployed to
enabl e Di ameter nodes to | earn about nodes’ capability to support
session groupi ng and group comuands, a Di aneter node SHOULD append
t he Sessi on- Group-Capability-Vector AVP to any Di aneter nessages
exchanged with its nodes to announce its capability to support
session grouping and session group operations. |Inplenentations
followi ng the specification as per this document set the

BASE _SESSI ON_GROUP_CAPABI LI TY fl ag of the Session-G oup-Capability-
Vect or AVP.

When a Di aneter node receives at | east one Session-G oup-Capability-
Vector AVP from a node with the BASE SESSI ON GROUP_CAPABI LI TY fl ag
set, the Dianeter node maintains a log to remenber the node’s
capability to support group conmands.

4.2. Session G ouping

This specification does not limt the nunber of session groups, to
which a single session is assigned. It is left to the application to
determine the policy of session grouping. |In case an application
facilitates a session to belong to nultiple session groups, the
application MJUST maintain consistency of associated application
session states for these nultiple session groups.
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Ei ther Di aneter node (client or server) can initiate the assignnent
of a session to a single or multiple session groups. Modification of
a group by renoving or adding a single or multiple user sessions can
be initiated and perforned m d-session by either D aneter node.

D anmeter AAA applications typically assign client and server roles to
the Di aneter nodes, which are referred to as rel evant Di aneter nodes
to utilize session grouping and issue group comands. Section 5
describes particularities about session grouping and perform ng group
commands when relay agents or proxies are depl oyed.

D anet er nodes, which are group-aware, MJST store and naintain an
entry about the group assignnment together with a session’s state. A
list of all known session groups should be locally maintained on each
node, each group pointing to individual sessions being assigned to
the group. A Diameter node MJIST al so keep a record about sessions,
whi ch have been assigned to a session group by itself.

4.2.1. Goup assignment at session initiation

To assign a session to a group at session initiation, a Dianeter
client sends a service specific request, e.g. NASREQ AA- Request

[ RFC4005], containing one or nore session group identifiers. Each of
these groups MJUST be identified by a uni que Session-Goup-Id
contained in a separate Session-Goup-Info AVP as specified in
Section 7.

The client nmay choose one or nultiple session groups froma list of
exi sting session groups. Alternatively, the client nmay decide to
create a new group to which the session is assigned and identify
itself in the <D anmeterldentity> portion of the Session-Goup-1d AVP
as per Section 7.3

The client MJST set the SESSI ON GROUP_ALLOCATI ON_ACTION flag of the
Sessi on- Group- Control -Vector AVP in each appended Session-Goup-Info
AVP to indicate that the session contained in the request should be
assigned to the identified session group.

The client may also indicate in the request that the server is
responsi ble for the assignnment of the session in one or multiple
sessions owned by the server. |n such a case, the client MJST

i nclude the Session-Goup-Info AVP in the request including the
Sessi on- Group- Control -Vector AVP with the

SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag set but no Session-Goup-1d AVP

If the Dianeter server receives a command request from a Di aneter
client and the conmand conprises at | east one Session-G oup-Info AVP
havi ng the SESSI ON_GROUP_ALLOCATI ON _ACTION flag in the Session-G oup-
Control -Vector AVP set, the server can accept or reject the request
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for group assignnent. Reasons for rejection nay be e.g. |ack of
resources for managi ng additional groups. When rejected, the session
MUST NOT be assigned to any session group

If the Dianeter server accepts the client’s request for a group
assi gnnent, the server MJST assign the new session to each of the one
or multiple identified session groups when present in the Session-

G oup-Info AVP. In case one or multiple identified session groups
are not already stored by the server, the server MJST store the new
identified group(s) to its local list of known session groups. Wen

sendi ng the response to the client, e.g. a service-specific auth
response as per NASREQ AA- Answer [ RFC4005], the server MJST include
all Session-Goup-Info AVPs as received in the client’s request.

In addition to the one or nultiple session groups identified in the
client’s request, the server nmay decide to assign the new session to
one or nmultiple additional groups. |In such a case, the server MJST
add to the response the additional Session-G oup-Info AVPs, each
identifying a session group to which the new session is assigned by
the server. Each of the Session-Goup-Info AVP added by the server
MUST have the SESSI ON_GROUP_ALLOCATI ON_ACTION flag set in the

Sessi on- Group- Control - Vect or AVP set.

If the Dianeter server rejects the client’s request for a group
assignnent, the server sends the response to the client, e.g. a
service-specific auth response as per NASREQ AA- Answer [ RFC4005], and
MUST include all Session-Goup-Info AVPs as received in the client’s
request (if any) while clearing the SESSI ON GROUP_ALLOCATI ON_ACTI ON
flag of the Session-Goup-Control-Vector AVP. The server MAY accept
the client’s request for the identified session but refuse the
session’s assignment to any session group. The server sends the
response to the client indicating success in the result code. In
such case the session is treated as single session w thout assignnment
to any session group by the Di aneter nodes.

If the Dianeter server accepts the client’s request for a group

assi gnnent, but the assignnment of the session to one or sonme of the
multiple identified session groups fails, the session group
assignnent is treated as failure. In such case the session is
treated as single session wthout assignnent to any session group by
the D aneter nodes. The server sends the response to the client and
MAY include as information to the client only those Session- G oup-
Info AVPs for which the group assignnent failed. The

SESSI ON_CGROUP_ALLQOCATI ON_ACTI ON fl ag of included Session-G oup-Info
AVPs MJST be cl eared.

If the Dianeter server receives a comand request from a Di aneter
client and the conmand conprises one or nultiple Session-Goup-Info
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AVPs and none of themincludes a Session-Goup-ld AVP, the server MAY
decide to assign the session to one or multiple session groups. For
each session group, to which the server assigns the new session, the
server includes a Session-Goup-Info AVP with the Session-Goup-Id
AVP identifying a session group in the response sent to the client.
Each of the Session-Goup-Info AVPs included by the server MJST have
t he SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag of the Session- G oup-

Control - Vector AVP set.

If the Dianeter server receives a comand request from a Di aneter
client and the conmand does not contain any Session-Goup-Info AVP,
the server MUST NOT assign the new session to any session group but
treat the request as for a single session. The server MJST NOT
return any Session-Goup-Info AVP in the comuand response.

If the Dianeter client receives a response to its previously issued
request fromthe server and the response conprises at |east one

Sessi on- Group- I nfo AVP havi ng the SESSI ON_GROUP_ALLOCATI ON_ACTI ON
flag of the associated Session-G oup-Control-Vector AVP set, the
client MJUST add the new session to all session groups as identified
in the one or multiple Session-Goup-Info AVPs. |If the Dianeter
client fails to add the session to one or nore session groups as
identified in the one or nultiple Session-Goup-info AVPs, the client
MUST terninate the session. The client MAY send a subsequent request
for session initiation to the server wi thout requesting the
assignnent of the session to a session group

If the Dianeter client receives a response to its previously issued
request fromthe server and the one or nore Session-G oup-Info AVPs
have the SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag of the associ ated
Sessi on- Group- Control - Vector AVP cleared, the client MJST term nate
the assignment of the session to the one or multiple groups. |If the
response fromthe server indicates success in the result code but
solely the assignnent of the session to a session group has been
rejected by the server, the client treats the session as single
session w thout group assignment.

A Dianmeter client, which sent a request for session initiation to a
D aneter server and appended a single or nmultiple Session-Goup-Ild
AVPs but cannot find any Session-Goup-Info AVP in the associated
response fromthe Dianeter server proceeds as if the request was
processed for a single session. Wen the Dianeter client is
confident that the Dianeter server supports session grouping and
group signaling, the Diameter client SHOULD NOT retry to request
group assignnment for this session, but MAY try to request group
assi gnnent for other new sessions.
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4.2.2. Renoving a session froma session group

When a Dianeter client decides to renove a session froma particul ar
session group, the client sends a service-specific re-authorization
request to the server and adds one Session-Goup-Info AVP to the
request for each session group, fromwhich the client wants to renove
the session. The session, which is to be renoved froma group, is
identified in the Session-1d AVP of the command request. The

SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag of the Session-G oup-Control -
Vector AVP in each Session-Goup-Info AVP MIST be cleared to indicate
renoval of the session fromthe session group identified in the
associ at ed Session-G oup-id AVP

When a Dianeter client decides to renove a session fromall session
groups, to which the session has been previously assigned, the client
sends a service-specific re-authorization request to the server and
adds a single Session-Goup-Info AVYP to the request which has the
SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag cl eared and the Session-Goup-Id
AVP omitted. The session, which is to be renoved fromall groups, to
whi ch the session has been previously assigned, is identified in the
Session-1d AVP of the command request.

If the Dianeter server receives a request fromthe client which has
at | east one Session-Goup-Info AVP appended with the

SESSI ON_GROUP_ALLCOCATI ON_ACTI ON fl ag cl eared, the server MJST renove
the session fromthe session group identified in the associated
Session-Goup-1d AVP. If the request conprises at |east one Session-
G oup-info AVP with the SESSI ON GROUP_ALLOCATI ON _ACTION fl ag cl eared
and no Session-1d AVP present, the server MJST renpve the session
fromall session groups to which the session has been previously
assigned. The server MIJST include in its response to the requesting
client all Session-Goup-ld AVPs as received in the request.

Wien the Di aneter server decides to renpbve a session fromone or

mul tiple particular session groups or fromall session groups to

whi ch the session has been assigned beforehand, the server sends a
Re- Aut hori zati on Request (RAR) or a service-specific server-initiated
request to the client, indicating the session in the Session-1d AVP
of the request. The client sends a Re-Authorization Answer (RAA) or
a service-specific answer to respond to the server’s request. The
client subsequently sends service-specific re-authorization request
contai ning one or nultiple Session-Goup-Info AVPs, each indicating a
session group, to which the session had been previously assigned. To
i ndi cate renoval of the indicated session fromone or nultiple
session groups, the server sends a service-specific auth response to
the client, containing a list of Session-Goup-Info AVPs with the
SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag cl eared and the Session-Goup-Id
AVP identifying the session group, fromwhich the session should be
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renoved. The server MAY include to the service-specific auth
response a list of Session-Goup-Info AVPs with the

SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag set and the Session-Goup-1d AVP
i dentifying session groups to which the session renmai ns subscri bed.
In case the server decides to renpve the identified session fromall
session groups, to which the session has been previously assigned,
the server includes in the service-specific auth response at | east
one Session-Goup-Info AVP with the SESSI ON_GROUP_ALLOCATI ON_ACTI ON
flag cleared and Sessi on-G oup-1d AVP absent.

4.2.3. Md-session group assignnent nodifications

Ei ther Di aneter node (client or server) can nodify the group
menbership of an active Diameter session according to the specified
per m ssi on consi derati ons.

To update an assigned group nid-session, a Dianmeter client sends a
service-specific re-authorization request to the server, containing
one or nmultiple Session-Goup-Info AVPs with the

SESSI ON_GROUP_ALLOCATI ON_ACTI ON fl ag set and the Session-Goup-1d AVP
present, identifying the session group to which the session should be
assigned. Wth the sane nessage, the client may send one or nultiple
Sessi on-Goup-Info AVP with the SESSI ON GROUP_ALLOCATI ON _ACTI ON fl ag
cleared and the Session-Goup-1d AVP identifying the session group
fromwhich the identified session is to be renoved. To renove the
session fromall previously assigned session groups, the client

i ncludes at | east one Session-Goup-Info AVP with the

SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag cl eared and no Sessi on-G oup-1d
AVP present. Wen the server received the service-specific re-

aut hori zation request, it MJST update its locally maintained view of
the session groups for the identified session according to the
appended Session-Goup-Info AVPs. The server sends a service-
specific auth response to the client containing one or multiple

Sessi on-Goup-Info AVPs with the SESSI ON GROUP_ALLOCATI ON_ACTION fl ag
set and the Session-Goup-ld AVP identifying the new session group to
which the identified session has been assi gned.

When a Dianeter server enforces an update to the assigned groups md-
session, it sends a Re-Authorization Request (RAR) nessage to the
client identifying the session, for which the session group lists are
to be updated. The client responds with a Re-Authorizati on Answer
(RAA) nessage. The client subsequently sends a service-specific re-
aut hori zati on request containing one or nultiple Session-Goup-Info
AVPs with the SESSI ON GROUP_ALLOCATI ON_ACTION flag set and the
Session-Goup-1d AVP identifying the session group to which the
session had been previously assigned. The server responds with a
service-specific auth response and includes one or nultiple Session-
G oup-Info AVP with the SESSI ON_ GROUP_ALLOCATI ON_ACTION flag set and
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the Session-Goup-ld AVP identifying the session group, to which the
identified session is to be assigned. Wth the same response
message, the server may send one or nultiple Session-Goup-Info AVPs
with the SESSI ON GROUP_ALLOCATI ON_ACTION flag cl eared and the

Sessi on-Group-1d AVP identifying the session groups fromwhich the
identified session is to be renoved. Wen server wants to renove the
session fromall previously assigned session groups, it sends at

| east one Session-Goup-Info AVP with the response having the

SESSI ON_GROUP_ALLOCATI ON_ACTION fl ag cl eared and no Sessi on-G oup-1d
AVP present.

4.3. Deleting a Session Goup

To del ete a session group and rel ease the associ ated Sessi on-G oup-1d
val ue, the owner of a session group appends a single Session-G oup-
Info AVP having the SESSI ON GROUP_STATUS IND flag cleared and the
Sessi on-Group-1d AVP identifying the session group, which is to be
del eted. The SESSI ON_GROUP_ALLOCATI ON_ACTION flag of the associated
Sessi on- Group- Control - Vector AVP MUST be cl ear ed.

4.4. Perform ng Goup Operations
4.4.1. Sending G oup Conmmands

Ei ther Di aneter node (client or server) can request the recipient of
a request to process an associated command for all sessions being
assigned to one or nultiple groups by identifying these groups in the
request. The sender of the request appends for each group, to which
the conmand applies, a Session-Goup-Info AVP including the Session-
G oup-1d AVP to identify the associ ated session group. Both, the
SESSI ON_GROUP_ALLOCATI ON_ACTION flag as well as the

SESSI ON_GROUP_STATUS | ND fl ag MJUST be set.

If the CCF of the request nandates a Session-1d AVP, the Session-Id
AVP MJST identify one of the single sessions which is assigned to at
| east one of the groups being identified in the appended Session-

G oup-1d AVPs.

The sender of the request MJST indicate to the receiver how foll ow up
message exchanges shoul d be perfornmed by appending a single instance
of the G oup-Response-Action AVP. Even if the request includes

mul tiple instances of a Session-Goup-Info AVP, the request MJST NOT
conprise nore than a single instance of a G oup-Response-Action AVP.
If the sender wants the receiver to performfollow up exchanges wth
a single command for all inpacted groups, the sender sets the val ue
of the G oup-Response-Action AVP to ALL GROUPS (1). |If follow up
nmessage exchanges shoul d be performed on a per-group basis in case
nmul tiple groups are identified in the group command, the val ue of the
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G oup- Response- Action AVP is set to PER GROUP (2). A value set to
PER SESSION (3) indicates to the receiver that all follow up
exchanges shoul d be perfornmed using a single nessage for each

i mpact ed sessi on.

If the sender sends a request including the G oup-Response-Action AVP
set to ALL_GROUPS (1) or PER GROUP (2), it MUIST expect some del ay
before receiving the correspondi ng answer(s) as the answer(s) wll
only be sent back when the request is processed for all the sessions
or all the session of a session group. |If the process of the request
is delay-sensitive, the sender SHOULD NOT set the G oup-Response-
Action AVP to ALL_GROUPS (1) or PER GROUP (2). |If the answer can be
sent before the conplete process of the request for all the sessions
or if the request tinmeout timer is high enough, the sender MAY set
the G oup-Response-Action AVP to ALL_GROUPS (1) or PER GROUP (2).

If the sender wants the receiver of the request to process the
associ ated command solely for a single session, the sender does not
append any group identifier, but identifies the relevant session in
the Session-1d AVP.

4.4.2. Receiving Goup Comands

A Di aneter node receiving a request to process a command for a group
of sessions, identifies the relevant groups according to the appended
Session-Goup-1d AVP in the Session-Goup-l1nfo AVP and processes the
group command according to the appended G oup- Response-Action AVP .

If the received request identifies nultiple groups in multiple
appended Session-G oup-1d AVPs, the receiver SHOULD process the
associ ated command for each of these groups. |If a session has been
assigned to nore than one of the identified groups, the receiver MJST
process the associ ated command only once per session

4.4.3. FError Handling for G oup Conmmands

When a Di aneter node receives a request to process a command for one
or nore session groups and the result of processing the command is an
error that applies to all sessions in the identified groups, an
associ ated protocol error MIST be returned to the source of the
request. In such case, the sender of the request MJUST fall back to
si ngl e-sessi on processing and the session groups, which have been
identified in the group command, MJUST be del eted according to the
procedure described in Section 4.3.

When a Di aneter node receives a request to process a conmmand for one
or nore session groups and the result of processing the comand
succeeds for sonme sessions identified in one or nultiple session
groups, but fails for one or nore sessions, the Result-Code AVP in
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the response nessage SHOULD i ndi cate DI AMETER LI M TED SUCCESS as per
Section 7.1.2 of [RFC6733].

In case of limted success, the sessions, for which the processing of
the group command failed, MJST be identified using a Fail ed- AVP AVP
as per Section 7.5 of [RFC6733]. The sender of the request MJST fal
back to single-session operation for each of the identified sessions,
for which the group command failed. In addition, each of these
sessions MJST be renoved fromall session groups to which the group
command applied. To renpbve sessions froma session group, the

Di aneter client perforns the procedure described in Section 4.2.2

4.4.4. Singl e-Session Fall back

Ei ther Di aneter node can fall back to single session operation by
ignoring and omtting the optional group session-specific AVPs.
Fal | back to single-session operation is performed by processing the
Di ameter command solely for the session identified in the mandatory
Session-1d AVP. In such case, the response to the group comrand MJST
NOT identify any group but identify solely the single session for

whi ch the command has been processed.

5. Operation with Proxy Agents

In case of a present stateful Proxy Agent between a Di aneter client
and a Di aneter server, this specification assunes that the Proxy
Agent is aware of session groups and session group handling. The
Proxy MJST update and nmi ntain consistency of its |ocal session
states as per the result of the group commands whi ch are operated
between a Dianeter client and a server. |n such case, the Proxy
Agent MUST act as a Dianmeter server in front of the Dianeter client
and MUST act as a Dianeter client in front of the D ameter server.
Therefore, the client and server behavior described in Section 4
applies respectively to the stateful Proxy Agent.

In case a stateful Proxy Agent nanipul ates session groups, it MJST
mai ntai n consi stency of session groups between a client and a server
This applies to a depl oynent where the Proxy Agent utilizes session
groupi ng and perforns group operations with, for exanple, a D aneter
server, whereas the Dianeter client is not aware of session groups.
In such case the Proxy Agent nust reflect the states associated with
the session groups as individual session operations towards the
client and ensure the client has a consistent view of each session
The sane applies to a depl oynment where all nodes, the Dianmeter client
and server, as well as the Proxy Agent are group-aware but the Proxy
Agent nani pul ates groups, e.g. to adopt different adm nistrative
policies that apply to the client’s domain and the server’s donain.
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6

1.

St at el ess Proxy Agents do not maintain any session state (only
transaction state are maintained). Consequently, the notion of
session group is transparent for any statel ess Proxy Agent present
between a Dianeter client and a Dianeter server handling session
groups. Session group related AVPs being defined as optional AVP
SHOULD be ignored by statel ess Proxy Agents and SHOULD NOT be renoved
fromthe Diameter commands. |If they are renpoved by the Proxy Agent
for any reason, the Dianeter client and D aneter server wll discover
the absence the related session group AVPs and will fall back to

si ngl e-sessi on processing, as described in Section 4.

Commands Formatti ng

Thi s docunment does not specify new Di ameter commands to enabl e group
operations, but relies on command extensibility capability provided
by the D aneter Base protocol. This section provides the guidelines
to extend the CCF of existing Dianeter commands with optional AVPs to
enabl e the recipient of the command applying the conmand to all
sessions associated with the identified group(s).

Formatti ng Exanpl e: G oup Re-Aut h- Request

A request for re-authentication of one or nore groups of users is

i ssued by appending one or multiple Session-Goup-l1d AVP(s), as well
as a single instance of a G oup-Response-Action AVP to the Re-Auth-
Request (RAR). The one or multiple Session-Goup-ld AVP(s) identify
the associ ated group(s) for which the group re-authentication has
been requested. The G oup-Response-Action AVP identifies the
expected neans to performand respond to the group command. The
reci pient of the group command initiates re-authentication for all
users associated with the identified group(s). Furthernore, the
sender of the group re-authentication request appends a G oup-
Response- Action AVP to provide nore information to the receiver of
the conmand about how to acconplish the group operation.

The val ue of the nmandatory Session-l1d AVP MUST identify a session
associated with a single user, which is assigned to at |east one of
the groups being identified in the appended Session-Goup-1d AVPs.
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<RAR> ::= < Dianeter Header: 258, REQ PXY >
< Session-1d >
{ Oigin-Host }
{ Oigin-Realm}
{ Destination-Realm}
{ Destination-Host }
{ Auth-Application-Id }
{ Re- Aut h- Request - Type }
[ User-Nane ]
[ Oigin-State-1d ]
* [ Proxy-Info ]
* [ Route-Record ]
[ Session-G oup-Capability-Vector ]
* [ Session-Goup-Info ]
[ G oup-Response-Action |
* [ AVP ]
7. Attribute-Value-Pairs (AVP)
Fom e e e e e e e e oo +
[ AVP Flag rules |
B e +----+
AVP [ [ | SHOULD| MUST|
Attribute Name Code Val ue Type | MUST| MAY| NOT | NOT|
o o e e e e e e e e e e e e e e e e e e e e ee e B e +----+
| Sessi on- Group-Info TBD1 G ouped | | P | V |
| Sessi on- Gr oup- Contr ol - Vect or TBD2 Unsi gned32 | | P | V |
| Sessi on-G oup-1d TBD3 CctetString | | P | | V |
| Group- Response- Acti on TBD4 Unsi gned32 | | P | | V |
| Sessi on- Group- Capabi lity-Vector TBD5 Unsigned32 | | P | V |
o o e e e e e e e e e e e e e e e e e e e e ee e B e +----+

AVPs for the Dianeter G oup Signaling
7.1. Session-Goup-Info AVP

The Session-Goup-Info AVP (AVP Code TBDl1) is of type Gouped. It
contains the identifier of the session group as well as an indication
of the node responsible for session group identifier assignnent.

Session-Goup-Info ::= < AVP Header: TBDl1 >
< Sessi on- Group-Control - Vector >
[ Session-Goup-ld ]
* [ AVP ]
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7.2. Session-Goup-Control -Vector AVP

The Sessi on- Group-Control - Vector AVP (AVP Code TBD2) is of type
Unsi gned32 and contains a 32-bit flags field to control the group
assi gnnent at session-group aware nodes.

The followi ng capabilities are defined in this docunent:
SESSI ON_GROUP_ALLQOCATI ON_ACTI ON (0x00000001)

This flag indicates the action to be perfornmed for the identified
session. Wen this flag is set, it indicates that the identified
D aneter session is to be assigned to the session group as
identified by the Session-Goup-1d AVP or the session’ s assignnent
to the session group identified in the Session-Goup-1d AVP is
still valid. Wen the flag is cleared, the identified D aneter
session is to be renoved fromat | east one session group. Wen
the flag is cleared and the Session-Goup-Info AVP identifies a
particul ar session group in the associ ated Session-Goup-1d AVP,
the session is to be renoved solely fromthe identified session
group. When the flag is cleared and the Session-G oup-Info AVP
does not identify a particular session group (Session-Goup-l1d AVP
is absent), the identified D aneter session is to be renoved from
all session groups, to which it has been previously assigned.

SESSI ON_GROUP_STATUS_|I ND (0x00000010)

This flag indicates the status of the session group identified in
the associ ated Session-Goup-Id AVP. The flag is set when the

i dentified session group has just been created or is still active.
If the flag is cleared, the identified session group is deleted
and the associated Session-Goup-1d is released. |If the Session-

G oup-Info AVP does not conprise a Session-Goup-1d AVP, this flag
i s nmeaningl ess and MJUST be ignored by the receiver.

7.3. Session-Goup-1d AVP

The Session-Goup-1d AVP (AVP Code TBD3) is of type UTF8String and
identifies a group of Dianeter sessions.

The Session-Group-ld MIST be globally and eternally unique, as it is
meant to uniquely identify a group of Dianeter sessions without
reference to any other infornmation.

The default format of the Session-Goup-id MIST conply to the format
recommended for a Session-ld, as defined in the section 8.8 of the
[ RFC6733]. The <Di aneterldentity> portion of the Session-Goup-Id
MUST identify the D ameter node, which owns the session group.
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7.4. & oup-Response-Action AVP

The G oup- Response-Action AVP (AVP Code TBD4) is of type Unsigned32
and contains a 32-bit address space representing values indicating
how t he node SHOULD i ssue foll ow up exchanges in response to a
command whi ch inpacts nultiple sessions. The follow ng values are
defined by this application

ALL_GROUPS (1)
Fol | ow up exchanges should be perfornmed with a single nessage
exchange for all inpacted groups.

PER_GROUP (2)

Fol I ow up exchanges should be perforned with a nessage exchange
for each inpacted group.

PER_SESSI ON (3)
Fol | ow up exchanges should be perforned with a nessage exchange
for each inpacted session.

7.5. Session-Goup-Capability-Vector AVP

The Sessi on- Group- Capability-Vector AVP (AVP Code TBD5) is of type
Unsi gned32 and contains a 32-bit flags field to indicate capabilities
in the context of session-group assignnent and group operations.

The follow ng capabilities are defined in this document:

BASE_SESSI ON_GROUP_CAPABI LI TY (0x00000001)

This flag indicates the capability to support session grouping and
session group operations according to this specification

8. Result-Code AVP Val ues

Thi s docunment does not define new Result-Code [RFC6733] val ues for
exi sting applications, which are extended to support group conmands.
Speci ficati on docunments of new applications, which will have
intrinsic support for group commands, may specify new Result- Codes.

9. | ANA Consi derati ons

This section contains the nanmespaces that have either been created in
this specification or had their values assigned to existing
nanespaces managed by | ANA

Jones, et al. Expi res Septenber 14, 2017 [ Page 19]



Internet-Draft D anmeter Group Signaling March 2017

9.

10.

Jo

1. AVP Codes

This specification requires ANA to register the foll ow ng new AVPs
fromthe AVP Code nanespace defined in [ RFC6733].

0 Session-Goup-Info

0 Sessi on- G oup- Cont rol - Vect or

0 Session-Goup-Id

0 G oup-Response-Action

0 Sessi on- G oup- Capability-Vector

The AVPs are defined in Section 7.
Security Considerations

The security considerations of the Diameter protocol itself are

di scussed in [RFC6733]. Use of the AVPs defined in this docunent
MUST take into consideration the security issues and requirenents of
the D aneter base protocol. In particular, the Session-Goup-Info
AVP (including the Session-group-Control-Vector and the Session-

G oup-1d AVPs) should be considered as a security-sensitive AVPs in
the sane manner than the Session-1d AVP in the Di aneter base protoco
[ RFC6733] .

The managenent of session groups relies upon the existing trust

rel ationship between the Diameter client and the Di ameter server
managi ng the groups of sessions. This docunent defines a mechani sm
that allows a client or a server to act on nmultiple sessions at the
same time using only one command. if the Diameter client or server is
conprom sed, an attacker could launch DoS attacks by ternminating a

| arge nunber of sessions with a limted set of conmands using the
sessi on group nanagenent concept.

According to the Diameter base protocol [RFC6733], transport
connecti ons between Di ameter peers are protected by TLS/ TCP, DILS/
SCTP or alternative security nmechani sns that are independent of

D aneter, such as | Psec. However, the |ack of end-to-end security
features makes it difficult to establish trust in the session group
related information received from non-adjacent nodes. Any Dianeter
agent in the nmessage path can potentially nodify the content of the
message and therefore the information sent by the Dianmeter client or
the server. The DIME working group is currently working on solutions
for providing end-to-end security features. Wen available, these
features should enable the establishnent of trust relationship
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11.

12.

bet ween non- adj acent nodes and the security required for session
group managenent would normally rely on this end-to-end security.
However, there is no assunption in this docunent that such end-to-end
security nechanismwll be available. It is only assune that the
solution defined on this docunent relies on the security framework
provi ded by the Di aneter based protocol.

In sone cases, a Dianmeter Proxy agent can act on behalf of a client
or server. In such a case, the security requirenents that normally
apply to a client (or a server) apply equally to the Proxy agent.
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Appendi x A.  Sessi on Managenent -- Exenplary Session State Machine

A.1. Use of groups for the Authorization Session State Machine

Section 8.1 in [ RFC6733] defines a set of finite state nmachi nes,
representing the life cycle of Dianmeter sessions, and which MJST be
observed by all Dianeter inplenentations that nake use of the

aut henti cati on and/ or authorization portion of a Dianeter

application. This section defines, as exanple, additional state
transitions related to the processing of the group conmands whi ch may
i mpact nultiple sessions.
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The group nmenbership is session state and therefore only those state
machi nes from[RFC6733] in which the server is maintaining session
state are relevant in this docunment. As in [RFC6733], the term
Service-Specific belowrefers to a nessage defined in a Di aneter
application (e.g., Mbile |Pv4, NASREQ.

The followi ng state machine is observed by a client when state is
mai nt ai ned on the server. State transitions which are unnodified
from[RFC6733] are not repeated here.

The Dianeter group command in the following tables is differentiated
froma single-session related comand by a preceding 'G (Goup). A
G oup Re-Auth Request, which applies to one or multiple session
groups, has been exenplarily described in Section 6.1. Such G oup
RAR command is denoted as "GRAR in the follow ng table. The sane
notation applies to other conmands as per [RFC6733].

CLI ENT, STATEFUL

State Event Action New St at e
Idle Client or Device Requests Send Pendi ng
access service
specific
auth req
optionally
i ncl udi ng
groups
Open GASR received with Send GASA Di scon
G oup- Response- Acti on with
= ALL_GROUPS, Resul t - Code
session is assigned to = SUCCESS
recei ved group(s) and Send GSTR

client will conply with
request to end the session

Open GASR received with Send GASA Di scon
G oup- Response- Acti on with
= PER_GROUPS, Resul t - Code
session is assigned to = SUCCESS
recei ved group(s) and Send GSTR
client will conply with per group
request to end the session
Open GASR received with Send GASA Di scon
G oup- Response- Acti on with
= PER_SESSI ON, Resul t - Code
session is assigned to = SUCCESS
recei ved group(s) and Send STR
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client will conply with
request to end the session

GASR recei ved

client will not conply with
request to end all session
in received group(s)

GSTA Recei ved

GRAR received with

G oup- Response- Acti on
= ALL_GROUPS,

session is assigned to
recei ved group(s) and
client will perform
subsequent re-auth

GRAR received with

G oup- Response- Acti on
= PER_GROUP,

session is assigned to
recei ved group(s) and
client will perform
subsequent re-auth

GRAR received with

G oup- Response- Acti on
= PER_SESSI ON,

session is assigned to
recei ved group(s) and
client will perform
subsequent re-auth

GRAR received and client wll
not perform subsequent
re-auth

Successful service-specific
group re-authorization answer
recei ved.

Fail ed service-specific
group re-authorization answer

Expi res Sept enber

per session

Send GASA
W th
Resul t - Code
I = SUCCESS

Di scon.
user/ devi ce

Send GRAA,
Send
service
specific
group
re-auth req

Send GRAA,
Send
service
specific
group
re-auth req
per group

Send GRAA,
Send
service
specific
re-auth req
per session

Send GRAA
with
Resul t - Code
I = SUCCESS,
Di scon.
user/ devi ce

Pr ovi de

service

Di scon.
user/ devi ce

14, 2017

March 2017

Open

I dl e

Pendi ng

Pendi ng

Pendi ng

Idle

Idle
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recei ved.

The following state nachine is observed by a server when it is
mai ntaining state for the session. State transitions which are
unnodi fied from[RFC6733] are not repeated here.
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SERVER, STATEFUL

State Event Acti on New St at e
Idle Servi ce-specific authorization Send Open
request received, and user successfu
is authorized service
specific
answer
optionally
i ncl udi ng
groups
Open Server wants to termnate Send GASR Di scon
group(s)
Di scon GASA r ecei ved Cl eanup Idle
Any GSTR recei ved Send GSTA, Idle
Cl eanup
Open Server wants to reauth Send GRAR Pendi ng
group(s)
Pendi ng GRAA received with Result-Code Update Open
= SUCCESS sessi on(s)
Pendi ng GRAA received with Result-Code C eanup Idle
I = SUCCESS session(s)
Open Servi ce-specific group Send Open
re-aut hoi zati on request successfu
recei ved and user is service
aut hori zed specific
group
re-auth
answer
Open Servi ce-speci fic group Send Idle
re-aut horization request fail ed
received and user is service
not authorized specific
group
re-auth
answer,
cl eanup
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