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Abst ract
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rel ati onship between two devices by agreeing on a secret and manual |l y
verifying the secret’s authenticity using an SAS (short
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t he exchanged secret can be used for nutual authentication
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1.

1.

I nt roducti on

To engage in secure and privacy preserving conmuni cation, hosts need
to differentiate between authorized peers, which nust both know about
the host’'s presence and be able to decrypt nessages sent by the host,
and ot her peers, which nmust not be able to decrypt the host’s
messages and ideally should not be aware of the host’'s presence. The
necessary rel ati onshi p between host and peer can be established by a
centralized service, e.g. a certificate authority, by a web of trust,
e.g. PGP, or -- without using global identities -- by device

pai ring.

Thi s docunment proposes a device pairing nechani smthat provides human
operated devices with pairw se authenticated secrets, allow ng nmutua
automatic re-discovery at any later point in tinme along with nutua
private authentication. W especially care about privacy and user-
friendliness.

The proposed pairing nechani smconsists of three steps needed to
establish a rel ationship between a host and a peer:

1. Discovering the peer device. The host needs a neans to di scover
net wor k paraneters necessary to establish a connection to the
peer. During this discovery process, neither the host nor the
peer mnust disclose its presence.

2. Agreeing on pairing data. The devices have to agree on pairing
data, which can be used by both parties at any later point in
time to generate identifiers for re-discovery and to prove the
authenticity of the pairing. The pairing data can e.g. be a
shared secret agreed upon via a Diffie-Hellmn key exchange.

3. Authenticating pairing data. Since in nbost cases the nessages
necessary to agree upon pairing data are send over an insecure
channel, neans that guarantee the authenticity of these nessages
are necessary; otherwise the pairing data is in turn not suited
as a neans for a later proof of authenticity. For the proposed
pai ri ng mechani sm we use nanual interaction involving an SAS
(short authentication string) to proof the authenticity of the
pai ri ng data.

1. Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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1.2. Docunent Organization

NOTE TO RFC EDI TOR. renpve or rewite this section before
publi cati on.

This docunment is organized in two parts. The first part, conposed of
Section 1, Section 2, and Section 3 presents the pairing need, the
list of requirenents that shall be met, and the general design of the
solution. This first part is informational in nature. The second
part, conposed of Section 4 and Section 5, is the actua

specification of the protocol

In his early review, Steve Kent observed that the style of the first
part seemns inappropriate for a standards track docunent, and
suggested that the two parts should be split into two docunents, the
first part beconmng an infornmational docunent, and the second
focusing on standard track specification of the protocol, naking
reference to the informational document as appropriate. W, the
authors, will seek working group approval before performing this
split.

2. Problem Statenent and Requirenents

The general pairing requirenent is easy to state: establish a trust
relation between two entities in a secure manner. But details
matter, and in this section we explore the detailed requirenents that
gui de our design.

2.1. Secure Pairing Over Internet Connections

Many pairing protocols have al ready been devel oped, in particular for
the pairing of devices over specific wireless networks. For exanple,
the current Bluetooth specifications include a pairing protocol that
has evol ved over several revisions towards better security and
usability [BTLEPairing]. The W-Fi Alliance defined the W-Fi
Protected Setup process to ease the setup of security-enabled W-Fi
networks in horme and small office environnents [WPS]. O her wireless
standards have defined or are defining simlar protocols, tailored to
speci fic technol ogi es.

This specification defines a pairing protocol that is independent of
t he underlying technology. W sinply make the hypothesis that the
two parties engaged in the pairing can discover each other and then
establi sh connections over IP in order to agree on a shared secret.

[[ TODO Should we support certificates besides a shared secret?]]
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2.2. ldentity Assurance

The parties in the pairing nust be able to identify each other. To
put it sinply, if Alice believes that she is establishing a pairing
wi th Bob, she nust sonehow ensure that the pairing is actually
established with Bob, and not with sonme interloper |ike Eve or
Nessie. Providing this assurance requires designing both the
protocol and the user interface (U) with care.

Consi der for exanple an attack in which Eve tricks Alice into
engaging in a pairing process while pretending to be Bob. Alice nust
be able to discover that sonmething is wong, and refuse to establish
the pairing. The parties engaged in the pairing nust at |east be
able to verify their identities, respectively.

2.3. Adequate User Interface

Because the pairing protocol is executed without prior know edge, it
is typically vulnerable to "Man-in-the-mddle" attacks. Wile Alice
is trying to establish a pairing with Bob, Eve positions herself in
the mddle. Instead of getting a pairing between Alice and Bob, both
Alice and Bob get paired with Eve. This requires specific features in
the protocol to detect man-in-the-mddle attacks, and if possible
resist them The reference [NRL1] anal yzes the various proposals to
solve this problem and in this docunent, we present a |aynan
description of these issues in Section 2.4. The various protocols
proposed in the literature inpose diverse constraints on the U
interface, which we will review here

2.3.1. Short PIN Proved | nadequate

The initial Bluetooth pairing protocol relied on a four digit PIN

di spl ayed by one of the devices to be paired. The user would read
that PIN and provide it to the other device. The PIN would then be
used in a Password Authenticated Key Exchange. W-Fi Protected Setup
[WPS] offered a sinmilar option. There were various attacks agai nst
the actual protocol; sonme of the problems were caused by issues in
the protocol, but nost were tied to the usage of short PINs.

In the reference inplenentation, the PINis picked at random by the
pai red device before the beginning of the exchange. But this
requires that the paired device is capable of generating and

di splaying a four digit nunber. It turns out that many devices
cannot do that. For exanple, an audi o headset does not have any

di splay capability. These limted devices ended up using static
PINs, with fixed values |ike "0000" or "0001".
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Even when the paired device could display a randomPIN, that PIN wil|l

have to be copied by the user on the pairing device. It turns out
that users do not l|ike copying long series of nunbers, and the
usability thus dictated that the PINs be short -- four digits in

practice. But there is only so nuch assurance as can be derived from
a four digit key.

It is interesting to note that the |latest revisions of the Bluetooth
Pai ring protocol [BTLEPairing] do not include the short PIN option
anynore. The PIN entry nethods have been superseded by the sinple
"just works" nethod for devices without displays, and by a procedure
based on an SAS (short authentication string) when displays are

avai | abl e.
A further problemw th these PIN based approaches is that -- in
contrast to SASes -- the PINis a secret instrunental in the security

algorithm To guarantee security, this PIN would have to be
transmitted via a secure out of band channel

2.3.2. Push Buttons Just Wrk, But Are |Insecure

Sone devices are unable to input or display any code. The industry
nore or | ess converged on a "push button" solution. Wen the button
i s pushed, devices enter a "pairing" node, during which they will
accept a pairing request from whatever other device connects to them

The Bl uetooth Pairing protocol [BTLEPairing] denotes that as the
"just works" nethod. It does indeed work, and if the pairing
succeeds the devices will later be able to use the pairing keys to
aut henti cate connections. However, the procedure does not provide
any protection against MTM attacks during the pairing process. The
only protection is that pushing the button will only allow pairing
for alimted tine, thus limting the opportunities of attacks.

As we set up to define a pairing protocol with a broad set of
applications, we cannot linit ourselves to an insecure "push button"
met hod. But we probably need to allow for a node of operation that
works for input-limted and display limted devices.

2.3.3. Short Range Conmmuni cati on

There have been several attenpts to define pairing protocols that use
"secure channels.” Most of them are based on short range

communi cati on systens, where the short range limts the feasibility
for attackers to access the channels. Exanple of such limted
systens include for exanple:
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0 R codes, displayed on the screen of one device, and read by the
canmera of the other device

0 Near Field Comunication (NFC) systens, which provides wirel ess
communi cation with a very short range.

0 Sound systens, in which one systens enmits a sequence of sounds or
ul trasounds that is picked by the m crophone of the other system

A common problemwith these solutions is that they require specia
capabilities that may not be present in every device. Another
problemis that they are often one-way channels. Yet another problem
is that the side channel is not necessarily secret. R codes could
be read by third parties. Powerful radio antennas m ght be able to
interfere with NFC. Sensitive mcrophones m ght pick the sounds. W
wi Il discuss the specific case of QR codes in Section 2.7.

2.3.4. Short Authentication Strings

The evolving pairing protocols seemto converge towards a "di spl ay
and conpare” nmethod. This is in line with academ c studies, such as
[ KFRO9] or [USK11l], and points to a very sinple scenario:

1. Aice initiates pairing
2. Bob selects Alice’s device froma |ist.

3. Alice and Bob conpare displayed strings that represent a
fingerprint of the key.

4. If the strings match, Alice and Bob accept the pairing.

Most existing pairing protocols display the fingerprint of the key as
a 6 or 7 digit nunbers. Usability studies show that this nethod
gives good results, with little risk that users nmistakenly accept two
di fferent nunbers as matching. However, the authors of [USK11l] found
that peopl e had nore success conparing conputer generated sentences
than conparing nunbers. This is in line with the argunment in

[ XKCD936] to use sequences of randomy chosen commobn words as
passwords. On the other hand, standardizing strings is nore
conplicated than standardi zi ng nunbers. W would need to specify a
list of conmon words, and the process to go froma binary fingerprint
to a set of words. W would need to be concerned with
internationalization issues, such as using different lists of words
in German and in English. This could require the negotiation of word
lists or |anguages inside the pairing protocols.
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In contrast, nunbers are easy to specify, as in "take a 20 bit nunber
and display it as an integer using decinmal notation"

2.4. Resist Cryptographic Attacks

It is tenpting to believe that once two peers are connected, they
could create a secret with a few sinple steps, such as for exanple
(1) exchange two nonces, (2) hash the concatenation of these nonces
with the shared secret that is about to be established, (3) display a
short authentication string conposed of a short version of that hash
on each device, and (4) verify that the two values match. This naive
approach mght yield the foll owi ng sequence of nessages:

Alice Bob
g*"xA -->
<-- g"xB

nA -->

<-- nB
Comput es Comput es
s = g"xAxB s = g"xAxB
h = hash(s| nA| nB) h = hash(s| nA| nB)
Di spl ays short Di spl ays short
version of h version of h

If the two short hashes match, Alice and Bob are supposedly assured
that they have computed the same secret, but there is a problem The
exchange may not deter a smart attacker in the mddle. Let’s redraw
the sane nessage flow, this time involving Eve:

Alice Eve Bob
g xA -->
g XA -->
<-- g"xB
<--g"xB
nA -->
nA -->
<-- nB
Pi cks nB
smartly
<--nbB
Comput es Comput es
s’ = g"XAxB s" = g"xA xB
h’ = hash(s|nA nB") h" = hash(s"| nA| nB)
Di spl ays short Di spl ays short
version of h version of h"

Let’s now assune that, in order to pick the nonce nB snartly, Eve
runs the follow ng algorithm
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s’ = g"XAxB’

s" = g"xA' xB

r epeat
pi ck a new version of nB
h’ = hash(s|nA nB")
h" = hash(s"| nA| nB)

until the short version of h
mat ches the short version of h"

O course, running this algorithmwll, in theory, require as nany
iterations as there are possible values of the short hash. But hash
algorithnms are fast, and it is possible to try millions of values in
| ess than a second. |f the short string is made up of fewer than 6
digits, Eve will find a matching nonce quickly, and Alice and Bob
will hardly notice the delay. Even if the matching string is as |ong
as 8 letters, Eve will probably find a value where the short versions
of h’ and h" are cl ose enough, e.g. start and end with the sane two
or three letters. Alice and Bob nay well be fool ed.

The classic solution to such problens is to "comit" a possible
attacker to a nonce before sending it. This commitnment can be
realized by a hash. 1In the nodified exchange, Alice sends a secure
hash of her nonce before sending the actual val ue:

Alice Bob
gMxA -->

<-- g"xB
Comput es Comput es
s = g"xAxB s = g"xAxB
h_a = hash(s|nA) -->

<-- nB
nA -->
verifies h_a == hash(s]|nA)

Comput es Comput es
h = hash(s| nA| nB) h = hash(s| nA] nB)
Di spl ays short Di spl ays short
version of h version of h

Alice will only disclose nA after having confirmation from Bob that
hash(nA) has been received. At that point, Eve has a problem She

can still forge the values of the nonces but she needs to pick the
nonce nA" before the actual value of nA has been disclosed. Eve
woul d still have a random chance of fooling Alice and Bob, but it

will be a very small chance: one in a mllion if the short
authentication string is nmade of 6 digits, even fewer if that string
i s |onger.
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Nguyen et al. [NR11l] survey these protocols and conpare themwth
respect to the amount of necessary user interaction and the
computation tine needed on the devices. The authors state that such
a protocol is optimal with respect to user interaction if it suffices
for users to verify a single b-bit SAS while having a one-shot attack
success probability of 2~-b. Further, n consecutive attacks on the
protocol must not have a better success probability then n one-shot

at t acks.

There is still a theoretical problem if Eve has sonmehow managed to
"crack" the hash function. W build sone "defense in depth" by sone
sinmple nmeasures. | n the design presented above, the hash "h_a"

depends on the shared secret "s", which acts as a "salt" and reduces
the effectiveness of potential attacks based on pre-conputed
catalogs. For sinplicity, the design used a sinple concatenation
mechani sm but we could instead use a keyed- hash nessage

aut henti cation code (HVAC [ RFC2104], [RFC6151]), using the shared
secret as a key, since the HVAC construct has proven very robust over
time. Then, we can constrain the size of the random nunbers to be
exactly the sane as the output of the hash function. Hash attacks
often require padding the input string with arbitrary data;
restraining the size limts the likelyhood of such paddi ng.

2.5. Privacy Requirenents

Pai ri ng exposes a rel ation between several devices and their owners.
Adversaries may attenpt to collect this information, for exanple in
an attenpt to track devices, their owners, or their "social graph".
It is often argued that pairing could be perforned in a safe place,
fromwhi ch adversaries are assuned absent, but experience shows that
such assunptions are often msguided. It is nuch safer to

acknow edge the privacy issues and design the pairing process
accordi ngly.

In order to start the pairing process, devices nust first discover
each other. W do not have the option of using the private discovery
protocol [I-D.ietf-dnssd-privacy] since the privacy of that protoco
depends on a pre-existing pairing. |In the sinplest design, one of
the devices will announce a "friendly name” using DNS-SD

Adversaries could nonitor the discovery protocol, and record that
name. An alternative would be for one device to announce a random
nane, and comrunicate it to the other device via sone private
channel. There is an obvious tradeoff here: friendly nanes are
easier to use but less private than random nanes. W antici pate that
different users will choose different tradeoffs, for exanple using
friendly nanes if they assune that the environnent is "safe," and
usi ng random nanes in public places.
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During the pairing process, the two devices establish a connection
and validate a pairing secret. As discussed in Section 2.3, we have
to assune that adversaries can mount M TM attacks. The pairing
protocol can detect such attacks and resist them but the attackers
wi Il have access to all nessages exchanged before validation is
performed. It is inportant to not exchange any privacy sensitive

i nformati on before that validation. This includes, for exanple, the
identities of the parties or their public keys.

2.6. Using TLS

The pairing algorithms typically conbine the establishment of a
shared secret through an [ EC] DH exchange with the verification of
that secret through displaying and conparison of a "short

aut hentication string" (SAS). As explained in Section 2.4, the
secure conparison requires a "commt before disclose" nmechani sm

W have three possible designs: (1) create a pairing algorithmfrom
scratch, specifying our own crypto exchanges; (2) use an [EC] DH
version of TLS to negotiate a shared secret, export the key to the
application as specified in [ RFC5705], and inplenent the "commt
before disclose" and SAS verification as part of the pairing
application; or, (3) use TLS, integrate the "commt before disclose"
and SAS verification as TLS extensions, and export the verified key
to the application as specified in [ RFC5705].

When faced with the same choice, the designers of ZRTP [ RFC6189]
chose to design a new protocol integrated in the general franmework of
real tinme communications. W don’t want to follow that path, and
woul d rather not create yet another protocol. W would need to
reinvent a lot of the negotiation capabilities that are part of TLS
not to nention algorithmagility, post quantum and all that sort of
things. It is thus pretty clear that we should use TLS

It turns out that there was already an attenpt to define SAS
extensions for TLS ([I-D.mers-tls-sas]). It is a very close match
to our third design option, full integration of SAS in TLS, but the
draft has expired, and there does not seemto be any support for the
SAS options in the common TLS packages.

In our design, we will choose the niddle ground option -- use TLS for
[ECIDH, and inplenment the SAS verification as part of the pairing
application. This mnimnzes dependencies on TLS packages to the
availability of a key export APl follow ng [ RFC5705]. We will need
to specify the hash algorithmused for the SAS conputation and

val i dation, which carries some of the issues associated with

"desi gning our own crypto". One solution would be to use the sane
hash al gorithm negotiated by the TLS connection, but conmon TLS
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packages do not always nake this algorithmidentifier available
through standard APIs. A fallback solution is to specify a state of
the art keyed MAC al gorithm

2.7. (R codes

In Section 2.3.3, we reviewed a nunber of short range comunication
systens that can be used to facilitate pairing. Qut of these, R
codes stand asi de because nost devices that can display a short
string can also display the imge of a QR code, and because nany
pai ring scenarios involve cell phones equi pped with caneras capabl e
of reading a QR code.

R codes are displayed as inages. An adversary equi pped with
power ful caneras could read the QR code just as well as the pairing

parties. |If the pairing protocol design enbedded passwords or pins
in the QR code, adversaries could access these data and conprom se
the protocol. On the other hand, there are ways to use QR codes even

wi t hout assumi ng secrecy.

R codes could be used at two of the three stages of pairing:
Di scovering the peer device, and authenticating the shared secret.
Usi ng QR codes provi de advantages in both phases:

o Typical network based di scovery involves interaction with two
devices. The device to be discovered is placed in "server" node,
and waits for requests fromthe network. The device perfornng
the discovery retrieves a list of candidates fromthe network.
Wien there is nore than one such candidate, the device user is

expected to select the desired target froma list. In QR code
nmode, the discovered device will display a QR code, which the user
wi Il scan using the second device. The QR code will enbed the

device’s nane, its IP address, and the port nunber of the pairing
service. The connection will be automatic, w thout relying on the
network di scovery. This is arguably |less error-prone and safer
than selecting froma network provided |ist.

0 SAS based agreenent invol ves displaying a short string on each
device’s display, and asking the user to verify that both devices
di splay the sane string. |In QR code node, one device could
di splay a QR code containing this short string. The other device
could scan it and conpare it to the locally conputed version
Because the procedure is automated, there is no dependency on the
user diligence at conparing the short strings.

O fering QR codes as an alternative to discovery and agreenent is

straightforward. |f QR codes are used, the pairing programon the
server side night display sonething like:
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Pl ease connect to "Bob's phone 359"
or scan the foll owing QR code:

mmmmmm m - m nmmmmmm
# mm# ## "m# nmm #
# ### # i #" # #HH#H# #
#mmmmE # m m #mmmmm¥#
mmm mm'## m nmm mm

"UHA M ' # H#H#HH M " #
#rmmm¥E nf# ""nf "m
mmmmmm  #nmmEE#EnmE m

#mm# m"mm" " "
# H### # " m# "#H# "#
#hmmmm#E ### nfmm m

If Alice's device is capable of reading the QR code, it will just
scan it, establishes a connection, and run the pairing protocol
After the protocol nessages have been exchanged, Bob's device wll

di splay a new QR code, encoding the hash code that should be natched

The U might look like this:

Pl ease scan the foll owing QR code
or verify that your device displays
t he number: 388125

mmmmmm MM nmTmmmm
# mm # ""#mE # nmm #
#OHiH #"H OH#H HHH H#
#hmmmmE # ' m #nommmm#
mmm mm® mmmmm
#''m mm#" #" #" #m nEm
"t T H " m# m
mmmmmmmm # “m'm "' #''m
# mm# nmmmmm " # #"
# ### # #mmi #"#m "
#hmmmm¥E #nmi' #" " m " nd’

Did the nunber match (Yes/ No)?

Wth the use of QR code, the pairing is established with little
reliance on user judgment, which is arguably safer

2.8. Intra User Pairing and Transitive Pairing
There are two usage nodes for pairing: inter-users, and intra-user

Users have nultiple devices. The sinplest design is to not
di stingui sh between pairing devices belonging to two users, e.g.
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Al'ice’s phone and Bob’s phone, and devices belonging to the sane
user, e.g., Alice’s phone and her laptop. This will nost certainly
work, but it raises the problemof transitivity. |If Bob needs to
interact with Alice, should he install just one pairing for "Aice
and Bob", or should he install four pairings between Alice phone and
| apt op and Bob phone and | aptop? Al so, what happens if Alice gets a
new phone?

One tenpting response is to devise a synchronizati on nechani smthat
will let devices belonging to the sanme user share their pairings with
other users. But it is fairly obvious that such service will have to
be designed cautiously. The pairing systemrelies on shared secrets.
It is much easier to understand how to nanage secrets shared between
exactly two parties than secrets shared with an unspecified set of
devi ces.

Transitive pairing raises sinmlar issues. Suppose that a group of
users wants to coll aborate. WII they need to set up a fully
connected graph of pairings using the sinple peer-to-peer mechani sm
or could they use sone transitive set, so that if Alice is connected
with Bob and Bob with Carol, Alice automatically gets connected with
Carol ? Such transitive nechani sns could be designed, e.g. using a
vari ation of Needham Scroeder synmetric key protocol [NS1978], but it
will require sone extensive work. G oups can of course use sinpler
solution, e.g., build sonme star topol ogy.

Gven the tine required, intra-user pairing synchronization
mechani sns and transitive pairing nmechanisns are left for further
st udy.

3. Design of the Pairing Mechani sm

In this section we discuss the design of pairing protocols that use
manual |y verified short authentication strings (SAS), considering
both security and user experience.

We divide pairing in three parts: discovery, agreenent, and
aut hentication, detailed in the foll owi ng subsections.

3.1. Discovery

The goal of the discovery phase is establishing a connection, which
is later used to exchange the pairing data, between the two devices
that are about to be paired in an I P network wi thout any prior

know edge and without publishing any private information. In
accordance with TLS, we refer to the device initiating the
cryptographic protocol as client, and to the other device as server
the server has to be discoverable by the client.
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G anting privacy during the discovery phase w thout relying on prior
know edge demands anot her user interaction (besides the SAS
verification during the authentication phase). There are two
possi bl e ways of realizing this user interaction dependi ng on whether
QR codes are supported or not. |If QR codes are supported, the

di scovery process can be independent of DNS-SD, because QR codes
allow the transnission of a sufficient amount of data. Leveraging QR
codes, the discovery proceeds as foll ows.

1. The server displays a QR code containing the instance nane, the
I Pv4 or |1 Pv6 address, and the port nunber of the service/

2. The client scans the QR code retrieving the necessary information
for establishing a connection to the server.

If QR codes are not supported, the discovery proceeds as foll ows.
1. The server displays its chosen instance nanme on its screen

2. The client performs a discovery of all the "pairing" servers
avail abl e on the local network. This may result in the discovery
of several servers

3. Among these available "pairing servers" the client’s user selects
the nane that matches the nane displayed by the server

4. Per DNS-SD, the client then retrieves the SRV records of the
sel ected i nstance, select one of the docunent servers, retrieves
its A or AAAA records, and establishes the connection

3.2. Agreenent

Once the server has been selected, the client connects to it w thout
further user intervention. dient and server use this connection for
exchangi ng data that allows themto agree on a shared secret by using
a cryptographic protocol that yields an SAS. W discussed design
aspects of such protocols in Section 2.4.

3.3. Authentication

In the authentication phase, the users are asked to validate the
pairing by conparing the SASes -- typically represented by a nunber
encoded over up to 7 decinmal digits. |If the SASes match, each user
enters an agreement, for example by pressing a button | abeled "OK",
which results in the pairing being renenbered. |If they do not match
each user should cancel the pairing, for exanple by pressing a button
| abel ed " CANCEL".
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Dependi ng on whet her QR codes are supported, the SAS may al so be
represented as QR code. Despite the fact that using QR codes to
represent the authentication string renders using |onger

aut hentication strings feasible, we suggest to always generate an SAS
during the agreenent phase, because this nmakes realizations of the
agreement phase and the authentication phase independent. Devices
may display the "real" nane of the other device al ongside the SAS

3.4. Public Authentication Keys

4.

4.

4.

[[ TODO Should we di scuss public authentication keys whose
fingerprints are verified during pairing?]]

Sol ution

In the proposed pairing protocol, one of the devices acts as a
"server", and the other acts as a "client". The server will publish
a "pairing service". The client will discover the service instance

during the discovery phase, as explained in Section 4.1. The pairing
service itself is specified in Section 4. 2.

1. Discovery

The di scovery uses DNS-SD [ RFC6763] over nDNS [ RFC6762]. The pairing
service is identified in DNS SD as "_pairing._tcp". Wen the pairing
service starts, the server starts publishing the chosen instance
nane. The client will discover that name and the correspondi ng
connection paraneters.

If QR code scanning is avail able as OOB channel, the discovery data
is directly transmtted via QR codes instead of DNS-SD over nDNS

The QR data contains connection data otherwi se found in the SRV and A
or AAAA records: IPv4 or |IPv6 address, port nunber, and optionally
host nane.

[[TODO We should precisely specify the data |layout of this QR code.
It could either be the wire format of the corresponding resource
records (which would be easier for us), or a nore efficient
representation. If we chose the wire format, we could use a fix nane
as instance nane.]]

2. Agreenent and Authentication
The pairing protocol is built using TLS. The follow ng description

uses the presentation | anguage defined in section 4 of [RFC5246].
The protocol uses five nessage types, defined in the foll owi ng enum
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enum {
Cient Hash(1),
Ser ver Random( 2) ,
Cl i ent Randon( 3) ,
Server Success(4),
Cl i ent Success(5)

} Pairi ngMessageType;

Devi ces inplenenting the service MJST support TLS 1.2 [RFC5246], and
MAY negotiate TLS 1.3 when it becones available. Wen using TLS, the
client and server MJST negotiate a ciphersuite providing forward
secrecy (PFS), and strong encryption (256 bits symetric key). All

i mpl ement ations using TLS 1.2 MJST be able to negotiate the cipher
suite TLS DH anon_W TH_AES 256_CBC_SHA256.

Once the TLS connection has been established, each party extracts the
pairing secret S p fromthe connection context per [RFC5705], using
the foll owi ng paraneters:

Di sanbi guating |l abel string: "PAI R NG SECRET"
Cont ext val ue: enpty.
Length value: 32 bytes (256 bits).

Once S p has been obtained, the client picks a random nunber R c,
exactly 32 bytes long. The client then selects a hash algorithm

whi ch SHOULD be the sanme al gorithm as negotiated for building the PRF
in the TLS connection. |If there is no suitable APl to retrieve that
algorithm the client MAY use SHA256 instead. The client then
conputes the hash value H c as:

H c = HVAC hash(S p, R c)

Where "HMAC hash" is the HVAC function constructed with the
sel ected al gorithm

The client transmts the selected hash function and the conputed
value of Hc in the dient Hash nessage, over the TLS connecti on:

struct {
Pai ri ngMessageType nessageType;
hashAl gorithm hash;
ui nt 8 hashlLengt h;
opaque H c[hashLength];
} dient HashMessage;

messageType Set to "dientHash".
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hash The code of the selected hash algorithm per definition of
HashAl gorithmin section 7.4.1.1.1 of [RFC5246].

hashLength The length of the hash H c, which MJIST be consistent with
the selected al gorithm "hash".

Hc The val ue of the client hash.

Upon reception of this nessage, the server stores its value. The
server picks a random nunber R s, exactly 32 bytes |ong, and
transmits it to the client in the server random nessage, over the TLS
connecti on:

struct {
Pai ri ngMessageType messageType;
opaque R s[32];
} Server Random\essage;
messageType Set to "Server Randoni'.
R s The val ue of the random nunber chosen by the server.

Upon reception of this nessage, the client discloses its own random
nunber by transmitting the client random nessage:

struct {

Pai ri ngMessageType messageType;

opaque R c[32];
} dient Randonmvessage;
messageType Set to "dient Randoni'.
Rc The val ue of the random nunmber chosen by the client.
Upon reception of this nessage, the server verifies that the nunber
R ¢ hashes to the previously received value Hc. |If the nunber does
not match, the server MJST abandon the pairing attenpt and abort the
TLS connecti on.

At this stage, both client and server can conpute the short hash SAS
as:

SAS = first 20 bits of HVAC hash(S p, Rc + R.S)

VWhere "HMAC hash" is the HVAC function constructed with the hash
algorithm selected by the client in the dientHashMessage.
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Both client and server display the SAS as a decimal integer, and ask
the user to conpare the values. |f the server supports QR codes, the
server displays a QR code encoding the decimal string representation
of the SAS. |If the client is capable of scanning QR codes, it may
scan the value and conpare it to the locally conputed val ue.

If the values do not match, the user cancels the pairing. Oherw se,
the protocol continues with the exchange of names, both server and
client announcing their own preferred nane in a Success nessage

struct {
Pai ri ngMessageType nessageType;
ui nt 8 namelLengt h;
opaque nane[ nanelLengt h];

} dient SuccessMessage;

messageType Set to "ClientSuccess" if transnmitted by the client,
"Server Success" if by the server

naneLength The length of the string encoding the sel ected nane.

nane The selected nane of the client or the server, encoded as a
string of UTF8 characters.

After receiving these nessages, client and servers can orderly cl ose
the TLS connection, termnating the pairing exchange.

5. Security Considerations

We need to consider two types of attacks against a pairing system
attacks that occur during the establishment of the pairing relation,
and attacks that occur after that establishnent.

During the establishnment of the pairing system we are concerned with
privacy attacks and with M TM attacks. Privacy attacks reveal the
exi stence of a pairing between two devices, which can be used to
track graphs of relations. MTMattacks result in conprom sed

pai ri ng keys. The discovery procedures specified in Section 4.1 and
the aut hentication procedures specified in Section 4.2 are
specifically designed to nitigate such attacks, assunming that the
client and user are in close, physical proximty and thus a human
user can visually acquire and verify the pairing infornmation.

The establishment of the pairing results in the creation of a shared
secret. After the establishment of the pairing relation, attackers
who conpromi se one of the devices could access the shared secret.
This will enable themto either track or spoof the devices. To
mtigate such attacks, nodes MJST store the secret safely, and MJST
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be able to quickly revoke a conprom sed pairing. This is however not
sufficient, as the conpronise of the pairing key could remnain
undetected for a long tinme. For further safety, nodes SHOULD assign
atinelimt tothe validity of pairings, discard the corresponding
keys when the tinme has passed, and establish new pairings.
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