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1. I nt roducti on

Associ ating domain nanes with hosts on the Internet is a key factor
in enabling comunication with hosts, particularly for service

di scovery. This docunment describes a sinple way of providing nane
service and service discovery for homenets. |In principle, it may
make sense to be able to publish names of devices on the honenet, so
that services on the honenet can be accessed outside of the homenet.
Such publication is out of scope for this docunent. It may be
desirable to secure the honenet zone using DNSSEC. This is |likew se
out of scope for this docunent.

In order to provide nanme service, several provisioning nechani sns
nmust be avail abl e:

o Provisioning of a donai n nane under whi ch names can be published
and services advertised

0 Associating nanes that are subdonmains of that nane with hosts.

0 Advertising services avail able on the | ocal network by publishing
resource records on those nanes.

o Distribution of names published in that nanespace to servers that
can be queried in order to resolve nanes

0 Correct advertisenent of nane servers that can be queried in order
to resol ve nanes
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Timely renoval of published names and resource records when they
are no longer in use

Honenet adds the foll ow ng considerations:

1.

1.1

Sone nanes nmay be published in a broader scope than others. For
exanple, it may be desirable to advertise some homenet services
to users who are not connected to the honenet. However, it is
unlikely that all services published on the hone network would be
appropriate to publish outside of the hone network. |n many
cases, no services will be appropriate to publish outside of the
network, but the ability to do so is required.

Users cannot be assumed to be skilled or know edgeabl e i n nane

service operation, or even to have any sort of nental nodel of

how t hese functions work. All of the operations nentioned here
must reliably function autonatically, w thout any user

i ntervention or debuggi ng.

Because user intervention cannot be required, nam ng conflicts
must be resolved automatically, and, to the extent possible,
transparently.

Hosts that do not inplenent any honenet-specific capabilities
must still be able to discover and access services on the
honenet, to the extent possible.

Devi ces that provide services nust be able to publish those
services on the honenet, and those services nust be avail able
fromany part of the homenet, not just the link to which the
device is attached.

Honenet explicitly supports nultihom ng--connecting to nore than
one Internet Service Provider--and therefore support for nultiple
provi sioning donains [6] is required to deal with situations
where the DNS may give a different answer dependi ng on whet her
caching resolvers at one ISP or another are queried.

Exi sting sol utions

Previous attenpts to autonmate nami ng and service discovery in the
context of a home network are able to function with varying degrees
of success depending on the topol ogy of the hone network. For
exanple, Miulticast DNS [4] can provide nam ng and service discovery
[5], but only within a single nulticast domain.

The Donai n Nane System provides a hierarchical nanespace [1], a
mechani sm for querying nane servers to resolve nanes [2], a mechani sm
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for updating nanmespaces by addi ng and renoving nanmes [3], and a
mechani sm for discovering services [5]. Unfortunately, DNS provides
no mechani sm for automatically provisioning new namespaces, and
secure updates to nanespaces require pre-shared keys, which won't
work for an unnmanaged network. DHCP can be used to popul ate nanes in
a DNS nanespace; however at present DHCP cannot provision service

di scovery information.

Hybrid Miulticast DNS [7] proposes a nechanismfor extending nulticast
DNS beyond a single nmulticast domamin.. However, it has serious
shortcom ngs as a solution to the Honenet naning problem The nost
obvi ous shortcoming is that it requires that every nulticast donmain
have a separate nanme. This then requires that the honenet generate
nanes for every multicast domain, and requires that the end user have
a mental nodel of the topology of the network in order to guess on
which link a given service nay appear. [xxx is this really true at
the U ?]

2. Term nol ogy
Thi s docunment uses the follow ng terns and abbreviations:
HNR Honenet Router
ISP Internet Service Provider
GNRP d obal Nane Registration Provider
3. Nane Resol ution
3.1. Configuring Resolvers

Hosts on the honenet receive a set of resolver |IP addresses using
either DHCP or RA. IPv4-only hosts will receive |IPv4 addresses of
resol vers, if available, over DHCP. |Pv6-only hosts will receive
resol ver | Pv6 addresses using either stateful (if available) or
stat el ess DHCPv6, or through the domain nane option in router
advertisenents. All homenet routers provide resolver information
usi ng both statel ess DHCPv6 and RA; support for stateful DHCPv6 and
DHCPv4 is optional, however if either service is offered, resolver
addresses will be provided using that nmechanismas well. Resolver IP
addresses will always be I P addresses on the local link: every HNRis
required to provide name resolution service. This is necessary to
al | ow DNS updat e using presence on-link as a nechanismfor rejecting
of f-network attacks.
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3.2. Configuring Service Discovery

DNS- SD uses several default domains for advertising |ocal zones that
are available for service discovery. These include the '.local
domai n, which is searched using nDNS, and also the IPv4 and | Pv6
reverse zone corresponding to the prefixes in use on the |oca
networ k. For the honenet, no support for queries against the
".local" zone is provided by HNRs: a ".local" query will be satisfied
or not by services present on the local link. This should not be an
i ssue: all known inplenentations of DNSSD wi Il do uni cast queries
usi ng the DNS protocol

Servi ce di scovery is configured using the technique described in
Section 11 of DNS-Based Service Discovery [5]. HNRs will answer
domai n enumeration ueries against every |Pv4 address prefix
advertised on a honenet |ink, and every |IPv6 address prefix
advertised on a honenet link, including prefixes derived fromthe
homenet’s ULA(s). VWhenever the "<domai n>" sequence appears in this
section, it references each of the domains mentioned in this
par agr aph.

Honenets advertise the availability of several browsing zones in the
"b. _dns_sd. <donmai n>" subdonain. By default, the TBDl1 donain is
advertised. Sinmilarly, TBDl is advertised as the default browsing
and service registration domai n under "db._dns_sd. <donai n>",
"r._dns_sd. <domai n>", "dr._dns_sd. <donmai n>" and

"I'b. _dns_sd. <domai n>".

3.3. Resolution of |ocal names

Local nanes appear as subdomai ns of [TBDl]. These names can only be
resolved within the honmenet; not only is [ TBD1] not a gl obally uni que
nane, but queries from outside of the honenet for any name, on or off
the honenet, nust be rejected with a REFUSED response.

In addition, nanes can appear as subdomai ns of the locally-served
"in-addr.arpa’ or ’'ip6.addr’ zone that corresponding to the ULA that
is in use on the honenet. |P addresses and nanes advertised locally
MUST use the honenet’s ULA

It is possible that |ocal services nmay nunber thenselves using nore
than one of the prefixes advertised locally. Honmenet hybrid proxies
MUST filter out global |IP addresses, providing only ULA addresses,
simlar to the process described in section 5.5.2 of [7]. [xxx is
this going to be a problen?]

The Hybrid Proxy nodel relies on each link having its own nane.
However, honmenets do not actually have a way to nane | ocal |inks that
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will make any sense to the end user. Consequently, this mechani sm
will not work. In order to paper over this, sonme changes are
required:

0 The Hybrid Proxy function is divided into two: relaying proxies,
and aggregating proxies. There nust be exactly one querying proxy
per link; there can be as few as one aggregating proxy per
honenet .

0 Relaying proxies do no translation, for exanple from".local" to
"bl dgl. exanpl e. cont’ as shown in section 5.3 of [7]. They sinply
take queries over the DNS protocol for nanmes in subdonai ns of

".local’, the link-specific 'ip6.addr’, and the link-specific "in-
addr. arpa’ zones, and respond with the exact answers received.
0 There nust be exactly one querying proxy per internal link on the

honenet; for links that are connected to nore than one honenet
router, HNCP is used to choose which router will provide the
servi ce.

0 Querying proxies performtranslation. Mchine readable nanes are
presented as subdomai ns of the TBD1 domain. Human readabl e nanes
are presented as subdonains of the _hr.TBD1 donai n.

o Every honenet router can provide a querying proxy, or only one
router can. This is determ ned by HNCP;, all homenet routers nust
provide this capability, but some honenet routers may provide
enhanced querying proxy capabilities such that homenet routers
providing only those capabilities described in this docunent nust
be disabl ed. Therefore, all honenet routers nust be able to act
as a querying proxy, or forward DNS queries to a central querying
proxy, according to what is specified through HNCP

DNSSEC Val i dati on

DNSSEC Val i dation for the TBD1 zone and for the | ocally-served
"ip6.arpa and 'in-adr.arpa’ domains is not possible without a trust
anchor. Establishment of a trust anchor for such validation is out
of scope for this docunent.

Support for Miltiple Provisioning Donains

Honenets nust support the Miltiple Provisioning Domain Architecture
[6]. In order to support this architecture, each honenet router that
provi des nane resol uti on nust provide one resolver for each

provi sioning domain (PvD). Each honenet router will advertise one
resol ver | P address for each PvD. DNS requests to the resol ver
associated with a particular PvD, e.g. using RA options [8] will be
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resol ved using the external resolver(s) provisioned by the service
provi der responsible for that PvD.

The honenet is a separate provisioning donmain fromany of the service
providers. The global nane of the honenet can be used as a
provisioning domain identifier, if one is configured. Homenets
shoul d all ow the nane of the local provisioning domain to be
configured; otherwi se by default it should be "Home Network xxx",
where xxx is the generated portion of the honmenet’s ULA prefi x,
represented as a base64 string.

The resol ver for the homenet PvDis offered as the primary resolver
in RAs and through DHCPv4 and DHCPv6. \When queries are made to the
honenet - PvD-specific resol ver for nanes that are not local to the
honenet, the resolver will use a round-robin technique, alternating
bet ween service providers with each step in the round-robin process,
and then al so between external resolvers at a particular service
provider if a service provider provides nore than one. The round-
robi ni ng shoul d be done in such a way that no service provider is
preferred, so if service provider A provides one caching resol ver
(A), and service provider B provides two (Bl, B2), the round robin
order will be (A Bl, A B2), not (A Bl, B2).

Every resol ver provided by the honenet, regardl ess of which
provisioning domain it is intended to serve, will accept updates for
subdomai ns of the TBD1 and | ocally-served ’'ip6.arpa’ and ’'in-

addr. arpa’ domains fromhosts on the local |ink

3.6. Using the Local Nanespace Wile Away From Hore
This architecture does not provide a way for service discovery to be
performed on the honmenet by devices that are not directly connected
to alink that is part of the honenet.

4. Managenent Consi derations
This architecture is intended to be self-healing, and should not
requi re managenent. That said, a great deal of debugging and
managenent can be done sinply using the DNS service discovery
pr ot ocol

5. Privacy Considerations
Privacy is sonewhat protected in the sense that names published on

the honenet are only visible to devices connected to the homenet.
This may be insufficient privacy in sonme cases.
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The privacy of host information on the local net is left to hosts.
Various nechanisns are available to hosts to ensure that tracking
does not occur if it is not desired. However, devices that need to
have speci al pernission to manage the honenet will inevitably reveal
sonet hi ng about thensel ves when doing so. It nay be possible to use
sonething |i ke HTTP token binding[9] to nitigate this risk.

6. Security Considerations

There are sone clear issues with the security nodel described in this
docunment, which will be documented in a future version of this
section. A full analysis of the avenues of attack for the security
nmodel presented here have not yet been done, and nust be done before
t he docunent is published.

7. |1 ANA consi derations

This docunment is relying on the allocation of [TBDl] described in
Speci al Use Top Level Domain ’'.honenet’ [10]. As such, no new
actions are required by I ANA but this docunent can’t proceed until
that allocation is done. At that time, the name [TBDl] can be
substituted for the nane that is eventually allocated during the
processi ng of that docunent.
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