DOTS T. Reddy

I nternet-Draft Ci sco
I nt ended status: Standards Track M Boucadair
Expi res: Septenber 11, 2017 O ange

K. N shi zuka

NTT Conmuni cati ons
L. Xia

Huawei

P. Patil

Ci sco

A. Mortensen

Arbor Networks, |nc.
N. Teague
Verisign, Inc.
March 10, 2017

Di stri buted Deni al -of -Service Open Threat Signaling (DOTS) Data Channel
draft -reddy- dot s- dat a- channel - 05

Abstract

The docunent specifies a Distributed Denial -of-Service Open Threat
Signaling (DOTS) data channel used for bul k exchange of data not
easily or appropriately comunicated through the DOTS signal channel
under attack conditions. This is a conpanion docunment to the DOTIS
si gnal channel specification.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 11, 2017.
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1.

I nt roducti on

A distributed denial -of-service (DDoS) attack is an attenpt to nake
machi nes or network resources unavailable to their intended users.
In nost cases, sufficient scale can be achieved by conprom sing
enough end-hosts and using those infected hosts to perpetrate and
amplify the attack. The victimin this attack can be an application
server, a client, arouter, a firewall, or an entire network.

DDoS Open Threat Signaling (DOTS) defines two channels: signal and
data channels [I-D.ietf-dots-architecture] (Figure 1). The DOTS
signal channel used to convey that a network is under a DDCS attack
to an upstream DOTS server so that appropriate mitigation actions are
undertaken on the suspect traffic is further elaborated in
[1-D.reddy-dots-signal -channel]. The DOTS data channel is used for

i nfrequent bul k data exchange between DOIS agents in the aimto
significantly augnent attack response coordination

R Si gnal Channel ------ > |

| | <======= Dat a Channel —=====> | |

Fi gure 1: DOTS Channel s

Section 2 of [I-D.ietf-dots-architecture] identifies that the DOIS
data channel is used to performthe tasks listed bel ow

o Filter managenent, which enables a DOTS client to install or
renove traffic filters, dropping or rate-limting unwanted traffic
and permtting white-listed traffic. Sanple use cases for
popul ati ng bl ack- or white-list filtering rules are detail ed
hereafter:

A. If a network resource (DOTS client) detects a potential DDoS
attack froma set of |P addresses, the DOIS client informs its
servicing router (DOTS gateway) of all suspect |P addresses
that need to be bl ocked or black-listed for further
investigation. The DOTS client could also specify a list of
protocols and ports in the black-list rule. That DOTS gat eway
in-turn propagates the black-listed | P addresses to the DOTS
server which will undertake appropriate action so that traffic
fromthese | P addresses to the target network (specified by
the DOTS client) is blocked.

B. An enterprise network has partner sites fromwhich only
legitimate traffic arrives and the enterprise network wants to
ensure that the traffic fromthese sites is not penalized
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during DDOS attacks. The DOTS client uses DOTS data channe
to convey the white-listed | P addresses or prefixes of the
partner sites to its DOTS server. The DOIS server uses this
information to white-list flows fromsuch | P addresses or
prefixes reaching the enterprise network.
0 Creating identifiers, such as nanes or aliases, for resources for
which nitigation may be requested:

A. The DOTIS client may subnmit to the DOTS server a collection of
prefixes it wants to refer to by alias when requesting
mtigation, to which the server would respond with a success
status and the new prefix group alias, or an error status and
message in the event the DOIS client’s data channel request
failed (see requirenent OP-006 in [I-D.ietf-dots-requirenents]
and Section 2 in [I-D.ietf-dots-architecture]).

Not ati onal Conventions and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The reader should be famliar with the terns defined in
[I-D.ietf-dots-architecture].

For simplicity, all of the exanples in this docunent use "/restconf"
as the di scovered RESTCONF APl root path. Many protocol header |ines
and nessage-body text within exanples throughout the docunent are
split into nultiple Iines for display purposes only. Wen a line
ends with backslash ('\') as the last character, the line is wapped
for display purposes. It is to be considered to be joined to the
next |ine by deleting the backslash, the followi ng |ine break, and
the | eadi ng whitespace of the next I|ine.

DOTS Dat a Channe

The DOTS data channel is intended to be used for bul k data exchanges
bet ween DOTS agents. Unlike the signal channel, which nust operate
nom nal |y even when confronted with despite signal degradation due to
packet |oss, the data channel is not expected to be constructed to
deal with attack conditions.

As the primary function of the data channel is data exchange, a
reliable transport is required in order for DOTS agents to detect
data delivery success or failure. RESTCONF [RFC8040] over TLS

[ RFC5246] over TCP is used for DOTS data channel (Figure 2).
RESTCONF uses HTTP net hods to provide CRUD operations on a conceptua
dat astore contai ni ng YANG defi ned data, which is conpatible with a
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server which inplements NETCONF datastores. The HTITP POST, PUT,
PATCH, and DELETE nethods are used to edit data resources represented
by DOTS data channel YANG data nodels. These basic edit operations
al | ow the DOTS data channel running configuration to be altered by a
DOTS client. DOTS data channel configuration data and state data can
be retrieved with the GET nethod. HITP status codes are used to
report success or failure for RESTCONF operations. The DOTS client
will performthe root resource discovery procedure discussed in
Section 3.1 of [RFC8040] to determ ne the root of the RESTCONF API.
After discovering the RESTCONF APl root, the DOTS client MJST use
this value as the initial part of the path in the request URI, in any
subsequent request to the DOTS server. The DOTS server can
optionally support retrieval of the YANG nodules it supports

(Section 3.7 in [RFC8040]), for exanple, DOIS client can use RESTCONF
to retreive the conpany proprietary YANG nodel supported by the DOTS
server.

Not e: This docunent uses RESTCONF, a protocol based on HTTP

[ RFC7230], for configuring data defined in YANG version 1 [ RFC6020]
or YANG version 1.1 [RFC7950], using the datastore concepts defined
in the Network Configuration Protocol (NETCONF) [RFC6241]. RESTCONF
conbines the sinplicity of the HITP protocol with the predictability
and automation potential of a schema-driven API. RESTCONF offers a
simpl e subset of NETCONF functionality and provides a sinplified
interface using REST-1i ke APl which addresses the needs of the DOTS
data channel and hence an optimal choice.

e e +
I DOTS I
e e e oo +
| RESTCONF |
Foemmm e +
| TLS |
e e e oo +
I TCP I
e e e oo +
I P I
Foemmm e +

Figure 2: Abstract Layering of DOIS data channel over RESTCONF over
TLS

JavaScript Object Notation (JSON) [RFC7159] payload is used to
propogat e data channel specific payl oad nessages that convey request
paraneters and response information such as errors. This
specification uses the encoding rules defined in [ RFC7951] for
representing DOTS data channel configuration data defined using YANG
(Section 3.1) as JSON text.
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A DOTS client registers itself to its DOTS server(s) in order to set
up DOTS data channel related configuration data on the DOTS server
and receive state data (i.e., non-configuration data) fromthe DOTS
server. A single DOTS data channel between DOTS agents can be used
to exchange nmultiple requests and nultiple responses. To reduce DOTS
client and DOTS server workload, DOTS client SHOULD re-use the TLS
session. VWhile the conmunication to the DOTS server is quiescent,
the DOTS client MAY probe the server to ensure it has maintained
cryptographic state. Such probes can also keep alive firewall or NAT
bi ndings. A TLS heartbeat [RFC6520] verifies the DOTS server still
has TLS state by returning a TLS nessage.

3.1. DOTS Data Channel YANG Mbdel
3.1.1. Identifier Model structure

Thi s docunent defines a YANG [ RFC6020] data nodel for creating
identifers, such as nanmes or aliases, for resources for which
mtigation may be requested. Such identifiers may then be used in
subsequent DOTS signal channel exchanges to refer nore efficiently to
the resources under attack.

Thi s docunent defines the YANG nodul e "ietf-dots-data-channel -
identifier", which has the follow ng structure:

nodul e: ietf-dots-data-channel -identifier
+--rw identifier
+-rw alias* [alias-nane]

+--rw al i as- nane string
+--rwip* i net:ip-address
+--rw prefix* inet:ip-prefix
+--rw port-range* [l ower-port upper-port]
| +--rw | ower-port i net: port-nunber

| +--rw upper-port i net: port-nunber
+--rw traffic-protocol* uint8

+--rw FQDN* i net: donmai n- nane
+--rw URl * inet:uri

+--rw E. 164* string

3.1.2. ldentifier Model
<CCODE BEG NS> file "ietf-dots-data-channel-identifier@016-11-28.yang"

nmodul e i et f-dots-data-channel -identifier {
nanespace "urn:ietf:parans: xm :ns:yang:ietf-dots-data-channel -identifier"”;
prefix "alias";
inmport ietf-inet-types {
prefix "inet";
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}

organi zation "C sco Systenms, Inc.";
contact "Tirumal eswar Reddy <tireddy@i sco.conp";

description
"Thi s nodul e contains YANG definition for
configuring identifiers for resources using DOTS data channel”

revision 2016-11-28 {
ref erence
"https://tools.ietf.org/htm/draft-reddy-dots-data-channel”
}

container identifier {
description "top level container for identifiers”

list alias {
key alias-nane;
description "list of identifiers";
| eaf alias-name {
type string;

description "alias nane";

leaf-list ip {
type inet:ip-address;
description "I P address";
}
leaf-list prefix {
type inet:ip-prefix;
description "prefix";
}
list port-range {
key "Il ower-port upper-port";
description "Port range. Wen only | ower-port is present,
it represents a single port.";
| eaf | ower-port {
type inet: port-nunber;
mandat ory true
description "l ower port";
}
| eaf upper-port {
type inet: port-nunber;
must ". >= ../lower-port" {
error-nessage
"The upper-port must be greater than or
equal to | ower-port";
}

description "upper port";
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}
leaf-list traffic-protocol {

type uint8;

description "lInternet Protocol nunber";
}

| eaf -1ist FQDN {
type inet: domai n- nane;
description "FQDN';

}

leaf-list UR {
type inet:uri;
description "UR";

}
leaf-1ist E 164 {

type string;
description "E. 164 nunber";

}

}
<CODE ENDS>

3.1.3. Filter Mddel and structure

3.

3.

2

2

Thi s docunment uses the Access Control List (ACL) YANG data node
[I-D.ietf-netnod-acl-nmodel] for the configuration of filtering rules.
ACL is explained in Section 1 of [I-D.ietf-netnod-acl-nodel ]

Exanpl es of such configuration include:

o Black-list nmanagenent, which enables a DOTS client to informthe
DOTS server about sources fromwhich traffic should be suppressed.

o0 VWhite-list managenent, which enables a DOTS client to informthe
DOTS server about sources fromwhich traffic should al ways be
accept ed.

o Filter managenent, which enables a DOTS client to install or
renove traffic filters, dropping or rate-limting unwanted traffic
and permitting white-listed traffic.

ldentifiers
1. Create ldentifiers

A POST request is used to create identifiers, such as nanes or

al i ases, for resources for which a mtigation may be requested. Such
identifiers may then be used in subsequent DOTS signal channe
exchanges to refer nore efficiently to the resources under attack
(Figure 3).
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POST /restconf/datal/ietf-dots-data-channel-identifier HITP/ 1.1
Host: {host}:{port}
Content-Format: "application/yang. api +j son"

"ietf-dots-data-channel-identifier:identifier": {
"alias": [
L, _
"allas-nane": "string"
"ip": [
"string”

]1

"prefix": [
"string"

]

"port-range": [
"l ower-port": integer,
"upper-port": integer

]

,raffic—protocol": [

i nteger

]1

"FQDN': [
"string"

]l

"URI": [
"string"

]1

"E. 164" |

"string"

Figure 3: POST to create identifiers
The header paraneters are described bel ow

alias-name: Name of the alias. This is a nandatory attribute.

traffic-protocol: Internet Protocol numbers. This is an optiona
attribute.
port-range: The port range, |ower-port for |ower port nunber and

upper-port for upper port nunber. For TCP, UDP, SCTP, or DCCP
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the range of ports (e.g., 80 to 8080). This is an optiona

attribute

ip: | P addresses are separated by commas. This is an optiona
attribute.

prefix: Prefixes are separated by comas. This is an optiona
attribute.

FCDN: Fully Qualified Domain Nanme, is the full name of a system
rather than just its hostname. For example, "venera" is a
host nanme, and "venera.isi.edu” is an FQDN. This is an optiona
attribute.

URI : Uni form Resource ldentifier (URI). This is an optiona
attribute.

E. 164: E. 164 nunber. This is an optional attribute.

In the POST request at |east one of the attributes ip or prefix or
FQDN or URI MJST be present. DOTS agents can safely ignore Vendor-
Speci fic paranmeters they don’t understand.

Figure 4 shows a POST request to create alias called "httpsl" for
HTTP(S) servers with | P addresses 2002: db8: 6401::1 and
2002: db8: 6401::2 |istening on port 443.

PCST /restconf/datal/ietf-dots-data-channel-identifier HITP/ 1.1
Host: www. exanpl e. com
Content-Format: "application/yang. api +j son"

{
"ietf-dots-data-channel -identifier:identifier": {
"alias": [
{

"al i as-nane": "Server1",

"traffic-protocol": [
6

I,

ip":

"2002: db8: 6401: : 1",
"2002: db8: 6401: : 2"

1,

"port-range": [

"l ower-port": 443

}

]

}
]
}
}

Figure 4: POST to create identifiers
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The DOTS server indicates the result of processing the POST request
usi ng HTTP response codes. HITP 2xx codes are success, HITP 4xx
codes are sone sort of invalid requests and 5xx codes are returned if
the DOTS server has erred or it is incapable of accepting the alias.
Response code 201 (Created) will be returned in the response if the
DOTS server has accepted the alias. |If the request is nissing one or
nmore mandatory attributes then 400 (Bad Request) will be returned in
the response or if the request contains invalid or unknown paraneters
then 400 (Invalid query) will be returned in the response. The HITP
response will include the JSON body received in the request.

The DOTS client can use the PUT request (Section 4.5 in [RFC8040]) to
create or nodify the aliases in the DOTS server

3.2.2. Delete ldentifiers

A DELETE request is used to delete identifiers maintained by a DOTS
server (Figure 5).

DELETE /restconf/datal/ietf-dots-data-channel -identifier:identifier\
/alias=Serverl HITP/ 1.1
Host: {host}:{port}

Figure 5: DELETE identifier

In RESTCONF, URI-encoded path expressions are used. A RESTCONF data
resource identifier is encoded fromleft to right, starting with the
top-1 evel data node, according to the "api-path" rule defined in
Section 3.5.3.1 of [RFC8040]. The data node in the above path
expression is a YANG |ist node and MJUST be encoded according to the
rules defined in Section 3.5.1 of [RFC8040].

If the DOTS server does not find the alias name conveyed in the
DELETE request in its configuration data, then it responds with a 404
(Not Found) error response code. The DOTS server successfully

acknow edges a DOTS client’s request to renove the identifier using
204 (No Content) in the response.

3.2.3. Retrieving Installed Identifiers

A CET request is used to retrieve the set of installed identifiers
froma DOTS server (Section 3.3.1 in [RFC8040]). Figure 6 shows how
to retrieve all the identifiers that were instantiated by the DOTS
client. The content paranmeter and its permitted val ues are defined
in Section 4.8.1 of [RFC8040].
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GET /restconf/datal/ietf-dots-data-channel-identifier:identifier?\
content=config HITP/ 1.1
Host: {host}:{port}
Accept: application/yang-data+json
Figure 6: GET to retrieve all the installed identifiers

Figure 7 shows response for all identifiers on the DOTS server.
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{
"ietf-dots-data-channel -identifier:identifier": [
{
"alias": |
{

"al i as-nane": "Server1",

"traffic-protocol": [
6

I,

Hipt |
"2002: db8: 6401: : 1",
"2002: db8: 6401: : 2"

1,

"port-range": [

"l ower-port": 443
}
]
}

]
H
{

"alias": |

"al i as-nane": "Server?2"

"traffic-protocol": [
6

]

"ipt:
"2002: db8: 6401:: 10",
"2002: db8: 6401: : 20"

1

"port-range": [

"l ower-port": 80
}
]
}
]
}
]
}

Fi gure 7: Response body
If the DOTS server does not find the alias name conveyed in the CGET

request in its configuration data, then it responds with a 404 (Not
Found) error response code.
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3.3. Filtering Rules

The DOTS server either receives the filtering rules directly fromthe
DOTS client or via the DOIS gateway. |f the DOTS client signals the
filtering rules via the DOTS gateway then the DOTS gat eway val i dates
if the DOTS client is authorized to signal the filtering rules and if
the client is authorized propagates the rules to the DOTS server.

Li kewi se, the DOTS server validates if the DOTS gateway is authorized
to signal the filtering rules. To create or purge filters, the DOTS
client sends HTTP requests to the DOTS gateway. The DOTS gat eway
validates the rules in the requests and proxies the requests
containing the filtering rules to a DOTS server. Wen the DOTS
gateway receives the associated HTTP response fromthe DOTS server,
it propagates the response back to the DOIS client.

The following APls define neans for a DOTS client to configure
filtering rules on a DOTS server.

3.3.1. Install Filtering Rules

A POST request is used to push filtering rules to a DOIS server.

Fi gure 8 shows a POST request exanple to block traffic from

10. 10. 10. 1/ 24, destined to 11.11.11.1/24. The ACL JSON configuration
for the filtering rule is generated using the ACL YANG dat a nodel
defined in [I-D.ietf-netnod-acl-nodel] and the ACL configuration XM
for the filtering rule is specified in Section 4.3 of
[I-D.ietf-netnod-acl-nmodel]. This specification updates the ACL YANG
data nodel defined in [I-D.ietf-netnod-acl-nbdel] to support rate-
limt action.
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POST /restconf/data/ietf-access-control-list HITP/ 1.1
Host: www. exanpl e. com
Content-Format: "application/yang. api +j son"

"ietf-access-control-list:access-lists": {
"acl": [
{

"acl -name": "sanpl e-ipv4-acl”

"acl -type": "ipv4",

"access-list-entries": {

"ace": [
{
"rul e-nane": "rulel",

"mat ches": {
"source-ipv4-network": "10.10.10. 1/ 24",
"destination-ipv4-network": "11.11.11.1/24"
} il
"actions": {
"deny": [null]
}

Figure 8: POST to install filterng rules

The header paraneters defined in [I-D.ietf-netnod-acl-nodel] are
di scussed bel ow

acl -nane: The nane of access-list. This is a mandatory attribute.

acl-type: Indicates the primary intended type of match criteria
(e.g. IPv4, IPv6). This is a nandatory attribute.

pr ot ocol : Internet Protocol nunbers. This is an optiona
attribute

source-i pv4-network: The source IPv4 prefix. This is an optiona
attribute.

destination-ipv4-network: The destination IPv4 prefix. This is an
optional attribute.

actions: "deny" or "permt" or "rate-linmt". "permt" actionis
used to white-list traffic. "deny" action is used to black-1list
traffic. "rate-limt" action is used to rate-limt traffic, the
allowed traffic rate is represented in bytes per second indicated
in |EEE floating point format [|EEE. 754.1985]. |If actions
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attribute is not specified in the request then the default action
is "deny". This is an optional attribute.

The DOTS server indicates the result of processing the POST request
usi ng HTTP response codes. HITP 2xx codes are success, HITP 4xx
codes are sone sort of invalid requests and 5xx codes are returned if
the DOTS server has erred or it is incapable of configuring the
filtering rules. Response code 201 (Created) will be returned in the
response if the DOTS server has accepted the filtering rules. |If the
request is missing one or nore nandatory attributes then 400 (Bad
Request) will be returned in the response or if the request contains
invalid or unknown paraneters then 400 (Invalid query) wll be
returned in the response.

The DOTS client can use the PUT request to create or nodify the
filtering rules in the DOTS server

3.3.2. Renpbve Filtering Rul es

A DELETE request is used to delete filtering rules froma DOIS server
(Figure 9).

DELETE /restconf/datal/ietf-access-control-list:access-I|ists/acl-nane\
=sanpl e-i pv4- acl &cl -type=i pv4 HTTP/ 1.1
Host: {host}:{port}

Figure 9: DELETE to renove the filtering rules

If the DOTS server does not find the access |ist name and access |ist
type conveyed in the DELETE request in its configuration data, then
it responds with a 404 (Not Found) error response code. The DOTS
server successfully acknow edges a DOIS client’s request to w thdraw
the filtering rules using 204 (No Content) response code, and renpves
the filtering rules as soon as possible.

3.3.3. Retrieving Installed Filtering Rules

The DOTS client periodically queries the DOTS server to check the
counters for installed filtering rules. A GET request is used to
retrieve filtering rules froma DOTS server. Figure 10 shows how to
retrieve all the filtering rules programed by the DOIS client and

t he nunber of matches for the installed filtering rules.
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CET /restconf/datal/ietf-access-control-list:access-lists?content=all HITP/1.1
Host: {host}:{port}
Accept: application/yang-data+json

Figure 10: GET to retrieve the configuration data and state data for

the filt

ering rules

If the DOTS server does not find the access |ist nane and access |i st

type conveyed in the GET request
responds with a 404 (Not Found) e

inits configuration data,
rror response code.

then it

4. | ANA Consi derations
This specification registers new paraneters for the DOIS data channel
and establishes registries for mappings to JSON attri butes.
4.1. DOTS Data Channel JSON Attribute Mappi ngs Registry
A new registry will be requested fromI|ANA entitled "DOTS data
channel JSON attribute Mappings Registry". The registry is to be
created as Expert Revi ew Required.
4.2. Registration Tenplate
JSON Attribute:
JSON attribute nane.
Descri ption:
Brief description of the attribute.
Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. QOher details (e.g., postal
address, emmil| address, home page URI) may al so be incl uded.
Speci ficati on Docunent (s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.
4.3. Initial Registry Contents
0 JSON Attribute: "alias-nane"
0 Description: Nanme of alias.
o Change Controller: |IESG
0 Specification Docunment(s): this docunent
0 JSON Attribute: "traffic-protocol"”
0 Description: Internet protocol nunbers.
o Change Controller: |IESG
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0 Specification Docunent(s): this docunent

0o JSON Attribute: "port-range"

0 Description: The port range, |lower-port for |ower port nunber and
upper-port for upper port nunber. For TCP, UDP, SCTP, or DCCP
the range of ports (e.g., 80 to 8080).

o Change Controller: |IESG

0 Specification Docunment(s): this docunent

0 JSON Attribute: "lower-port"

0 Description: Lower port number for port range.

o Change Controller: |IESG

0 Specification Docunent(s): this docunent

0o JSON Attribute: "upper-port”

o0 Description: Upper port number for port range.

0 Change Controller: |IESG

o0 Specification Docunent(s): this docunent

0o JSON Attribute: "ip"

0 Description: |P address.

0 Change Controller: |ESG

0 Specification Docunent(s): this docunent

o0 JSON Attribute: "prefix"

0 Description: IP prefix

0 Change Controller: IESG

0 Specification Docunent(s): this docunent

0 JSON Attribute: "FCQDN'

0 Description: Fully Qualified Domain Name, is the full name of a
system rather than just its hostnane. For exanple, "venera" is a
host narme, and "venera.isi.edu" is an FQDN

0 Change Controller: |ESG

0 Specification Docunent(s): this docunent

o JSON Attribute: "URI™

0 Description: Uniform Resource ldentifier (URl).

0 Change Controller: IESG

0 Specification Docunent(s): this docunent

0 JSON Attribute: "E. 164"

0 Description: E. 164 nunber.

o Change Controller: |IESG

0 Specification Docunent(s): this docunent
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5.

8.

Contributors
The follow ng individuals have contributed to this docunent:
Dan Wng Enail: dw ng-ietf@uggl es.com

Security Considerations

Aut henti cated encryption MJST be used for data confidentiality and
message integrity. TLS based on client certificate MJST be used for
mut ual authentication. The interaction between the DOTS agents
requires Transport Layer Security (TLS) with a cipher suite offering
confidentiality protection and the gui dance given in [ RFC7525] MJUST
be followed to avoid attacks on TLS.

An attacker nmay be able to inject RST packets, bogus application
segnents, etc., regardl ess of whether TLS authentication is used.
Because the application data is TLS protected, this will not result
in the application receiving bogus data, but it will constitute a DoS
on the connection. This attack can be countered by using TCP-AO

[ RFC5925]. If TCP-AO is used, then any bogus packets injected by an
attacker will be rejected by the TCP-AO integrity check and therefore
will never reach the TLS | ayer.

Speci al care should be taken in order to ensure that the activation
of the proposed mechani smwon’'t have an inpact on the stability of
the network (including connectivity and services delivered over that
net wor k) .

I nvol ved functional elenents in the cooperation system nust establish
exchange instructions and notification over a secure and

aut henti cated channel. Adequate filters can be enforced to avoid
that nodes outside a trusted domain can inject request such as
deleting filtering rules. Nevertheless, attacks can be initiated
fromwithin the trusted domain if an entity has been corrupted.
Adequat e nmeans to nonitor trusted nodes should al so be enabl ed.
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