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Abst ract

Today, a device can be sinmultaneously connected to multiple

communi cati on networks based on different technol ogy inplenentations
and network architectures like WFi, LTE, DSL. In such nulti-
connectivity scenario, it is desirable to conbine nmultiple access
networ ks or select the best one to inprove quality of experience for
a user and inprove overall network utilization and efficiency. This
docunent presents the control plane protocols, as well as describes
control plane procedures for configuring the user plane in a nulti
access managenent services (MAMVS) framework that can be used to
flexibly select the conbination of uplink and downlink access and
core network paths, and user plane treatnent for inproving network
efficiency and enhanced application quality of experience.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 14, 2017
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1.

4.

4.

1.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

I nt roducti on

Mul ti Access Managenment Service (MAMS)

[1-D. kanugovi -i ntarea-mans-protocol] is a framework to sel ect and
configure network paths when multiple connections can serve a client
device. It allows the path selection and configuration to adapt to
dynanmi c network conditions. It is based on principles of user plane
i nterworking that enables the solution to be depl oyed as an overl ay
wi t hout inpacting the underlying networks.

This docunent presents the control plane protocols for the MAMS
framework. It co-exists and conplenents user plane protocols (e.g.
MPTCP [ RFC6824] or MPTCP Proxy [I|-D. boucadair-nptcp-pl ai n-node],
[1-D. wei-nptcp-proxy-mechani snj) by providing a way to negoti ate and
configure them based on client and network capabilities. It allows
exchange of network state information and | everages network
intelligence to optim ze the performance of such protocols.

Ter i nol ogy

"Anchor Connection": Refers to the network path fromthe N MADP to
the Application Server that corresponds to a specific | P anchor that
has assigned an | P address to the client.

"Delivery Connection": Refers to the network path fromthe N-MADP to
the client.

"Net wor k Connection Manager" (NCM, "dient Connection Manager"
(CcCM, "Network Multi Access Data Proxy" (N-MADP), and "Cient Milti
Access Data Proxy" (C-MADP) in this docunent are to be interpreted as
described in [I-D. kanugovi -i nt ar ea- mans- prot ocol ].

MAMS Control - Pl ane Prot ocol
Overvi ew

The MAMS architecture [I-D. kanugovi -i nt area- mans- protocol] introduces
the follow ng functional elenents,

0 Network Connection Manager (NCM and dient Connection Manager
(CCM in the control plane, and
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0 Network Multi Access Data Proxy (N-MADP) and Cient Miulti Access
Data Proxy (C MADP) handling the user plane.

Figure 1 shows the default MAMS control plane protocol stack. HITPS

is used for transporting managenent and control nessages between NCM
and CCM

o mm o e e e e e e e e e e e e e e e e e e e o oo oo +
| Multi Access (MX) Control Message |
I

oo e e e e e e e e e e e e e e e e ee e +
| HTTPS |
| |
o mm o e e e e e e e e e e e e e e e e e e e o oo oo +
[ TCP/ TLS [
I I
oo e e e e e e e e e e e e e e e e ee e +

Figure 1: TCP-based MAMS Control Plane Protocol Stack
5. MAMS User Pl ane Protocol

Figure 2 shows the MAMS user plane protocol stack.
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o m o e e e oo +
User Payl oad (e.g. |P PDU)
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e em o +
o m o o e oo +
| B N SN +
| | Milti Access (MX) Convergence Subl ayer |
| s + |
| i +
| | MX Adaptation | MX Adaptation | MX Adaptation |
| | Sublayer | Subl ayer | Subl ayer |
| | (optional) | (optional) | (optional) |
| Fommmmm e e o TS I . +
| | Access #1 IP | Access #2 IP | Access #3 IP |
| i +
| MAMS User Pl ane Protocol Stack]|
o m o o e oo +

Figure 2: MAMS User Plane Protocol Stack

It consists of the follow ng two Subl ayers:

0

Mul ti-Access (MX) Convergence Subl ayer: This |layer perforns nulti-
access specific tasks, e.g. access (path) selection, nulti-Ilink
(path) aggregation, splitting/reordering, |ossless swtching,
fragmentation, concatenation, etc. For exanple, MX Convergence

| ayer can be inpl enented using existing user plane protocols like
MPTCP or by adapting encapsul ating header/trailer schemes (e.g
Trail er Based MX Convergence as specified in

[1-D. zhu-intarea-mans-user-protocol]).

Mul ti-Access (MX) Adaptation Sublayer: This |ayer perforns
functions to handle tunnelling, network |ayer security, and NAT.
For exanple, MX Adaptation can be inplenented using | Psec, DTLS or
Client NAT (Source NAT at Client with inverse mapping at N MADP
[1-D.zhu-intarea-mns-user-protocol] ). The MX Adaptation Layer
is optional and can be independently configured for each of the
Access Links, e.g. in a deployment with LTE (assuned secure) and
W-Fi (assuned not secure), the MX Adaptation Sublayer can be
omitted for the LTE link but MX Adaptation Subl ayer is configured
as | Psec for the W-Fi Iink.
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6. MAMS Control Plane Procedures
6.1. Overview

CCM and NCM exchange signaling nmessages to configure the user plane
functions, C-MADP and N-MADP, at the client and network respectively.
The nmeans for CCMto obtain the NCM credentials (FQDN or |P Address)
for sending the initial discovery nessages are outside of the scope
of MAMS docunent, e.g. using nmethods |ike provisioning, DNS. Once
the di scovery process is successful, the (initial) NCM can update and
assign additional NCM addresses for sendi ng subsequent control plane
nmessages.

CCM di scovers and exchanges capabilities with the NCM NCM provi des
the credentials of the N-MADP end-point and negotiates the paraneters
for user plane with the CCM CCM configures C-MADP to setup the user
pl ane path (e.g. MPTCP/ UDP Proxy Connection) with the N-MADP based
on the credentials (e.g. (MPTCP/UDP) Proxy |P address and port,
Associ ated Core Network Path), and the paraneters exchanged with the
NCM  The key procedures are described in details in the follow ng
sub-secti ons.
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+--- - - + +--- - - +
| CCM | | NCM |
+o - -+ +o - -+

[ Di scovery and [

| Capabi lity |

| Exchange |

em e e >

I I
| User Pl ane |
[ Prot ocol s [
I I

Set up
o m e e e >
| Path Quality |
| Estimation
Qo m e e e e e >

| Network capabilities |
| e.g. Radio (RNI'S) |

Figure 3: MAMS Control Plane Procedures
6.2. Common fields in MAMS Control Messages
Each MAMS control nessage consists of the foll owing common fields:
o Version: indicates the version of MAMS control protocol.
0 Message Type: indicates the type of the nessage, e.g. M
Di scovery, MX Capability REQ RSP etc.
0 Sequence Nunber: auto-increnented integer to uniquely identify a
transacti on of nessage exchange, e.g. MX Capability REQ RSP.
6.3. Discovery & Capability Exchange

Figure 4 shows the MAMS di scovery and capability exchange procedure
consisting of the follow ng key steps:
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CCM NCM
I I
+o--- - MX Di scovery Message ---------------------- >|
[ S +
| | Learn CCM |
| | 1P address |
[ | & port [
| o +
| |
R L P MX System | NFO- - ---|
I I
R L T R MX Capability REQ -|
[------ MX Capability RSP+--------mmommmaie oo >|
I I
+ +

Figure 4. MAMS Control Procedure for Discovery & Capability Exchange

Step 1 (Discovery): CCM periodically sends out the MX Discovery
Message to a pre-defined (NCM | P Address/ port until receives an MX
System | NFO nessage in acknow edgenent.

MX Di scovery Message includes the follow ng information:
o MAMS Version
MX System I NFO i ncl udes the follow ng information:
o Number of Anchor Connections
For each Anchor Connection, it includes the follow ng paramneters:
Connection ID: Unique identifier for the Anchor Connection
Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: Milti-Fire; 3:
* II;I-I(;II\E/I)Endpoi nt Address (For Control Plane Messages over this

connecti on)

+ | P Address or FQDN (Fully Qualified Domain Nane)
+ Port Nunber

Step 2 (Capability Exchange): once receiving a MX di scovery nessage,
NCM | earns the | P address and port nunber to conmuni cate with CCM
and sends out the MX Capability REQ nmessage, including the follow ng
Par anmet er s:
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(o]

MX Feature Activation List: Indicates if the corresponding feature
is enabled or not, e.g. lossless swtching, fragnmentation,

concat enati on, Uplink aggregation, Downlink aggregation,
Measurenent, etc.

Nunber of Anchor Connections (Core Networks)

For each Anchor Connection, it includes the follow ng paraneters:

* Connection ID

* Connection Type (e.g., 0: W-Fi; 1. 5GNR, 2: Milti-Fire; 3:
LTE)

Nurmber of Delivery Connections (Access Links)

For each Delivery Connection, it includes the follow ng
par anet ers:

Connection ID
Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: Milti-Fire; 3:
LTE)

MX Conver gence Method Support Li st

Trail er-based MX Conver gence;
*  MPTCP Proxy;
MX Adapt ati on Met hod Support List

UDP Tunnel w thout DTLS;
UDP Tunnel w th DITLS;

| Psec Tunnel [ RFC3948] ;
Client NAT;

* Ok Ok *

In response, CCM sends out the MX Capability RSP nessage, including
the follow ng infornmation:

(0]

MX Feature Activation List: Indicates if the corresponding feature
is enabled or not, e.g. lossless switching, fragnentation,

concat enati on, Uplink aggregation, Downlink aggregation,
Measurenent, etc.

Nunmber of Anchor Connections (Core Networks)

For each Anchor Connection, it includes the follow ng paraneters:

Connection ID

* Connection Type (e.g., 0: W-Fi; 1: 5GNR 2: Milti-Fire;, 3:
LTE)

Nunmber of Delivery Connections (Access Links)

For each Delivery Connection, it includes the follow ng
par anet ers:
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Connection ID
Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: Milti-Fire; 3:
LTE)

0 MX Convergence Met hod Support List

* Trail er-based MX Convergence;
*  MPTCP Proxy;
0 MX Adaptation Method Support List

UDP Tunnel without DTLS;
UDP Tunnel with DTLS;

| Psec Tunnel [ RFC3948] ;
Client NAT;

* ok 3k *

6.4. User Plane Configuration

Figure 5 shows the user plane configuration procedure consisting of
the follow ng key steps:
CCM NCM

|

| | NCM prepares N+MADP for |
| | User Pl ane| Setup |
|
|

B +

R R MX UP Setup Config---|
[----- | MK UP Setup ONF+---------mmmmmme oo - >|
e + |
| Link "X" is up/down| [
o e e ee e eaeaaa + |
|----- | MK Reconfiguration REQ +--------------------- >|
R R T T +MX Reconfigurati on RSP+---|

Figure 5 MAMS Control Procedure for User Plane Configuration

User Pl ane Protocols Setup: Based on the negotiated capabilities, NCM
sets up the user plane (Adaptation Layer and Convergence Layer)
protocols at the NNMADP, and informs the CCM of the user plane
protocols to setup at the client (C MADP) and the paraneters for
C-MADP to connect to N-MADP.

Each MADP instance is responsible for one anchor connection. The MX
UP Setup Config consists of the follow ng paraneters:
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o Number of Anchor Connections (Core Networks)
For Each Anchor Connection, it includes the follow ng parameters

Anchor Connection ID
Connection Type (e.g., 0: W-Fi; 1. 5GNGC, 2: Milti-Fire; 3:
LTE)

* MX Convergence Met hod

+ Trail er-based MX Conver gence;
+ MPTCP Proxy;
* MX Convergence Method Paraneters

+ Convergence Proxy | P Address
+ Convergence Proxy Port
*  Nunmber of Delivery Connections

For each Delivery Connection, include the follow ng:

+ Delivery Connection ID

+ Connection Type (e.g., 0: W-Fi; 1: 5G NGC, 2: Milti-Fire;
3: LTE)

+ MX Adaptation Mt hod

- UDP Tunnel wi thout DTLS;
- UDP Tunnel with DTLS;
- | PSec Tunnel;
- Client NAT,;
+ MX Adaptation Method Paraneters

Tunnel Endpoint |P Address
Tunnel Endpoi nt Port
Shar ed Secr et

e.g. Wien LTE and W-Fi are the two user plane accesses, NCM conveys
to CCMthat | Psec needs to be setup as the MX Adaptation Layer over
the W-Fi Access, using the follow ng paraneters - |Psec end-point |IP
address, Pre-Shared Key., No Adaptation Layer is needed over the LTE
Access as it is considered secure with no NAT. The MX Convergence
Met hod is configured as MPTCP Proxy along with paraneters for
connection to the MPTCP Proxy, nanely |IP Address and Port of the
MPTCP Proxy for TCP Applications.

Once the user plane protocols are configured, CCMinforms the NCM of
the status via the MX UP Setup CNF nessage

Reconfiguration: when the client detects that the Iink is up/down or
the I P address changes (e.g. via APls provided by the client OS), CCM
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sends out a MX Reconfiguration REQ Message to setup / release /update
the connection, and the nessage SHOULD i nclude the foll ow ng
i nformation

0 Reconfiguration Action: indicate the reconfiguration action (O:
rel ease; 1: setup; 2: update)
0 Connection ID: identify the connection for reconfiguration

If (Reconfiguration Action is setup or update), then include the
foll owi ng paraneters

0 | P address of the connection
o0 MIU (Maxi mum Transmi ssion Unit) size of the connection

6.5. MAMS Path Quality Estimation

2
:

| <-------mmae--- + MX Path Estimation Configuration+--
|----- + MX Path Estimation Results+-----------------

v

Figure 6: MAMS Control Plane Procedure for Path Quality Estination

NCM sends followi ng the configuration paraneters in the MX Path
Estimation Configuration nmessage to the CCM

0 Connection ID (of Delivery Connection whose path quality needs to
be estinat ed)

Init Probe Test Duration (ns)

Init Probe Test Rate (Mips)

Init Probe Size (Bytes)

Init Probe Ack Required (0 -> No/1 -> Yes)

Active Probe Frequency (ns)

Active Probe Size (Bytes)

Active Probe Ack Required (0 -> No/1 -> Yes)

OO0OO0OO0OO0OO0OO0

CCM configures the C- MADP for probe reception based on these
paraneters and for collection of the statistics according to the
foll owi ng configuration.

0 Init Probe Results Configuration

Kanugovi, et al. Expi res Septenber 14, 2017 [ Page 12]



Internet-Draft MAMS C- pl ane March 2017

* Lost Probes (%
*  Probe Del ay
* Probe Rate
0 Active Probe Results Configuration

* Average Throughput in the |ast Probe Duration

The user plane probing is divided into two phases - Initialization
phase and Active phase.

o Initialization phase: A network path that is not included by
N-MADP for transm ssion of user data is deemed to be in the
Initialization phase. The user data may be transnitted over other
avai | abl e networ k pat hs.

0 Active phase: A network path that is included by N-MADP for
transm ssion of user data is deened to be in Active phase.

In Initialization phase, NCM configures NNMADP to send an MX Idl e
Probe REQ nessage. CCMcollects the Idle probe statistics from
C- MADP and sends the MX Path Estimation Results Message to NCM per
the Initialization Probe Results configuration.

In Active phase, NCM configures N-MADP to send an MX Active Probe REQ
message.. C MADP cal culates the netrics as specified by the Active
Probe Results Configuration. CCMcollects the Active probe
statistics from G MADP and sends the MX Path Estimati on Results
Message to NCM per the Active Probe Results configuration.

6.6. MAMS Traffic Steering

Cccm NCM

| |

[ o mm e e e e e e e e e m oo oo +
| | Steer user traffic to Path "X'|
| e +
IR MX Traffic Steering (TS) REQ -|

|----- MX Traffic Steering (TS) RSP ------------- >|

Figure 7. MAMS Traffic Steering Procedure
NCM sends out a MX Traffic Steering (TS) REQ nessage to steer data
traffic. It is also possible to send data traffic over multiple
connections sinultaneously, i.e. aggregation. The nessage includes
the follow ng infornmation:

o Connection ID of the Anchor Connecti on
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0 Connection ID List of Delivery Connections for DL traffic

0 Connection ID List of Delivery connections for UL traffic

0 MX Feature Activation List: each paraneter indicates if the
corresponding feature is enabled or not: |ossless switching,
fragnmentation, concatenation, Uplink aggregation, Downlink
aggregati on, Measurenent

In response, CCM sends out a MX Traffic Steering (TS) RSP nmessage,
including the follow ng information:

0 MX Feature Activation List: each paraneter indicates if the
corresponding feature is enabled or not: |ossless switching,
fragment ati on, concatenation, Uplink aggregation, Downlink
aggregation

7. Applying MAVMS Control Procedures with MPTCP Proxy as User Pl ane

If NCM determines that N-MADP is to be instantiated with MPTCP as the
MX Convergence Protocol, it exchanges the MPTCP capability support in
di scovery and capability exchange procedures. NCMthen exchanges the
credentials of the N-MADP instance, setup as MPTCP Proxy, along wth
rel ated paraneters to the CCM CCM configures C-MADP with these
paraneters to connect with the N-MADP ( MPTCP proxy

[I-D. wei-nptcp-proxy-mechanisn, [I|-D. boucadair-nptcp-plain-node])

i nstance, on the avail able network path (Access).

Fi gure 8 shows the MAMS assisted MPTCP Proxy control procedure.

0 For securing the TCP subfl ow data over links that cannot be
assumed to be secure, NCM configures MX Adaptation Layer. E. g.
NCM can inform CCMto use | Psec as the MX Adaptation Layer over
the link "X'" (e.g. W-Fi). CCMinforms CMADP to set up |PSec
(transport node) with N-MADP using the MPTCP-Proxy | P address to
protect the TCP subflow over Link "X".

0 NCMinfornms the CCMthat N-MADP is configured as the MPTCP proxy
and provides the paraneters |ike MPTCP Proxy | P address/Port.

C- MADP obtains the I P address & port of MPTCP-Proxy for Link "X
locally fromCCM This is useful if N-MADP is reachable via
different 1P address or/and port, fromdifferent access networks.
The current MPTCP signaling can't identify or differentiate the
MPTCP proxy | P address & port anong nultiple access networks.
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C- MADP N- MADP I nt er net
(MPTCP) ( MPTCP- Pr oxy) (TCP)
I
Fom e e e oo +
|Link "X" is up |
. +
Fom e e e e e e e e oo +

| obtain MX Adapt ation |
| Layer (1 Psec) Parans |

| <-- I KEv2 Message Exchange--->

| I1PSec transport nmode is active to protect]|
| IPtraffic between C MADP and MPTCP- Proxy|

|
| obt ai n MPTCP- Pr oxy| |
| I P address of Link]| |
| "X* from CCM | |
I
I

| MPTCP Signaling between |
| C MADP and MPTCP- Proxy |

oo s e e e e e e e e e oo - | --+

[ Fomm e - +
| | inspect |
I | MPTCP |
[ | signal |
I | and I
| | est abl i shj
[ | sub-flow |
| | over |
| | Link "X"|
| e +
| B RS +
| < Dat a >| Data Mapping|<----Data---------- >
[ Homm - - - [----- +

Fi gure 8: MAMS-assisted MPTCP Proxy as User Pl ane
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8.

9.

9.

9.

10.

Co- exi stence of MX Adaptation and MX Convergence Layers

MAMS u- pl ane protocols support nultiple conbinations and instances of
user plane protocols to be used in the MX Adaptation and the
Conver gence | ayer

For exanple, one instance of the MX Convergence Layer can be MPTCP
Proxy and anot her instance can be Trailer based. The MX Adaptation
for each can be either UDP tunnel or IPsec. 1PSec may be set up when
net wor k pat hneeds to be secured, e.g. to protect the TCP subfl ow
traversing the network path between the client and MPTCP proxy.

Each of the instances of MAMS user plane, i.e. conbination of MX
Convergence and MX Adaptation | ayer protocols, can coexi st
si mul t aneously and i ndependently handl e different traffic types.

Security Considerations
1. MAMS Control plane security

For depl oynent scenarios, where the client is configured (e.g. by the
network operator) to use a specific network for exchanging contro

pl ane nessages and assune the network path to be secure, MAMS contro
nmessages will rely on security provided by the underlying transport
net wor k.

For depl oynent scenarios where the security of the network path
cannot be assuned, NCM and CCM i npl enentati ons MJST support the
"https" URI schenme [ RFC2818] and Transport Layer Security (TLS)

[ RFC5246] to secure control plane nmessage exchange between the NCM
and CCM

For depl oynent scenarios where client authentication is desired, HITP
Di gest Aut hentication MJST be supported. TLS dient Authentication
is the preferred nechanismif it is avail able.

2. MAMS User plane security

User data in MAMS franework relies on the security of the underlying
network transport paths. Wen this cannot be assunmed, NCM confi gures
use of protocols, like |IPsec [ RFC4301] [RFC3948] in the MX Adaptation
Layer, for security.
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Appendi x A.  MAMS Control Plane Optim zation over Secure Connections

If the connection between CCM and NCM over which the MAMS contr ol

pl ane nessages are transported is assuned to be secure,

UDP i s used

as the transport for managenent & control nessages between NCM and

UCM (see Figure 9).

| Mul ti-Access (MX) Control Message

Fi gure 9: UDP-based MAMS Control plane Protocol
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