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Abst r act

Several | Pv6 transition nmechanisnms require the usage of statel ess or
stateful translators (comonly naned as NAT64) able to allow I P/ I CW
comruni cati on between | Pv4 and | Pv6 networKks.

Those translators are using either a default well-known prefix, and/
or one or several additional network specific prefixes, which need to
be configured into the nodes willing to use the translator.

Different translators will likely have different |1 Pv6 prefixes, to
attract traffic to the correct translator. Thus, an automatic
translator prefix discovery method is necessary.

Thi s docunent defines a DHCPv6-based nethod to i nform DHCPv6 clients
the set of IPv6 and | Pv4 prefixes it serves. This DHCPv6 option can
be used by several transition nechanisns such as SIIT, 464XLAT, EAM

Status of This Meno

Li,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 7, 2017.
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I nt roduction

Stateless IP/ICVWP Translation (SIIT) [RFC7915] describes the basic
transl ati on mechani sm (NAT64), which is actually used as the base for
nost of the related translation protocols.

St at eful NAT64 [ RFC6146] describes howto allow IPv6-only clients to
contact |Pv4 servers using unicast UDP, TCP or |CWP

464XLAT [ RFC6877] describes an | Pv4-over-1Pv6 solution as one

techni que for |1 Pv4 service extension and encouragement of |Pv6

depl oynent. The 464XLAT architecture uses | Pv4/IPv6 translation
described in [ RFC6144], and standardi zed in [RFC6052], [RFC7915], and

[ RFC6146]. It encourages the IPv6 transition by naking | Pv4 service
reachabl e across | Pv6-only networks and providing | Pv6 and | Pv4
connectivity to single-stack |Pv4 or | Pv6 servers and peers. 1In the
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3.

3.

464XLAT architecture, the CLAT (custoner-side NAT46 transl ator) nust
determ ne which of potentially several PLAT (provider-side NAT64
translator) 1 Pv6 prefix to use in order to send a packet to the PLAT
with connectivity to its destination.

[ RFC7050] describes a mechanismto learn the PLAT-side | Pv6 prefix
for protocol translation by DNS64 [ RFC6147]. Although it supports
mul tiple PLAT-side prefix by responding with rmultiple AAAA records to
a DNS64 query, it does not support mapping |Pv4 prefixes to | Pv6
prefix, which would be required, for exanple, if one PLAT has
connectivity to the general Internet followi ng a default route,

anot her has connectivity to a BGP peer, and a third has connectivity
to a network using private addressing [ RFC1918]. Therefore, in the
scenario with nultiple PLATs, [RFC7050] does not directly support
destination-based | Pv4 routing anong PLATS; instead, the DNS64

dat abase nust contain equivalent information. It also requires the
addi ti onal depl oynent of DNS64 service in custoner-side networks,
which is not required in 464XLAT depl oynent.

464XLAT is in fact, a usage case of Stateful NAT64.

Explicit Address Mappings for Stateless IP/ICVMP Translation [ RFC7757]
extends SIIT with an Explicit Address Mapping (EAM algorithmto
facilitate stateless I P/ICVWP translation between arbitrary (non-

| Pv4-transl atable) |1 Pv6 endpoints and | Pv4.

Thi s docunment proposes a nmethod for the transl ator (NAT64) |Pv6
prefix di scovery based on DHCPv6, which is wi dely deployed and
supported in custoner networks. It defines two new DHCPv6 options
for use by a DHCPv6 client to discover the translator |Pv6
prefix(es). Al so, the proposed mechani smcan deal with the scenario
with multiple i ndependent DNS64 databases supporting separate

transl ators

Requi renents Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

New DHCPv6 Option
1. NAT64 Prefix List Option Format

The NAT Prefix List Option is a container for NAT64 Prefix Option(s).
A NAT64 Prefix List Option MAY contain nultiple NAT64 Prefix Options

The format of the NAT64 Prefix List Option is:
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| OPTI ON_NAT64_PREFI X_LI ST | option-length |
B i i S S i I e i S S R L e e e e
I I
+ NAT64_PREFI X- opti ons +
I I
B i S S T s i S T st i S S S S S S S S i
0 option-code: OPTION _NAT64 PREFI X LI ST (TBAl)

o option-length: length of NAT64_PREFI X- options, specified in
octets.

0 NAT64_PREFI X-options: one or nore OPTI ON_NAT64_PREFI X opti ons.
NAT64 Prefix Option Fornmat

The NAT64 Prefix Option is encapsulated in the NAT64 Prefix List
Option. This option allows the mapping of destination |IPv4 address
ranges (contained in the IPv4 Prefix List) to a NAT64 | Pv6 prefix.

If there is nore than one such prefix, each prefix comes in its own
option, with its associated |Pv4 prefix list. In this way, the
DHCPv6 client can select the NAT64 with the correspondi ng destination
| Pv4 address.

The format of the NAT64 Prefix Option is:

0 1 2 3
01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| OPTI ON_NAT64_PREFI X | option-length |
B T i S S i S T h T i S S S S e
| NAT64- Type | NAT64- prel en |
B E e r e s i s i o T T s S S S S 2
[ NAT64- prefi x [
| (variabl e | ength) |
B i S S T s i S T st i S S S S S S S S i
(optional)

| Pv4 Prefix List (variable |ength) .
. (see Figure 3) .
R R e R e s s e o S S e R e o o
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| I'Pv4-prelen [ I Pv4 Prefix (32 bits) [
B T e e i i e e e s b k. S S SR N SR
[ (cont.) | IPv4-prelen | IPv4d Prefix (32 bits) [
i T e o i e T S e e R e E e e o
| | Pv4 Prefix (cont) | C. |
B i S S T s i S T st i S S S S S S S S i
I
—+-

B e T N e R e +.- :l-.— B il i sk S TR S S S S
0 option-code: OPTI ON_NAT64_PREFI X ( TBA2)
o type-field: NAT64-Type (TBA3)

o option-length: 1 + length of NAT64-prefix + length of |Pv4d Prefix
List, specified in octets.

0 NAT64-prelen: length of NAT64-prefix.

0 NAT64-prefix: The NAT64 | Pv6 prefix that the DHCPv6 client use for
| Pv6 address synthesis.

o0 IPv4 Prefix List: This is an optional field. The format of the
I Pv4 Prefix List is shown in Figure 3. It is a list of zero or
more |1 Pv4d Prefixes. Each entry is forned by |IPv4-prelen and | Pv4
Prefix. The total length of the field is 5*nunber of |Pv4
prefixes.

0 |IPv4-prelen: the length of the | Pv4d Prefix.

o |IPv4 Prefix: the destination-based |IPv4 Prefix. The length is 4
octets.

dient Behavior

The client requests the OPTI ON_NAT64 PREFI X LI ST opti on using the
Option Request option (ORO in every Solicit, Request, Renew, Rebind
and | nformation-request nessage. The NAT64-Type field defines the
mechani sm being used. |f the DHCPv6 server includes the

OPTI ON_NAT64 PREFI X LI ST option in its response, the DHCPv6 client
may use the contained NAT64-prefix to translate the destination |Pv4
address into the destination | Pv6 address.

When recei ving the OPTI ON_NAT64 PREFI X option with I Pv4 Prefix List,

the DHCPv6 client MJUST record the received I Pv6 prefix and the
corresponding | Pv4 prefixes in IPv4d Prefix List. Wen receiving the

et al. Expi res Septenber 7, 2017 [ Page 5]



Internet-Draft NAT64 Prefix Discovery by DHCPv6 March 2017

Li,

OPTI ON_NAT64_PREFI X option without |1Pv4 Prefix List, the DHCPv6
client MUST treat the IPv6 prefix and the default |Pv4 prefix
0.0.0.0/0 as one of the records.

If the DHCPv6 client | oses contact with the DHCPv6 server, the DHCPv6
client SHOULD clear the prefix(es) it |learned fromthe DHCPv6 server

When translating the destination | Pv4d address into the destination
| Pv6 address, DHCPv6 client MJST search an | Pv4 routing database
using the longest-match-first rule and select the I Pv6 prefix
offering that |Pv4 prefix.

Message Flow Il lustration

The figure bel ow shows an exanpl e of nessage flow for a Cient
| earning | Pv6 prefixes using DHCPv6.

In this exanple, two | Pv6 prefixes are provided by the DHCPv6 server
The first 1Pv6 prefix is 2001: db8: 122:300::/56, the correspondi ng

| Pv4 prefixes are 192.0.2.0/24 and 198.51. 100.0/24. The second | Pv6
prefix is 2001: db8:122::/48, the corresponding IPv4 prefix is

192. 0. 2. 128/ 25.

When the DHCPv6 client receives the packet with destination |Pv4
address 192.0.2.1, according to the rule of |ongest prefix match, the
NAT64 with 1 Pv6 prefix 2001: db8:122::/48 is chosen. 1In the same way,
the NAT64 with I Pv6 prefix 2001: db8:122::/48 is chosen

et al. Expi res Septenber 7, 2017 [ Page 6]



Internet-Draft NAT64 Prefix Discovery by DHCPv6 March 2017

[ DHCPv6 query for | Pv6 prefix
ORO wi th OPTI ON_NAT64_PREFI X_LI ST

I

I

|

DHCPv6 response with: |
NAT64PREFI X{ [
NAT64- v6-pre = 2001: db8: 122: 300: : / 56 [
NAT64-v4-pre = 192.0.2.0/ 24 |
NAT64-v4-pre = 198.51. 100. 0/ 24} |
NAT64PREFI X{ [
NAT64- v6- pre |
NAT64-v4-pre |

2001: db8: 122::/48
192. 0. 2. 128/ 25}

NAT64- v6-pre = NAT64- v6-pre =
2001: db8: 122: 300::/56 2001: db8:122::/48
NAT64-v4-pre = NAT64-v4-pre =
192.0.2.0/ 24 192.0.2.128/ 25
198.51. 100. 0/ 24

I
Dest | Pv4 addr: [
192.0.2.1 [

Dest | Pv6 addr: [
2001: db8: 122: 300: : c000: 201 |
I

I

Dest | Pv4 addr: 192.0.2.193
Dest | Pv6 addr: 2001: db8:122::c000: 2cl

6. Security Considerations

Consi derations for security in this type of environnent are primarily
around the operation of the DHCPv6 protocol and the databases it
uses.

In the DHCPv6 server, should the database be conpromi sed, it wll
deliver incorrect data to its DHCPv6 clients. |In the DHCPv6 client,
shoul d its database be conpromi sed by attack or polluted by an

i ncorrect DHCPv6 server database, it will route data incorrectly. In
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8.

9.

9.1

Li,

bot h cases, the security of the systenms and their databases in an
operational matter, not managed by protocol.

However, the operation of the DHCPv6 protocol itself is also required
to be correct - the server and its clients nust recognize valid
requests and reject invalid ones. Therefore, DHCPv6 exchanges MJUST
be secured as described in [ RFC3315].

| ANA Consi der ations

We request that | ANA allocate two DHCPv6 option codes for use by

OPTI ON_V6_PLATPREFI X LI ST and OPTI ON_V6_PLATPREFI X fromthe "Option
Codes" table. Simlarly, a request to | ANA for assigning the

NAT64- Type field codes. The following initial values are assigned in
this docunment (values are 16-bit unsigned intergers).

Narre | Value | RFC
_________________ B
Unspeci fi ed | 0x00 | RFC6052
SIIT | 0x01 | RFC7915
Stateful NAT64 | 0x02 | RFC6146
EAMSI I T | 0x03 | RFC7757

Acknow edgenent s
The authors will like to recognize the inputs from Tore Anderson in a

previ ous version of this work.
Ref er ences
Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<http://wwv. rfc-editor.org/info/rfc2119>.

[ RFC3315] Droms, R, Ed., Bound, J., Volz, B., Lenon, T., Perkins,
C., and M Carney, "Dynam c Host Configuration Protocol
for 1 Pv6 (DHCPv6)", RFC 3315, DO 10.17487/RFC3315, July
2003, <http://ww.rfc-editor.org/info/rfc3315>.

[ RFC6877] Mawatari, M, Kawashima, M, and C. Byrne, "464XLAT:
Conmbi nation of Stateful and Statel ess Translation",
RFC 6877, DO 10.17487/ RFC6877, April 2013,
<http://ww.rfc-editor.org/info/rfc6877>.

et al. Expi res Septenber 7, 2017 [ Page 8]



Internet-Draft

9. 2.

Aut

Li,

[ RFC1918]

[ RFC6052]

[ RFC6144]

[ RFC6146]

[ RFC6147]

[ RFC7050]

[ RFC7757]

[ RFC7915]

NAT64 Prefix Discovery by DHCPv6 March 2017

I nformati ve References

Rekhter, Y., Myskowitz, B., Karrenberg, D., de Goot, G,
and E. Lear, "Address Allocation for Private Internets",
BCP 5, RFC 1918, DO 10.17487/ RFC1918, February 1996,
<http://wwmv. rfc-editor.org/info/rfcl918>.

Bao, C., Huitemn, C., Bagnulo, M, Boucadair, M, and X
Li, "I Pv6 Addressing of |1Pv4/1Pv6 Translators", RFC 6052,
DO 10.17487/ RFC6052, Cctober 2010,
<http://ww.rfc-editor.org/info/rfc6052>.

Baker, F., Li, X, Bao, C., and K. Yin, "Framework for
| Pv4/ 1 Pv6 Transl ation", RFC 6144, DO 10.17487/ RFC6144,
April 2011, <http://ww.rfc-editor.org/info/rfc6l44>.

Bagnulo, M, Matthews, P., and |I. van Beijnum "Stateful
NAT64: Network Address and Protocol Translation fromlPv6
Cients to | Pv4 Servers", RFC 6146, DA 10.17487/ RFC6146,
April 2011, <http://ww.rfc-editor.org/info/rfc6146>.

Bagnulo, M, Sullivan, A, Matthews, P., and |. van

Bei j num "DNS64: DNS Extensions for Network Address
Translation fromIPve Cients to | Pv4 Servers", RFC 6147,
DO 10.17487/ RFC6147, April 2011,

<http://ww. rfc-editor.org/info/rfc6l47>.

Savol ai nen, T., Korhonen, J., and D. Wng, "D scovery of
the I1Pv6 Prefix Used for | Pv6 Address Synthesis",

RFC 7050, DO 10.17487/ RFC7050, Novenber 2013,
<http://wwmv rfc-editor.org/info/rfc7050>.

Anderson, T. and A Leiva Popper, "Explicit Address
Mappi ngs for Stateless |IP/ICVP Translation", RFC 7757,
DA 10. 17487/ RFC7757, February 2016,

<http://wwv. rfc-editor.org/info/rfc7757>.

Bao, C., Li, X, Baker, F., Anderson, T., and F. Cont,
"I P/1CVWP Transl ation Al gorithm, RFC 7915,

DA 10.17487/ RFC7915, June 2016,
<http://ww.rfc-editor.org/info/rfc7915>.

hors’ Addresses

et al.

Expi res Septenber 7, 2017 [ Page 9]



Internet-Draft NAT64 Prefix Discovery by DHCPv6 March 2017

Li shan Li

Tsi nghua University
Beijing 100084

P. R Chi na

Phone: +86-15201441862
Email: |ilishan9248@L26. com

Yong Cui

Tsi nghua Uni versity
Beijing 100084

P. R Chi na

Phone: +86-10-6260-3059
Enmai | : yong@snet 1. cs. tsinghua. edu. cn

Cong Liu
Tsi nghua Uni versity
Beijing 100084

P. R Chi na

Phone: +86-10-6278-5822
Emai | : gnocuil @nuail . com
Ji anpi ng Wi

Tsi nghua Uni versity
Beijing 100084
P. R Chi na

Phone: +86-10-6278-5983
Enmai | : jianpi ng@ernet. edu.cn

Fred Baker
Gol eta, CA 93117
United States

Enai | : fredbaker.ietf @nuail.com

Li, et al. Expi res Septenber 7, 2017 [ Page 10]



Internet-Draft NAT64 Prefix Discovery by DHCPv6 March 2017

Jordi Palet Martinez
Consulintel, S. L.

La Navata - CGal apagar 28420
Spai n

Emai |l : jordi.pal et @onsulintel.es

Li, et al. Expi res Septenber 7, 2017 [ Page 11]



