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Abst ract

Thi s docunent describes the use of the Locator/ID Separation Protocol
(LISP) to create Virtual Private Networks (VPNs). LISP is used to
provi de segnmentation in both the LISP data plane and control plane.
These VPNs can be created over the top of the Internet or over
private transport networks, and can be inplenmented by Enterprises or
Service Providers. The goal of these VPNs is to |leverage the
characteristics of LISP - routing scalability, sinmply expressed
Ingress site TE Policy, IP Address Fanmily traversal, and nobility, in
ways that provide value to network operators.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 21, 2017.
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1.

I nt roducti on

Network virtualization creates nultiple, |logically separated

t opol ogi es across one common physical infrastructure. These

| ogi cally separated topol ogies are known as Virtual Private Networks
(VPNs) and are generally used to create closed groups of end-points.
Net work reachability within a VPN is restricted to the addresses of
the end-points that are nenbers of the VPN. This |evel of
segnentation is useful in providing fault isolation, enforcing
access-control restrictions, enabling the use of a single network by
mul tiple tenants and scoping network policy per VPN

LI SP creates two namespaces: The End-point ldentifier (El D) nanespace
and the Routing Locator (RLOC) nanespace. The LISP Mapping System
maps EIDs to RLOCs. Either the EID space, the RLOC space or both may
be segnented. The LISP Mapping System can be used to nmap a segnented
El D address space to the RLOC space. When the ElID nanespace is
segnented, a LISP Instance-ID (1I1D) is encoded in both the data plane
and the control plane to provide segnmentation and to di sanbi guate
overlapping EID Prefixes. This allows multiple VRFs to 'share’ a
comon Routing Locator network while maintaining EID prefix
segnent ati on.

LI SP VPNs nust support Milticast traffic in the EID space and nust
al so support the ability to provide controlled reachability across
VPNs whi ch is commonly known as extranet functionality. Wen data
path security is needed, LISP virtualization can be conbined with
LISP Crypto to provide data path confidentiality, integrity, origin
aut hentication and anti-replay protection.

Definition of Ternmns

LISP rel ated terns, notably Map-Request, Map-Reply, Ingress Tunne
Router (1 TR), Egress Tunnel Router (ETR), Map-Server (Ms) and Map-
Resol ver (MR) are defined in the LISP specification [ RFC6830].

Ternms defining interactions with the LI SP Mappi ng System are defined
in [ RFC6833].

Terns related to the procedures for signal free nulticast are defined
in[l-Dietf-lisp-signal-free-nulticast].

The following terns are here defined to facilitate the descriptions
and di scussions within this particul ar docunent.

Forwar di ng Context - Logical segnment of a device's forwarding table
and its associated interfaces. This is usually in the formof a VRF
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for IP forwarding, nmay also be in the formof a Bridge Dormain or VLAN
for MAC forwardi ng.

Hone-11D - In the context of cross VPN connectivity, a particular EID
will be registered with nultiple Instance-I1Ds, the Hone-11D
identifies the Instance-1D associated to the Forwardi ng Context (VRF)
to which an EID is actually connected.

Extranet-VPN - In the context of cross VPN connectivity, a VPN that
is reachable by all Extranet-Subscriber-VPNs and can reach all
Ext ranet - Subscri ber - VPNs.

Extranet - Subscri ber-VPN - The VPNs that can reach the Extranet-
Provi der- VPN, but cannot reach each other.

Extranet Policy - The definition of which VPNs share reachability
informati on with each other in the context of cross VPN connectivity.
May be structured as a group of Extranet-Subscriber-VPNs that
subscribe to an Extranet- VPN

3. LISP Virtual Private Networks (VPNs)

A LISP VPN is a collection of LISP Sites building an Overlay NetworKk.
These sites share a common control plane, the LI SP Mapping System
The menbers of this VPN al so share conmon RLOC connectivity, whether
it be the Internet or a private |IP network.

Multiple LISP VPNs may run over a common RLOC space and many LI SP
VPNs may share one or nore |locations, requiring XTRs to service
mul ti ple VPNs sinultaneously.

VPNs must be allowed to have overl appi ng address space. It is
necessary to di sanbi guate the EI D nanespace in both the control and
data plane as well as nmaintain forwarding segnentation within the
XTRs. The LISP Instance ID (I1D) is used to provide a VPN wi de

uni que identifier that can be used both in the control and data

pl anes.

The LISP Instance IDis a 32 bit unstructured nanespace that
identifies a LISP VPN. The tuple of EID Prefix and IIDis referred
to as an Extended EID (XEID) [I-D.ietf-lisp-ddt]. The LISPIID s
used in the data plane of the LISP header [RFC6830], as well as in
the LISP control plane [I-D.ietf-lisp-lcaf].

The operation of a LISP VPN is consistent with the operation of LISP
in a non-VPN environnent as defined in [ RFC6830]. The operation of a
LISP VPN is here described at a high level in terns of EID
registrations, EIDI|ookups and traffic forwarding:
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EID registration: In a LISP VPN, XTRs that are nenmbers of the VPN
shoul d be configured with a forwarding context (e.g. VRF) and the
associated 1D for the VPN. Based on this configuration, the ETRs
must register the EIDs within the forwardi ng context as Extended El Ds
(I''D+EID). The LI SP mappi ng system consol i dates the registrations
fromall the ETRs in the VPN and buil ds a nmappi ng database for the
VPN.

El D Lookup: ITRs that are nenbers of the VPN will do forwarding

| ookups in the forwardi ng context where traffic was received. Upon a
cache miss within the forwarding context, the I TR nust issue a Map-
Request for the destination EID and include the VPN's IID. This

i nformati on nust be encoded as an Extended EID (I ID+EID) in the Mp-
Request issued. The IIDto associate with the EID in this Mp-
request is derived fromthe configuration of the VPN s forwarding
context (in which the traffic was received). The Mappi ng System
should reply to the Map Request with a Mapping for the Extended ElID
(I D+tEID), the 11D of the Extended EID should be used to identify the
forwardi ng context in which the Mapping received shoul d be cached.

Traffic Forwardi ng: Once a Mappi ng has been cached in the VPN s
forwardi ng context, the ITR will encapsulate the traffic towards the
RLOC in the mapping. The II1D corresponding to the VPN s forwarding
context nust be included in the Instance-ID field of the data plane
header. \When the encapsulated traffic is received at the ETR the
encapsul ati on header is renoved and the |1 D received in the header is
used to identify the forwarding context to use to do a forwarding

| ookup for the decapsulated traffic.

A nore formal description of the Control and Data Pl ane procedures
for a LISP VPN is docunmented in the follow ng sections.

In order to create VPNs, the foll owi ng segnentation functions nust be
provi ded:

0o Device Segnentation. The forwarding tables of the devices nust be
segrmented so that independent forwardi ng decisions can be made for
each virtual network. Virtual Routing and Forwardi ng (VRF)
contexts may be used to create multiple instances of Layer 3
routing tables virtualization (segnentation) at the device |evel
If the EID space is in a Layer 2 address fanmly (e.g. MAC
addresses), then Layer 2 contexts such as VLANs or bridge domains
may be used to segnent the device. W generalize the concept of
separate forwardi ng tabl es as forwardi ng contexts.

o Data Plane Segnentation. Data Plane Forwardi ng separation is

necessary for the devices to nmaintain virtual network semantics at
forwarding tine. Data plane separation can be maintained across
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3.

.1

2

net wor k pat hs using either single-hop path segnentation (hop-by-
hop) or multi-hop path segmentation. Single-hop path segnentation
mechani sms i ncl ude constructs such as 802.1q VLAN trunks, multi-
hop nechani sns include MPLS, LISP, VXLAN and GRE tunnels.

o0 Control Plane Segnentation. |In order to correctly popul ate the

mul ti ple forwarding tables in the segnented network devices, the
control plane needs to be segnented so that the different updates
that are conveyed by the control plane contain the necessary
virtual network senmantics to discrinmnate between information

rel evant to one segnent vs another. Control plane segnentation is
key to allowing sites to use overl appi ng network prefixes in these
| ogically separate topol ogies. BGP/MPLS VPNs (ref RFC 4364) are
an exanple of this control plane segnentation

The LISP IID in the Control Plane

In a LI SP Mappi ng System supporting VPNs, EID Prefixes should be
regi stered as Extended EID tuples of information that include the EID
prefix as well as its corresponding Instance ID (11D) information.

In a segnented LI SP network, whenever an EID is present in a LISP
message, the EID nust be encoded as an extended EID using the
Instance I D LCAF type defined in [I-D.ietf-lisp-lcaf]. This includes
all LISP nmessages pertinent to the EIDs in the segnented space,
including, but not limted to, Map-Register, Mp-Request, Mp-Reply,
Map- Notify, SMRs, etc.

On EID registration by an ETR, the Map-Regi ster nessage sent by the
ETR nmust contain the corresponding |IID encoded as part of the EID
usi ng the Instance | D LCAF type.

On EI D | ookup, when an I TR i ssues a Map- Request, both the Map- Request
message and the resulting Map-Reply nust contain the |ID for the EID
encoded using the |1 D LCAF type. The IID to use for a Map- Request
may be derived fromthe configuration of the ITR Ingress VRF. The
mappi ngs received by an ITRin a Map-Reply should be cached in the
VRF correspondi ng (by configuration) to the IID included in the Map-
Reply message.

The Mapping System nust naintain the IID infornmation that corresponds
to any EIDs actively registered with the Mappi ng System

The LISP IID in the Data Pl ane
A LISP xTR will map, by configuration, a LISP Instance ID to a given

forwarding context in its ElID nanespace. The |Instance-ID nust be
included in the data plane header to allow an xTR to identify which
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VPN t he packet bel ongs to when encapsul ati ng or decapsul ating LI SP
packets. The LISP header [RFC6830] as well as the VXLAN header

[ RFC7348] reserve a 24 bit field for the purposes of encoding the
Instance-1D (referred to as VNID in the VXLAN specification).

LISP I TRs may receive non-encapsul ated traffic on an interface that
is associated with the forwarding context for a VPN (e.g. VRF). A
LI SP I TR shoul d do Map-cache | ookups for the destination EID wthin
the forwarding context in which it received the traffic. The LISP

I TR nust encapsulate the traffic to the destination RLOC found in the
map- cache and rust include, in the header of the encapsul ated packet,
the |1 D associated with the forwarding context for the VPN. In the
event of a map-cache miss, the LISP I TR nust issue a Map-request with
the 11D associated with the I TR Ingress VRF as described in

Section 3.1.

On recei pt of an encapsul ated LI SP packet, a LISP ETR will deliver

t he decapsul at ed packets to the VRF associated with the 11D received
in the LI SP header. Standard routing |ookups will then take place
within the context of the VRF for the forwarding of the decapsul ated
packet towards its destination.

The use of nultiple II1Ds on a single site xTR, each mapped to a
different EID VRF allows for multiplexing of VPNs over a Locator
net wor k.

3.3. Locator Network Segnentation

This docunent has so far discussed virtualizing the LISP EID
namespace, and conmuni cati on between xTRs and the LI SP Mappi ng
System Inplicit in this comrunication requirenent is a network

bet ween these devices. LISP VPNs do not require this underlay
networ k connectivity to be in the "default"” VRF, just that a a given
LISP Site and its Mapping System be interconnected via a commopn VRF.

LI SP xTRs may have connectivity to each other via nultiple distinct
VRFs, as in the case where the LISP VPN is being used to create an
Overlay with multiple MPLS-VPN Service Providers being used as the
transport. In other words, the RLOC space may al so be segnented, the
segnentation of the RLOC space is not done by LISP, but the
segnentation of the RLOC space is delivered by the routing protocols
and data pl ane used by the RLOC space. Wen the RLOC space is
segrmented, different EID segnents nmay use different RLOC segments.

An RLCC segnent nmay service one or many ElID segnents, allowi ng a VPN
in the RLOC space to service a subset of the VPNs created in the EID
space.
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3. 4. Mul ti cast in LI SP VPN environnents

Both Signaled and Signal Free Miulticast within a VPN will operate

wi t hout nodification in VPN environments provided that all LISP
control plane nessages include the Instance ID for their VPN as
specified in Section 3. Milticast Source (S) state as well as
multicast Goup (G state are both scoped within a VPN and therefore
the values for S and G may be reused in other VPNs.

4, LI SP VPN Extranet

In a multi-tenant network the conmunication between a shared VPN and
a nultitude of otherw se isolated VPNs is generally known as extranet
comruni cation. Reachability is established between an shared
Extranet-VPN and a nmultitude of Extranet-Subscriber-VPNs w thout
enabling reachability between the different Extranet-Subscriber-VPNs.
This section specifies the procedures and protocol encodings
necessary to provide extranet functionality in a nulti-instance LISP
networ k. The mechani sms descri bed require cross VPN | ookups and
theref ore assune that the EID space across all VPNs invol ved does not
overlap or has been translated to a nornalized space that resolves
any overl aps.

The operation of a LISP VPN Extranet is consistent with the operation
of LISP VPNs as defined in Section 3. The operation of a LISP VPN
Extranet is here described at a high level in terns of EID
registrations, EID |ookups and traffic forwarding:

ElI D Registration: EIDs in the Extranet-VPN should be registered in
their Hone-11D as well as in all other IIDs that are part of the
Extranet scope. EIDs in the Extranet-Subscriber-VPNs shoul d be
registered in their Home-11D and the Extranet-VPN s 11 D. This makes
the EIDs avail able for |ookups in VPNs other than their Hone-VPN
When an EIDis registered in an IID that it does not belong to, the
mappi ng shoul d include a paranmeter containing the Hone-11D for the
EID. As aresult any EID that should be reachabl e based on the
Extranet configuration will be registered in every relevant VPN, if
the EIDis not native to that VPN, the mapping will have a paraneter
with the Hone-11D for the EID.

El D Lookup: Map-requests will be issued within the IID of the
requesting VPN as specified in Section 3. |If the destination is
across VPNs, the nmapping for the destination EID should contain the
EID s Hone-11D as a paraneter. The mapping, including the Home-11D
paraneter is returned in a Map-Reply and cached by the ITR in the
Forwar di ng Context of the requesting VPN. The cache will include the
destination’s Honme-11D as a paraneter of the mapping.
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Traffic Forwarding: An ITR will encapsulate traffic to a cross VPN
destination using the destination’s Honme-11D in the data pl ane
header. Upon decapsul ation at the ETR, traffic is handed directly to
the destination VPN s forwardi ng context based on the 11D used in the
header .

A nore formal description of the Control and Data Pl ane procedures
for a LISP VPN Extranet is documented in the foll owi ng sections.

4.1. LISP Extranet VPN Control Pl ane

In order to achieve reachability across VPNs, EID mapping entries in
the Extranet Provider VPN nust be accessible for |ookups initiated
froman Extranet Subscriber VPN and vice-versa.

The definition of which VPNs share reachability information is
governed by configurable Extranet Policy. The Extranet Policy wll
simply state which VPNs are extranet subscribers to a particular
extranet provider VPN. There nmay be multiple provider VPNs in a LISP
network and a VPN may subscribe to multiple provider VPNs. A

subscri ber VPN may act as a provider VPN to provide reachability
across subscriber VPNs, this effectively nmerges the subscriber VPNs
together, a scenario that is usually better achieved by creating a
singl e subscriber VPN

The Instance-ID (11 D) for the VPN to which an EID is connected is
referred to as the Home-11D of the EID. As cross VPN registrations
and | ookups take place, the Hone-11D for an EID nust be preserved and
communi cated in any pertinent LISP nessages.

4.1.1. LISP Extranet VPN Map Regi ster Procedures

An ETR may register EIDs in their Honme-11D as well as in the other
I1Ds within the scope of the Extranet Policy. For exanple, an EID
connected to the Extranet-VPN nay be registered by its ETRin its
Hone-11D and also in all the |11 Ds corresponding to the Extranet-
Subscri ber-VPNs defined in the Extranet Policy. Wen Map-Register
messages for an EID are issued in |1 Ds other than the EID s Hone-11D,
the Hone-11D for the EID nmust be included in the Map-Register. The
Home- 11D nmust be encoded as described in Section 4.1.3.

When registering an EIDin nultiple IIDs, it is advisable to pack the
multiple registrations in a single Map-Regi ster nessage containing
the multiple XEID records.

A Map-Server may be configured with the Extranet Policy. This may

suffice for the Map-Server to be able to satisfy cross VPN | ookups.
In such inplenentations, ETRs nmay not be required to register an EID
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across the entire scope of 11Ds defined in the Extranet Policy, but
may only require the registration of the EID in its Hone-11D.

Whi ch nethod of cross VPN mapping registration is used (initiated by
the ETR or initiated by the Map-Server) should be a configurable
option on the XTRs and Map- Server.

4.1.2. LISP Extranet VPN Map Lookup Procedures

Map- Request nessages issued by an I TR, their structure and use do not
change when a destination EID is outside of the Hone-11D for the
source EID.

When a Map- Request nessage is forwarded fromthe Map-Resol ver to an
aut horitative Map-Server (either directly or by DDT del egation), the
11D of the requesting EID nust be preserved so that the Map-Reply is
sent in the correct context.

Map- Repl y nessages must use the 11D of the requesting EID and nust

al so include the Home-11D of the destination EID. The Home-IIDis a
paraneter of the destination EID, part of the mapping and nust be
encoded as described in Section 4.1.3. The mapping obtained in the
Map- Repl y nust be cached in the forwarding context of the requesting
EID, which is identified by the Il D for the requesting EID. The
mappi ngs cached will contain the Horme-11D of the destination EID
whenever this destination EID is cached outside of its Home-I1D.

4.1.3. LISP Extranet VPN Hone-I|1D encoding

The Home-11D is an attribute of the EID-RLOC napping. The Hone-11D
nmust be encoded as an additional RLOC within the record carried in
Map- Regi ster, Map-Reply or Map-Notify nmessages as defined in

[ RFC6830] .

The additional RLOC containing the Hone-11D should use AFl = 16387
(LCAF) with a List type as described in Section 4.1.3.1.

4.1.3.1. Home-11D encoded in LCAF List type

The Hone-11D may be encoded as LCAF AFlI of type Instance ID (Type 2).
The 11 D LCAF AFl entry should be nested within a List Type LCAF (Type
1). The list type is used to include a distinguished nane type that
woul d provide the semantical information that identifies this field
as a Home-11D to be used for the purposes of Extranet VPNs. Map-
Servers and XTRs receiving the encoded nessages woul d | everage the
semantical information to parse the control plane nessage properly.
The different LCAF types are docunented in [I-D.ietf-lisp-lcaf]. The
| ogi cal structure of the nested LCAF structure is depicted bel ow
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AFl = LCAF(16387)
Type = LIST(1)
| TEML
AFl = Di stingui shed Name
Val ue = "Home-11D"

| TEMR
AFl = LCAF(16387)
Type = 11X 2)

Val ue = <Hone-11D. val ue>
4.1.3.2. Home-11D encoded in dedi cated LCAF Type

Al ternatively, a new dedicated LCAF type could be used in order to
i nclude application semantics to the encoding of the IIDin a
purposely structured type. In the future, this docunment may be
updated to provide details of the definition of structure and
semantics for a dedicated LCAF type to be used in this application.

4.2. LISP Extranet VPN Data Pl ane

Traffic will be forwarded according to the procedures outlined in

[ RFC6830]. The mmp-cache will include the Hone-11D for the
destination EID as part of the mapping for the destination EID. In
an | TR, unicast traffic will be encapsul ated using the Hone-11D for
the destination EID as the Instance-ID in the encapsul ati on header.
On de-capsul ation, the Instance-ID in the header points to the
destination VPN already so no further procedures are required.

4.3. LISP Extranet VPN Mul ticast Consi derations

When Multicast traffic needs to be forwarded across VPNs, there are
speci al considerations that are closely tied to the definition of the
Extranet functionality. This specification will focus on the use of
Signal Free Multicast [I-D.ietf-lisp-signal-free-nulticast] for the
delivery of a cross VPN nulticast service.

4.3.1. LISP Extranet VPN Miul ti cast Control Pl ane

The Receiver-site Registration procedures described in
[I-D.ietf-lisp-signal-free-nmulticast] are expanded to allow the
formation of a replication-list inclusive of Receivers detected in
the different VPNs within the scope of the Extranet Policy.

Once the Receiver-ETRs detect the presence of Receivers at the

Recei ver-site, the Receiver-ETRs will issue Map-Regi ster nessages to
i nclude the Receiver-ETR RLOCs in the replication-list for the

mul ticast-entry the Receivers joined.
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The encodi ngs for Map- Regi ster nessages and the EIDs and RLOCs within
foll ow the guidelines defined in
[I-D.ietf-lisp-signal-free-nmulticast].

For VPNs within the scope of the Extranet Policy the nulticast
receiver registrations will be used to build a comon replication
list across all VPNs in the Extranet Policy scope. This replication
list is maintained within the scope of the VPN where the nulticast
source resides. \Wen Receivers are in the Extranet-Subscri ber-VPN
Mul ticast sources are assuned to be in the Extranet-VPN and

vi cever sa

The Instance-1D used to Register the Receiver-ETR RLOCs in the
replication-list is the Instance-I1D of the Extranet-VPN, i.e. the VPN
where the Miulticast Source resides. Wien |listeners are detected in
the Extranet-VPN, then nmultiple Registrations nust be sent with the

I nstance-1Ds of the Extranet-Subscriber-VPNs under the assunption
that the Multicast sources could be in one or nore of the Extranet-
Subscri ber - VPNs.

Source-1TRs will conplete | ookups for the replication-list of a
particular nulticast group destination as well as the forwardi ng of
traffic to this nulticast group followi ng the procedures defined in
[I-Dietf-lisp-signal-free-nulticast] wi thout any change.

4. 3. 2. LI SP Extranet VPN Multicast Data Pl ane

It is desirable to send a single copy of the Miulticast traffic over
the transit network and have the Receiver-ETRs locally replicate the
traffic to all Receiver-VPNs necessary. This replication is governed
by the Extranet Policy configured at the ETR  Thus, |ITRs wll
encapsul ate the traffic with the Instance-1D for the VPN where the
Mul ticast Source resides. ETRs will receive traffic in the source
1D and replicate it to the Receiver VPNs per the Extranet Policy.

4.4, LISP Extranet SMR Consi derations

Data driven SMRs need to carry the 11D for the VPNs of senders.

Since the sender’s VPN is not known, the ETR nust send the SMR to the
sending RLOC but replicated to all VPNs defined in the Extranet
Policy. Milticast optimzations could be used to ninimze the anount
of traffic replicated when sending these SMRs and potentially
replicate only at the ITR.  An SMR traveling from an Extranet
Subscriber VPN to an Extranet VPN will usually be | ess susceptible to
being replicated many tinmes than an SMR traveling in the opposite
direction (provider to subscriber).
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4.5. LISP Extranet RLOC Probing Considerations

RLOC Probes nmust be sent with the I1D of the VPN originating the
probe. The XTR receiving the probe nust identify the VPN for the
target EID. The XTR receiving the probe should run all verifications
as specified in [RFC6830] within the forwarding context corresponding
to the VPN where the target EID is connected. Once verifications are
compl eted, the reply to the probe should be sent in the II1D of the
VPN t hat originated the probe.

5. Security Considerations

LI SP [ RFC 6830] incorporates nmany security mechani snms as part of the
mappi ng dat abase servi ce when using control -plane procedures for
obt ai ning EI D-to- RLOC mappi ngs. In general, data plane nechani sns
are not of primary concern for general Internet use-case. However,
when LI SP VPNs are depl oyed, several additional security nechanisns
and consi derations must be addressed.

Data plane traffic uses the LISP instance-id (I1D) header field for
segnentation. in-flight nodifications of this I1D value could result
in violations to the tenant segnentation provided by the I1D.
Protection against this attack can be achieved by using the integrity
protection nmechani sns afforded by LISP Crypto, with or wthout
encryption depending on users’ confidentiality requirenents (see

bel ow) .

5.1. LISP VPNs and LISP Crypto

The procedures for data plane confidentiality in LISP are docunented
in[l-Dietf-lisp-crypto] and are prinmarily ainmed at negotiating
secret shared keys between | TR and ETR i n map-request and map-reply
messages. These secret shared keys are negotiated on a per RLOC
basis and without regard for any VPN segnentation done in the EID
space. Thus, nultiple VPNs using a shared RLOC may al so share a
comon secret key to encrypt communications of the nultiple VPNs.

It is possible to negotiate secret shared keys on a per EID basis by
appl ying the procedures described in [I-D.ietf-lisp-crypto] to RLCC
probes. In a VPN environnent, RLOC probes would be ained at Extended
El Ds that contain Instance-1D semantics, therefore resulting in the
calculation of different secret shared keys for different XElD.

Since the keys are cal cul ated per XEID prefix rather than per VPN
there are scal e considerations when inplenmenting this |Ievel of key
negoti ation granularity.
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6.

8.

8.

8.

| ANA Consi derati ons
Thi s docunment has no | ANA inplications
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