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Abst ract

This specification will describe how epheneral LISP EIDs can be used
to create source anonynity. The idea makes use of frequently
changing EIDs nuch |like how a credit-card systemuses a different
credit-card nunbers for each transaction

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Novenber 7, 2016

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The LISP architecture [ RFC6830] specifies two nanespaces, End-Point
IDs (EIDs) and Routing Locators (RLOCs). An EIDidentifies a node in
the network and the RLOC indicates the EID s topol ogical |ocation
Typically EIDs are globally unique so a end-node system can connect
to any other end-node systemon the Internet. Privately used ElDs
are all owed when scoped within a VPN but mnust al ways be uni que within
that scope. Therefore, address allocation is required by network
adm nistration to avoid address collisions or duplicate address use.
In a nultiple namespace architecture like LISP, typically the EID
will stay fixed while the RLOC can change. This occurs when the EID
is mobile or when the LISP site the EID resides in changes its
connection to the Internet.

LI SP creates the opportunity where EIDs are fixed and won’t change.
This can create a privacy probl emnore so than what we have on the
Internet today. This draft will exam ne a technique to allow a end-
node systemto use a tenporary address. The lifetine of a tenporary
address can be the sanme as a lifetine of an address in use today on
the Internet or can have traditionally shorter lifetimes, possibly on
the order of a day or even change as frequent as new connection
attenpts.
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2. Definition of Terns

Epheneral -EID - is an IP address that is created randomy for use
for a tenporary period of tine. An Epheneral-EID has all the
properties of an EID as defined in [ RFC6830]. Epheneral -ElIDs are
not stored in the Domain Nane System (DNS) and shoul d not be used
in long-termaddress referrals.

Client End-Node - is a network node that originates and consunes
packets. It is a systemthat originates packets or initiates the
establi shnent of transport-|ayer connections. |t does not offer
services as a server systemwould. It accesses servers and
attenpts to do it anonynously.

3. Overview

A client end-node can assign its own epheneral EID and use it to talk
to any systemon the Internet. The systemis acting as a client
where it initiates conmunication and desires to be an inaccessible
resource fromany other system The epheneral EIDis used as a
destination address solely to return packets to resources the
epheneral EID connects to.

Here is the procedure a client end-node woul d use:

1. dient end-node desires to talk on the network. |t creates and
assigns an epheneral -EI D on any interface.

2. If the client end-node is a LISP xTR, it will register the
epheneral -EID with a globally routable RLOC. If the client end-
node is not a LISP xTR, it can send packets on the network where
a LISP router xXTR will register the epheneral-EIDwith its RLOC

3. The client end-node originates packets with a source address
equal to the epheneral -EID and will receive packets addressed to
t he epheneral - El D

4. Wen the client end-node decides to stop using the epheneral - El D,
it will deregister it fromthe mappi ng system and create and
assign a new epheneral -EID, or decide to configure a static
gl obal address, or participate in DHCP to get assigned a |eased
address.

Note that the epheneral -EID can be nobile just |ike any other EID so

if it isinitially registered to the mapping systemw th one or nore
RLOCs, later the RLOC-set can change as the epheneral - ElID roans.
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4.

Design Details

This specification proposes the use of the experinental LISP ElD

bl ock 2001:5::/32 when I Pv6 is used. See | ANA Considerations section
for a specific sub-block allocation request. Wen IPv4 is used, the
Class E block 240.0.0.0/4 is being proposed.

The client end-node systemw ||l use the rest of the host bits to

al | ocate a random nunber to be used as the epheneral -EID. The EID
can be created manually or via a progranmatic interface. Wen the EID
address is going to change frequently, it is suggested to use a
programatic interface. The probability of address collision is
unlikely for IPv6 ElIDs but could occur for IPv4 EIDs. A client end-
node can create a epheneral -EID and then ook it up in the nmapping
systemto see if it exists. |If the EID exists in the mapping system
the client end-node can attenpt creation of a new random nunber for
the epheneral -EID. See Section 7 where epheneral -El Ds can be
preal | ocated and registered to the mappi ng system before use.

When the client end-node systemis co-located with the RLOC and acts
as an xTR, it should register the binding before sendi ng packets.
This elimnates a race condition for returning packets not know ng
where to encapsul ate packets to the epheneral-EID s RLOCs. When the
client end-node systemis not acting as an XTR, it should send sone
packets so its epheneral -EI D can be di scovered by an xTR which
supports EID-nobility [I-D. portoles-lisp-eid-mobility] so mapping
systemregistration can occur before the destination returns packets.
See Section 7 for alternatives for fixing this race condition
probl em

I nt erwor ki ng Consi derati ons

If aclient end-node is conmunicating with a systemthat is not in a
LI SP site, the procedures from[RFC6832] should be followed. The
PITR will be required to originate route advertisenents for the
epheneral - EI D sub-block [I-D.draft-ietf-1isp-eid-block] so it can
attract packets sourced by non-LISP sites destined to epheneral - El Ds.
However, in the general case, the coarse block from
[I-D.draft-ietf-1isp-eid-block] will be advertised which would cover
t he sub-block. For |Pv4, the 240.0.0.0/4 must be advertised into the
| Pv4 routing system

Mul ti cast Consi derations

A client end-node systemcan be a nmenber of a multicast group fairly
easily since its address is not used for nulticast comrunication as a
receiver. This is due to the design characteristics of | GW

[ RFC3376] [ RFC2236] [RFC1112] and M.D [ RFC2710] [ RFC3810].

Farinacci & Pillay-EsnauExpires Novenber 7, 2016 [ Page 4]



Internet-Draft LI SP EI D Anonynity May 2016

10.

10.

When a client end-node systemis a nmulticast source, there is
epheneral (S,G state that is created and maintained in the network
via multicast routing protocols such as PIM[RFC4602] and when PIMis
used with LISP [ RFC6802]. |In addition, when
[I-D.draft-ietf-lisp-signal-free-nulticast] is used, epheneral -EID
state is created in the mappi ng database. This doesn’t present any
probl ens ot her than the anobunt of state that may exist in the network
if not timed out and renoved pronptly.

However, there exists a nulticast source discovery problemwhen PI M
SSM [ RFC4607] is used. Menbers that join (S, G channels via out of
band mechani sns. These mechani sms need to support epheneral - El Ds.
O herwi se, PIMASM [ RFC4602] or PIMBidir [RFC5015] will need to be
used.

Per f ormance | nprovenents

An optimzation to reduce the race condition between registering
epheneral - El Ds and returning packets as well as reducing the
probability of epheneral-El D address collision is to preload the
mappi ng dat abase with a |list of epheneral -EIDs before using them It
comes at a expense of rebinding all of registered epheneral-El Ds when
there is an RLOC change. There is work in progress to consider
adding a level of indirection here so a single entry gets the RLOC
update and the list of epheneral-EIDs point to the single entry.

Security Consi derations
When LI SP-crypto [I-D.draft-ietf-lisp-crypto] is used the ElID payl oad
is nore secure through encryption providing El D obfuscation of the
epheneral -EID as well as the global-EID it is comrunicating wth.

But the obfuscation only occurs between xTRs. So the randomess of a
epheneral -EID inside of LISP sites provide a new | evel of privacy.

| ANA Consi derations

This specification is requesting the sub-block 2001:5:ffff::/48 for
ephener al - El D usage.
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