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Abst ract

Thi s docunent defines an extension to the DLEP protocol that enables
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flow control .
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1. Introduction

The Dynamic Link Event Protocol (DLEP) is defined in
[I-D.ietf-manet-dlep]. It provides the exchange of

Credit Wndows Shared Across Destinations

March 2017
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link rel ated

control information between DLEP peers. DLEP peers are conprised of
a nodem and a router. DLEP defines a base set of nechanisns as well
as support for possible extensions. This docunent defines one such

ext ensi on.

The base DLEP specification does not include any flow control
capability. There are various flow control theoretically possible
with DLEP. For exanple, a credit-w ndowi ng schene for destination-

specific flow control which provides aggregate flow control
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nodem and routers has been proposed in
[I-D.ietf-manet-credit-w ndow.

Thi s docunent defines a DLEP extension which provides flow contro
for DiffServ [RFC2475] traffic sent froma router to a nodem Fl ow
control is provided for multiple DSCPs (differentiated services
codepoint), which are grouped into |ogical sets of |ogical queues.
The extension defined in this docunent is referred to as "D ffServ
Aware Credit Wndow ng" or, nore sinply, the "DA Credit" extension

Thi s docunent defines a new DLEP Extension Type Value in Section 3
which is used to indicate the use of the extension. Two new nessages
are defined in Section 5, and four new DLEP Data Itenms in Section 6

1.1. Key Wirds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14, RFC 2119 [RFC2119].

2. Extension Overview

The DA Credit extension can be used to support credit based fl ow
control of traffic sent froma router to a nmodem The extension can
be used to support DiffServ and non-DiffServ based flow control

Both types of DLEP endpoints, i.e., a router and a nodem negotiate
the use of extension during session initialization, see Section 5.2
[I-D.ietf-manet-dlep]. Wen using this extension, data is allowed to
be sent by the router to the nodemonly when there are credits
avail abl e.

When the extension is to be used, a nodem passes to a router its
known DSCPs, if any. DSCPs are grouped by |ogical queues, each of

whi ch are given a | ogical queue index. The queue index zero (0) is
special and is used for any DSCP val ue, including 0, which is not

ot herwi se identified by the nodem The nodem al so provides a size

in bytes, of the |ogical queue for informative and, potential, future
uses. Currently, only DSCP to | ogical queue index value mapping is
used in flow control operation

The DA Credit extension supports credit based flow control on a per
MAC address destination, per queue index basis. Mdens provide the
initial size of the associated "Credit Wndow', i.e., the amount in
octets (bytes) that may be sent by the router to the nodem when a
MAC desti nation becones reachabl e and, optionally, when its rate

i nformati on changes. "Credit Increnents", i.e., increases in a
Credit Wndow size, are provided using new "Credit Control" nessages.
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A router provides its view of the Credit Wndow, which is known as
"status", in Destination Up Response and the new "Credit Control
Response" nessages. Routers can also request credits using the new
"Credit Control" nessage.

Credit information, both grants and status, is provided in new credit
grant related data itens. Each data itemcontains a single credit
val ue that applies to one or nore queue indexes. Different (grant
and status) values for different queue i ndexes can be provided in a
single message by including nmultiple grant data itens. The val ues

i ndi cate a nunber of octets (bytes), including MAC headers on the
router to nmodemlink, that may be sent.

Note that credit information related to different destinati on MAC
addresses is always passed in different DLEP nessages.

3. Extension Usage and ldentification

The use of the extension defined in this docunent SHOULD be
configurable. To indicate that the DiffServ Anare Credit W ndow ng
Extension is to be used, an inplenentation MIST include the D ffServ
Aware Credit Wndowi ng Type Value in the Extensions Supported Data
Item The Extensions Supported Data Itemis sent and processed
according to [I-D.ietf-manet-dlep].

The DiffServ Aware Credit W ndow ng Extension Type Value is TBAl, see
Section 9.

4., Data Pl ane Consi derations

When the use of the extension defined in this docunent is agreed upon
per standard DLEP processing, see Section 3, a router MJST NOT send
data to a nmodem for forwarding when there are no credits available in
the associated Credit W ndow.

5. Extension Messages

Two new nessages are defined by this extension: the Credit Control
and the Credit Control Response nessage. Sending and receiving both
message types MJUST be supported by any inplenentation that advertises
use of this extension per Section 3.

5.1. Credit Control Message
Credit Control Messages are sent by nodens to provide Credit
Increnents. For nessages sent by nobdens, only one nessage per MAC

address can be outstanding at one tinme. That is, a nodem MJUST NOT
send a second (or any subsequent) nessage containing the sane MAC
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Address until a Credit Control Response nessage is received fromits
peer router with that MAC address.

Credit Control Messages MAY be sent by routers, e.g., to request
credits or provide wi ndow status. No specific response nessage is

required froma nessage transaction perspective.

[ TBD: Shoul d anything be said about sending, or limting, multiple
credit requests?]

The Message Type value in the DLEP Message Header is set to TBA2.
The message MJST contain a DLEP MAC Address Data Item

A nmessage sent by a nodem MJST contain one or nore DiffServ Aware
Credit Grant data itens as defined belowin Section 6.2. A router
receiving this nessage MUST respond with a Credit Control Response
Message.

A nmessage sent by a router, MJST contain the DiffServ Aware Credit
Request data item defined belowin Section 6.4. A nodemreceivVing
this message MJUST provide a Credit Increnent for the indicated MAC
address and queue indexes via a new Credit Control Message.

Speci fic processing associated with each Credit data itemis provided
bel ow.

5.2. Credit Control Response Message

Credit Control Response Messages are sent by routers to report the
current Credit Wndow for a destination.

The Message Type value in the DLEP Message Header is set to TBAS.
The nmessage MJST contain a DLEP MAC Address Data lItem

A nmessage sent by a router, MJST contain one or nore DiffServ Aware
Credit Wndow Status data itens as defined below in Section 6.3.

Speci fic processing associated with the DA Credit Wndow Status data
itemis provided bel ow

6. Extension Data Itens
Four data itens are defined by this extension. The Queue Paraneters
Data Itemis used by a nodemto provide information on the DSCPs it

uses in forwarding. The DA Credit Grant is used by a nobdemto
provide credits to a router. The DA Credit Request is used by a
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router to request additional credits. The DA Credit Wndow Status is
used to advertise the sender’s view of nunber of available credits
for synchronizati on purposes.

The defined data itens and operations are simlar to those found in
[I-Dietf-manet-credit-wi ndow]. One notable difference fromthis
extension is that in this docunent credits are never provided by the
router to the nodem

6.1. Queue Paraneters

The Queue Paraneters Data Itemis used by a nodemto indicate DSCP
val ues that may be independently controlled. This data item MJUST be
included in a Session Initialization Response Message that al so
contains the DiffServ Anare Credit W ndow ng Extension Type Value in
the Extensions Supported Data Item Updates to these paraneters NAY
be sent by a nodem by including the data itemin Session Update
Messages.

The Queue Paraneters Data Itemidentifies DSCPs based on groups of

| ogi cal queues. The nunber of |ogical queues is variable as is the

nunber of DSCPs associated with each queue. A queue size (in bytes)
is provided for informational purposes. An inplenentation that does
not support DSCPs woul d indicate 1 queue with 0 DSCPs, and the nunber
of bytes that may be in its associated link transnit queue.

The format of the Queue Paraneters Data Itemis:
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0 1 2 3
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Data Item Type: TBA4
Length: Variable

Per [I-D.ietf-manet-dlep] Length is the nunber of octets in the
data item excluding the Type and Length fields.

Num Queues:

An 8-bit unsigned integer indicating the nunber of queues
represented in the data item This field MJST contain a val ue of
at least one (1). Note that this nunber is one |arger than the

| argest queue index value included in the data item

Scal e:

An 4-bit unsigned integer indicating the scale used in the Queue
Size fields. The valid values are:

0 B - Bytes (Cctets)
1 KB - Kilobytes (B/1024)
2 M - Megabytes (KB/1024)
3 GB - Ggabytes (MB/1024)
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6

Cheng,

Reserved

MUST be set to zero by the sender (a nodem) and ignored by the
receiver (a router).

Num DSCPs On:

An 8-bit unsigned integer indicating the nunber of DSCPs
associated with the i ndexed queue. Oher than the special case
covered in the next paragraph, this field MJST contain a val ue of
at least one (1). Queue indexes start at zero (0) and the maxi num
queue index "M" is one less than the value carried in the Num
Queues field. Queue indexes are inplicit in the position in the
data item

Queue index zero "Q" is a special case. It is used for any
traffic that does not carry a DSCP val ue represented in the data
item Therefore the value of the Queue index zero field, "Num
DSCPs ", field MJUST be zero (0)

Queue Size \n:

DS

2

A 24-bit unsigned integer representing the size, in the octet
scale indicated by the Scale field, of the queue supporting
traffic with the DSCPs associated with the queue index.

Field Qu:

The data itemcontains a sequence of 8 bit DS Fields. The
position in the sequence identifies the associ ated queue index.
The nunber of DS Fields present should equal the sum of all Num
DSCPs field val ues.

The DS Field structure is the sane as [ RFC2474].
0 1 2 3 4 5 6 7
B T T i =
I DSCP | QU |

T e

DSCP: differentiated services codepoi nt
CU: currently unused, MJST be zero

DiffServ Aware (DA) Credit G ant

The DiffServ Aware, or DA, Credit Grant data itemis used by a nodem

to

provide credits to a router. One or nore DA Credit Grant data

itens MAY be carried in the DLEP Destination Up, Destination Announce
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Response, Destination Update, and Credit Control messages. Miltiple
DA Credit Gant data itens in a single nessage are used to indicated
different credit values for different |ogical queues.

In Destination type nessages, this data item provides the total
nunber of octets available in the Credit Wndow to the destination
indicated in the nessage for the specified |ogical queues. 1In the
Credit Control nessage, this data item provides an additional nunber
of octets to be added to the Credit Wndow to the destination
indicated in the nessage for the specified |ogical queues.

Logi cal queues are identified using a Queue Index as defined above in
Section 6.1. Miltiple Queue | ndexes MAY be present to allow for the
case where sane credit information applies to multiple queues. As
menti oned above, nultiple DA Credit Gant Data Itens MAY be present
to provide different queue-specific credit information in one
message. The special Queue Index value of 255 is used to indicate
that the credit information applies to all queues.

The format of the DA Credit Gant Data |Itemi s:

0 1 2 3

01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Data Item Type | Length |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Credit Val ue |
B T i S S i S T h T i S S S S e
| Credit val ue |
R e i e i i e T R S S e il sl S I R S S e S e s
| Queue Index |
B e e s i i o e S e e sl sl s TR S S S S S S S

| Queue Index |

B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o
Data Item Type: TBAS
Length: Variable
Per [I-D.ietf-manet-dlep], Length is the nunber of octets in the
data item excluding the Type and Length fields. It will equal 8
plus the nunber of Queue Index fields carried in the data item and
MUST be at |east 9.

Credit Val ue:
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A 64-bit unsigned integer representing the credits, in octets, to
be applied to the Credit Wndow. This value includes MAC headers
as seen on the link between the nodem and router.

Queue | ndex:

One or nore 8-bit fields used to indicate a queue index defined by
a Queue Paraneters Data Item The special value of 255 indicates
that the information in the data itemapplies to all queue

i ndexes.

Recei ve processing of this data itemis based on the nmessage in which
it is carried. Wen this data itemis received in a Destination type
message, the Credit Wndow of the indicated destinati on MAC address
and i ndi cated queue i ndexes MJST be set to the value contained in the
Credit Value field.

When this data itemis received in a Credit Control nessage, the
Credit Wndow of the indicated destinati on MAC address and i ndicated
queue i ndexes MUST be increased by the value contained in the Credit
Value field. |If the increase results in a window overflow, i.e., the
Credit Wndow resulting after the increase is smaller than the
original Credit Wndow, the Credit Wndow nmust be set to its naxinmum
( OXFFFFFFFFFFFFFFFF) .

I ndependent of the received nessage, the receiving router MIJST send a
DA Credit Wndow Status data itemor items reflecting the resulting
Credit W ndow val ue of each nodified queue index. Wen the Credit
Grant data itemis received in a Destination Up nessage, the DA
Credit Wndow Status data item(s) MJST be sent in the correspondi ng
Destination Up Response nessage. In all other cases, the a Credit
Control message MJST be sent.

6.3. DiffServ Anmare (DA) Credit W ndow Status

The DiffServ Aware, or DA, Credit Wndow Status data itemis used by
a router to report the current Credit Wndow to its peer nodem One
or nore DA Credit Wndow Status data itens MAY be carried in a
Destination Up Response nessage or a Credit Control Response message.
As di scussed above, the Destination Up Response nessage is used when
the data itemis sent in response to a Destination Up nessage, and
the Credit Control Response nessage is sent in response to a Credit
Control message. Miltiple DA Credit Wndow Status data itens in a
singl e message are used to indicated different credit w ndow val ues
for different |ogical queues.

Similar to the DA Credit Gant, |ogical queues are identified using a
Queue I ndex as defined above in Section 6.1. Miltiple Queue |Indexes
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MAY be present to allow for the case where same credit infornmation
applies to multiple queues. Miltiple DA Credit Wndow Status Data
Items are used to provide different queue-specific credit w ndow
information in one nessage. The special Queue Index value of 255 is
used to indicate that the Credit Wndow infornmation applies to all
gueues.

The format of the DA Credit Wndow Status Data ltemis:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Data Item Type | Length |
B e e s i i o e S e e sl sl s TR S S S S S S S
| Credit W ndow
B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o
Credit W ndow
+-++++++++++++++++++++++++++++++++
| Queue Index |
B e e s i i o e S e e sl sl s TR S S S S S S S
| Queue Index |
B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o

Data |Item Type: TBA6
Length: Variable

Per [I-D.ietf-manet-dlep] Length is the nunber of octets in the
data item excluding the Type and Length fields. It will equal 8
plus the nunber of Queue Index fields carried in the data item and
MUST be at |east 9.

Credit W ndow.

A 64-bit unsigned integer, indicating the current number of
credits, in octets, available for the router to send to the nodem
This is referred to as the Modem Recei ve W ndow i n
[I-D.ietf-mnet-credit-w ndow .

Queue | ndex:
One or nore 8-bit fields used to indicate a queue index defined by
a Queue Paraneters Data Item The special value of 255 indicates
that the information in the data itemapplies to all queue
i ndexes.

The recei ving nodem SHOULD check the received Credit W ndow val ue
agai nst the outstanding credits available at the tine the last Credit
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I ncrenment associated with the indicated MAC address and Queue | ndexes
were sent. |If the values significantly differ, i.e., greater than
can be accounted for based on observed data franmes, then the nbodem
SHOULD send a Destination Update nessage carrying a DA Credit G ant
data itemto reset the associated Credit Wndow(s) to the data item

i ndi cated value. Miltiple values and queue indexes SHOULD be

combi ned into a single Destination Update Control nessage when
possible. Alternatively, and also in cases where there are small

di fferences, the nodem MAY adjust the values sent in DA Credit G ant
data itens to account for the reported Credit W ndow.

6.4. DiffServ Anare (DA) Credit Request

The DiffServ Aware, or DA, Credit Request Data Itemdata itemis used
by a router to request additional credits for a specific destination
and Queue | ndex associated Credit window DA Credit Request data
itens are carried in Credit Control nessages, and only one DA Credit
Request data item SHOULD be present in a nessage.

Logi cal queues are identified using a Queue Index as defined above in
Section 6.1. Miltiple Queue I ndexes MAY be present to allow for the
case where the credit request applies to nmultiple queues. The

speci al Queue Index value of 255 is used to indicate that a credit
request is being nade across all queues.

The format of the DA Credit Request Data Itemis:

0 1 2 3
01234567890123456789012345678901
B s T S e e e i i e g S S S S s il ol ks sl s S
Data |tem Type | Length |
B i e I e S e S S i it S S S e e e s sl st it S SRR TR S
Queue I ndex |
B el S N I S R R R e I T it R R R i R R R NI R R R R R e e e
| Queue Index |
+++++++++++++++++++++++++++++++++

+
I
+-
|
+

[LB note: a list of Queue Indexes is now supported as is special
val ue 255.]

Data Item Type: TBA7

Length: Variable
Per [I-D.ietf-manet-dlep] Length is the nunber of octets in the
data item excluding the Type and Length fields. It will equal

the nunber of Queue Index fields carried in the data item and MJST
be at least 1.
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Queue | ndex:

One or nore 8-bit fields used to indicate a queue index defined by
a Queue Paraneters Data Item The special value of 255 indicates
that the request applies to all queue indexes.

A nmodemreceiving this data item MJST provide a Credit Increnment for
the indi cated MAC address and queue indexes via a DA Credit G ant
carried in a new Credit Control Message. Miltiple values and queue
i ndexes SHOULD be conbined into a single Credit Control nessage when
possi bl e.

7. Conpatibility

Sessions established with both peers identified as supporting the
DiffServ Aware Credit W ndow ng Extension Type, see Section 3, SHOULD
NOT use the [I-D.ietf-manet-credit-wi ndow] defined Credit data itens.
If a node supporting the extension defined in this document, receives
a [I-Dietf-manet-credit-wi ndow] defined data item the recipient
MUST treat the received credit informati on as applying to Queue | ndex
zero (0).

8. Security Considerations

The extension introduces a DiffServ awareness to the nechanisns
defined in [I-D.ietf-manet-credit-wi ndow]. The extension does not

i nherently introduce any additional threats above those docunmented in
[I-D.ietf-manet-dlep]. The approach taken to Security in that
docunent and [I-D.ietf-nmanet-credit-w ndow] apply equally when
runni ng the extension defined in this docunent.

9. | ANA Consi der ati ons

Thi s docunent requests the assignnent of 5 values by 1ANA. Al
assignnents are to registries defined by [I-D.ietf-nanet-dlep].

9.1. Extension Type Val ue
Thi s docunment requests 1 new assignnment to the DLEP Extensions

Regi stry named "Extension Tyoe Values" in the range with the
"Specification Required" policy. The requested value is as foll ows:
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e T T +
| Code | Description |
Homm - - o e e e e e e e e e e e e e e e e aa o - +
| TBAL | DiffServ Aware Credit W ndow ng |
. S +

Tabl e 1: Requested Extension Type Val ue
9.2. Message Val ues
Thi s docunment requests 2 new assignnments to the DLEP Message Registry

naned "Message Val ues" in the range with the "Specification Required"
policy. The requested values are as foll ows:

Fom e e e e - - o e e e e e e e e oo +
| Type Code | Description [
N S +
| TBA2 | Credit Control |
| TBA3 | Credit Control Response I
Fom e e e e - - o e e e e e e e e oo +

Tabl e 2: Requested Message Val ues
9.3. Data Item Val ues
Thi s docunment requests 4 new assignnments to the DLEP Data Item

Regi stry named "Data Item Val ues"” in the range with the
"Specification Required" policy. The requested values are as

fol | ows:
B T S +
| Type Code | Description |
S o +
| TBA4 | Queue Paraneters |
I I I
| TBAS5 | DA Credit G ant [
I I I
| TBA6 | DA Credit Wndow Status |
I I I
| TBA7 | DA Credit Request |
Fom e e oo - oo e e e e aao oo s +

Tabl e 3: Requested Data Item Val ues
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Appendi x A, Open and Resol ved | ssues

This section captures issues that are open or have been addressed
since the docunent has becone a Ws draft. This section will be
renoved before subnission for publication.

A.l. Merge with [I-D.ietf-mnet-credit-w ndow

There has been discussion within the Ws that this docunent shoul d be
merged with [I-D.ietf-manet-credit-wi ndow]. The timng of this is
TBD. The authors would |like to reach cl osure on sone of the

remai ni ng open issues before enbarking on this merge, but are open to
di scussion with the W and ot her aut hors.
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A.2. Credit Wndows Shared Across Destinations

The DA Credit Extension supports credit wi ndows per mac destination
Sone nedi a technol ogi es share queues across all, or even sone set of,
destinations and supporting an associated set of credit wi ndows isn't
currently supported.

Supporting credit wi ndows per nodem i.e., for a single transmt
channel, is clearly required and needs to be support ed.

Credit windows for sets of nac addresses should al so be considered
and di scussed within the working group, both froma requirements and
support perspecti ve.

This issue was reported by Stan Ratliff <ratliffstan@nmail.conp.
A.3. Supporting Router Limts

Routers nmay have limts on the nunber of queues that they can support
and, perhaps, if per destination queues can even be supported at all
There is no current way for a router to conmmunicate these limts to a
nmodem or for a router to indicate that the identified queue

i nformati on cannot be supported. Support for these cases clearly
needs to be addressed.

This issue was reported by Stan Ratliff <ratliffstan@mail.conp.
A 4. Absolute vs Increnent

Stan Ratliff <ratliffstan@mail.conm> suggested an approach to
sinplify credit synchronization and re-synchroni zati on by al ways
passing the credit w ndow size rather than credit w ndow increnents.
This is an interesting idea that needs to be explored and perhaps
experinented wth.

A.5. Alternate Format Encoding

The format of the Queue Paraneters Data Itemis a bit cunbersonme and
there has been some di scussion of a possible better way of encoding
lists and optional infornmation elenments within Data Itens. There has
been sone di scussion of devel oping a generic nmechani snms for use by
DLEP and future DLEP Data Itens. Such a definition is beyond the
scope of this docunent, but if such becones available there is every
reason for this docunent to | everage this inproved encoding. This
issue will remain open until such a tine as there is a such a
definition within the WG or this docunent is otherw se ready for
publicati on.
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This issue was independently raised by both David W ggi ns (co-author)
and Rick Taylor <rick@ropical stornsoftware. conp.

A.6. Bidirectional Flow Control (closed)

One of the key differences between this draft and
[I-D.ietf-manet-credit-window] is that this document only supports
flow control in one direction, i.e., for traffic sent froma router
to a nodem while the other credit-w ndow draft supports it in both
directions.

This was a consci ous choice, nmade out of the desire to keep the
extension as sinmple as possible and to provide what is really
expected to be used. Cdearly the reason for being able to contro
traffic that is sent fromthe router to the nodenmradio is pretty
easily understood. Also, while bidirectional flow control existed in
pre-dlep solutions, it wasn't really used. There is also no reason
why router to nmodem flow control can’t be defined at a later tinme -
once there is an actual need.

Based on a brief discussion on the Ws list, and the absence of any
advocates for bidirectional flow control, there is no current plan to
add bidirectional flow control to this document.
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