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Abst ract

Thi s docunent extends the Resource-Oiented Lightweight |Information
Exchange (ROLIE) core to add the information type categories and

rel ated requirenents needed to support Conputer Security Incident
Response Team (CSI RT) use cases. The indicator and incident
informati on types are defined as ROLI E extensions. Additional
supporting requirenments are al so defined that describe the use of
specific formats and link relations pertaining to the new information
types.

Contributing to this docunent

The source for this draft is being maintained in GtHub. Suggested
changes should be submitted as pull requests at

<https://github.conml Cl Security/ROLIE>. Instructions are on that page
as well. Editorial changes can be nanaged in G tHub, but any
substantial issues need to be discussed on the MLE nmailing list.

Status of This Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 4, 2017.
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1. Introduction

Threats to conputer security are evolving ever nore rapidly as tinme
goes on. As software increases in conplexity, the nunber of

vul nerabilities in systens and networks can increase exponentially.
Threat actors looking to exploit these vulnerabilities are nmaking
nmore frequent and nore widely distributed attacks across a | arge
variety of systens. The adoption of |iberal information sharing
anmongst attackers allows a discovered vulnerability to be shared and
used to attack a vul nerable systemw thin a narrow w ndow of tine.
As the skills and know edge required to identify and conbat these
attacks becone nore and nore specialized, even a well established and
secure systemnmay find itself unable to quickly respond to an
incident. Effective identification of and response to a

sophi sticated attack requires open cooperation and col | aboration

bet ween def endi ng operators, software vendors, and end-users. To

i nprove the tineliness of responses, automation nmust be used to
acquire, contextualize, and put to use shared conputer security

i nformation.

CSI RTS share two primary forms of information: incidents and
indicators. Using these forns of information, analysts are able to
performa wi de range of activities both proactive and reactive to
ensure the security of their systens.

Incident information describes a cyber security incident. Such
information may include attack characteristics, information about the
attacker, and attack vector data. Sharing this information hel ps
anal ysts within the sharing conmmunity to inoculate their systens

agai nst sinmlar attacks, providing proactive protection

I ndicator information describes the synptons or necessary pre-
conditions of an attack. Everything fromsystemvulnerabilities to
unexpected network traffic can hel p anal ysts secure systens and
prepare for an attack. Making this information available for sharing
aids in the proactive defense of systens both within an operating
unit but also for any CSIRTs that are part of a sharing consortium

As a nmeans to bring automation of content discovery and di ssem nation
into the CSIRT domain, this specification provides an extension to
the Resource-Oriented Lightweight Information Exchange (RCLIE) core
[I-D.ietf-mle-rolie] designed to address CSIRT use cases. The
primary purpose of this extension is to define two new i nfornmation
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types: incident, and indicator, along with formats and |link relations
that support these information-types.

2. Term nol ogy

The key words "MJST," "MJST NOT," "REQU RED, " "SHALL," "SHALL NOT,"
"SHOULD, " "SHOULD NOT, " "RECOMMENDED, " "MAY," and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Definitions for sone of the commobn conputer security-rel ated
term nol ogy used in this docunent can be found in Section 2 of
[ RFC5070] .

3. New information-types
This docunent defines the follow ng two infornation types:

3.1. The "incident" infornmation type
The "incident” information type represents any information describing
or pertaining to a conputer security incident. This docunment uses
the definition of incident provided by [ RFC4949]. Provided belowis
a non-exhaustive list of infornmation that may be considered to be an

i ncident information type.

o Timng information: start and end tinmes for the incident and/or
the response.

0 Descriptive information: plain text or machi ne readabl e data that
provi des sone degree of description of the incident itself.

0 Response information: the methods and results of a response to the
i nci dent.

o0 Meta and contact information: data about the CSIRT that recorded
the information, or the operator that enacted the response.

o Effect and result information: data that describes the effects of
an incident, or what the final results of the incident are.

Note again that this list is not exhaustive, any information that in

is the abstract real mof an incident should be classified under this
i nformation-type.
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3.2. The "indicator" information type
The "indicator" information type represents computer security
i ndicators or any information surrounding them This docunent uses
the definition of indicator provided by [ RFC4949]. Sone exanpl es of
i ndicator information is provided below, but note that indicator is
defined in an abstract sense, to be understood as a flexible and
wi del y-applicable definition.
o0 Specific vulnerabilities that indicate a vector for attack
o Signs of malicious reconnai ssance.
o Definitions of patterns of other indicators.

0 Events that may indicate an attack and information regardi ng those
events.

0 Meta information about the collecting agent.

This list is intended to provide exanples of the indicator
informati on-type, not to define it.

4. Usage of CSIRT Information Types in the Atom Publishing Protoco
These requirenments apply when a ROLIE repository contains any
Col l ections with categories with schene attributes of either CSIRT
information type, or if the CSIRT information types appear in the
Cat egori es docunent.

4.1. | (forward slash) Resource URL
The forward slash resource URL MUST be supported as defined in
Section 5.5 [I-D.ietf-mle-rolie]. Note that this is a stricter
requi renent than the core docunent.

5. Usage of CSIRT Information Types in the atom feed el enent
Thi s docunment does not define any additional requirenments for Feeds.

6. Usage of CSIRT Infornmation Types in an atomentry

Thi s docunment defines the follow ng requirements for any Entries that
are of the CSIRT information type categories.
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6.1. Use of the atom!link el enent

These sections define requirenents for atomlink elenents in Entries.
Note that the requirenents are determined by the information type
that appears in either the Entry or in the parent Feed.

6.1.1. Link relations for the 'incident’ information-type
If the category of an Entry is the incident information type, then

the follow ng requirenents MJUST be foll owed for inclusion of
atomlink el ements.

S oo m e e e e e e e e e e e e e e e me— oo - o m e +
| Nare | Description | Conformance

Fom e e o o m e e e e e e e e e e e e e e e e e e ee— o TSRS +
| indicators | Provides a link to a collection of | SHOULD [
| | zero or nore instances of cyber | |
| | security indicators that are | |
[ | associated with the resource. [ [
| evidence | Provides a link to a collection of | SHOULD |
| | zero or nore resources that provides | |
[ | sone proof of attribution for an [ [
| | incident. The evidence nmay or nmay not | |
| | have any identified chain of custody. | |
| attacker | Provides a link to a collection of | SHOULD [
| | zero or nore resources that provides a | |
| | representation of the attacker. | |
| vector | Provides a link to a collection of | SHOULD [
| | zero or nore resources that provides a | |
| | representation of the nethod used by | |
| | the attacker. | |
s B o m e e oo o - +

Table 1: Link Relations for Resource-Oiented Lightweight Indicator
Exchange

6.1.2. Link relations for the 'indicator’ information-type
If the category of an Entry is the indicator information type, then

the follow ng requirenents MJUST be foll owed for inclusion of
atomlink el ements.
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R oo e e e e e e e e e e e e e e eem oo o m e +
| Nare | Description | Conformance
Fom e e e e - - o e e e e e e e e e e e e e e e e e e e e e e TSRS +
| incidents | Provides a link to a collection of zero | SHOULD [
| | or nore instances of incident | |
[ | representations associated with the [ |
| | resource. | |
B o mm e e e e e e e e e e e e e e e e e e e e e e e o m e e oo o - +
Table 2: Link Relations for Resource-Oiented Lightweight Indicator

Exchange

6.1.3. Link relations for both information-types
Regardl ess of the category of an Entry, the follow ng requiremnments
MUST be followed for inclusion of atomlink el ements.
o e e e e e aa oo o m e e e e e e e e eaaa o S +
| Nare | Description | Confornmance |
) B o m e e oo o - +
| assessnents | Provides alink to a | MAY |
[ | collection of zero or nore | [
| | resources that represent | |
| | the results of executing a | |
| | benchmark. | |
| reports | Provides alink to a | MAY |
| | collection of zero or nmore | |
[ | resources that represent [ [
| | RIDreports. | |
| traceRequests | Provides alink to a | MAY |
| | collection of zero or nmore | |
| | resources that represent | |
| | RID traceRequests. | |
| investigationRequests | Provides a link to a | MAY [
| | collection of zero or nore | |
| | resources that represent | |
| | RIDinvestigati onRequests. | |
) B o m e e oo o - +
Table 3: Link Relations for Resource-Oiented Lightweight Indicator

Exchange

6.2. Use of the rolie:format el enment
Thi s docunment defines two additional valid values for the 'ns
attribute of the rolie:format element. Both of these formats are
valid for either information type.
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6.2.1. | CDEF For mat

If, and only if, the content of the Entry contains an | ODEF documnent,
then the 'ns’ attribute of the rolie:format el enment MJST be ' TODO
| ODEF- URN' .

Any entry using the | ODEF format MJST conformto the requirements in
Section 6.3

The Incident Object Description Exchange Format (1 ODEF) is a fornmat
for representing conputer security information commonly exchanged
bet ween Conputer Security Incident Response Teans (CSIRTs) or other
operational security teans.

| ODEF conveys indicators, incident reports, response activities, and
related meta-data in an XM serialization. This information is
formally structured in order to support and encourage autonated
machi ne-t o- machi ne security comruni cation, as well as enhanced
processing at the endpoint.

The full |1 CODEF specification provides further high-Ievel discussion
and technical details.

6.2.2. STI X For nat
If, and only if, the content of the Entry contains a STI X docunent,
then the 'ns’ attribute of the rolie:format el enent MJST be ' TODO
STl X- URN .
STIX is a structured | anguage for describing a wide range of security
resources. STI X approaches the problemwith a focus on flexibility,
aut omation, readability, and extensibility.

The use of STIX as the content of an Entry does not inpose any
additional requirenents on ROLIE inpl enentations.

6.3. Additional requirenments for use of | ODEF

This section provides the normative requirements for usage of the
| ODEF f or nat .

6.3.1. The | CDEF Docunent
An | ODEF docunent that is carried in an Atom Entry SHOULD NOT contain

a <relatedActivity> element. Instead, the related activity SHOULD be
avail able via a link rel =rel at ed.
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An | CDEF docunent that is carried in an Atom Entry SHOULD NOT contain
a <history> element. Instead, the related history SHOULD be
available via a link rel="history"” (todo: or a fully qualified link
rek nane). The associated href MAY | everage QpenSearch to specify
the required query.

6.3.2. Category El enent

A collection or entry containing | ODEF incident content MJST contain
at least two <category> elenent. One cateogry elemt nust have the
schene attribute be equal to
‘urn:ietf:parans:rolie:category:iodef: purpose’ and the other
‘urn:ietf:paranms:rolie:category:iodef:restriction’. This netadata
provi des val uabl e netadata for searching and organi zati on

Wien the schene attribute of this elenent is
‘urn:ietf:parans:rolie:category:iodef:purpose’, the termattribute
MUST be constrained as per section 3.2 of | CDEF, e.g. traceback
nmtigation, reporting, or other.

When the schene attribute of this elenent is
‘urn:ietf:paranms:rolie:category:iodef:restriction’, the term
attribute MJST be constrained as per section 3.2 of | ODEF, e.g.
public, need-to-know, private, default.

6.3.3. Entry Elenents
AUTHORS NOTE: This section is TODO

An entry containing an | ODEF payl oad MJUST contai n aa <ROLI E- CSI RT: | D>
element. This element The ID elenent for an Atomentry SHOULD be
established via the concatenation of the value of the nane attribute
fromthe | ODEF <Incidentl D> el enrent and the correspondi ng val ue of
the <IncidentI D> elenent. This requirenent ensures a sinple and
direct one-to-one relationship between an | ODEF incident ID and a
correspondi ng Feed entry ID and avoids the need for any systemto

mai ntain a persistent store of these identity mappi ngs.

(todo: Note that this inplies a constraint on the | ODEF docunent t hat

is nore restrictive than the current | ODEF schema. | ODEF section 3.3
requires only that the nane be a STRING type. Here we are stating
that nanme nust be an IRI. Possible request to update | ODEF to

constrain, or to support a new elenment or attribute).
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6. 3. 4. User Authorization

When the content nodel for the Atom <content> el ement of an At om
Entry contains an <l ODEF- Docunent >, then authorizati on MJST be

adj udi cat ed based upon the At om <category> el enent(s), whose val ues
have been napped as per Section 6.3.2.

6.3.5. Expectation and |Inpact C asses

It is frequently the case that an organization will need to triage
their investigation and response activities based upon, e.g., the

state of the current threat environment, or sinply as a result of

having linited resources

In order to enable operators to effectively prioritize their response
activity, it is RECOMENDED that feed inpl enenters provide Atom
categories that correspond to the | ODEF Expectation and | npact
classes. The availability of these feed categories will enable
clients to nore easily retrieve and prioritize cyber security

i nformati on that has already been identified as having a specific
potential inpact, or having a specific expectation

Support for these categories may al so enable efficiencies for
organi zations that already have established (or plan to establish)
operational processes and workflows that are based on these | ODEF
cl asses.

6.3.6. Search

| mpl enent ers SHOULD support search based upon the | ODEF Alternativel D
cl ass as a search paraneter.

| mpl enent ers SHOULD support search based upon the four tinestanp
el ements of the | ODEF Incident class: <startTine> <EndTi ne>,
<Det ect Ti me>, and <Report Ti ne>.

I mpl ementers MAY support additional search capabilities based upon
any of the remaining elenents of the | ODEF I ncident class, including
the <Description> el enent.

Col l ections that support use of the RID schema as a content nodel in
the Atom nmenber entry <content> elenment (e.g. in a report resource
representation reachable via the "report” link relationship) MJST
support search operations that include the RID MessageType as a
search paraneter, in addition to the aforenentioned | ODEF schema

el ements, as contained within the <ReportSchema> el enent.
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7. | ANA Consi derations
7.1. incident information-type
| ANA has added an entry to the "ROLIE Security Resource Information
Type Sub-Registry" registry |located at
<https://ww. i ana. or g/ assi gnment s/ rolie/category/information-type>
The entry is as foll ows:
name: incident
i ndex: TBD
reference: This docunent, Section 3.1
7.2. indicator information-type
I ANA has added an entry to the "ROLIE Security Resource Information
Type Sub-Registry" registry |located at
<https://ww. i ana. or g/ assi gnnents/rolie/category/information-type>
The entry is as foll ows:
nane: indicator
i ndex: TBD
reference: This docunent, Section 3.2
8. Security Considerations
This docunment inplies the use of ROLIE in high-security use cases, as
such, added care should be taken to fortify and secure ROLIE
repositories and clients using this extension. The guidance in the
ROLIE core specification is strongly recomended, and inplenenters
shoul d consi der addi ng additional security neasures as they see fit.
9. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s, BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>
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[ RFC5070] Danyliw, R, Mijer, J., and Y. Denthenko, "The Incident
(bj ect Description Exchange Format", RFC 5070,
DO 10.17487/ RFC5070, Decenber 2007
<http://ww.rfc-editor.org/info/rfc5070>

[I-Dietf-mle-rolie]
Field, J., Banghart, S., and D. Walternire, "Resource-
Oriented Li ghtweight Information Exchange", draft-ietf-
mle-rolie-03 (work in progress), July 2016.

[ RFC4949] Shirey, R, "lInternet Security d ossary, Version 2",
FYl 36, RFC 4949, DO 10.17487/ RFC4949, August 2007
<http://wwv rfc-editor.org/info/rfc4949>

Appendi x A. Non-Normative Exanpl es
TODO
A.1l. Use of Link Relations

A key benefit of using the RESTful architectural style is the ability
to enable the client to navigate to related resources through the use
of hypernmedia links. In the Atom Syndication Format, the type of the
related resource identified in a <link> elenent is indicated via the
"rel" attribute, where the value of this attribute identifies the
kind of related resource available at the corresponding "href”
attribute. Thus, in lieu of a well-known URI tenplate the URl itself
is effectively opaque to the client, and therefore the client nust
understand the semantic neaning of the "rel" attribute in order to
successfully navigate. Broad interoperability may be based upon a
sharing consortiumdefining a well-known set of Atom Link Relation
types. These Link Relation types may either be registered with | ANA
or held in a private registry.

I ndi vidual CSIRTs may al ways define their owm link relation types in
order to support specific use cases, however support for a core set
of well-known link relation types is encouraged as this will naxinmze
interoperability.

In addition, it may be beneficial to define use case profiles that
correspond to specific groupings of supported Iink relationship
types. In this way, a CSIRT nay unanbi guously specify the classes of
use cases for which a client can expect to find support.

The follow ng sections provide non-normative exanples of |ink

rel ati on usage. Three distinct cyber security information sharing
use case scenarios are described. |In each use case, the unique
benefits of adopting a resource-oriented approach to information
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sharing are illustrated. It is inportant to note that these use
cases are intended to be a small representative set and is by no
means nmeant to be an exhaustive list. The intent is to illustrate

how the use of link relationship types will enable this resource-
oriented approach to cyber security information sharing to
successfully support the conplete range of existing use cases, and
also to notivate an initial list of well-defined link relationship

types.
A.1.1. Use Case: Incident Sharing

This section provides a non-nornative exanple of an incident sharing
use case.

In this use case, a nenber CSIRT shares incident information with
anot her nmenber CSIRT in the sane consortium The client CSIRT
retrieves a feed of incidents, and is able to identify one particul ar
entry of interest. The client then does an HTTP CET on that entry,
and the representation of that resource contains link relationships
for both the associated "indicators" and the incident "history", and
so on. The client CSIRT recogni zes that sone of the indicator and
history may be relevant within her local environment, and can respond
proactively.

Exanpl e HTTP GET response for an incident entry:
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<?xm version="1.0" encodi ng="UTF-8"?>
<entry>
<id>http://ww. exanpl e.org/csirt/private/incidents/123456</id>
<title>Sanple Incident</title>
<link href="http://ww. exanpl e.org/csirt/private/incidents/123456"
rel ="sel f"/>
<link href="http://ww:.exanple.org/csirt/private/incidents/123456"
rel ="alternate"/>
<publ i shed>2012- 08- 04T18: 13: 51. 0Z</ publ i shed>
<updat ed>2012- 08- 05T18: 13: 51. 0Z</ updat ed>
<link href="http://ww.exanple.org/csirt/private/incidents/123456"
rel="edit"/>

<!-- The links to indicators related to this incident,
and the history of this incident, and so on.... -->
<link href="http://ww. exanpl e.org/csirt/private/incidents/ 123456
/rel ationships/indicators" rel="indicators"/>

<link href="http://ww:.exanple.org/csirt/private/incidents/ 123456
/rel ationshi ps/ history" rel="history"/>

<link href="http://ww. exanpl e.org/csirt/private/incidents/ 123456
/rel ationshi ps/ canpai gn" rel ="canpai gn"/>

<l-- navigate up to the full collection
M ght also be rel="collection" as per |ANA registry -->
<link href="http://ww.exanpl e.org/csirt/private/incidents" rel="up"/>

<content type="application/xm" src="exanple.org/ 123456/ source" >
<!-- Content provided here as exanple, the content tag is only a
link to this file. -->
<i odef : | ODEF- Docunent | ang="en"
xm ns:iodef="urn:ietf:parans: xm : ns:iodef-1.0">
<i odef: I ncident purpose="traceback" restriction="need-to-know' >
<i odef:Incidentl D nane="http://ww. exanpl e.org/csirt/private/
i nci dent s">123456</i odef : | nci dent | D>
<l-- ...additional incident data.... -->
</i odef: | nci dent >
</ i odef : | ODEF- Docunent >
</ cont ent >
</entry>

As can be seen in the exanple response, the Atom<link> el enents

enable the client to navigate to the related indicator resources,
and/ or the history entries associated with this incident.
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A.1.2. Use Case: Collaborative Investigation

This section provides a non-normative exanple of a collaborative
i nvestigation use case.

In this use case, two menber CSIRTs that belong to a closed sharing
consortium are collaborating on an incident investigation. The
initiating CSIRT perforns an HITP GET to retrieve the service
docunent of the peer CSIRT, and determines the collection name to be
used for creating a new investigation request. The initiating CSIRT
then POSTs a new incident entry to the appropriate collection URL.
The target CSIRT acknow edges the request by responding with an HTTP
status code 201 Created

Exanpl e HTTP GET response for the service docunent:

HTTP/ 1.1 200 K

Date: Fri, 24 Aug 2012 17:09: 11 GV

Content-Length: 934

Cont ent - Type: application/atomnmsvc+xm ; charset="utf-8"

<?xm version="1.0" encodi ng="UTF-8""?>
<service xm ns="http://ww. w3. org/ 2007/ app"
xm ns: at ome"htt p: // www. w3. or g/ 2005/ At oni' >
<wor kspace xnl : | ang="en-US"
xm ns: xm ="http://ww. w3. or g/ XM_/ 1998/ nanespace" >
<atomtitle type="text">RI D Use Case Requests</atomtitle>
<col | ection
href="http://ww. exanpl e.org/csirt/RI D/ I nvestigati onRequests">
<atomtitle type="text">l nvestigati on Requests</atomtitle>
<accept >application/atomxm ; type=entry</accept>
</ col l ection>
<col l ection href="http://ww. exanpl e.org/csirt/ R D TraceRequest s">
<atomtitle type="text">Trace Requests</atomtitle>
<accept >application/atom-xm ; type=entry</accept>
</ col |l ection>
<l-- ...and so on.... -->
</ wor kspace>
</ service>

As can be seen in the exanple response, the Atom <coll ection>
el ements enable the client to determ ne the appropriate collection
URL to request an investigation or a trace.

The client CSIRT then POSTs a new entry to the appropriate feed
collection. Note that the <content> el enent of the new entry may
contain a RID nessage of type "lnvestigati onRequest" if desired,
however this would NOT be required. The entry content itself need
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only be an | ODEF docunment, with the choice of the target collection
resource URL indicating the callers intent. A CSIRT would be free to
use any URI tenplate to accept investigationRequests.

POST /csirt/ R D/ I nvestigati onRequests HTTP/ 1.1
Host: www. exanpl e.org

Cont ent - Type: application/atom:xm ;type=entry
Cont ent - Lengt h: 852

<?xm version="1.0" encodi ng="UTF-8""?>
<entry xm ns="http://ww.w3. org/ 2005/ At o' >
<title>New |l nvestigati on Request</title>
<id>http://ww. exanpl e2. org/csirt/private/incidents/123456</id>
<!-- id and updated not guranteed to be preserved -->
<!-- may want to profile that behavior in this docunent -->
<updat ed>2012- 08- 12T11: 08: 22Z</ updat ed>
<aut hor ><nane>Nane of peer CSlI RT</nane></aut hor>
<content type="application/xn">
<i odef : | ODEF- Docunent | ang="en"
xm ns:iodef="urn:ietf:parans: xm : ns:iodef-1.0">
<i odef: I ncident purpose="traceback" restriction="need-to-know' >
<i odef:Incidentl D nane="http://ww. exanpl e2. org/csirt/
private/incidents">123</i odef: | nci dent| D>
<l-- ...additional incident data.... -->
</i odef: I nci dent >
</ i odef : | ODEF- Docunent >
</ cont ent >
</entry>

The receiving CSIRT acknowl edges the request with HTTP return code
201 Created.
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HTTP/ 1.1 201 Created

Date: Fri, 24 Aug 2012 19:17:11 GV

Cont ent - Lengt h: 906

Cont ent - Type: application/atomxnl ;type=entry

Location: http://ww. exanple.org/csirt/R D/ | nvestigati onRequests/ 823
ETag: "8a9h9hedqphgh"

<?xm version="1.0" encodi ng="UTF-8"?>
<entry xm ns="http://ww.w3. org/ 2005/ At oni' >
<title>New I nvestigati on Request</title>
<id>http://ww. exanpl e.org/csirt/RI D | nvestigati onRequest s/ 823</i d>
<!-- id and updated not guranteed to be preserved -->
<!-- may want to profile that behavior in this docunent -->
<updat ed>2012- 08- 12T11: 08: 30Z</ updat ed>
<publ i shed>2012-08- 12T11: 08: 30Z</ publ i shed>
<aut hor ><nane>Nane of peer CSI RT</nane></aut hor>
<content type="application/xm">
<i odef : | ODEF- Docunent | ang="en"
xm ns:iodef="urn:ietf:paranms: xm : ns:i odef-1.0">
<i odef: I ncident purpose="traceback" restriction="need-to-know'>
<i odef:Incidentl D nane="http://ww. exanpl e.org/csirt/private
/incidents">123</i odef: | ncident| D>
<l-- ...additional incident data.... -->
</ i odef: I nci dent >
</ i odef : | ODEF- Docunent >
</ cont ent >
</entry>

Consistent with HTTP/1.1 RFC, the | ocation header indicates the URL
of the newy created Investigati onRequest. |f for sone reason the
request were not authorized, the client would receive an HITP status
code 403 Unauthorized. |In this case the HITP response body may
contain additional details, if an as appropriate.

A.1.3. Use Case: Cyber Data Repository

This section provides a non-normative exanple of a cyber security
data repository use case.

In this use case a client accesses a persistent repository of cyber
security data via a RESTful usage nodel. Retrieving a feed
collection is anal ogous to an SQ. SELECT statenent producing a result
set. Retrieving an individual AtomEntry is anal ogous to a SQ
SELECT st atenent based upon a primary key producing a unique record.
The cyber security data contained in the repository may include
different data types, including indicators, incidents, benchmarks, or
any other related resources. In this use case, the repository is
queried via HITP GET, and the results that are returned to the client
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may optionally contain URL references to other cyber security
resources that are known to be related. These related resources may
al so be persisted locally, or they may exist at another (renote)
cyber data respository.

Exanpl e HTTP GET request to a persistent repository for any resources
representing Distributed Denial of Service (DDOS) attacks:

GET /csirt/repository/ddos
Host: www. exanpl e. org
Accept: application/at om+xm

The correspondi ng HTTP response woul d be an XM. docunent contai ni ng
the DDCS feed.

Exanpl e HTTP GET response for a DDCS feed:

HTTP/ 1.1 200 K

Date: Fri, 24 Aug 2012 17:20:11 GV

Cont ent - Lengt h: nnnn

Cont ent - Type: application/atom-xnl ;type=feed; charset="utf-8"

<?xm version="1.0" encodi ng="UTF-8"?>
<feed xm ns="http://ww. w3. org/ 2005/ At ont
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance”
xsi : schemalLocati on="htt p://wwv. W3. or g/ 2005/ At om
file:/C /schemas/atom xsd
urn:ietf:parans: xm:ns:iodef-1.0
file:/C /schemas/iodef-1.0.xsd"
xm : | ang="en- US" >

<generator version="1.0" xm :lang="en-US">
enc-csirt-iodef-feed-service</generator>
<id>http://ww. exanpl e. org/csirt/repository/ddos</id>
<title type="text" xm:Ilang="en-US">
Atom formatted representation of a feed of known ddos resources.
</title>
<updat ed xnl : | ang="en-US">2012- 05-04T18: 13: 51. 0Z</ updat ed>
<aut hor >
<enui | >csirt @xanpl e. org</enui | >
<nanme>EMC CSI RT</ nane>
</ aut hor >

<!-- By convention there is usually a self link for the feed -->

<link href="http://ww.exanpl e.org/csirt/repository/ddos"
rel ="sel f"/>
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<entry>
<id>http://ww. exanpl e. org/csirt/repository/ddos/ 123456</i d>
<title>Sanple DDOS Incident</title>
<link href="http://ww. exanpl e.org/csirt/repository/ddos/ 123456"
rel ="sel f"/> <!-- by convention -->
<link href="http://ww. exanpl e.org/csirt/repository/ddos/ 123456"
rel ="alternate"/> <!-- required by Atom spec -->
<link href="http://ww.exanpl e.org/csirt/repository/ddos/987654"
rel ="rel ated"/> <I-- link to a related DDCS resource
inthis repository -->
<link href="http://ww. cyber-agency. gov/repository/
i ndi cat ors/ 1a2b3c" rel ="rel ated"/>
<!-- link to a related DDCS resource in another repository -->
<publ i shed>2012- 08- 04T18: 13: 51. 0Z</ publ i shed>
<updat ed>2012- 08- 05T18: 13: 51. 0Z</ updat ed>
<!-- The category is based upon | ODEF
purpose and restriction attributes -->
<category term="traceback" scheme="purpose" |abel ="trace back"/>
<cat egory term="need-to-know' scheme="restriction"
| abel ="need to know' />
<cat egory term="ddos" scheme="ttp"
| abel ="tactics, techni ques, and procedures"/>
<summar y>A short description of this DDOS attack, extracted
fromthe | ODEF | ncident class, <description> elenment. </sunmmary>
</entry>

<entry>
<l-- ...another entry... -->
</entry>

</ feed>

This feed docunent has two atom entries, one of which has been
elided. The conpleted entry illustrates an Atom <entry> el enent t hat
provides a summary of essential details about one particul ar DDCS
incident. Based upon this summary information and the provided
category information, a client may choose to do an HITP GET operation
to retrieve the full details of the DDOS incident. This exanple
shows how a persistent repository may provide links to additiona
resources, both local and renote.

Note that the provider of a persistent repostory is not obligated to
follow any particular URL tenplate scheme. The repository avail abl e
at the hypot hetical provider "ww.exanple.con uses a different URL
pattern than the hypothetical repository available at "ww. cyber-

agency.gov". Wien a client de-references a link to resource that is
|l ocated in a renpte repository the client may be chall enged for
aut hentication credentials acceptable to that provider. |If the two
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repository providers choose to support a federated identity schene or
some ot her form of single-sign-on technol ogy, then the user
experience can be inproved for interactive clients (e.g., a human
user at a browser). However, this is not required and is an

i npl ementation choice that is out of scope for this specification.
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