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Abstract

There are useful capabilities not available with existing YANG
notifications as described in Section 7.16 of [RFC7950]. These
i ncl ude:

1. what are the set of transport agnostic header objects which m ght
be usefully placed within YANG notifications.

2. how nmight a set of YANG notifications be bundled into a single
transport nessage.

3. how do you query the originator of a notification to troubl eshoot
the bundling process

Thi s specification provides technol ogi es enabling these three
capabilities.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 25, 2017
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1. I nt roducti on

Mechani sns to support subscription to event notifications and yang
dat astore push are being defined in [sn] and [yang-push]. Wrk on

t hose docunments has shown that additional capabilities in YANG
notifications would be helpful. Three of these capabilities include:

1. what are the set of transport agnostic header objects which m ght
be usefully placed within YANG notifications.

2. how nmight a set of YANG notifications be bundled into a single
transport nessage.

3. how do you query the originator of a notification to troubl eshoot
the bundling process.
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As none of these three capabilities are specific to subscriptions, it
woul d be good to define themin a transport protocol agnostic way.

2. Term nol ogy
The key words "MJST', "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Definitions of Notification, Event, Event Notification, Publisher
Recei ver, and Subscription are defined in [sn].

3. Header bjects

There are a nunber of transport independent headers whi ch should have
common definition across applications. These include:

o record-type: what kind of information and have been assenbl ed as
part of this notification. (E.g., is it a YANG datastore update,
an alarm a syslog nessage, etc.)

0 subscription-id: provides a reference into the reason the
originator believed the receiver wishes to be notified of this
specific infornmation.

0 record-severity: how inportant the originator feels this nmessage
to be.

o record-tine: the tine an event notification itself was recorded in
the originating system

0 record-id: identifies an event notification on an origi nator.

0 observation-donain-id: identifies the originator process which
di scovered and recorded the event notification. (note: look to
reuse the domains set up with I PFI X))

o notification-time: the time the nessage was packaged sent to the
transport layer for delivery to the receiver

0 signature: allows an application to sign a nessage so that a
receiver can verify the authenticity of the nmessage.

o notification-id: identifies a nessage which includes one or nore
event records.
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4.

0 previous-notification-id: the Notification id previously sent to a
receiver. Wen used in conjunction with notification-id, this
al l ow | oss/duplication across previous nmessages to be di scovered.

0 nessage-generator-id: process which created the nessage
notification. Allows identification of different |line cards
sending the notification nessages. Used in conjunction with
previ ous-notification-id, can help find drops and duplication when
notifications are comng fromnmultiple sources on a device. The
logic is sinple: if there is a nessage-generator-id in the header
then the previous-notification-id should been the notification-id
the last tine the nessage-generator-id was sent.

Headers added to an RFC7950 Notification

Wth the headers defined, they may now be applied to extend an
RFC- 7950 notification. This section provides exanples of this.

The first thing which is done is to encapsul ate these header fields
within their own subtree in the notification nessage so that these
obj ects can easily be decoupl ed, processed, and renoved from any
notification record payl oad.

It is useful to sequence these objects so that processing by the
receiver is as efficient as possible, allow ng the discarding of

uni nteresting notifications as quickly as possible. One record
priority encoding woul d i nclude the objects presented in the sequence
above to help mninmze event record processing CPU cycles. (Need to
add nore here, and acknow edge that different payl oads and systens

nm ght benefit fromalternative sequencing.)

+---n notification-nessage
+--ro notification-nessage-header
| +--ro record-tine
| +--ro record-type?
| +--ro record-id?
| +--ro record-severity?
| +--ro observation-domain-id?
| +--ro subscription-id?
| +--ro notification-tine?
| +--ro notification-id?
| +--ro previous-notification-id?
| +--ro signature?
| +--ro nmessage-generator-id?
+--ro receiver-record-contents?

An actual instance of a notification mght |ook Iike:
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5.

<notification
xm ns="urn:ietf:paranms: xm : ns: netnod: notification:2. 0">
<noti ficati on- message- header >
<record-tinme>
2017-02- 14T00: 00: 02z
</record-tine>
<record-type>
yang- pat ch
</record-type>
<subscription-identifier>
823472
</ subscription-identifier>
<notification-time>
2017-02- 14T00: 00: 05z
</notification-time>
<notification-identifier>
456
</notification-identifier>
<previous-notification-identifier>
567
</ previous-notification-identifier>
<si gnat ur e>
| KI 08s03fd23. .. ..
</ si gnat ur e>
</ notification-nessage- header >
<dat ast or e- changes>
...(yang patch here)..
</ dat ast or e- changes>
</notification>

Bundl ed Notifications

In many inplenentations, it my be inefficient to transport every
notification independently. |Instead, scale and processing speed can
be inproved by placing nultiple notifications into one transportable
bundl e.

When this is done, one additional of a header field becones val uabl e.
This is the "record-count” which would tally the quantity of records
whi ch nake up the contents of the bundle.

The format of a bundle would | ook as bel ow. \When conpared to the
unbundl ed notification, note that the headers have been split so that
one set of headers associated with the notification occur once at the
begi nning of the nessage, and additional record specific headers

whi ch occur before individual records.
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+---n bundl ed- noti ficati on-nessage
+--ro notification-nessage-header
| +--ro notification-time
| +--ro notification-id?
| +--ro previous-notification-id?
| +--ro signature?
| +--ro nmessage-generator-id?
| +--ro record-count?
+--ro notification-records*
+--ro notification-record-header
| +--ro record-tine
| +--ro record-type?
| +--ro record-id?
| +--ro record-severity?
| +--ro observation-domain-id?
| +--ro subscription-id?
+--ro receiver-record-contents?

An actual instance of a bundled notification nmght |ook Iike:
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<notification
xm ns="urn:ietf:paranms: xm : ns: netnod: notification:2. 0">
<bundl ed- noti fi cati on- message- header >
<notification-time>
2017-02- 14T00: 00: 05z
</notification-tinme>
<notification-identifier>
456
</notification-identifier>
<previous-notification-identifier>
567
</ previous-notification-identifier>
<si gnat ur e>
| KI 08s03f d23. .
</ si gnat ur e>
<recor d-count >
2
</ record- count >
</ bundl ed- noti fi cati on- nessage- header >
<notification-record>
<noti fication-record-header>
<record-tinme>
2017-02- 14T00: 00: 02z
</record-tinme>
<record-type>
yang- pat ch
</record-type>
<subscription-identifier>
823472
</ subscription-identifier>
</ notification-record-header>
<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<dat ast or e- changes>
...(yang patch here)..
</ dat ast or e- changes>
</notification>
</notification-record>
<noti fication-record>
...(record #2)..
</notification-record>
</notification>

6. Querying an hject Mdel
It is possible that an administrator would |like to exam ne the

contents of notifications via random access using a YANG nodel .
There coul d be several values in such random access. These i ncl ude:
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| f

ability for applications to determ ne what message bundl es were
used to transport specific records.

ability for applications to check which receivers have been sent
an event notification.

ability for applications to determine the tinme delta between event
identification and transport.

ability to reconstruct nessage passing during troubl eshooting.

ability to extract nessages and records to eval uate whet her the
security filters have been properly applied.

ability to conpare the payl oads of the same notification nmessage
sent to different receivers (again to evaluate the inpact of the
security filtering).

such random access i s needed, the YANG nodel structure bel ow would

enabl e random access to the information
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+--ro notification-records

I
|
I
I
I
I
I
|
+
I
I
I
I
|
I
I
I
I
I
|

+

+- -

--ro
+- -

--ro
+- -

ro notification-record* [record-id]

+--ro record-time yang: dat e-and-ti ne

+--ro record-type notification-record-fornmat-type
+--ro record-id ui nt 32

+--ro record-severity? string

+--ro observation-domain-id? string

+--ro notification-record-contents

+--ro subscription-id* subscri ption-ref

notification-nmessages
ro notification-nessage* [notification-id]

+--ro notification-id ui nt 32
+--ro signature? string
+--ro0 nessage-generator-id? string
+--ro notification-record notification-record-ref

+--ro receiver-notification-nmessages
+--ro receiver-notification-nmessage*

+--ro receiver? recei ver-ref
+--ro notification-tinme yang: dat e-and-ti ne
+--ro previous-notification-id? ui nt 32
+--ro0 receiver-record-contents

bundl ed-notifi cati on- messages

ro bundl ed-notification-nessage* [notification-id]

+--ro notification-id ui nt 32
+--ro signature? string
+--ro nessage-generator-id? string

+--ro included-notification-records
| +--ro included-notification-record*
| +--ro notification-record? notification-record-ref
+--ro receiver-notification-nmessages
+--ro receiver-notification-nmessage*

+--ro0 receiver? recei ver-ref

+--ro notification-tine yang: dat e-and-ti ne
+--ro previous-notification-id? ui nt 32

+--ro record-count? uint 16

+--ro included-notification-records
+--ro notification-record*
+--r0 receiver-record-contents

If such random access is not seen as needed, the nodel above should
be discarded. This will also sinplify the YANG nodel is the
foll owi ng section.

7. Dat a Model

<CODE BEG NS> file "ietf-yang-notifications2.yang"
nmodul e i etf-yang-notifications2 {
yang-version 1.1;
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namespace "urn:ietf:params: xm :ns:yang:ietf-yang-notifications2"
prefix yn2;

import ietf-yang-types {

prefix yang;

}

i mport ietf-subscribed-notifications {
prefix sn;

}

organi zation "I ETF";

cont act

"W Web: <http://tools.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

WG Chair: Lou Berger
<mai | t 0: | ber ger @ abn. net >

WG Chai r: Kent Watsen
<mai | t 0: kwat sen@ uni per. net >

Edi t or: Eric Voit
<mai | to: evoi t @i sco. con®

Edi t or: Al exander Cl emm
<mai |l to: | udwi g@l emm or g>

Edi t or: Ti m Jenki ns
<mai | to: tinj enki @i sco. conp

Edi t or: Andy Bi er man
<mai | t 0: andy @ unmawor ks. conp";

description
"This nodul e contai ns conceptual YANG specifications for NETCONF
Event Notifications.";

revision 2017-02-23 {
description

"This nodul e i ncludes several definitions for two new yang

notification nmessage fornmats:

(a) a nmessage format including the definitions for common header
information prior to notification payl oad.

(b) a nmessage format allowi ng the bundling of nultiple
notifications within it

It also includes data nodes for querying related informtion such
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as:
- ability to see contents of notifications both before and
after any NACM filtering has been applied
- ability to see which nessage nunbers have been sent to which
receivers.";
ref erence
"draft-voit-netnod-yang-notifications2-00";
}
/*
* | DENTI Tl ES
*/

/* Identities for notification record types */

identity notification-record-format {

description
"Base identity to represent a different formats for notification
records.";

}

identity systemevent {
base notification-record-fornat;
description
"System XML event";
}

identity yang-datastore {
base notification-record-fornat;
description
"yang tree info";

identity yang-patch {
base notification-record-format;
description
"yang patch record"

identity syslog-entry {
base notification-record-format;
description
"Entry into syslog (figure |linkage to existing draft.";
}

identity alarm {
base notification-record-fornat;
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description
"Al arm (perhaps link draft-sharma-netnod-fault-nodel-01 for nore

info)";
}
/*
* TYPEDEFs
*/

typedef notification-record-ref {
type leafref {
path "/notification-records/notification-record/record-id";
}
description
"This type is used to reference a notification record (a.k.a.
event).";

}

typedef receiver-ref {
type leafref {
path "/sn:subscriptions/sn:subscription/sn:receivers/"+
"sn:receiver/sn: address";
}
description
"This type is used to reference a receiver.";
}

typedef subscription-ref {
type leafref {
path "/sn:subscriptions/sn:subscription/sn:identifier";
}

description

"This type is used to reference a receiver.";
}

typedef notification-record-format-type {
type identityref {
base notification-record-fornat;
}

description
"Type of notification record";
}

/*
* CGROUPI NGS
*/

groupi ng notification-nessage-header {
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description
"Header information included with a notification."
| eaf notification-id {
type uint32;
description
"unique id for a notification which may go to one or many
receivers.";
}
| eaf signature {
type string;
description
"Any originator signing of the contents of a notification
message. This can be useful for originating applications to
verify record contents even when shi ppi ng over unsecure
transport.";
}
| eaf nmessage-generator-id {
type string;
description
"Software entity which created the notification nessage (e.g.
linecard 1).";

}
}

groupi ng notification-nessage-receiver-header {

description
"Header information included with a notification which is
specific to a receiver.";

| eaf notification-tine {
type yang: date-and-ti ne;
description

"time the notification was generated prior to being sent to

transport.";
}
| eaf previous-notification-id {
type uint32;
description
"Notification id previously sent by publisher to a specific
receiver (allows detection of |oss/duplication).”
}

}

groupi ng notification-record-header {
description
"Common informational objects which mght help a receiver
interpret the neaning, details, and inportance of an event
notification.";
| eaf record-tine {
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type yang: dat e-and-ti ne;
mandat ory true;
description
"Time the systemrecogni zed the occurence of an event.";
}
| eaf record-type {
type notification-record-format-type;
description
"Describes the type of payload included. This is turn allow
the interpretation of the record contents.”

| eaf record-id {
type uint32;
description
"Identifier for the notification record."”
}
| eaf record-severity {
type string;
description
"System assi gned severity. (Likely we need to build/find an
enuner ati on of conmon ones.)";

| eaf observation-domain-id {
type string;
description
"Software entity which created the notification record (e.qg.
process id).";
}
}

groupi ng subscri bed-notification-record-header {
description
"Header information included with a notification."
uses notification-record-header
| eaf subscription-id {
type uint32;
description
"I'd of the subscription which led to the notification being

generated. ";
}
}
/*
* NOTI FI CATI ONS
*/

notification notification-nmessage {
description
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"Notification nessage to a receiver containing only one event."
contai ner notification-nmessage-header ({
description
"del i neates header info fromnotification nessages for easy
parsing.";
uses subscribed-notification-record-header
uses notification-nessage- header
uses notification-nmessage-receiver-header;

anydata receiver-record-contents {
description
"Non- header info of what actually got sent to receiver after
security filter. (Note: Possible to have extra process
encryption.)";

}

notification bundl ed-notification-nmessage {
description
"Notification nessage to a receiver containing many events,
possibly relating to i ndependent subscriptions.”
cont ai ner bundl ed-notificati on-nessage- header {
description
"Del i neates header info fromnotification nessages for easy
parsing.";
uses notification-nmessage- header;
uses notification-nmessage-receiver-header {
refine notification-tinme {
mandat ory true

}
}
| eaf record-count {
type uint 16;
description
"Quantity of events in a bundl ed-notification-nessage
for a specific receiver. This value is per receiver in
case an entire notification record is filtered out."
}

}

list notification-records {
description
"Set of messages within a notification to a receiver.";
contai ner notification-record-header {
description
"del i neates header info fromnotification nessages for easy
parsing.";
uses subscribed-notification-record-header
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}

anydata receiver-record-contents {
description
"Non- header info of what actually got sent to receiver after
security filter. (Note: Possible to have extra process
encryption.)";

}
}
}

/*
* DATA NODES
*/

container notification-records {
config fal se
description
"Mai ntains i nstances of event notifications recorded by the
system";
list notification-record {
key "record-id";
description
"Specific instances of event notifications recorded by the
system";
uses notification-record-header {
refine record-id {
mandat ory true
}

refine record-type {
mandat ory true
}

}

anydata notification-record-contents {
mandat ory true
description
"Notification event contents independent of any receiver
security filtering.";

| eaf-l1ist subscription-id {
type subscription-ref;
description
"I nstances of subscriptions which should receive or have
received this event notification record."
}
}
}

contai ner notification-nmessages {
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config fal se
description
"Contains a history of the notification nessages which have been
generated. ";
list notification-nessage {
key "notification-id";
description
"Instances of notification nessages generated with the intent
of sending themto one or nore receivers.”
uses notification-nessage- header {
refine notification-id {
mandat ory true
}

| eaf notification-record {
type notification-record-ref;
mandat ory true
description
"I ncluded notification. The record itself, or elenents of
this record m ght not be sent to any included receiver based
on security perm ssions for that receiver.”
}
contai ner receiver-notification-nmessages {
description
"Contains a history of messages targeted for a receiver.";
list receiver-notification-message {
description
"Mai ntains instances of nessages targeted for a receiver."
| eaf receiver {
type receiver-ref;
description
"Reference to the recipient targeted for this
notification message. (This also allows the unique
identification of the subscription.)";

uses notification-nmessage-receiver-header {
refine notification-time {
mandat ory true;
}

}

anydata receiver-record-contents {
mandat ory true
description
"The specific security filtered contents of one record
going to a receiver.";
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}
}
cont ai ner bundl ed-notification-nmessages {
config fal se
description
"Contains a history of bundled notification nmessages whi ch have
been generated."”;
I'ist bundl ed-notification-nmessage {
key "notification-id";
m n-el enents 1;
description
"Mai ntains instances of a bundled notification nessages
generated with the intent of sending themto one or nore
receivers.";
uses notification-nessage- header{
refine notification-id {
mandat ory true
}
}
cont ai ner included-notification-records {
description
"Contains specific records included in the bundle.";
list included-notification-record {
description
"A specific instance of record included in a bundle."
| eaf notification-record {
type notification-record-ref;
description
"I'ncluded notification within the bundle. Full records
or elenents of this record m ght not be sent to any
i ncl uded recei ver based on security pernissions for that
receiver.";

}
}
}
contai ner receiver-notification-nmessages {
description
"Cont ai ns instances of messages generated for a specific
receiver.";
|ist receiver-notification-nmessage {
description
"Mai ntains instances of bundl ed nmessages targeted for a
receiver.";
| eaf receiver {
type receiver-ref;
description
"Reference to the recipient targeted for this bundled
notification nmessage. (As a receiver is unique to a
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subscription, this also identifies the subscription
explicitly. |If something other than receiver is used, a
met hod to identify the subscription is also needed as it
can’t automatically be derived fromthe notification
record.”;

uses notification-nmessage-receiver-header {
refine notification-time {
mandat ory true
}

| eaf record-count {
type uint 16;
description
"Number of records actually sent to a receiver after
considering the application of NACM policies on the
notification records.";
}
cont ai ner included-notification-records {
description
"Contains the records sent to a receiver within a
specific notification nessage.";
list notification-record {
description
"Mai ntains instances of records sent to a receiver.";
anydata receiver-record-contents {
mandat ory true
description
"The specific security filtered contents of one
record going to a receiver.";

}
<CODE ENDS>
8. Security Considerations

to be popul at ed
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| ssues bei ng worked

(To be renmoved by RFC editor prior to publication)

We need to define the ways to invoke and configure the capability
within an originating device. This includes defining what header
types are sel ect ed.

Should we allow multiple subscriptions to be associated with an
update record via a leaf-list?

Shoul d the subscription id in a notification actually be a |eafref?

W need to do a lot nore to discuss transport efficiency
i mplications.
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