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Abst ract
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1. Introduction

YANG [ RFC7950] was originally designed for the Netconf protoco

[ RFC6241] which focused on configuration data. However, YANG can be
used to nmodel both configuration and operational data. It is
therefore reasonabl e to expect YANG datastores will increasingly be
used to support applications that care about about both.

For exanple, service assurance applications will need to be aware of
any renote updates to configuration and operational objects. Rapid
awar eness of object changes will enable such things as validating and
mai ntai ni ng cross-network integrity and consistency, or nonitoring
state and key performance indicators of renote devices.

Tradi ti onal approaches to renote visibility have been built on
polling. Wth polling, data is periodically explicitly retrieved by
a client froma server to stay up-to-date. However, there are issues
associ ated with polling-based nanagenent:

o It introduces additional |oad on network, devices, and
applications. Each polling cycle requires a separate yet arguably
redundant request that results in an interrupt, requires parsing,
consumes bandw dt h

o It lacks robustness. Polling cycles nay be m ssed, requests nay
be del ayed or get lost, often particularly in cases when the
network i s under stress and hence exactly when the need for the
data is the greatest.

o Data may be difficult to calibrate and conpare. Polling requests
may undergo slight fluctuations, resulting in intervals of
different |engths which nmakes data hard to conpare. Likew se
pollers may have difficulty issuing requests that reach al
devices at the sane tine, resulting in offset polling intervals
whi ch agai n make data hard to conpare

A nore effective alternative to polling is when an application can
request to be automatically updated on current rel evant content of a
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datastore. |If such a request is accepted, interesting updates wll
subsequently be pushed fromthat datastore.

Dependence on pol ling-based managenent is typically considered an

i mportant shortcom ng of applications that rely on MBs polled using
SNWP [ RFC1157]. However, without a provision to support a push-based
alternative, there is no reason to believe that nanagenent
applications that operate on YANG datastores will be any nore
effective, as they would foll ow the sane request/response pattern

Wil e YANG all ows the definition of push notifications, such
notifications generally indicate the occurrence of certain well-

speci fied event conditions, such as the onset of an alarm condition
or the occurrence of an error. A capability to subscribe to and
deliver such pre-defined event notifications has been defined in

[ RFC5277]. In addition, configuration change notifications have been
defined in [ RFC6470]. These change notifications pertain only to
configuration information, not to operational state, and convey the
root of the subtree to which changes were applied along with the
edits, but not the nodified data nodes and their val ues.

Furt hernmore, while delivery of updates using notifications is a

vi abl e option, sonme applications desire the ability to stream updates
usi ng other transports.

Accordingly, there is a need for a service that allows applications
to dynamically subscribe to updates of a YANG dat astore and that

all ows the publisher to push those updates, possibly using one of
several delivery nechanisns. Additionally, support for subscriptions
configured directly on the publisher are also useful when dynanic
signaling is undesirable or unsupported. The requirenents for such a
service are docunented in [ RFC7923].

Thi s docunent proposes a solution. The solution builds on top of the
NETCONF WG s Subscribed Notifications draft [I-D:netconf-sub-notif].
At its core, the solution defined here supplinents that work by

i ntroduci ng datastore push update nmechani sns, and providi ng
correspondi ng extensions to the event subscription nodel. The
docunent al so includes YANG data nodel augmentations which extend the
nmodel and RPCs defined within [I-D: netconf-sub-notif].

Key capabilities worth highlighting include:

0 Additions to event subscription nmechanisnms which allow clients to
subscribe to datastore updates. The subscription allows clients
to specify which data they are interested in, what types of
updates (e.g., create, delete, nodify), and to provide filter
criteria that data nust neet for updates to be sent. Furthernore,
subscriptions can specify a policy that directs when updates are

Clemm et al. Expi res Septenber 1, 2017 [ Page 4]



Internet-Draft YANG- Push February 2017

2

provided. For exanple, a client may request to be updated
periodically in certain intervals, or whenever data changes occur.

o Format and contents of the YANG push updates thensel ves.

o The ability for a publisher to push back on requested subscription
paranmeters. Because not every publisher may support every
requested update policy for every piece of data, it is necessary
for a publisher to be able to indicate whether or not it is
capabl e of supporting a requested subscription, and possibly allow
to hints at subscription paraneters which m ght have succeeded

0 Subscription paraneters which allow the specification of QS
extensions to address prioritization between independent streans
of updat es.

Definitions and Acronyns

Many of the terms in this docunment are defined in

[1-D netconf-sub-notif]. Please see that docunent for these

definitions.

Data node: An instance of nanagenent infornmation in a YANG datastore.

Dat a node update: A data item containing the current val ue/property
of a Data node at the tine the data node update was created.

Data record: A record containing a set of one or nore data node
i nstances and their associ ated val ues.

Dat astore: A conceptual store of instantiated managenent i nformation,
with individual data itens represented by data nodes which are
arranged in hierarchical manner

Dat astream A continuous stream of data records, each including a set
of updates, i.e. data node instances and their associ ated val ues.

Data subtree: An instanti ated data node and the data nodes that are
hierarchically contained within it.

Push-update stream A conceptual data stream of a datastore that
streams the entire datastore contents continuously and perpetually.

Update: A data item containing the current value of a data node

Update notification: An Event Notification including those data node
update(s) to be pushed in order to neet the obligations of a single
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Subscription. Al included data node updates nust reflect the state
of a Datastore at a snapshot in tine.

Update record: A representation of a data node update as a data
record. An update record can be included as part of an update

stream It can also be logged for retrieval. |n general, an update
record will include the value/property of a data node. It nay al so
i nclude information about the type of data node update, i.e. whether

the data node was nodified/updated, or newWy created, or deleted.

Update trigger: A nechanism as specified by a Subscription Policy,
that determines when a data node update is to be communicated. (e.g.
a change trigger, invoked when the value of a data node changes or a
data node is created or deleted, or a tine trigger, invoked after the
| aps of a periodic time interval.)

YANG object filter: Afilter that contains evaluation criteria which
are eval uat ed agai nst YANG obj ects of a subscription. An update is
only published if the object neets the specified filter criteria.

YANG- Push: The subscription and push nechani sm for YANG dat astores
that is specified in this docunent.

3. Solution Overview

Thi s docunment specifies a solution for a push update subscription
service. This solution supports the dynanmic as well as configured
subscriptions to information updates from YANG datastores. A
subscription night target exposed operational and/or configuration
YANG obj ects on a device. YANG objects are subsequently pushed from
the publisher to the receiver per the terns of the subscription

3.1. Subscription Mdel

YANG- push subscriptions are defined using a data nodel that is itself
defined in YANG This nodel augnents the event subscription nodel
defined in [I-D: netconf-sub-notif] and introduces new capabilities
that allow subscribers to specify what to include in an update
notification and what triggers such an update notification

o Enhancenents to filters. Specifically the filter nust at |east
identify at |east one targeted yang data node/ subtree. The filter
may al so define additional yang nodes/subtrees to include or
exclude. The publisher nust only send to the receiver those data
node updates that can traverse applied filter. Filters can be
specified "inline" as part of the subscription, or can be
configured separately and referenced by a subscription in order to
facilitate reuse of complex filters.
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0 A subscription policy definition regarding the update trigger when
to send new update notifications.

* For periodic subscriptions, the trigger is defined by two
paraneters that defines the interval with which updates are to
be pushed. These paraneters are the period/interval of
reporting duration, and an anchor time which can be used to
calculate at which times updates needs to be assenbl ed and
sent.

* For on-change subscriptions, the trigger occurs whenever a
change in the subscribed information is detected. On-change
subscriptions have nore conpl ex semantics that can be guided by
additional parameters. Please refer also to Section 3.3.

+ One paraneter specifiing the danpening period. This period
is the interval which nust pass before a successive update
notification for the sanme Subscription is sent. Note that
t he danpeni ng period applies to the set of all data nodes
within a single subscription. This nmeans that on the first
change of an object, an update notification containing that
object is sent either imediately or at the end of a
danmpeni ng period already in effect.

+ Another parameter allowing the restriction of the types of
changes for which updates are sent (changes to object
val ues, object creation or deletion events).

+ A third parameter specifing whether or not a conplete push-
update with all the subscribed data should be sent at the
begi nning of a subscription. Such a push provides the
receiver the current state, and establish the frane of
ref erence for subsequent updates.

0 Anydata encoding for the contents of periodic and on-change push
updat es.

The subscription data nodel is described via augnentations to
[1-D:netconf-sub-notif] later in this specification. It is
concei vabl e that additional subscription paraneters mnight be
interesting. Augnentations to the subscription data nodel may be
used for this.

3.2. Negotiation of Subscription Policies
A dynani ¢ subscription request SHOULD be declined based on

publisher’s assessnent that it nmay be unable to provide a filtered
update notifications that would neet the terns of the request. But a
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subscriber may quickly follow up with a new subscription request
usi ng different paraneters.

Random guessing at different paraneters should be di scouraged.
Therefore to minimze the nunber of subscription iterations between
subscri ber and publisher, dynam c subscriptions nust support a sinple
negoti ati on between subscribers and publishers for subscription
paraneters. This negotiationis limted to either an establish or
nmodi fy subscription request, followed by no-success response. The
no-success nessage, where avail able SHOULD i nclude in the returned
error information paraneters. The returned paraneters provide
information that, when followed, increase the likelihood of success
for subsequent requests. However, there are no guarantee that
subsequent requests for this subscriber will in fact be accepted.

Negoti abl e paraneters which may be returned froma publisher beyond

those from|[I|-D: netconf-sub-notif] include: hints at acceptable tine
intervals, size estinmates forn the nunber or objects which would be

returned froma filter, and the names of targeted objects not found

in the publisher’s YANG tree.

3.3. On-Change Consi derations

On- change subscriptions all ow subscribers to subscribe to updates
whenever changes to objects occur. As such, on-change subscriptions
are of particular interest for data that changes rel atively
infrequently, yet that require applications to be notified with

m ni mal del ay when changes do occur

On- change subscriptions tend to be nore difficult to inplenent than
periodi c subscriptions. Specifically, on-change subscriptions may

involve a notion of state to see if a change occurred between past

and current state, or the ability to tap into changes as they occur
in the underlying system Accordingly, on-change subscriptions may
not be supported by all inplenentations or for every object.

When an on-change subscription is requested for a datastreamwith a
given subtree filter, where not all objects support on-change update
triggers, only the objects supporting on-change will be provided.

For nore on how objects are so marked, see Section 3.8.5

Any updates for an on-change subscription will include only supported
obj ects for which a change was detected and which net the filtering
criteria. To avoid flooding receivers with repeated updates for
fast-changi ng objects, or objects with oscillating val ues, an on-
change subscription allows for the definition of a danpening period.
Once an update for a given object is sent, no other updates for this
particul ar subscription are sent until the end of the danpening
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period. Values sent at the end of the danpening period are the
current values of all changed objects which are current at the time
t he danpeni ng period expires. Changed objects includes those which
were deleted or newy created during that danpening period

On- change subscriptions can be refined to | et users subscribe only to
certain types of changes, for exanple, only to object creations and
del etions, but not to nodifications of object val ues.

3.4. Data Encodi ngs

Subscribed data is encoded in either XML or JSON format. A publisher
MUST support XM encodi ng and MAY support JSON encodi ng.

It is conceivable that additional encodings may be supported as
options in the future. This can be acconplished by augnenting the
subscription data nodel with additional identity statenents used to
refer to requested encodi ngs.

3.4.1. Periodic Subscriptions

In a periodic subscription, the data included as part of an update
corresponds to data that could have been sinply retrieved using a get
operation and is encoded in the sanme way. XM encoding rules for
data nodes are defined in [RFC7950]. JSON encoding rul es are defined
in [RFC7951]. This encoding is valid JSON, but al so has specia
encoding rules to identify nodul e namespaces and provi de consi stent
type processi ng of YANG dat a.

3.4.2. On-Change Subscriptions

In an on-change subscription, updates need to indicate not only

val ues of changed data nodes but al so the types of changes that
occurred since the |ast update, such as whet her data nodes were newy
created since the last update or whether they were nerely nodified,
as well as which data nodes were del et ed.

Encoding rules for data in on-change updates correspond to how data
woul d be encoded in a YANG patch operation as specified in [ RFC8072].
The "YANG patch" would in this case be applied to the earlier state
reported by the preceding update, to result in the nowcurrent state
of YANG data. O course, contrary to a YANG patch operation, the
data is sent fromthe publisher to the receiver and is not restricted
to configuration data.
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3.5. YANG object filters

Subscriptions can specify filters for subscribed data. The foll ow ng
filters are supported:

0 subtree-filter: A subtree filter specifies a subtree that the
subscription refers to. When specified, updates will only concern
data nodes fromthis subtree. Syntax and semantics correspond to
that specified for [RFC6241] section 6

0 xpath-filter: An XPath filter specifies an XPath expression
applied to the data in an update, assuni ng XM.-encoded dat a.

Only a single filter can be applied to a subscription at a tine.

It is conceivable for inplenentations to support other filters. For
exanpl e, an on-change filter m ght specify that changes in val ues
shoul d be sent only when the magni tude of the change since previous
updat es exceeds a certain threshold. It is possible to augnent the
subscription data nodel with additional filter types.

3.6. Push Data Stream and Transport Mappi ng

Pushi ng data based on a subscription could be considered anal ogous to
a response to a data retrieval request, e.g., a "get" request.
However, contrary to such a request, multiple responses to the sane
request may get sent over a |onger period of tine.

An applicable nechanismis that of a notification. There are however
sone specifics that need to be considered. Contrary to other
notifications that are associated with alarns and unexpected event
occurrences, update notifications are solicited, i.e. tied to a
particul ar subscription which triggered the notification

A push update notification contains several paraneters

0 A subscription correlator, referencing the name of the
subscription on whose behalf the notification is sent.

o Data nodes containing a representation of the datastore subtree(s)
containing the updates. 1In all cases, the subtree(s) are filtered
per access control rules to contain only data that the subscriber
is authorized to see. For on-change subscriptions, the subtree
may only contain the data nodes whi ch have changed since the start
of the previous danpening interval

Thi s docunment introduces two generic notifications: "push-update" and
"push- change-update". Those notifications nay be encapsul ated on a
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transport (e.g., NETCONF or HTTP) to carry data records with updates

of datastore contents as specified by a subscription. It is possible
al so map notifications to other transports and encodi ngs and use the

same subscription nodel; however, the definition of such mappings is

out side the scope of this docunent.

A push-update notification defines a conplete update of the datastore
per the ternms of a subscription. This type of notification is used
for continuous updates of periodic subscriptions. A push-update
notification can also used be for the on-change subscriptions in two
cases. First it will be used as the initial push-update if there is
a need to synchronize the receiver at the start of a new
subscription. It also may be sent if the publisher |ater chooses to
resynch a previously synched on-change subscription. The push-update
record contains a data snippet that contains an instantiated subtree
with the subscribed contents. The content of the update notification
is equivalent to the contents that would be obtained had the sane
data been explicitly retrieved using e.g., a Netconf "get"-operation
with the sane filters applied.

The contents of the push-update notification conceptually represents
the union of all data nodes in the yang nodul es supported by the
publisher. However, in a YANG data nodel, it is not practical to
nmodel the precise data contained in the updates as part of the
notification. To capture this data, a single paranmeter that can
encapsul ate the full set of subscribed datastore contents is used,
not parameters that represent data nodes one at a tine.

A push-change-update notification is the nost common type of update
for on-change subscriptions. The update record in this case contains
a data snippet that indicates the full set of changes that data nodes
have undergone since the last notification of YANG objects. In other
words, this indicates which data nodes have been created, deleted, or
have had changes to their values. The fornmat of the data sni ppet

foll ows YANG patch [ RFC8072], i.e. the sane format that woul d be used
with a YANG patch operation to apply changes to a data tree,

i ndicating the creates, deletes, and nodifications of data nodes.

Pl ease note that as the update can include a mx of configuration and
operational data

The following is an exanple of push notification. It contains an

update for subscription 1011, including a subtree with root foo that
contains a | eaf, bar:
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<notification

xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2015- 03- 09T19: 14: 56Z</ event Ti me>
<push-updat e
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push:1.0">
<subscription-id>1011</subscription-id>
<ti me- of - updat €>2015- 03- 09T19: 14: 56. 233Z</ t i me- of - updat e>
<dat ast or e- cont ent s- xm >
<f oo>
<bar >sone_stri ng</ bar >
</ f oo>
</ dat ast or e- cont ent s- xm >
</ push- updat e>
</notification>

Figure 1: Push exanple

The following is an exanple of an on-change notification. It
contains an update for subscription 89, including a new value for a

| eaf called beta, which is a child of a top-level container called
al pha:

<notification
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<event Ti ne>2015- 03- 09T19: 14: 56Z</ event Ti ne>
<push- change- updat e xm ns=
"urn:ietf:parans: xm :ns:yang:ietf-yang-push: 1. 0">
<subscri ption-i d>89</subscription-id>
<t i me- of - updat €>2015- 03- 09T19: 14: 56. 233Z</ ti me- of - updat e>
<dat ast or e- changes- xni >
<al pha xm ns="http://exanpl e. conf sanpl e-data/1. 0" >
<bet a>1500</ bet a>
</ al pha>
</ dat ast or e- changes- xni >
</ push- change- updat e>
</notification>

Fi gure 2: Push exanple for on change

The equi val ent updat e when requesting json encodi ng:
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<notification

xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">

<event Ti me>2015- 03- 09T19: 14: 56Z</ event Ti me>

<push-change- update xm ns=

"urn:ietf:parans: xnl :ns:yang:ietf-yang-push: 1. 0">

<subscri ption-i d>89</subscription-id>
<ti me- of - updat €>2015- 03- 09T19: 14: 56. 233Z</ t i me- of - updat e>
<dat ast or e- changes-j son>

"i etf-yang-patch: yang-patch": {

"patch-id": [
nul |
1,
"edit": |
{
"edit-id": "editl",
"operation": "nerge",
"target": "/al phal/beta",
"val ue": {
"beta": 1500
}

}
]
}

</ dat ast or e- changes-j son>
</ push- change- updat e>
</notification>
Fi gure 3: Push exanple for on change with JSON

When the beta leaf is deleted, the publisher nmay send
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<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2015- 03- 09T19: 14: 56Z</ event Ti me>
<push-change- update xm ns=
"urn:ietf:parans: xnl :ns:yang:ietf-yang-push: 1. 0">
<subscri ption-i d>89</subscription-id>
<ti me- of - updat €>2015- 03- 09T19: 14: 56. 233Z</ t i me- of - updat e>
<dat ast or e- changes- xm >
<al pha xm ns="http://exanpl e. conf sanpl e-data/1.0" >
<beta urn:ietf:parans: xn :ns: netconf: base: 1. 0:
operation="del ete"/>
</ al pha>
</ dat ast or e- changes- xm >
</ push- change- updat e>
</notification>

Fi gure 4: 2nd push exanple for on change update
3.7. Subscription managenent
A [I-D: netconf-sub-notif] subscription needs enhancnent to support
YANG Push subscription negotiation. Specifically, these enhancenents
are needed to signal to the subscriber why an attenpt has fail ed.
A subscription can be rejected for nmultiple reasons, including the

| ack of authorization to establish a subscription, the lack of read
aut hori zation on the requested data node, or the inability of the

publisher to provide a streamwith the requested semantics. |n such
cases, no subscription is established. |Instead, the subscription-
result with the failure reason is returned as part of the RPC
response. |In addition, a set of alternative subscription paraneters

MAY be returned that would likely have resulted in acceptance of the
subscription request, which the subscriber may try for a future
subscription attenpt.

It should be noted that a rejected subscription does not result in
the generation of an rpc-reply with an rpc-error el enment, as neither
the specification of YANG push specific errors nor the specification
of additional data parameters to be returned in an error case are
supported as part of a YANG data nodel.

For instance, for the follow ng request:
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push: 1. 0">
<st r eanppush- updat e</ streanr
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conf sanpl e-data/ 1. 0"
sel ect="/ex: foo"/>
<peri 0od>500</ peri od>
<encodi ng>encode- xn </ encodi ng>
</ establ i sh-subscripti on>
</ net conf: rpc>

Figure 5: Establish-Subscription exanple
the publisher might return

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<subscription-result
xm ns="http://urn:ietf:parans: xm : ns: yang:ietf-yang-push:1.0">
error-insufficient-resources
</ subscription-result>
<peri 0d>2000</ peri od>
</rpc-reply>

Figure 6: Error response exanple
3.8. Oher considerations
3.8.1. Authorization

A receiver of subscription data may only be sent updates for which
they have proper authorization. Data that is being pushed therefore
needs to be subjected to a filter that applies all correspondi ng
rules applicable at the time of a specific pushed update, silently
removi ng any non-authorized data from subtrees.

The aut horization nodel for data in YANG datastores is described in
the Netconf Access Control Mdel [RFC6536]. However, sone
clarifications to that RFC are needed so that the desired access
control behavior is applied to pushed updates.

One of these clarifications is that a subscription may only be

established if the receiver has read access to every data node
specifically named within the subscription filter
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. + . +

subscription | protocol | | t ar get |
request --> | operation | ------------- > | data node

| allowed? [ dat astore [ access [

R LT + or state | allowed? |

data access S +

Figure 7: Access control for subscription

Li kewise if a receiver no | onger has read access pernission to a data
node naned/targeted within a filter, the subscription nust be
abnormal ly term nated (with | oss of access permi ssion as the reason
provi ded).

Another clarification to [ RFC6536] is that each of the individua
nodes in a pushed update nust also go through access contro
filtering. This includes new nodes added since the |ast update
notification, as well as existing nodes. For each of these read
access nmust be verified. The nethods of doing this efficiently are
left to inplenmentation

R + oo +

subscri ption | data node | yes | |

update --> | access | ---> ] add data node |
| allowed? | | to update nmessage
TSRS + B +

Figure 8: Access control for push updates

If there are read access control changes applied under the data node
naned/targeted within a filter, no notifications indicating the fact
that this has occurred shoul d be provided.

3.8.2. Robustness and reliability considerations

Particularly in the case of on-change push updates, it is inportant
that push updates do not get |ost.

Update notifications will typically traverse a secure and reliable
transport. Notifications will not be reordered, and will also
contain a tine stanp. Despite these protections for on-change, it is
possi bl e that conplete update notifications get lost. For this
reason, update sequence nunbers for push-change-updates may be
included in a subscription so that an application can determne if an
updat e has been | ost.
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3.

8.

At the sane tine, it is conceivable that under certain circunstances,

a publisher will recognize that it is unable to include within an
update notification the full set of objects desired per the ternms of
a subscription. In this case, the publisher nust take one or nore of

the follow ng actions.

0 A publisher must set the updates-not-sent flag on any update
notification which is known to be mssing information

o It may choose to suspend and resunme a subscription as per
[1-D:netconf-sub-notif].

0 \When resuni ng an on-change subscription, the publisher should
generate a conplete patch fromthe previous update notification
If this is not possible and the synch-on-start option is
configured, then the full datastore contents may be sent instead
(effectively replacing the previous contents). |f neither of
these are possible, then an updates-not-sent flag nust be included
on the next push-change-update.

3. Update size and fragnentation considerations

Dependi ng on the subscription, the volune of updates can becone quite
large. Additionally, based on the platform it is possible that
push-updates for a single subscription are best sent independently
fromdifferent line-cards. Therefore, it nmay not always be practica
to send the entire update in a single chunk. |nplementations of
push-update MAY therefore choose, at their discretion, to "chunk"”
updat es and break them out into several push-update notifications.

In this case the updates-not-sent flag will indicate that no single
push-update is conplete. Push-change-updates may al so be chunked as
| ong as none of the changed objects in the separate pushes are state-
ent angl ed.

3.8.4. Inplenentation considerations

| mpl enent ati on specifics are outside the scope of this specification
That said,it should be noted that nonitoring of operational state
changes inside a system can be associated with significant

i npl enment ati on chal | enges.

Even periodic retrieval and push of operational counters nay consumne
consi derabl e systemresources. |n addition the on-change push of
smal | amounts of configuration data may, depending on the

i npl ementation, require invocation of APls, possibly on an object-by-
obj ect basis, possibly involving additional internal interrupts, etc.
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For those reasons, it is inportant for an inplenentation to
under st and what subscriptions it can or cannot support. It is far
preferable to decline a subscription request then to accept such a
request when it cannot be net.

Whet her or not a subscription can be supported will in general be
determined by a conbination of several factors, including the
subscription policy (on-change or periodic, with on-change in genera
bei ng the nore challenging of the two), the period in which to report
changes (1 second periods will consunme nore resources than 1 hour
peri ods), the anpbunt of data in the subtree that is being subscribed
to, and the nunmber and conbi nation of other subscriptions that are
concurrently being serviced.

When provi ding access control to every node in a pushed update, it is
possi bl e to make and update efficient access control filters for an
update. These filters can be set upon subscription and applied

agai nst a stream of updates. These filters need only be updated when
(a) there is a new node added/renoved fromthe subscribed tree with
different permissions than its parent, or (b) read access perm ssions
have been changed on nodes under the target node for the subscriber

3.8.5. ldentifying on-change notifiable YANG objects

In sone cases, a publisher supporting on-change notifications may not
be able to push updates for sone object types on-change. Reasons for
this mght be that the value of the data node changes frequently
(e.g., a received-octets-counter), that snmall object changes are
frequent and neani ngless (e.g., a tenperature gauge changing 0.1
degrees), or that the inplenentation is not capabl e of on-change
notification of an object type.

Support for on-change notification is usually specific to the

i ndi vi dual YANG nodel and/or inplenmentation so it is possible to
define in design tine. Systemintegrators need this information
(wi thout reading any data froma |live node).

The default assunption is that no data nodes support on-change
notification. Schema nodes and subtrees that support on-change
notifications MIST be narked as such with the YANG extension
noti fi abl e- on- change.

If the nodel designer wants to add the notifiabl e-on-change statenent
to an existing nodule, but wants to avoid nodifying the text of the
exi sting nodule, the notifiabl e-on-change statenent may be added
usi ng devi ation statenents.
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ext ensi on notifi abl e-on-change {
I ndi cat es whet her changes to the data node are reportable in
on- change subscri pti ons.

The statenment MJST only be a substatenent of the leaf, leaf-list,
container, list, anyxm, anydata statenents. Zero or One

notifiabl e-on-change statenent is allowed per parent statement. NO
substatenents are al |l owed.

The argunent is a bool ean val ue indi cati ng whet her on-change
notifications are supported. |If notifiable-on-change is not

specified, the default is the sane as the parent data node’s
val ue. For top level data nodes the default value is false.";

argunent val ue;

Figure 9: Notifiable Extension

When an on-change subscription is established data-nodes marked with
notifiabl e-on-change false; will be automatically filtered out. This
al so neans that authorization checks need be perfornmed on them

devi ation /sys:systenisys:systemtine {
deviate add {
yp: noti fi abl e-on-change fal se
}

}
Fi gure 10: Devi ati on Exanpl e
4. A YANG data nodel for managenent of datastore push subscriptions
4.1. Overview

The YANG data nodel for datastore push subscriptions is depicted in
the following figure. Follow ng Yang tree convention in the
depiction, brackets enclose list keys, "rw' means configuration, "ro"
operational state data, "?" designates optional nodes, "*" designates
nodes that can have nmultiple instances. Parantheses with a nane in
the middl e encl ose choice and case nodes. A "+" at the end of a line
indicates that the line is to be concatenated with the subsequent
line. New YANG tree notation is the i] which indicates that the node
in that |line has been brought in / inported from another nodel, and
an (a) which indicates this is the specific inported node augnented.
In the figure below, all have been inported from5277bis. The nodel
consists nostly of augnentations to RPCs and notifications defined in
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the data nodel for subscriptions for event notifications of
[1-D:netconf-sub-notif].

(Note: the yp indicates augnentations fromyang push above and
beyond the event-notifications nodel)
nodul e: ietf-subscribed-notifications

+--ro streans

| +--ro streant stream

+-rwfilters

| +-rwfilter* [identifier]

| +-rwidentifier filter-id

| +-rw (filter-type)?

| +--:(by-reference)

| | +--rwfilter-ref? filter-ref

| +--:(event-filter)

[ | +-rwfilter?

| +--:(yp:update-filter)

| +--rw (yp: update-filter)?

| +--:(yp: subtree)

| | +--rwyp:subtree-filter?

| +--: (yp: xpat h)

[ +--rw yp: xpath-filter? yang: xpat hl. 0

--rw subscription-config {configured-subscriptions}?
+--rw subscription* [identifier]
+-rwidentifier subscription-id
+--rw streanf stream
+--rw encodi ng? encodi ng
+--rw stop-tine? yang: dat e-and-ti ne

+-rw (filter-type)?
| +--:(by-reference)

| | +--rwfilter-ref? filter-ref

| +--:(event-filter)

| | +--rwfilter?

| +--:(yp:update-filter)

| +--rw (yp:update-filter)?

| +--:(yp: subtree)

| | +--rwyp:subtree-filter?

I +--1(yp: xpath)

| +--rw yp: xpath-filter? yang: xpat hl1. 0

+--:(interface-originated)
| +--rw source-interface? if:interface-ref
+--: (address-ori gi nat ed)

+--rw receivers

| +--rw receiver* [address]

| +--rw address i net: host

| +--rw port i net: port-nunber

| +--rw protocol ? transport - prot ocol
+--rw (notification-origin)?

I

I

I
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[ +--rw source-vrf? string
+--rw sour ce-address? i net:i p-address-no-zone
+--rw (yp:update-trigger)?
+--:(yp: periodic)

I

I

|

I I

| | | +--rwyp:period yang: tinmeticks
| | | +--rwyp:anchor-tinme? yang: dat e-and-ti ne
| | +--:(yp:on-change) {on-change}?

| | +--rw yp: danpeni ng- peri od yang: timeticks
| | +--rw yp: no-synch-on-start? enpty

[ [ +--rw yp: excl uded- change* change-type

| +--rw yp: dscp? i net:dscp

| +--rw yp: wei ghting? ui nt 8

| +--rw yp: dependency? sn: subscription-id

+--ro subscriptions
+--ro0 subscription* [identifier]
+--ro identifier subscription-id
+--ro configured-subscription?
[ enpty {configured-subscriptions}?

+--ro streanf stream

+--ro encodi ng? encodi ng

+--ro replay-start-tinme? yang: dat e-and-ti ne
+--ro stop-tine? yang: dat e-and-ti ne

+-ro (filter-type)?

+--:(by-reference)

| +--ro filter-ref? filter-ref
+--:(event-filter)

+--ro filter?

4+ —
1
1

I

I

I

|

[ :(yp: update-filter)

| +--ro (yp:update-filter)?

| +--:(yp: subtree)

| | +--ro yp:subtree-filter?

I +--1(yp: xpath)

| +--ro yp: xpath-filter? yang: xpat hl1. 0
+--ro (notification-origin)?

| +--:(interface-originated)

| | +--ro source-interface? if:interface-ref
| +--:(address-originated)

| +--ro source-vrf? string

| +--ro0 source-address? i net:i p-address-no-zone
+--ro0 receivers

| +--ro receiver* [address]

| +--ro address i net: host

| +--ro port i net: port-nunber

| +--ro protocol ? transport-protoco
| +--ro pushed-notifications? yang: count er 64

[ +--ro excluded-notifications? yang: count er 64
+--ro subscription-status? subscri ption-status

+--ro (yp:update-trigger)?
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+--:(yp: periodic)

I

| | +--ro yp:period yang: timeticks

| | +--ro yp:anchor-time? yang: dat e-and-ti ne
| +--:(yp:on-change) {on-change}?

| +--ro yp: danpeni ng- peri od yang: tinmeticks

| +--ro yp: no-synch-on-start? enpty

| +--ro yp: excl uded- change* change-type

+--ro yp:dscp? i net:dscp

+--ro yp: wei ghting? uint8

+--ro yp: dependency? sn: subscription-id

rpcs:
+---x establish-subscription
+---w i nput

+---w streanf stream

+---w encodi ng? encodi ng
+---wreplay-start-tinme? yang: dat e-and-ti ne
+---w stop-tine? yang: dat e-and-ti ne

+--w (filter-type)?

| +--:(by-reference)

| | +---wfilter-ref? filter-ref
| +--:(event-filter)

| | +--wfilter?

| +--:(yp:update-filter)

| +---w (yp:update-filter)?

| +--:(yp: subtree)

| | +---wyp:subtree-filter?

I +-- 1 (yp: xpath)

| +---w yp: xpath-filter? yang: xpat hl. 0

e ———

+---w (yp:update-trigger)?

| +--:(yp:periodic)

| | +---wyp:period yang: ti meti cks

| | +---wyp:anchor-tine? yang: dat e-and-tine

| +--:(yp:on-change) {on-change}?

| +- - -w yp: danpeni ng- peri od yang: tinmeticks

| +---w yp: no-synch-on-start? enpty

| +---w yp: excl uded- change* change-type

+---w yp: dscp? i net:dscp

+---w yp: wei ghti ng? uint8

+---w yp: dependency? sn: subscription-id
--ro out put

+--ro subscription-result subscription-result

+--ro (result)?
+--:(no-success)

| +--ro filter-failure? string

| +--ro replay-start-tine-hint? yang: dat e-and-ti ne
| +--ro yp:period-hint? yang: tineticks

| +--ro yp:error-path? string
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+--ro0 yp:object-count-estinmate? ui nt 32

I I
| | +--ro yp:object-count-limt? ui nt 32
| | +--ro yp:kil obytes-estimte? ui nt 32
[ | +--ro yp:kilobytes-limt? ui nt 32
| +--:(success)
| +--ro identifier subscription-id
+---x nodi fy-subscription
|  +---winput
| | +---widentifier? subscription-id
| | +---wstop-tine? yang: dat e-and-ti ne
| | +---w(filter-type)?
| | | +--:(by-reference)
| | | | +---wfilter-ref? filter-ref
| | | +--:(event-filter)
| | | | +--wfilter?
| | | +--:(yp:update-filter)
I +---w (yp:update-filter)?
I . +--:(yp: subtree)
I | +---wyp:subtree-filter?
[ +--1(yp: xpath)
I +---w yp: xpath-filter? yang: xpat hl1. 0
| | +---w (yp:update-trigger)?
| +--:(yp: periodic)
| | | +---w yp:period yang: ti meti cks
| | +---wyp:anchor-tine? yang: dat e-and-ti ne
| +--:(yp: on-change) {on-change}?
| +- - -w yp: danpeni ng- peri od yang: timeticks
| +--ro output
| +--ro subscription-result subscription-result
| +--ro (result)?
| +--:(no-success)
| +--ro filter-failure? string
| +--ro yp:period-hint? yang: timeticks
[ +--ro yp:error-path? string
| +--ro0 yp: object-count-estinate? ui nt 32
| +--ro yp:object-count-linmt? ui nt 32
| +--ro yp: kil obytes-estimate? ui nt 32
| +--ro yp:kilobytes-limt? ui nt 32
+---x del ete-subscription
| +---winput
| | +---widentifier subscription-id
| +--ro output
[ +--ro subscription-result subscription-result
+---x Kkill-subscription

+---w i nput

| +---widentifier subscription-id

+--r0 out put

+--ro subscription-result subscription-result
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notifications:
+---n replay-conpl ete

| +--ro identifier subscription-id

+---n notification-conplete

| +--ro identifier subscription-id

+---n subscription-started
+--ro identifier subscription-id
+--ro streanf stream
+--ro encodi ng? encodi ng
+--ro replay-start-tine? yang: dat e-and-ti ne
+--ro stop-tine? yang: dat e-and-ti ne

+-ro (filter-type)?
| +--:(by-reference)
| | +--ro filter-ref? filter-ref
| +--:(event-filter)
| | +--ro filter?
| +--:(yp:update-filter)
| +--ro (yp:update-filter)?
| +--:(yp: subtree)
| | +--ro yp:subtree-filter?
| +--: (yp: xpat h)
[ +--ro yp: xpath-filter? yang: xpat hl. 0
+--ro (yp:update-trigger)?
+--:(yp: periodic)

I
| | +--ro yp:period yang: timeticks
| | +--ro yp:anchor-time? yang: dat e-and-ti ne
| +--:(yp:on-change) {on-change}?
[ +--ro yp: danpeni ng- peri od yang: tineticks
| +--ro0 yp: no-synch-on-start? enpty
| +--ro yp: excl uded- change* change-type
+--ro yp:dscp? i net:dscp
+--ro yp: wei ghting? uint8
+--ro yp: dependency? sn: subscription-id
---n subscription-resuned
+--ro identifier subscription-id
---n subscription-nodified
+--ro identifier subscription-id
+--ro streanf stream
+--ro encodi ng? encodi ng
+--ro replay-start-tine? yang: dat e-and-ti ne
+--ro stop-tine? yang: dat e-and-ti ne

+-ro (filter-type)?

| +--:(by-reference)

| | +--ro filter-ref? filter-ref
| +--:(event-filter)

| | +--ro filter?

| +--:(yp:update-filter)

| +--ro (yp:update-filter)?
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+--:(yp: subtree)
| +--ro yp:subtree-filter?
+--:(yp: xpat h)

+--ro yp: xpath-filter?

|
|
|
|
| +--ro (yp:update-trigger)?
| | +--:(yp:periodic)
| | | +--ro yp:period
| | | +--ro yp:anchor-tinme?
| | +--:(yp:on-change) {on-change}?
| +--ro yp: danpeni ng- peri od
| +--ro0 yp: no-synch-on-start?
| +--ro yp: excl uded- change*
| +--ro yp:dscp? inet:d
| +--ro yp:weighting? uint8
| +--ro yp:dependency? sn: sub
+---n subscription-term nated
| +--ro identifier subscri ption
| +--ro error-id subscri ption
| +--ro filter-failure? string
+---n subscri ption-suspended
+--ro identifier subscri ption
+--ro error-id subscri ption

+--ro filter-failure? string
nodul e: i etf-yang-push

notifications:
+---n push-update
| +--ro subscription-id sn: subsc
| +--ro time-of-update? yang: dat
| +--ro updates-not-sent? enpty
| +--ro datastore-contents?
+---n push-change-updat e {on-change}?

+--ro subscription-id sn: subscr
+--ro tine-of-update? yang: dat e
+--ro updat es-not - sent ? empty

+--ro dat astore-changes?

Figure 11: Model stru
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Sel ect ed conponents of the nodel are sunmarized in the follow ng

subsecti ons.

4.2. Filters
Filters can be supported via a reference t
container, or via direct enbedding within

When a reference is used, it becones poss
i ndependently of the lifecycle of a subscr
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the reuse of filter definitions, which can be inportant in case of
complex filter conditions. Referenced filters can also allow an

i npl ementation to avoid evaluating filter acceptability during a
dynani ¢ subscription request.

Whet her referenced or in-line, filters used for yang-push nmust be of
case update-filters, and nust follow the syntax and semantics of RFC
6241. It is not expected that inplenentations will support

compr ehensi ve XPATH synt ax and boundl ess conplexity. 1t will be up
to inplenentations to describe what is viable, but the goal is to
provi de equival ent capabilities to what is available with a GET
Yang- push i npl enmentati ons nust reject dynam c subscriptions or
suspend configured subscriptions if they include filters which are
unsupportable on a platform

It is conceivable that other types of filters will be introduced for
yang-push in the future. To support such filter types, additiona
filter cases can augnent the data nodel.

4.3. Subscription configuration

Bot h configured and dynam c subscriptions are represented within the
list subscription-config. Each subscription has own |ist el enents.
New and enhanced paraneters extendi ng the basic subscription data
nodel in [I-D:netconf-sub-notif] include

0 An update filter identifying yang nodes of interest. Filter
contents are specified via a reference to an existing filter, or
via an in-line definition for only that subscription. The case
statement differentates the options.

o For periodic subscriptions, triggered updates will occur at the
boundaries of a specified tine interval. The periodic paraneters
whi ch define this interval include:

* a "period" which defines duration between period push updates.

* an "anchor-tine". Update intervals always fall on the points
intime that are a multiple of a period after the anchor tine.
If anchor time is not provided, then the anchor tinme nust be
set for when the initial push update can be sent.

0 \When used in conjunction with period, the boundaries of periodic
updat e periods may be cal cul at ed.

o For on-change subscriptions, assum ng the danpening period has
conpl eted, triggered occurs whenever a change in the subscribed

Clemm et al. Expi res Septenber 1, 2017 [ Page 26]



Internet-Draft YANG- Push February 2017

(0]

(0]

information is detected. On-change subscriptions have nore
compl ex semantics that is guided by its own set of paraneters:

* a "danpeni ng-period" specifies the interval that nust pass
bef ore a successive update for the subscription is sent. The
first tine a change is detected, the update is sent
i mediately. |f a subsequent change is detected, another
update is only sent once the danpeni ng period has passed for
this subscription has passed.

* an "excl uded-change" flag which allows restriction of the types
of changes for which updates should be sent (changes to object
val ues, object creation or deletion events).

* a "no-synch-on-start” flag which specifies whether a conplete
update with all the subscribed data should be sent at the
begi nning of a subscription

Optional qos paraneters to indicate the treatnment of a
susbcription relative to other traffic between publisher and
receiver. These include:

* A "dscp" QS nmarking which should be stanped on packets to show
network QoS treatnent.

* A "weighting" so that bandw dth proportional to this weighting
can be allocated to this subscription relative to others for
that receiver.

* a "dependency" upon anot her subscription. No push should be
sent until all updates for the referenced subscription have
been queued and sent.

A subscription’s weighting should work identically to stream
dependency wei ghting as described within RFC 7540, section 5.3. 2.

A subscription’s dependency should work identically to stream
dependency as described within RFC 7540, sections 5.3.1, 5.3.3,
and 5.3.4. If a dependency is attenpted via an RPC, but the
ref erenced subscription does not exist, the dependency wll be
removed

Notifications
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4.4.1. Monitoring and OAM Noti fi cations

OAM noti fications and nechanismare with one exception reused from
[1-D: netconf-sub-notif].

The one excpetion is the excluded-notifications object is not
appl i cabl e for yang-push. This is because discarded notifications
for datastore does not have nmeaning in this context, and should

al ways be zero

4.4.2. Update Notifications

The data nodel introduces two YANG notifications for the actua
updat es t hensel ves.

Notification "push-update" is used to send a conpl ete snapshot of the
data that has been subscribed to, with all YANG object filters
applied. The notification is used for periodic subscription updates
in a periodic subscription

The notification can al so be used in an on-change subscription for
the purposes of allowing a receiver to "synch" on a conplete set of
susbcri bed datastore contents. This will be done the start of an on-
change subscription, unless no-synch-on-start is specified for that
subscription. |In addition, this notification MAY be used during the
subscription. This mght be a useful thing to do if change updates
were not sent as expected (as indicated by the "updates-not-sent”
flag, or an identification of |oss in pushed updates), or for genera
resynchroni zation of a datastore extract at |onger period intervals
(such as once per day) to nmitigate the possibility of any

appl i cati on-dependent synchronization drift. A nandatory requirenent
defining when to sending a push-update notification in conjunction

wi th on-change subscription is not asserted in this specification
beyond synch-on-start. However an on-change receiver nust be able to
handl e an unsolicited push-update as a state synchoni zati on reset.

The format and syntax of the contained update notification data
corresponds to the format and syntax of data that woul d be returned
in a corresponding get operation with the same filter paraneters
appl i ed.

Notification "push-change-update" is used to send data updates for
changes that have occurred in the subscribed data. This notification
is used only in conjunction with on-change subscriptions.

The data updates are encoded anal ogous to the syntax of a

correspondi ng yang-patch operation. It corresponds to the data that
woul d be contained in a yang-patch operation applied to the YANG
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datastore at the previous update, to result in the current state (and
applying it also to operational data).

If the application detects a discontinuity in the updates it is
pushing, the notification can include a flag "updates-not-sent".
This is a flag which indicates that not all changes whi ch have
occurred since the last update are actually included with this
update. In other words, the publisher has failed to fulfill its ful
subscription obligations, for exanple in cases where it was not able
to keep up with a change burst. To facilitate synchronization, a
publ i sher MAY subsequently send a push-update containing a ful
snapshot of subscribed data.

4.5. RPGCs

YANG- Push subscriptions are established, nodified, and del eted using
RPCs augnented from|[1-D: netconf-sub-notif].

4.5.1. Establish-subscription RPC

The subscriber sends an establish-subscription RPC with the
paraneters in section 3.1. An exanple mght |ook like:

<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:paranms: xn :ns: netconf: base: 1. 0">
<est abl i sh-subscri pti on
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-yang-push:1.0">
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conl sanpl e-data/ 1. 0"
sel ect="/ex: foo"/>
<peri 0od>500</ peri od>
<encodi ng>encode- xnl </ encodi ng>
</ establ i sh-subscripti on>
</ netconf:rpc>

Fi gure 12: Establish-subscription RPC
The publisher nust respond explicitly positively (i.e., subscription
accepted) or negatively (i.e., subscription rejected) to the request.

Positive responses include the subscription-id of the accepted
subscription. |In that case a publisher may respond:
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<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<subscription-result
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push: 1. 0">
ok
</ subscription-result>
<subscription-id
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-yang-push:1.0">
52
</ subscription-id>
</rpc-reply>

Fi gure 13: Establish-subscription positive RPC response

A subscription can be rejected for nmultiple reasons, including the
| ack of authorization to establish a subscription, the lack of read
aut hori zation on the requested data node, or the inability of the
publisher to provide a streamwi th the requested senantics.

When the requester is not authorized to read the requested data node,
the returned information indicates the node is unavail able. For
instance, if the above request was unauthorized to read node "ex:foo"
the publisher may return

<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<subscription-result
xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push:1.0">
subt r ee- unavai l abl e
</ subscription-result>
<filter-failure
xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push:1.0">
/ex: foo
</filter-failure>
</rpc-reply>

Fi gure 14: Establish-subscription access deni ed response
If a request is rejected because the publisher is not able to serve
it, the publisher SHOULD include in the returned error what
subscription paraneters would have been accepted for the request.
However, there are no guarantee that subsequent requests for this
subscriber or others will in fact be accepted.

For exanple, for the foll owi ng request:
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push: 1. 0">
<st r eanppush- updat e</ streanr
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conf sanpl e-data/ 1. 0"
sel ect="/ex: foo"/>
<danpeni ng- peri od>10</ danpeni ng- peri od>
<encodi ng>encode- xn </ encodi ng>
</ establ i sh-subscripti on>
</ net conf: rpc>

Fi gure 15: Establish-subscription request exanple 2

A publisher that cannot serve on-change updates but periodic updates
m ght return the foll ow ng:

<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push: 1.0">
peri od- unsupport ed

</ subscription-result>

<peri od- hi nt >100</ peri od- hi nt >
</rpc-reply>

Fi gure 16: Establish-subscription error response exanple 2
4.5.2. Modify-subscription RPC

The subscriber may send a nodify-subscription PRC for a subscription
previ ously established using RPC The subscri ber may change any
subscription paraneters by including the new values in the nodify-
subscription RPC. Paraneters not included in the rpc should remain
unnodi fied. For illustration purposes we include an exchange exanpl e
where a subscriber nodifies the period of the subscription
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<net conf:rpc message-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<nmodi fy-subscri pti on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push: 1. 0">
<st r eanppush- updat e</ streanr
<subscription-id>
1011
</ subscription-id>
<peri 0d>250</ peri od>
</ nodi fy- subscri pti on>
</ netconf:rpc>

Figure 17: Mdify subscription request

The publisher nust respond explicitly positively (i.e., subscription
accepted) or negatively (i.e., subscription rejected) to the request.
Positive responses include the subscription-id of the accepted
subscription. In that case a publisher may respond:

<rpc-reply nmessage-id="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<subscription-result
xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push:1.0">
ok
</ subscription-result>
</rpc-reply>

Figure 18: Modify subscription response

If the subscription nodification is rejected, the publisher nust send
a response like it does for an establish-subscription and nmaintain
the subscription as it was before the nodification request. A
subscription may be nodified rmultiple tines.

A configured subscription cannot be nodified using nodify-
subscription RPC. Instead, the configuration needs to be edited as
needed.

4.5.3. Delete-subscription RPC

To stop receiving updates froma subscription and effectively delete
a subscription that had previously been established using an

est abl i sh-subscription RPC, a subscriber can send a del ete-
subscription RPC, which takes as only input the subscription-id. For
exanpl e:
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<net conf:rpc message-i d="103"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<del et e- subscri pti on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push: 1. 0">
<subscription-id>
1011
</ subscription-id>
</ del et e- subscri pti on>
</ netconf:rpc>

<rpc-reply nessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-yang-push:1.0">
ok
</ subscription-result>
</rpc-reply>

Fi gure 19: Del ete subscription

Confi gured subscriptions cannot be deleted via RPC, but have to be
renoved fromthe configuration

4.5.4. YANG Mdul e Synchroni zati on

In order to fully support datastore replication, the receiver needs
to know the YANG nodule library that is in use by server that is
being replicated. The YANG 1.0 nodule library information is sent by
a NETCONF server in the NETCONF 'hell o’ nessage. For YANG 1.1
nodul es and all nodul es used with the RESTCONF [ RFC8040] protocol
this information is provided by the YANG Li brary nodul e (ietf-yang-
library.yang from |[RFC7895]. The YANG library information is
important for the receiver to reproduce the set of object definitions
used by the replicated datastore.

The YANG library includes a nodule list with the name, revision
enabl ed features, and applied deviations for each YANG nodul e

i mpl emented by the publisher. The receiver is expected to know the
YANG library information before starting a subscription. The

"/ modul es-state/ nodul e-set-id" leaf in the "ietf-yang-Ilibrary" nodul e
can be used to cache the YANG |ibrary infornation.

The set of nodul es, revisions, features, and devi ati ons can change at
run-time (if supported by the server inplementation). 1In this case,
the receiver needs to be informed of nodul e changes before data nodes
from changed nodul es can be processed correctly. The YANG |library
provi des a sinple "yang-1library-change" notification that inforns the
client that the library has changed sonehow. The receiver then needs
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to re-read the entire YANG library data for the replicated server in
order to detect the specific YANG |library changes. The "ietf-
netconf-notifications” nodule defined in [ RFC6470] contains a

"net conf-capability-change" notification that can identify specific
nmodul e changes. For exanple, the nodule URI capability of a newy

| oaded nodule will be listed in the "added-capability" leaf-list, and
the modul e URI capability of an renoved nodule will be listed in the
"del eted-capability" leaf-1list.

5.  YANG nodul e

<CODE BEG NS> file "ietf-yang- push@017-02-08. yang"
nmodul e i et f-yang-push {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-yang-push”;
prefix yp;

inmport ietf-inet-types {
prefix inet;

}

i mport ietf-yang-types {
prefi x yang;

i mport ietf-subscribed-notifications {
prefix sn;

}

organi zation "I ETF";

cont act

"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

WG Chai r: Mahesh Jet hanandan
<mai | t 0: nj et hanandani @nuai | . con®

WG Chair: Mehnet Ersue
<mai | t o: nehnet . er sue@oki a. conp

Edi t or: Al exander C emm
<mai | t o: | udwi g@l enm or g>

Edi t or: Eric Voit
<mai | to: evoi t @i sco. conP

Edi t or: Al berto Gonzalez Prieto
<mui | t 0: al bert go@i sco. conp

Edi t or: Anbi ka Prasad Tri pat hy
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<mai | t 0: anbtri pa@i sco. conp

Edi t or: Ei nar Ni | sen- Nygaard
<mai | t 0: ei nar nn@i sco. conp

Edi t or: Andy Bi er man
<mai | t 0: andy @ unmawor ks. con

Edi t or: Bal azs Lengyel
<mui | t 0: bal azs. | engyel @ri csson. conp";

description
"Thi s nodul e contains conceptual YANG specifications
for YANG push.";

revision 2017-02-08 {
description
"Updates to sinplify nodify-subscription, add anchor-tine";
ref erence
"YANG Dat ast ore Push, draft-ietf-netconf-yang-push-05"
}

feature on-change {
description
"This feature indicates that on-change updates are

supported.”;
}
/*
* | DENTI TI ES
*/

/* Additional errors for subscription operations */
identity period-unsupported {
base sn:error;
description
"Requested time period is too short. This can be for both
peri odi c and on-change danpeni ng.";

}

identity qgos-unsupported {
base sn:error;
description
"Subscription QoS paraneters not supported on this platform";
}

identity dscp-unavail abl e {
base sn:error;
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description
"Request ed DSCP mar ki ng not allocatable.”

}

i dentity on-change-unsupported {
base sn:error;
description
"On- change not supported.”;

}

identity synch-on-start-unsupported {
base sn:error;
description
"On-change synch-on-start not supported.”;

}

identity synch-on-start-datatree-size {
base sn:error;
description
"Synch-on-start would push a datatree which exceeds size linmt.";

}

identity reference-m smatch {
base sn:error;
description
"Msmatch in filter key and referenced yang subtree.";

}

i dentity subtree-unavail abl e {
base sn:error;
description
"Ref erenced yang subtree doesn’t exist, or is a node where read
access is not permtted.”;

}

identity datatree-size {
base sn:error;
description
"Resul ting push updates woul d exceed size limt.";

}

/* Additional types of streams */
identity yang-push {
base sn:stream
description
"A conceptual datastream consisting of all datastore updates,
i ncludi ng operational and configuration data.";
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identity customstream {
base sn:stream
description
"A conceptual datastream for datastore updates with custom
updates as defined by a user.";

}

/* Additional transport option */
identity http2 {
base sn:transport;
description
"HTTP2 notifications as a transport"”;
}

/*
* TYPE DEFI NI TI ONS
*/

typedef filter-id {
type uint32;
description
"Atype to identify filters which can be associated with a
subscription.";

}

typedef change-type {
type enuneration {
enum "create" {
description
"A new data node was created";

enum "del ete" {
description
"A data node was del et ed"
}

enum "nodi fy" {
description
"The val ue of a data node has changed"
}
}

description
"Specifies different types of changes that nmay occur to a
datastore.";

}

groupi ng update-filter {
description
"Thi s groupings defines filters for push updates for a
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datastore tree. The filters define which updates are of
interest in a push update subscription. M xing and mat chi ng
of multiple filters does not occur at the level of this
groupi ng. Wien a push-update subscription is created, the
filter can be a regular subscription filter, or one of the
additional filters that are defined in this grouping."”;
choi ce update-filter {
description
"Define filters regarding which data nodes to include
i n push updates"”;
case subtree {
description
"Subtree filter.";
anyxm subtree-filter {
description
"Subtree-filter used to specify the data nodes targeted
for subscription within a subtree, or subtrees, of a
conceptual YANG datastore. Objects matching the filter
criteria will traverse the filter. The syntax foll ows
the subtree filter syntax specified in RFC 6241.";
reference "RFC 6241 section 6";

}
}

case xpath {

description

"XPath filter";
| eaf xpath-filter {

type yang: xpat hl. 0;

description

"Xpath defining the data itens of interest.";

}

}
}
}

groupi ng updat e-policy-nodifiable {
description
"This groupi ng describes the datastore specific subscription
conditions that can be changed during the lifetine of the
subscription.”;
choi ce update-trigger {
description
"Defines necessary conditions for sending an event to
the subscriber.";
case periodic {
description
"The agent is requested to notify periodically the current
val ues of the datastore as defined by the filter."
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| eaf period {
type yang:timeticks;
mandat ory true
description
"Duration of time which should occur between periodic
push updates. Were the anchor of a start-tinme is
avai |l abl e, the push will include the objects and their
val ues which exist at an exact multiple of tineticks
aligning to this start-time anchor.”

| eaf anchor-tinme {
type yang: date-and-ti ne;
description
"Designhates a timestanp fromwhich the series of periodic

push updates are conputed. The next update will take pl ace
at the next period interval fromthe anchor tine. For
exanple, for an anchor tine at the top of a mnute and a
period interval of a minute, the next update will be sent
at the top of the next mnute.";

}
}

case on-change {
i f-feature "on-change";
description
"The agent is requested to notify changes in values in the
dat astore subset as defined by a filter.";
| eaf danpeni ng-period {
type yang:timeticks
mandat ory true
description
"M ni mum amount of tinme that needs to have passed since the
| ast tine an update was provided for the subscription."”;

}
}
}
}

groupi ng updat e-policy {
description
"This groupi ng describes the datastore specific subscription
conditions of a subscription.";
uses update-policy-nodifiable {
augment "update-trigger/on-change" {
description
"I ncl udes objects not nodifiable once subscription is
established.";
| eaf no-synch-on-start {

type enpty;
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description
"This leaf acts as a flag that determ nes behavior at the
start of the subscription. Wen present, synchronization
of state at the beginning of the subscription is outside
the scope of the subscription. Only updates about changes
that are observed fromthe start tinme, i.e. only push-
change-update notifications are sent. \Wen absent (default
behavior), in order to facilitate a receiver’s
synchroni zation, a full update is sent when the
subscription starts using a push-update notification, just
like in the case of a periodic subscription. After that,
push-change-update notifications only are sent unless the
Publ i sher chooses to resynch the subscription again.";

| eaf -1i st excluded-change {
type change-type
description
"Use to restrict which changes trigger an update.
For exanple, if nmodify is excluded, only creation and
del etion of objects is reported.”;
}
}
}
}

groupi ng updat e-qos {
description
"This grouping describes Quality of Service information
concerning a subscription. This information is passed to | ower
| ayers for transport prioritization and treatment";
| eaf dscp {
type inet:dscp
default "0";
description
"The push update’'s | P packet transport priority. This is nade
vi si bl e across network hops to receiver. The transport
priority is shared for all receivers of a given
subscription.";

| eaf weighting {
type uint8 {
range "0 .. 255";
}

description
"Rel ative weighting for a subscription. Allows an underlying
transport layer performinforned | oad bal ance all ocations
bet ween vari ous subscriptions”
reference
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"RFC- 7540, section 5.3.2";

| eaf dependency {
type sn:subscription-id;
description
"Provides the Subscription ID of a parent subscription which has
absolute priority should that parent have push updates ready to
egress the publisher. In other words, there should be no
stream ng of objects fromthe current subscription if of the
parent has sonething ready to push.";
ref erence
"RFC- 7540, section 5.3.1";
}
}

groupi ng update-error-hints {
description
"Al'low return additional negotiation hints that apply
specifically to push updates.";
| eaf period-hint {
type yang:timeticks
description
"Ret urned when the requested tine period is too short. This hint
can assert an viable period for both periodic push cadence and
on- change danpeni ng.";
}
| eaf error-path {
type string;
description
"Reference to a YANG path which is associated with the error
being returned.";

| eaf object-count-estimte {
type uint32;
description
"If there are too many objects which could potentially be
returned by the filter, this identifies the estimate of the
nunber of objects which the filter would potentially pass.”

| eaf object-count-limt {
type uint32;
description
"If there are too many objects which could be returned by the
filter, this identifies the upper limt of the publisher’s
ability to service for this subscription.”;

| eaf kil obytes-estinmate {
type uint32;
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description
"If the returned information could be beyond the capacity of the
publisher, this would identify the data size which could result
fromthis filter.";

| eaf kilobytes-limt {
type uint32;
description
"If the returned information would be beyond the capacity of the
publisher, this identifies the upper limt of the publisher’s
ability to service for this subscription.”;
}
}

augrment "/sn:establish-subscription/sn:input” {
description
"Define additional subscription paranmeters that apply
specifically to push updates”;
uses update-policy;
uses updat e- qos;

augnment "/sn:establish-subscription/sn:input/"+
"sn:filter-type" {
description
"Add push filters to selection of filter types.";
case update-filter {
description
"Additional filter options for push subscription."”
uses update-filter

}

augrment "/sn:establish-subscription/sn:output/"+
"sn:resul t/sn: no-success” {
description
"Add push datastore error info and hints to RPC output.";
uses update-error-hints;
}
augrment "/sn:nodi fy-subscription/sn:input” {
description
"Define additional subscription paranmeters that apply
specifically to push updates.";
uses update-policy-nodifiable;

augrment "/sn:nodi fy-subscription/sn:input/"+
"sn:filter-type" {
description
"Add push filters to selection of filter types.";
case update-filter {
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description
"Additional filter options for push subscription.”
uses update-filter
}
}
augrment "/sn:nodi fy-subscription/sn:output/"+
"sn:resul t/sn: no-success" {
description
"Add push datastore error info and hints to RPC output."”
uses update-error-hints;

}

notification push-update {
description
"This notification contains a push update, containing data
subscribed to via a subscription. This notification is sent for
peri odi ¢ updates, for a periodic subscription. It can also be
used for synchronization updates of an on-change subscription
This notification shall only be sent to receivers of a
subscription; it does not constitute a general -purpose
notification.";
| eaf subscription-id {
type sn:subscription-id;
mandat ory true
description
"This references the subscription because of which the
notification is sent.”

| eaf tine-of-update {
type yang: date-and-ti ne;
description
"This |l eaf contains the time of the update."”;

| eaf updat es-not-sent {

type enpty;

description
"This is a flag which indicates that not all data nodes
subscribed to are included with this update. In other words,
the publisher has failed to fulfill its full subscription
obligations. This may lead to intermttent |oss of
synchroni zation of data at the client. Synchronization at the
client can occur when the next push-update is received."

anydat a datastore-contents {
description
"This contains the updated data. It constitutes a snapshot
at the tine-of-update of the set of data that has been
subscribed to. The format and syntax of the data
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corresponds to the format and syntax of data that would be
returned in a corresponding get operation with the sanme
filter paraneters applied."”;

}
}
notification push-change-update {
i f-feature "on-change";
description
"This notification contains an on-change push update. This
notification shall only be sent to the receivers of a
subscription; it does not constitute a general -purpose
notification.";
| eaf subscription-id {
type sn:subscription-id;
mandat ory true
description
"This references the subscription because of which the
notification is sent.";
}
| eaf tine-of-update {
type yang: dat e-and-ti ne;
description
"This |l eaf contains the tine of the update, i.e. the tine at
whi ch the change was observed. ";

| eaf updates-not-sent {
type enpty;
description
"This is a flag which indicates that not all changes which
have occurred since the last update are included with this
update. |In other words, the publisher has failed to
fulfill its full subscription obligations, for exanple in
cases where it was not able to keep up with a change burst.
To facilitate synchroni zation, a publisher MAY subsequently
send a push-update containing a full snapshot of subscribed
data. Such a push-update night also be triggered by a
subscri ber requesting an on-denand synchroni zation.";

anydat a dat ast or e-changes {
description

"This contains datastore contents that has changed since the
previ ous update, per the terns of the subscription. Changes
are encoded anal ogous to the syntax of a correspondi ng yang-
patch operation, i.e. a yang-patch operation applied to the
YANG dat astore inplied by the previous update to result in the
current state (and assumi ng yang-patch could also be applied to
operational data).";
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}

augment "/sn:subscription-started" {
description
"Thi s augnentati on adds push subscription paraneters to the

notification that a subscription has started and data updates are
beginning to be sent. This notification shall only be sent to
receivers of a subscription; it does not constitute a general -
pur pose notification.";

uses update-policy;

uses updat e- qos;

augrment "/sn:subscription-started/sn:filter-type" {
description
"This augnentation allows to include additional update filters
options to be included as part of the notification that a
subscription has started.";
case update-filter {
description
"Additional filter options for push subscription.”
uses update-filter;
}
}
augrment "/sn:subscription-nodified" {
description
"Thi s augnentati on adds push subscription paraneters to the
notification that a subscription has been nodified. This
notification shall only be sent to receivers of a subscription
it does not constitute a general -purpose notification.";
uses update-policy;
uses updat e- qos;

augment "/sn:subscription-nodified/sn:filter-type" {
description
"This augnentation allows to include additional update
filters options to be included as part of the notification
that a subscription has been nodified.";
case update-filter {
description
"Additional filter options for push subscription.”
uses update-filter

}

augrment "/sn:filters/sn:filter/"+
"sn:filter-type" {
description
"This container adds additional update filter options to the |ist
of configurable filters that can be applied to subscriptions.
This facilitates the reuse of conplex filters once defined.";
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case update-filter {
uses update-filter;
}

}

augrment "/sn:subscription-config/sn:subscription" {
description
"Contains the list of subscriptions that are confi gured,
as opposed to established via RPC or other neans.";
uses update-policy;
uses updat e- qos;

augnent "/sn:subscription-config/sn:subscription/"+
"sn:filter-type" {
description
"Add push filters to selection of filter types.”
case update-filter {
uses update-filter
}

}

augment "/sn:subscriptions/sn:subscription" {
description
"Contains the list of currently active subscriptions,
i.e. subscriptions that are currently in effect,
used for subscription managenment and nonitoring purposes.
This includes subscriptions that have been setup via RPC
primtives, e.g. establish-subscription, delete-subscription,
and nodi fy-subscription, as well as subscriptions that
have been established via configuration.";
uses update-policy;
uses updat e- qos;

augment "/sn:subscriptions/sn:subscription/"+
"sn:filter-type" {
description
"Add push filters to selection of filter types.";
case update-filter {
description
"Additional filter options for push subscription.”
uses update-filter
}
}
}

<CODE ENDS>
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6

8.

8.

1.

Security Considerations

Subscriptions could be used to attenpt to overload publishers of YANG
datastores. For this reason, it is inportant that the publisher has
the ability to decline a subscription request if it would deplete its
resources. In addition, a publisher needs to be able to suspend an
exi sting subscription when needed. Wen this occur, the subscription
status is updated accordingly and the receivers are notified.

Li kewi se, requests for subscriptions need to be properly authorized.

A subscription could be used to retrieve data in subtrees that a
recei ver has no authorized access to. Therefore it is inportant that
data pushed based on subscriptions is authorized in the sane way that
regul ar data retrieval operations are. Data being pushed to a

recei ver needs therefore to be filtered accordingly, just like if the
data were being retrieved on-demand. The Netconf Authorization
Control Model appli es.

A subscription could be configured on another receiver’s behalf, with
the goal of flooding that receiver with updates. One or nore

publi shers could be used to overwhel ma receiver which doesn’'t even
support subscriptions. Receivers which do not want pushed data need
only termnate or refuse any transport sessions fromthe publisher

In addition, the Netconf Authorization Control Mdel SHOULD be used
to control and restrict authorization of subscription configuration

For both configured and dynami c subscriptions it is essential to
aut henticate and authorize that receiver via sone transport |evel
mechani sm bef ore sendi ng any push updates.
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endi x A. Technol ogies to be considered for future iterations

. Proxy YANG Subscription when the Subscriber and Receiver are
di fferent

The properties of Dynanmic and Configured Subscriptions can be
combi ned to enabl e depl oynent nodel s where the Subscriber and
Receiver are different. Such separation can be useful with some
conbi nati on of:

0 An operator does not want the subscription to be dependent on the
mai nt enance of transport |evel keep-alives. (Transport
i ndependence provides different scalability characteristics.)

o There is not a transport session binding, and a transient
Subscription needs to survive in an environment where there is
unreliabl e connectivity with the Receiver and/or Subscriber

0 An operator wants the Publisher to include highly restrictive
capaci ty nmanagenment and Subscription security mechani sns out si de
of domai n of existing operational or progranmatic interfaces.

To build a Proxy Subscription, first the necessary infornmation nust
be signaled as part of the <establish-subscription> Using this set
of Subscriber provided information; the sane process described within
section 3 will be foll owed.

After a successful establishnment, if the Subscriber wi shes to track
the state of Receiver subscriptions, it nmay choose to place a
separate on-change Subscription into the "Subscriptions" subtree of
the YANG Dat astore on the Publisher

OpState and Filters

Currently there are ongoing di scusssions to revise the concept of
datastores, allow ng for proper handling and distinction of intended
versus applied configurations and extending the notion of a datastore
to operational data. Wen finalized, the new concept may open up the
possibility for new types of subscription filters, for exanple,
targeting specific datastores and targeting (potentially) differences
in datatrees across different datastores.

Li kewi se, it is conceivable that filters are defined that apply to
met adat a, such as data nodes for which netadata has been defined that
nmeets a certain criteria.

Defi ning any such subscription filters at this point would be highly
specul ative in nature. However, it should be noted that
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correspondi ng extensions nmay be defined in future specifications.

Any such extensions will be straightforward to accommodat e by

i ntroduci ng a nodel that defines new filter types, and augnenting the
new filter type into the subscription nodel.

A.3. Splitting push updates

Push updates nmay becone fairly |large and extend across nultiple
subsystens in a YANG Push Server. As a result, it conceivable to not
conbine all updates into a single update nessage, but to split
updates into nmultiple separate update nessages. Such splitting could
occur along nultiple criteria: linmting the nunber of data nodes
contained in a single update, grouping updates by subtree, grouping
updates by internal subsystens (e.g., by line card), or grouping them
by other criteria.

Splitting updates bears sonme resenbl ance to fragnmenting packets. In
effect, it can be seen as fragnenting update nessages at an
application level. However, froma transport perspective, splitting

of update messages is not required as long as the transport does not

impose a size limtation or provides its own fragnentati on nechani sm
if needed. W assune this to be the case for YANG Push. |n the case
of NETCONF, RESTCONF, HTTP/2, no limt on nessage size is inposed.

In case of other transports, any nmessage size linmitations need to be

handl ed by the corresponding transport mapping.

There may be sonme scenarios in which splitting updates m ght stil
make sense. For exanple, if updates are collected frommultiple

i ndependent subsystens, those updates could be sent separately

wi t hout need for conbining. However, if updates were to be split,

ot her issues arise. Exanples include indicating the nunber of
updates to the receiver, dinstinguishing a m ssed fragnent froma

m ssed update, and the ordering with which updates are received.
Proper addressing those issues would result in considerable
complexity, while resulting in only very linted gains. 1|In addition
if a subscription is found to result in updates that are too large, a
publ i sher can always reject the request for a subscription while the
subscriber is always free to break a subscription up into multiple
subscri pti ons.

A. 4. Potential Subscription Paraneters

A possible is the introduction of an additional parameter "changes-
only" for periodic subscription. Including this flag would results
in sending at the end of each period an update containing only
changes since the last update (i.e. a change-update as in the case of
an on-change subscription), not a full snapshot of the subscribed
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i nformati on. Such an option might be interesting in case of data
that is largely static and bandwi dt h-constrai ned environments.

Appendi x B. Issues that are currently being worked and resol ved

(To be renmoved by RFC editor prior to publication)

| ssue #6: Data plane notifications and | ayered headers. Specifically
how do we want to enable standard header unificiation and bundl e
support vs. the data plane notifications currently defined.

Appendi x C. Changes between revisions

(To be renmoved by RFC editor prior to publication)

v04 to vO05

(0]

Ref erenced based subscription docunent changed to Subscri bed
Notifications from 5277bis.

0 Cetting operational data fromfilters

0 Extension notifiable-on-change added

0 New appendi x on potential futures. Mwved text into there from
several drafts

0 Subscription configuration section now just includes changed
paraneters from Subscri bed Notifications

0 Subscription nmonitoring noved i nto Subscribed Notifications

0 New error and hint nechanisns included in text and in the yang
nodel .

0 Updated exanpl es based on the error definitions

0 Goupings updated for consistency

0 Text updates throughout

v03 to v04

0 Updates-not-sent flag added

o Not notifiable extension added

o Danpening period is for whol e subscription, not single objects
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o0 Mved start/stop into rfc5277bis
o dient and Server changed to subscriber, publisher, and receiver
o0 Anchor time for periodic
0 Message format for synchronization (i.e. synch-on-start)
o Material noved into 5277bis
0 QoS paraneters supported, by not allowed to be nodified by RPC
0 Text updates throughout
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