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Abstr act
Thi s docunment defines two YANG nodul es, one nodule to configure a
NETCONF client and the other nodule to configure a NETCONF server
Bot h nbdul es support both the SSH and TLS transport protocols, and
support both standard NETCONF and NETCONF Cal |l Home connecti ons.

Edi

torial Note (To be renoved by RFC Editor)

This draft contains nmany pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note

summari zes all of the substitutions that are needed. No other RFC
Editor instructions are specified el sewhere in this docunent.

Thi s docunment contains references to other drafts in progress, both
in the Normative References section, as well as in body text

t hroughout. Please update the following references to reflect their
final RFC assignnents:

o |-D.ietf-netconf-keystore
o I|-Dietf-netconf-ssh-client-server
o |-Dietf-netconf-tls-client-server

Artwork in this docunent contains shorthand references to drafts in
progress. Please apply the follow ng repl acenments:

0 "XXXX'" --> the assigned RFC value for this draft

0 "YYYY'" --> the assigned RFC value for |-D.ietf-netconf-ssh-client-
server

0 "ZZZZ" --> the assigned RFC value for |I-D.ietf-netconf-tls-client-
server
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Artwork in this docunment contains placehol der values for the date of
publication of this draft. Please apply the follow ng repl acenent:

0 "2017-03-13" --> the publication date of this draft

The followi ng two Appendi x sections are to be renoved prior to
publi cati on:

o Appendix A Change Log
0 Appendix B. Open |ssues
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 14, 2017
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines two YANG [ RFC7950] nodul es, one nodule to
configure a NETCONF client and the other nodule to configure a
NETCONF server. Both nodul es support both the SSH and TLS transport
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protocol s, and support both standard NETCONF and NETCONF Cal | Hore
connecti ons.

NETCONF is defined by [RFC6241]. SSH is defined by [ RFC4252],
[ RFC4253], and [ RFC4254]. TLS is defined by [RFC5246]. NETCONF Cal |
Home is defined by [ RFC8071]).

1.1. Term nol ogy
The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
1.2. Tree Diagrans
A sinplified graphical representation of the data nodels is used in
this docunent. The neaning of the synbols in these diagrans is as
fol | ows:

o Brackets "[" and "]" enclose |ist keys.

0 Braces "{" and "}" enclose feature nanes, and indicate that the
naned feature nmust be present for the subtree to be present.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

o0 Synbols after data node nanes: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list and leaf-Ilist.

o0 Parent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not
shown.

2. The NETCONF dient Model

The NETCONF client nodel presented in this section supports both
clients initiating connections to servers, as well as clients
listening for connections fromservers calling hone.

Thi s nmodel supports both the SSH and TLS transport protocols, using
the SSH client and TLS client groupings defined in
[I-D.ietf-netconf-ssh-client-server] and
[I-D.ietf-netconf-tls-client-server] respectively.
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Al'l private keys and trusted certificates are held in the keystore
nmodel defined in [I1-D.ietf-netconf-keystore].

YANG feature statenents are used to enable inplenentations to
advertise which parts of the nodel the NETCONF client supports.

2.1. Tree Diagram
Note: all lines are folded at colum 71 with no '\’ character.

nodul e: ietf-netconf-client
+--rw netconf-client

+-rwinitiate {initiate}?

| +--rw netconf-server* [nane]
+--rw nane string
+--rw (transport)
+--:(ssh) {ssh-initiate}?
| +--rw ssh
+--rw endpoi nts
| +--rw endpoint* [nane]

| +--rw nane string
[ +--rw address i net: host
| +--rw port? i net: port-nunber

+--rw server-auth
| +--rw trusted-ssh-host-keys?
[ -> | ks: keyst ore/trusted- host - keys/ name

I

| +--rwtrusted-ca-certs? | eaf r ef
| {sshcom ssh- x509-certs}?

| +--rwtrusted-server-certs? | eaf r ef
| {sshcom ssh- x509-certs}?
+--rw client-auth

| +--rw usernane? string

| +--rw (auth-type)?

[ +--:(certificate)

| | +--rwecertificate? | eaf r ef

| | {sshcom ssh-x509-certs}?

[ +--: (public-key)

| | +--rw public-key?

| | -> | ks: keyst or e/ keys/ key/ nane

[ +--: (password)

| +--rw passwor d? uni on

+--rw transport - parans

{ssh-client-transport-parans-config}?

+--rw host - key

| +--rw host-key-al g* i dentityref
+--rw key-exchange
| +--rw key-exchange-al g* i dentityref

+--rw encryption
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| +--rwencryption-alg*
+--rw nac
| +--rw nmac-al g*
+--rw conpressi on
+--rw conpr essi on-al g*
+--:(tls) {tls-initiate}?
+-rwtls
+--rw endpoi nts
| +--rw endpoint* [nane]
[ +--rw name string
| +--rw address
[ +--rw port?
+--rw server-auth
| +--rwtrusted-ca-certs?

+--rwclient-auth

| +--rw (auth-type)?

| +--:(certificate)

| +--rw certificate?
+--rw hel | o- parans

+--rw tls-versions

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+-
I
I
I
I
I
I
I
I
I
I
I

+--rw reconnect -strat egy

+--rw start-with? enuner ati on

+--rw nmax-attenpts? uint8
listen {listen}?
rw max- sessi ons? ui nt 16
rwidle-tineout? uint 16

rw endpoi nt* [ name]

+--rw nane string

+--rw (transport)
+--:(ssh) {ssh-listen}?
| +--rw ssh
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i dentityref
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i dentityref
i dentityref

i net: host
i net: port-numnber

| eaf r ef
| eaf r ef

| eaf r ef

{tls-client-hello-parans-config}?

| +--rwtls-version* i dentityref
+--rw ci pher-suites
+--rw ci pher-suite* i dentityref
-rw connection-type
+--rw (connection-type)?
+--: (persistent-connection)
| +--rw persistent!
| +--rwidle-tinmeout? ui nt 32
| +--rw keep-alives
| +--rw max-wait? uint16
| +--rw max-attenpts? uint8
+--: (periodi c-connection)
+--rw periodic!
+--rwidle-tineout? ui nt 16
+--rw reconnect-tineout? ui nt 16
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+--rw address? i net:ip-address
+--rw port? i net: port-nunber
+--rw server-auth
| +--rw trusted-ssh-host-keys?
| -> | ks: keyst ore/ trust ed- host - keys/ nanme

+--rw trusted-ca-certs? | eaf r ef
[ {sshcom ssh-x509-certs}?
+--rw trusted-server-certs? | eaf r ef

{sshcom ssh-x509-certs}?

I

I

I

I

I

+--rw client-auth

| +--rw usernane? string

| +--rw (auth-type)?

| +--:(certificate)

| | +--rwcertificate? | eaf r ef

| | {sshcom ssh-x509-certs}?
[ +--: (public-key)

| | +--rw public-key?

| | -> | ks: keyst or e/ keys/ key/ nane
| +--: (password)

| +--rw passwor d? uni on
+--rw transport-parans

{ssh-client-transport-parans-config}?
+--rw host - key

| +--rw host-key-al g* i dentityref
+--rw key- exchange
| +--rw key-exchange- al g* i dentityref
+--rw encryption
| +--rwencryption-alg* i dentityref
+--rw nac
| +--rw mac-al g* i dentityref
+--rw conpressi on
+--rw conpr essi on- al g* i dentityref
+--:(tls) {tls-listen}?
+--rwtls
+--rw address? i net:ip-address
+--rw port? i net: port-numnber
+--rw server-auth
| +--rwtrusted-ca-certs? | eaf r ef
| +--rwtrusted-server-certs? | eaf r ef

+--rw client-auth

| +--rw (auth-type)?

| +--:(certificate)

| +--rw certificate? | eaf r ef

+--rw hel | o- parans

{tls-client-hello-parans-config}?

+--rw tls-versions
| +--rwtls-version* i dentityref
+--rw ci pher-suites
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+--rw ci pher-suite* i dentityref
2.2. Exanple Usage
The following exanple illustrates configuring a NETCONF client to
initiate connections, using both the SSH and TLS transport protocols,
as well as listening for call-home connections, again using both the
SSH and TLS transport protocols.

This exanple is consistent with the exanples presented in Section 2.2
of [I-D.ietf-netconf-keystore].
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<net conf-client
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-netconf-client">

<l-- NETCONF servers to initiate connections to -->
<initiate>
<net conf - server>
<nane>cor p- f wl</ name>
<ssh>
<endpoi nt s>
<endpoi nt >
<nane>cor p-f wl. exanpl e. conx/ nane>
<addr ess>cor p-f wl. exanpl e. conx/ addr ess>
</ endpoi nt >
<endpoi nt >
<name>cor p- f w2. exanpl e. conx/ nane>
<addr ess>cor p- f w2. exanpl e. conx/ addr ess>
</ endpoi nt >
</ endpoi nt s>
<server-aut h>
<trust ed-server-certs>depl oynent - speci fi c-ca-certs</trusted-server-cer
ts>
</ server-aut h>
<client-auth>
<user nane>f oobar </ user name>
<publ i c- key>ex-rsa- key</ publi c- key>
</client-auth>
</ ssh>
</ net conf-server>
</initiate>

<!-- endpoints to listen for NETCONF Call Hone connections on -->
<listen>
<endpoi nt >
<nane>l ntranet-facing |istener</nanme>
<ssh>
<address>11. 22. 33. 44</ addr ess>
<server-aut h>
<trust ed- ca- cert s>depl oynent - speci fi c-ca-certs</trusted-ca-certs>
<trusted-server-certs>explicitly-trusted-server-certs</trusted-server-
certs>
<trust ed- ssh-host - keys>explicitly-trusted-ssh-host-keys</trusted-ssh-h
ost - keys>
</ server-aut h>
<cl i ent - aut h>
<user nane>f oobar </ user name>
<publ i c- key>ex-rsa- key</ publ i c- key>
</cli ent-aut h>
</ ssh>
</ endpoi nt >
</listen>
</ netconf-client>
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2.3.  YANG Mode

Thi s YANG nodul e i nports YANG types from [ RFC6991] and [ RFC7407].

<CCODE BEG NS> file "ietf-netconf-client@017-03-13. yang"

nmodul e ietf-netconf-client {
yang-version 1.1;

nanespace "urn:ietf:parans: xn:ns:yang:ietf-netconf-client";
prefix "ncc";

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types”

}
import ietf-ssh-client {
prefix ss;
revision-date 2017-03-13; // stable grouping definitions
ref erence
"RFC YYYY: SSH Client and Server Model s";
}
inmport ietf-tls-client {
prefix ts;
revision-date 2017-03-13; // stable grouping definitions
ref erence
"RFC 7Z777Z: TLS dient and Server Mbdel s";
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"W Web: <http://tools.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

Aut hor : Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >

Aut hor : Gary Wi
<mai | t 0: gar ywu@i sco. conp";

description
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"This nodul e contains a collection of YANG definitions for
configuring NETCONF clients.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with or
wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the | ETF Trust’'s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.”

revision "2017-03-13" {
description
"Initial version";
ref erence
"RFC XXXX: NETCONF Client and Server Model s"

}

/| Features

feature initiate {
description
"The 'initiate’ feature indicates that the NETCONF client
supports initiating NETCONF connections to NETCONF servers
using at |least one transport (e.g., SSH, TLS, etc.).";

}

feature ssh-initiate {
description
"The 'ssh-initiate’ feature indicates that the NETCONF client
supports initiating SSH connections to NETCONF servers.";
ref erence
"RFC 6242: Using the NETCONF Protocol over Secure Shell (SSH)";

}

feature tls-initiate {
description
"The "tls-initiate’ feature indicates that the NETCONF client
supports initiating TLS connections to NETCONF servers."
ref erence
"RFC 7589: Using the NETCONF Protocol over Transport
Layer Security (TLS) with Mitual X 509
Aut henti cation";
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}

feature listen {
description
"The 'listen’ feature indicates that the NETCONF client
supports opening a port to accept NETCONF server cal
home connections using at |east one transport (e.g.
SSH, TLS, etc.).";
}

feature ssh-listen {
description
"The 'ssh-listen’ feature indicates that the NETCONF client
supports opening a port to listen for incom ng NETCONF
server call-home SSH connections.";
ref erence
"RFC 8071: NETCONF Call Hone and RESTCONF Cal | Hone";

}

feature tls-listen {
description
"The "tls-listen” feature indicates that the NETCONF client
supports opening a port to listen for incom ng NETCONF
server call-hone TLS connections.";
ref erence
"RFC 8071: NETCONF Cal | Hone and RESTCONF Cal | Hone";

}

contai ner netconf-client {
description
"Top-1evel container for NETCONF client configuration.";

container initiate {
if-feature initiate;
description
"Configures client initiating underlying TCP connections.";
list netconf-server {
key narne;
description
"List of NETCONF servers the NETCONF client is to initiate
connections to.";
| eaf nane {
type string;
description
"An arbitrary name for the NETCONF server."

choi ce transport {
mandat ory true
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description
"Sel ects between avail able transports.";

case ssh {
if-feature ssh-initiate;
cont ai ner ssh {
description
"Specifies SSH specific transport configuration."”;
uses endpoi nts-cont ai ner {
refine endpoi nts/endpoint/port {
default 830;
}
}

uses ss:ssh-client-grouping;
}
} // end ssh

case tls {
if-feature tls-initiate;
container tls {
description
"Specifies TLS-specific transport configuration."”;
uses endpoi nts-contai ner {
refine endpoi nts/endpoint/port {
default 6513;

}
uses ts:tls-client-grouping;
} }/ end tls
} // end transport

cont ai ner connection-type {
description
"Indi cates the kind of connection to use.";
choi ce connection-type {
description
"Sel ects between avail abl e connection types."
case persistent-connection {
cont ai ner persistent {
presence true;
description
"Maintain a persistent connection to the NETCONF
server. |If the connection goes down, immediately
start trying to reconnect to it, using the
reconnection strategy.
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Thi s connection type m nim zes any NETCONF server
to NETCONF client data-transfer delay, albeit at
t he expense of hol ding resources |onger."
| eaf idle-tineout {
type uint32;
units "seconds";
default 86400; // one day;
description
"Specifies the maxi num nunber of seconds that a
a NETCONF session nmay remain idle. A NETCONF
session will be dropped if it is idle for an
interval |onger than this nunber of seconds.
If set to zero, then the client will never drop
a session because it is idle. Sessions that
have a notification subscription active are
never dropped.";
}
cont ai ner keep-alives {
description
"Configures the keep-alive policy, to proactively
test the aliveness of the SSH TLS server. An
unr esponsi ve SSH TLS server will be dropped after
approxi mately nmax-attenpts * max-wait seconds.";
reference
"RFC 8071: NETCONF Call Honme and RESTCONF Cal |
Hone, Section 3.1, item S6";
| eaf max-wait {
type uintl1l6 {
range "1..max";
}
units seconds;
default 30;
description
"Sets the ambunt of tine in seconds after which
if no data has been received fromthe SSH TLS
server, a SSH TLS-1evel nessage will be sent
to test the aliveness of the SSH TLS server.";
}
| eaf max-attenpts {
type uint8;
defaul t 3;
description
"Sets the maxi num nunber of sequential keep-alive
messages that can fail to obtain a response from
the SSH TLS server before assum ng the SSH TLS
server is no longer alive.";
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}
}
case periodi c-connection {
contai ner periodic {
presence true;
description
"Periodically connect to the NETCONF server, so that
the NETCONF server may deliver nessages pending for
the NETCONF client. The NETCONF server nust close
the connection when it is ready to release it. Once
t he connection has been closed, the NETCONF cli ent

will restart its tinmer until the next connection."”
| eaf idle-tineout {
type uint 16;

units "seconds”
default 300; // five minutes
description
"Speci fies the maxi num nunber of seconds that a
a NETCONF session may renain idle. A NETCONF
session will be dropped if it is idle for an
interval |onger than this nunber of seconds.
If set to zero, then the server will never drop
a session because it is idle. Sessions that
have a notification subscription active are
never dropped.”;
}
| eaf reconnect-tineout ({
type uintl16 {
range "1..max";
}

units mnutes;

default 60;

description

"Sets the maxi num anpbunt of unconnected tine the
NETCONF client will wait before re-establishing
a connection to the NETCONF server. The NETCONF
client may initiate a connection before this
time if desired (e.g., to set configuration)."

}
}
}
}
}

cont ai ner reconnect-strategy {
description
"The reconnection strategy directs how a NETCONF client
reconnects to a NETCONF server, after discovering its
connection to the server has dropped, even if due to a
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reboot. The NETCONF client starts with the specified
endpoint and tries to connect to it max-attenpts tines
before trying the next endpoint in the list (round
robin).";
| eaf start-with {
type enuneration {
enum first-listed {
description
"Indi cates that reconnections should start wth
the first endpoint listed."

enum | ast-connected {
description

"I ndi cates that reconnections should start with
t he endpoint |ast connected to. |If no previous
connection has ever been established, then the
first endpoint configured is used. NETCONF
clients SHOULD be able to renmenber the |ast
endpoi nt connected to across reboots.”

}

default first-Iisted;
description
"Specifies which of the NETCONF server’s endpoints the
NETCONF client should start with when trying to connect
to the NETCONF server.";
}
| eaf max-attenpts {
type uint8 {
range "1..max";

}

default 3;

description

"Specifies the nunber times the NETCONF client tries to
connect to a specific endpoint before noving on to the
next endpoint in the list (round robin)."

}

} // end netconf-server
} // end initiate

container listen {
if-feature listen;
description
"Configures client accepting call-home TCP connections.”

| eaf nmax-sessions {
type uint 16;
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default O;

description
"Specifies the maxi num nunber of concurrent sessions
that can be active at one tine. The value 0 indicates
that no artificial session |imt should be used.";

}
| eaf idle-tineout {
type uint 16;
units "seconds";
default 3600; // one hour
description
"Specifies the maxi mum nunber of seconds that a NETCONF
session may remain idle. A NETCONF session will be dropped
if it isidle for an interval |onger than this nunber of
seconds. |If set to zero, then the server will never drop
a session because it is idle. Sessions that have a
notification subscription active are never dropped."”;
}

list endpoint {
key nane;
description
"List of endpoints to |isten for NETCONF connections.";
| eaf nane {
type string;
description
"An arbitrary nane for the NETCONF |isten endpoint.";

choi ce transport {
mandat ory true
description
"Sel ects between avail able transports.”
case ssh {
if-feature ssh-Ilisten;
cont ai ner ssh {
description
"SSH-specific |istening configuration for inbound
connections.";
| eaf address {
type inet:ip-address;
description
"The | P address to listen for call-home connections.";
}

| eaf port {
type inet: port-nunber;
defaul t 4334;
description
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"The port nunber to listen for call-hone connections."”;
}
uses ss:ssh-client-grouping;
}
}

case tls {
if-feature tls-listen;
container tls {
description
"TLS-specific listening configuration for inbound
connections.";
| eaf address {
type inet:ip-address;
description
"The I P address to listen for call-honme connections.”
}

| eaf port {
type inet: port-nunber;
defaul t 4335;
description
"The port nunber to listen for call-hone connections.
}

uses ts:tls-client-grouping;

}

} // end transport
} // end endpoi nt
} // end listen

} /1 end netconf-client

groupi ng endpoi nt s-cont ai ner {
description
"This grouping is used to configure a set of NETCONF servers
a NETCONF client nmay initiate connections to.";
cont ai ner endpoi nts {
description
"Container for the list of endpoints.”;
Iist endpoint {
key nane;
uni que "address port";
m n-el enents 1;
or der ed- by user;
description
"A non-enpty user-ordered list of endpoints for this NETCONF
client to try to connect to. Defining nore than one enables
hi gh-availability.";
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| eaf nane {
type string;
description
"An arbitrary nane for this endpoint.";
}

| eaf address {

type inet: host;

mandat ory true;

description

"The | P address or hostnane of the endpoint. If a
hostnane is configured and the DNS resolution results
in nore than one | P address, the NETCONF client
will process the I P addresses as if they had been
explicitly configured in place of the hostname.";

| eaf port {
type inet: port-nunber;
description
"The I P port for this endpoint. The NETCONF client will
use the | ANA-assigned wel |l -known port (set via a refine
statement when uses) if no value is specified.”

<CCDE ENDS>
3. The NETCONF Server WNbdel

The NETCONF server nodel presented in this section supports servers
both Iistening for connections as well as initiating call-home
connecti ons.

Thi s nodel supports both the SSH and TLS transport protocols, using
the SSH server and TLS server groupings defined in
[I-D.ietf-netconf-ssh-client-server] and
[I-D.ietf-netconf-tls-client-server] respectively.

Al'l private keys and trusted certificates are held in the keystore
nodel defined in [I-D.ietf-netconf-keystore].

YANG feature statements are used to enable inplenentations to
advertise which parts of the nodel the NETCONF server supports
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3.1. Tree Diagram

Not e:

nodul e:

all lines are folded at colum 71 with no '\’ character.

i etf-netconf-server

+--rw net conf-server

WAt sen,

+--rw sessi on-options
| +--rw hello-tinmeout? uint16
+-rwlisten {listen}?
| +--rw max-sessions? ui nt 16
+--rw idle-tineout? ui nt 16
+--rw endpoi nt* [ nane]
+--rw name string
+--rw (transport)
+--:(ssh) {ssh-listen}?

| +--rw ssh
+--rw address? i net:ip-address
+--rw port? i net: port-numnber

+--rw host - keys

| +--rw host-key* [nane]
| +--rw nane string
[ +--rw (host - key-type)

| +--: (public-key)

| | +--rw public-key?
I
I
|
I

+--:(certificate)
+--rw certificate? | eaf r ef
{sshcom ssh-x509-certs}?

| +--rwtrusted-client-certs? | eaf r ef
+--rw transport - parans

I
I
I
I
|
I
I
I
I
I
|
I
I
| | +--rwtrusted-ca-certs? | eaf r ef
I
I
|
[ +--rw host - key
I
I
I
I
|
I
I
I
I

| +--rw host-key-al g* i dentityref
+--rw key- exchange
| +--rw key-exchange-al g* i dentityref
+--rw encryption
| +--rw encryption-al g* i dentityref
+--rw nac
|  +--rw nmac-al g* i dentityref
+--rw conpressi on
+--rw conpressi on-al g* i dentityref
+--:(tls) {tls-listen}?
+-rwtls
+--rw address? i net:ip-address
+--rw port? i net: port-nunber

+--rw certificates
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+--rw certificate* [nane]

I

| +--rw hame | eaf r ef

+--rw client-auth
+--rw trusted-ca-certs? | eaf r ef
+--rw trusted-client-certs? | eaf r ef

I
I
| +--rw cert-nmaps

| +--rw cert-to-name* [id]

| +-rwid ui nt 32
|

I

I

+--rw fingerprint x509c2n: tls-fingerprint
+--rw map-type i dentityref
+--rw hane string

+--rw hel | o- parans
{tls-server-hell o-parans-config}?
+--rw tls-versions

| +--rwtls-version* i dentityref
+--rw ci pher-suites
+--rw ci pher-suite* i dentityref

+--rw cal |l -hone {call-hone}?
+--rw netconf-client* [nane]

+--rw hame string
+--rw (transport)

+--:(ssh) {ssh-call-hone}?

| +--rw ssh

+--rw endpoi nts

| +--rw endpoint* [nane]

| +--rw hame string
| +--rw address i net: host
[ +--rw port? i net: port-nunber

+--rw host - keys

| +--rw host-key* [nane]

| +--rw name string

| +--rw (host - key-type)

| +--: (public-key)

[ | +--rw public-key?

| | -> [ ks: keyst or e/ keys/ key/ nane

| +--:(certificate)

| +--rw certificate? | eaf r ef

| {sshcom ssh-x509-certs}?

+--rw client-cert-auth {sshcom ssh-x509-certs}?

| +--rwtrusted-ca-certs? | eaf r ef

| +--rwtrusted-client-certs? | eaf r ef

+--rw transport - parans
{ssh-server-transport-parans-config}?

+--rw host - key

| +--rw host-key-al g* i dentityref
+--rw key-exchange
| +--rw key-exchange-al g* i dentityref

+--rw encryption
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[ | +--rwencryption-alg* i dentityref
| +--rw nmac
| | +--rw nmac-al g* i dentityref
[ +--rw conpression
| +--rw conpr essi on-al g* i dentityref
+--:(tls) {tls-call-hone}?

+-rwtls

+--rw endpoi nts
| +--rw endpoint* [nane]

[ +--rw name string
| +--rw address i net: host
| +--rw port? i net: port-numnber

+--rw certificates
| +--rwcertificate* [nane]

| +--rw nane | eaf r ef

+--rw client-auth

| +--rwtrusted-ca-certs? | eaf r ef
+--rw trusted-client-certs? | eaf r ef

I
| +--rw cert-nmaps

| +--rw cert-to-name* [id]

| +-rwid ui nt 32
I

I

I

+--rw fingerprint x509c2n:tls-fingerprint
+--rw map-type i dentityref
+--rw name string

+--rw hel | o- parans
{tls-server-hell o-parans-config}?
+--rw tls-versions
| +--rwtls-version* identityref
+--rw ci pher-suites
+--rw ci pher-suite* i dentityref
--rw connection-type
+--rw (connection-type)?
+--: (persistent-connection)
| +--rw persistent!
+--rw idle-tineout? ui nt 32
+--rw keep-alives

I

I

I

| +--rw max-attenpts? uint8
+- -

+--rw max-wait? ui nt 16
> (peri odi c-connecti on)

+--rw periodic!
+--rw idle-tineout? ui nt 16
+--rw reconnect-ti nmeout ? ui nt 16
+--rw reconnect - strat egy
+--rw start-with? enuner ati on
+--rw max-attenpts? uint8

e e e ———
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3.2. Exanpl e Usage

The followi ng example illustrates configuring a NETCONF server to
listen for NETCONF client connections using both the SSH and TLS
transport protocols, as well as configuring call-honme to two NETCONF
clients, one using SSH and the other using TLS

This exanple is consistent with the exanples presented in Section 2.2
of [I-D.ietf-netconf-keystore].

<net conf - server
xm ns="urn:ietf:parans: xm :ns:yang:ietf-netconf-server"
xm ns: x509c2n="urn:ietf: parans: xnl : ns: yang:i etf-x509-cert-to-nane">

<!-- listening for SSH and TLS connections -->
<listen>
<endpoint> <!-- listening for SSH connections -->
<name>net conf/ ssh</ nanme>
<ssh>

<address>11. 22. 33. 44</ addr ess>
<host - keys>
<host - key>
<nane>publ i c- key</ nane>
<publ i c- key>ex-rsa- key</ publi c- key>
</ host - key>
<host - key>
<name>certifi cat e</ name>
<certificate>builtin-idevid-cert</certificate>
</ host - key>
</ host - keys>
<client-cert-auth>
<trust ed- ca- cert s>depl oynent - speci fi c- ca-certs</trusted-ca-certs>

<trusted-client-certs>explicitly-trusted-client-certs</trusted-client-
certs>
</client-cert-auth>
</ ssh>
</ endpoi nt >
<endpoint> <l-- listening for TLS sessions -->
<nane>net conf/t| s</ name>
<tls>
<addr ess>11. 22. 33. 44</ addr ess>
<certificates>
<certificate>
<nane>t| s-ec-cert </ name>
</certificate>
</certificates>

<client-auth>
<trust ed- ca- cert s>depl oynent - speci fi c-ca-certs</trusted-ca-certs>
<trusted-client-certs>explicitly-trusted-client-certs</trusted-client-

certs>
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<cert - maps>
<cert-to-nanme>
<id>1l</id>
<fingerprint>11: 0A: 05: 11: 00</fi ngerpri nt >
<map-type>x509c2n: san- any</ map-type>
</ cert-to-name>
<cert-to-nane>
<i d>2</id>
<fingerprint>B3: 4F: Al: 8C. 54</fi nger pri nt >
<map-t ype>x509c2n: speci fi ed</ map-t ype>
<nane>scooby- doo</ nane>
</ cert-to-name>
</ cert - maps>
</client-auth>
</tls>
</ endpoi nt >
</listen>

<!-- calling hone to an SSH and TLS based NETCONF clients -->
<cal | - hormre>

<netconf-client> <!-- SSH based client -->
<nane>confi g- ngr </ nane>
<ssh>

<endpoi nt s>
<endpoi nt >
<nane>east - dat a- cent er </ nane>
<address>11. 22. 33. 44</ addr ess>
</ endpoi nt >
<endpoi nt >
<nanme>west - dat a- cent er </ nane>
<addr ess>55. 66. 77. 88</ addr ess>
</ endpoi nt >
</ endpoi nt s>
<host - keys>
<host - key>
<nane>certifi cat e</ name>
<certificate>builtin-idevid-cert</certificate>
</ host - key>
</ host - keys>
<client-cert-auth>
<trust ed- ca- cert s>depl oynent - speci fi c-ca-certs</trusted-ca-certs>
<trusted-client-certs>explicitly-trusted-client-certs</trusted-client-
certs>
</client-cert-auth>
</ ssh>
<connecti on-type>
<peri odi c>
<idl e-ti meout >300</i dl e-ti meout >
<reconnect -ti meout >60</ r econnect - ti meout >
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</ peri odi c>
</ connecti on-type>
<reconnect - strat egy>
<start-w th>l ast-connected</start-with>
<max- at t enpt s>3</ nmax- att enpt s>
</reconnect - strat egy>
</ netconf-client>

<netconf-client> <!-- TLS-based client -->
<nane>event - corr el at or </ nane>
<tl|s>

<endpoi nt s>
<endpoi nt >
<nane>east - dat a- cent er </ name>
<addr ess>22. 33. 44. 55</ addr ess>
</ endpoi nt >
<endpoi nt >
<nane>west - dat a- cent er </ nanme>
<addr ess>33. 44. 55. 66</ addr ess>
</ endpoi nt >
</ endpoi nt s>
<certificates>
<certificate>
<nane>t | s- ec-cert </ name>
</certificate>
</certificates>
<cli ent - aut h>
<trust ed- ca- cert s>depl oynent - speci fi c-ca-certs</trusted-ca-certs>
<trusted-client-certs>explicitly-trusted-client-certs</trusted-client-
certs>
<cert - maps>
<cert-to-nane>
<id>1</id>
<fingerprint>11: 0A: 05: 11: 00</fi nger pri nt >
<map-type>x509c2n: san- any</ map-type>
</cert-to-name>
<cert-to-nane>
<i d>2</id>
<fingerprint>B3: 4F: Al: 8C: 54</fi ngerprint>
<map-t ype>x509c2n: speci fi ed</ map-t ype>
<nane>scooby- doo</ nane>
</cert-to-name>
</ cert-nmaps>
</client-auth>
</[tls>
<connecti on-type>
<persi st ent >
<i dl e-ti meout >300</i dl e-ti meout >
<keep-al i ves>
<max- wai t >30</ max- wai t >
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<max- at t enpt s>3</ max- att enpt s>
</ keep-alives>
</ persi stent >
</ connecti on-type>
<reconnect - st rat egy>
<start-with>first-listed</start-wth>
<max- at t enpt s>3</ max- att enpt s>
</reconnect -strategy>
</ netconf-client>
</ cal | - home>
</ net conf-server>

3.3.  YANG Mode

Thi s YANG nodul e i nports YANG types from [ RFC6991] and [ RFC7407].

<CCODE BEG NS> file "ietf-netconf-server@017-03-13. yang"

nmodul e i etf-netconf-server {
yang-version 1.1;

nanespace "urn:ietf:parans: xn :ns:yang:ietf-netconf-server";
prefix "ncs";

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Commobn YANG Data Types”
}

i mport ietf-x509-cert-to-nanme {
prefix x509c2n;
ref erence
"RFC 7407: A YANG Data Model for SNMP Configuration”;

}
import ietf-ssh-server {
prefix ss;
revision-date 2017-03-13; // stable grouping definitions
ref erence
"RFC YYYY: SSH Client and Server Model s";
}
inmport ietf-tls-server {
prefix ts;
revision-date 2017-03-13; // stable grouping definitions
ref erence
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"RFC Z7ZZZ: TLS dient and Server Model s";
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"W Web: <http://tools.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

Aut hor : Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >";

description
"Thi s nodul e contains a collection of YANG definitions for
configuring NETCONF servers

Copyright (c) 2014 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I ETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision "2017-03-13" {
description
"Initial version";
ref erence
"RFC XXXX: NETCONF dient and Server Model s";

/| Features

feature listen {
description
"The '"listen’ feature indicates that the NETCONF server
supports opening a port to accept NETCONF client connections
using at |least one transport (e.g., SSH, TLS, etc.).";
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feature ssh-listen {
description
"The 'ssh-listen” feature indicates that the NETCONF server
supports opening a port to accept NETCONF over SSH
client connections.";
ref erence
"RFC 6242: Using the NETCONF Protocol over Secure Shell (SSH)";

}

feature tls-listen {
description
"The "tls-listen’ feature indicates that the NETCONF server
supports opening a port to accept NETCONF over TLS
client connections.";
reference
"RFC 7589: Using the NETCONF Protocol over Transport
Layer Security (TLS) with Mitual X 509
Aut henti cation";

}

feature call-hone {
description
"The ’'call-home’ feature indicates that the NETCONF server
supports initiating NETCONF call hone connections to NETCONF
clients using at |east one transport (e.g., SSH, TLS, etc.).";
ref erence
"RFC 8071: NETCONF Cal | Hone and RESTCONF Cal | Hone";

}

feature ssh-call-hone {
description
"The 'ssh-call-honme’ feature indicates that the NETCONF
server supports initiating a NETCONF over SSH cal
honme connection to NETCONF clients.”
ref erence
"RFC 8071: NETCONF Call Hone and RESTCONF Call Hone";

}

feature tls-call-hone {
description
"The "tls-call-hone’ feature indicates that the NETCONF
server supports initiating a NETCONF over TLS cal
home connection to NETCONF clients.";
reference
"RFC 8071: NETCONF Call Hone and RESTCONF Cal |l Hone";

}

/'l top-level container (groupings bel ow)
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cont ai ner netconf-server {
description
"Top-1evel container for NETCONF server configuration.”

cont ai ner session-options { // SHOULD WVE REMOVE TH S ALTOGETHER?
description
"NETCONF session options, independent of transport
or connection strategy.";
| eaf hello-timeout {

type uint 16;
units "seconds";
default 600;

description
"Specifies the maxi num nunber of seconds that a SSH TLS
connection may wait for a hello nessage to be received.
A connection will be dropped if no hello nessage is

recei ved before this nunber of seconds el apses. |If set
to zero, then the server will wait forever for a hello
nmessage. ";

}
}

container listen {
if-feature listen;
description
"Configures |listen behavior"”;
| eaf max-sessions {
type uint 16;
defaul t O;
description
"Speci fies the maxi num nunber of concurrent sessions
that can be active at one tinme. The value 0 indicates
that no artificial session limt should be used.”
}
| eaf idle-timeout {
type uint 16;
units "seconds";
default 3600; // one hour
description
"Specifies the maxi mum nunber of seconds that a NETCONF
session may renmain idle. A NETCONF session will be dropped
if it isidle for an interval |onger than this nunber of
seconds. |If set to zero, then the server will never drop
a session because it is idle. Sessions that have a
notification subscription active are never dropped.”

list endpoint {
key nane;
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description
"List of endpoints to listen for NETCONF connections.";
| eaf nane {
type string;
description
"An arbitrary name for the NETCONF |isten endpoint.";

choi ce transport {
mandat ory true
description
"Sel ects between avail able transports.”;
case ssh {
if-feature ssh-listen;
contai ner ssh {
description
"SSH-specific |istening configuration for inbound
connections.";
| eaf address {
type inet:ip-address;
description
"The | P address of the interface to listen on. The

SSH server will listen on all interfaces if no val ue
is specified. Please note that sone addresses have
speci al nmeanings (e.g., '0.0.0.0" and "::").";
| eaf port {
type inet: port-nunber;
default 830;

description
"The | ocal port number on this interface the SSH server
listens on.";
}
uses ss: ssh-server-grouping;
}
}

case tls {
if-feature tls-listen;
container tls {
description
"TLS-specific listening configuration for inbound
connections.";
| eaf address {
type inet:ip-address;
description
"The | P address of the interface to listen on. The
TLS server will listen on all interfaces if no val ue
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is specified. Please note that sone addresses have
speci al nmeanings (e.g., '0.0.0.0" and "::").";
| eaf port {

type inet: port-nunber;

default 6513;

description

"The | ocal port number on this interface the TLS server

listens on.";

uses ts:tls-server-grouping {
augnment "client-auth" {
description
"Augnents in the cert-to-nane structure."”;
uses cert-maps-groupi ng;

contai ner call-hone {
i f-feature call-honeg;
description
"Configures call-honme behavior"”;
list netconf-client {
key nane;
description
"List of NETCONF clients the NETCONF server is to initiate
cal |l -home connections to.";
| eaf nane {
type string;
description
"An arbitrary name for the renote NETCONF client."
}

choi ce transport ({
mandat ory true
description
"Sel ects between avail able transports.”;
case ssh {
i f-feature ssh-call-honeg;
cont ai ner ssh {
description
"Specifies SSH specific call-honme transport
configuration.";
uses endpoi nts-contai ner {
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refine endpoi nts/endpoint/port {
default 4334;
}
}

uses ss: ssh-server-grouping;

}

case tls {
if-feature tls-call -hone;
container tls {
description
"Specifies TLS-specific call-honme transport
configuration.";
uses endpoi nts-cont ai ner {
refine endpoi nts/endpoint/port {
def aul t 4335;
}

uses ts:tls-server-grouping {
augrment "client-auth" {
description
"Augnents in the cert-to-nane structure."”;
uses cert-maps-groupi ng;
}
}
}
}
}

cont ai ner connection-type {
description
"I ndi cates the kind of connection to use.";
choi ce connection-type {
description
"Sel ects between avail abl e connection types."
case persistent-connection {
cont ai ner persistent {
presence true;
description
"Maintain a persistent connection to the NETCONF
client. If the connection goes down, inmmediately
start trying to reconnect to it, using the
reconnection strategy.

Thi s connection type mnimzes any NETCONF client
to NETCONF server data-transfer delay, albeit at
t he expense of hol ding resources |onger."

| eaf idle-tineout {
type uint32;
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units "seconds";
default 86400; // one day;
description
"Speci fies the maxi mum nunber of seconds that a
a NETCONF session may remain idle. A NETCONF
session will be dropped if it is idle for an
interval |onger than this nunber of seconds.
If set to zero, then the server will never drop
a session because it is idle. Sessions that
have a notification subscription active are
never dropped.";
}
cont ai ner keep-alives {
description
"Configures the keep-alive policy, to proactively
test the aliveness of the SSH TLS client. An
unresponsi ve SSH TLS client will be dropped after
approxi mately nmax-attenpts * max-wait seconds.";
ref erence
"RFC 8071: NETCONF Cal |l Hone and RESTCONF Cal |
Hone, Section 3.1, item S6"
| eaf max-wait {
type uintl1l6 {
range "1..max";
}
uni ts seconds;
default 30;
description
"Sets the ampunt of tine in seconds after which
if no data has been received fromthe SSH TLS
client, a SSH TLS-1evel nmessage will be sent
to test the aliveness of the SSH TLS client.";
}
| eaf max-attenpts {
type uint8;
default 3;
description
"Sets the maxi num nunber of sequential keep-alive
messages that can fail to obtain a response from
the SSH TLS client before assum ng the SSH TLS
client is no longer alive."
}
}
}
}
case periodi c-connection {
cont ai ner periodic {
presence true;
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WAt sen,

description

"Periodically connect to the NETCONF client, so that
the NETCONF client may deliver nessages pending for
the NETCONF server. The NETCONF client nust close
the connection when it is ready to release it. Once
t he connection has been closed, the NETCONF server

wll restart its tinmer until the next connection."”
| eaf idle-tineout {
type uint 16;

units "seconds";
default 300; // five minutes
description
"Specifies the maxi num nunber of seconds that a
a NETCONF session may remain idle. A NETCONF
session will be dropped if it is idle for an
interval |onger than this nunber of seconds.
If set to zero, then the server will never drop
a session because it is idle. Sessions that
have a notification subscription active are
never dropped.";
}
| eaf reconnect-tinmeout {
type uint16 {
range "1..max";
}

units mnutes;

default 60;

description

"Sets the maxi num anpbunt of unconnected tine the
NETCONF server will wait before re-establishing
a connection to the NETCONF client. The NETCONF
server may initiate a connection before this
time if desired (e.g., to deliver an event
notification nmessage).";

}
}
}
}
}

cont ai ner reconnect-strategy {

description

"The reconnection strategy directs how a NETCONF server
reconnects to a NETCONF client, after discovering its
connection to the client has dropped, even if due to a
reboot. The NETCONF server starts with the specified
endpoint and tries to connect to it nmax-attenpts tines
before trying the next endpoint in the list (round
robin).";
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| eaf start-with {
type enuneration {
enumfirst-listed {
description
"I'ndi cates that reconnections should start with
the first endpoint listed."

enum | ast - connected {
description

"I'ndi cates that reconnections should start with
the endpoint |ast connected to. |f no previous
connection has ever been established, then the
first endpoint configured is used. NETCONF
servers SHOULD be able to renmenber the | ast
endpoi nt connected to across reboots.”

}

default first-Iisted;
description
"Specifies which of the NETCONF client’s endpoints the
NETCONF server should start with when trying to connect
to the NETCONF client.";
}
| eaf max-attenpts {
type uint8 {
range "1..max";

}

defaul t 3;

description

"Specifies the nunber times the NETCONF server tries to
connect to a specific endpoint before noving on to the
next endpoint in the list (round robin).";

groupi ng cert-maps-groupi ng {

description
"A grouping that defines a container around the
cert-to-nane structure defined in RFC 7407.";

cont ai ner cert-maps {
uses x509c2n: cert-to-nane;
description
"The cert-nmaps container is used by a TLS-based NETCONF

server to map the NETCONF client’s presented X 509
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certificate to a NETCONF usernane. |f no matching and
valid cert-to-nane list entry can be found, then the
NETCONF server MJST cl ose the connection, and MJUST NOT
accept NETCONF nessages over it.";

ref erence
"RFC WNWWN NETCONF over TLS, Section 7";

groupi ng endpoi nt s-cont ai ner {
description
"This grouping is used to configure a set of NETCONF clients
a NETCONF server may initiate call-home connections to.";
cont ai ner endpoi nts {
description
"Container for the list of endpoints.";
list endpoint {
key narne;
uni que "address port";
nmn-el enents 1;
order ed- by user;
description
"A non-enpty user-ordered list of endpoints for this NETCONF
server to try to connect to. Defining nore than one enables
hi gh-availability.";
| eaf nane {
type string;
description
"An arbitrary nanme for this endpoint.”

| eaf address {
type inet: host;
mandat ory true
description
"The | P address or hostname of the endpoint. |If a
hostname is configured and the DNS resolution results
in nmore than one | P address, the NETCONF server
will process the IP addresses as if they had been
explicitly configured in place of the hostnane.";

}
| eaf port {
type inet: port-numnber;
description
"The I P port for this endpoint. The NETCONF server will
use the | ANA-assigned wel | -known port (set via a refine
statenent when uses) if no value is specified.";
}
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<CODE ENDS>
4. Design Considerations

Editorial: this section is a hold over frombefore, previously called
"Cbjectives". It was only witten two support the "server" (not the
"client"). The question is if it’'s better to add the m ssing
"client" parts, or renove this section altogether

The prinmary purpose of the YANG nodul es defined herein is to enable
the configuration of the NETCONF client and servers. This scope
i ncludes the follow ng objectives:

4.1. Support all NETCONF transports

The YANG nodul e shoul d support all current NETCONF transports, nanely
NETCONF over SSH [ RFC6242], NETCONF over TLS [RFC7589], and to be
extensible to support future transports as necessary.

Because i npl enentati ons may not support all transports, the nodul es
shoul d use YANG "feature" statenents so that inplenentations can
accurately advertise which transports are supported.

4.2. Enable each transport to sel ect which keys to use

Servers may have a multiplicity of host-keys or server-certificates
fromwhi ch subsets nay be selected for specific uses. For instance,
a NETCONF server nay want to use one set of SSH host-keys when
listening on port 830, and a different set of SSH host-keys when
calling hone. The data nodels provided herein should enabl e
configuration of which keys to use on a per-use basis.

4.3. Support authenticating NETCONF clients certificates

When a certificate is used to authenticate a NETCONF client, there is
a need to configure the server to know how to authenticate the
certificates. The server should be able to authenticate the client’s
certificate either by using path-validation to a configured trust
anchor or by matching the client-certificate to one previously

confi gured.
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4. 4. Support mappi ng aut henticated NETCONF client certificates to
user nanes

When a client certificate is used for TLS client authentication, the
NETCONF server nust be able to derive a usernane fromthe
authenticated certificate. Thus the nodul es defined herein should
enabl e this mapping to be configured.

4.5. Support both listening for connections and call home

The NETCONF protocols were originally defined as having the server
opening a port to listen for client connections. Mre recently the
NETCONF wor ki ng group defined support for call-hone ([RFC8071]),
enabling the server to initiate the connection to the client. Thus
the nmodul es defined herein should enabl e configuration for both
listening for connections and calling hone. Because inplenentations
may nhot support both listening for connections and calling horme, YANG
"feature" statements should be used so that inplenentation can
accurately advertise the connection types it supports.

4.6. For Call Home connections
The follow ng objectives only pertain to call home connecti ons.
4.6.1. Support nore than one NETCONF cli ent

A NETCONF server may be nanaged by nore than one NETCONF client. For
i nstance, a deploynent nay have one client for provisioning and
another for fault nonitoring. Therefore, when it is desired for a
server to initiate call honme connections, it should be able to do so
to nore than one client.

4.6.2. Support NETCONF clients having nore than one endpoi nt

A NETCONF client managi ng a NETCONF server may inplenent a high-
availability strategy enploying a nultiplicity of active and/or
passi ve endpoint. Therefore, when it is desired for a server to
initiate call home connections, it should be able to connect to any
of the client’s endpoints.

4.6.3. Support a reconnection strategy

Assumi ng a NETCONF client has nmore than one endpoint, then it becones
necessary to configure how a NETCONF server should reconnect to the
client should it lose its connection to one the client’s endpoints.
For instance, the NETCONF server may start with first endpoint
defined in a user-ordered list of endpoints or with the |ast
endpoints it was connected to.
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4.6.4. Support both persistent and periodi c connections

NETCONF clients may vary greatly on how frequently they need to
interact with a NETCONF server, how responsive interactions need to
be, and how many si nmul t aneous connecti ons they can support. Sone
clients may need a persistent connection to servers to optimnze real -
time interactions, while others prefer periodic interactions in order
to mnimze resource requirenments. Therefore, when it is necessary
for server to initiate connections, it should be configurable if the
connection is persistent or periodic.

4.6.5. Reconnection strategy for periodic connections

The reconnection strategy should apply to both persistent and

peri odic connections. How it applies to periodic connections becones
cl ear when considering that a periodic "connection" is a |logica
connection to a single server. That is, the periods of

unconnect edness are intentional as opposed to due to externa

reasons. A periodic "connection" should always reconnect to the sane
server until it is no longer able to, at which time the reconnection
strategy guides how to connect to another server

4.6.6. Keep-alives for persistent connections

If a persistent connection is desired, it is the responsibility of
the connection initiator to actively test the "aliveness" of the
connection. The connection initiator nust imediately work to
reestablish a persistent connection as soon as the connection is

| ost. How often the connection should be tested is driven by NETCONF
client requirenents, and therefore keep-alive settings should be
configurable on a per-client basis.

4.6.7. Custom zations for periodic connections

If a periodic connection is desired, it is necessary for the NETCONF
server to know how often it should connect. This frequency

determi nes the maxi num amount of tine a NETCONF client rmay have to
wait to send data to a server. A server may connect to a client
before this interval expires if desired (e.g., to send data to a
client).

5. Security Considerations
A deni al of service (DoS) attack MAY occur if the NETCONF server
limts the maxi mum nunber of NETCONF sessions it will accept (i.e.

the "max-sessions’ field in the ietf-netconf-server nodule is not
zero) and either the "hello-tineout" or "idle-tineout" fields in
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i etf-netconf-server nodul e have been set to indicate the NETCONF
server should wait forever (i.e. set to zero).

The YANG nodul e defined in this docunent uses groupings defined in
[I-D.ietf-netconf-ssh-client-server] and
[I-D.ietf-netconf-tls-client-server]. Please see the Security

Consi derations section in those docunents for concerns related those
gr oupi ngs.

The YANG nodul e defined in this docunent is designed to be accessed
vi a YANG based nmanagenent protocols, such as NETCONF [ RFC6241] and
RESTCONF [ RFC8040]. Both of these protocols have mandatory-to-

i mpl ement secure transport layers (e.g., SSH, TLS) with rutual

aut henti cati on.

The NETCONF access control nodel (NACM [RFC6536] provides the neans
to restrict access for particular users to a pre-configured subset of
al | avail abl e protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in sonme network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

NONE

Some of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus

i mportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

NONE
Some of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

NONE
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6.

6.

6.

7.

1.

2.

| ANA Consi derati ons
The 1 ETF XML Regi stry

This docunent registers two URIs in the | ETF XM. regi stry [ RFC3688].
Following the format in [ RFC3688], the followi ng registrations are
request ed:

URI: urn:ietf:parans: xm :ns:yang:ietf-netconf-client
Regi strant Contact: The NETCONF WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-netconf-server
Regi strant Contact: The NETCONF WG of the | ETF.
XM.: N A, the requested URI is an XM. nanespace.

The YANG Modul e Nanes Registry
Thi s docunent registers two YANG nodul es in the YANG Mbdul e Nanes

registry [RFC7950]. Following the format in [RFC7950], the the
followi ng registrations are requested:

nane: i etf-netconf-client

namespace: urn:ietf:paranms: xm :ns:yang:ietf-netconf-client
prefix: ncc

ref erence: RFC XXXX

nane: i etf-netconf-server

nanespace: urn:ietf:parans: xm :ns:yang:ietf-netconf-server
prefix: ncs

r ef erence: RFC XXXX
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Appendi x A. Change Log

A 1.

(0]

(0]

server-nodel -09 to 00
This draft was split out fromdraft-ietf-netconf-server-nodel-09.
Added in previously missing ietf-netconf-client nodule.

Added in new features 'listen’ and 'call-hone’ so future
transports can be augnented in.

00 to 01
Renanmed "keychain" to "keystore".
01 to 02

Added to ietf-netconf-client ability to connected to a cluster of
endpoi nts, including a reconnection-strategy.

Added to ietf-netconf-client the ability to configure connecti on-
type and al so keep-alive strategy.

Updat ed both nopdul es to acconpdate new groupings in the ssh/tls
drafts.

Appendi x B. Open | ssues

Pl ease see: https://github. conl netconf-wy/ netconf-client-server/
i ssues.
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