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Abst r act

Thi s docunent defines Restconf, HITP2, and HTTP1l.1 bindings for the
transport of Subscription requests and correspondi ng push updates.
Bei ng subscribed may be either Event Notifications or objects or
subtress of YANG Dat ast ores.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 14, 2017
Copyright Notice
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This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
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include Sinplified BSD License text as described in Section 4.e of
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1. Introduction

Mechani sns t o support Event subscription and push are defined in
[sn]. Enhancenents to [sn] which enabl e YANG Dat astore subscription
and push are defined in [yang-push]. This docunent provides a
transport specification for these protocols over Restconf and HTTP.
Driving these requirenents is [ RFC7923].

The stream ng of Subscription Event Notifications has synergies with
HTTP2 streanms. Benefits which can be realized when transporting
events directly HTTP2 [ RFC7540] i ncl ude:

o Elimnation of head-of-line blocking

o Weighting and proportional dequeuing of Events fromdifferent
subscri ptions

0 Explicit precedence in subscriptions so that events from one
subscription nmust be sent before another dequeues
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3.

3.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The following ternms use the defintions from[sn]: Configured
Subscri ption, Dynami c Subscription, Event Notification, Publisher,
Recei ver, Subscriber, Subscription

Sol ution

Event subscription is defined in [sn], YANG Datastore subscriptionis
defined in [yang-push]. This section specifies transport nechanisns
appl i cable to both.

1. Dynanic YANG Subscription with RESTCONF contro

Dynami ¢ Subscriptions for both [sn] and its [yang-push] augnentations
are configured and managed vi a signaling nmessages transported over

[ RFC8040]. These interactions will be acconplished via a Restconf
PCST into RPCs | ocated on the Publisher. HITP responses codes wil |
indicate the results of the interaction with the Publisher. An HITP
status code of 200 is the proper response to a successful <establish-
subscription> RPC call. The successful <establish-subscription> wll
result in a HTTP nessage with returned subscription URI on a

| ogi cal |y separate mechani smthan was used for the original Restconf
PCST. This nmechanismis via a parallel TCP connection in the case of
HTTP 1.x, or in the case of HITP2 via a separate HTTP streamw thin
the HTTP connection. Wen a being returned by the Publisher, failure
will be indicated by error codes transported in payl oad.

Once established, the resulting streamof Event Notifications are
then delivered via SSE for HTTP1.1 and via HTTP Data for HTTP2

1.1. Call Flow for HTTP2

Requests to [yang-push] augmented RPCs are sent on one or nore HITP2
streans indicated by (a) in Figure 2. Event Notifications related to
a single subscription are pushed on a unique |ogical channel (b). 1In
the case below, a newWy established subscription has its events
pushed over HTTP2 stream (7).
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| Subscriber | | Publisher
| HTTP2 Strean | HTTP2 Strean
| (a) (b) | | (a) (b) |
S + S +

| Restconf POST (RPC: establish-subscription) [
|~ >|
[ HTTP 200 OK (URI) |
| |
[ (7)HTTP POST (URI) (7)
| >
[ [ HTTP 200 K
| I e
| | HTTP Data (event-notif)|
| S |
| Restconf POST (RPC: nodify-subscription) [ [
e >
[ [ HTTP 200 K] |
| e N
| | HTTP Data (subscription-nodified))|
| I e
[ [ HTTP Data (event-notif)|
| R R TR PR TS |
| Restconf POST (RPC: del et e-subscription) [ [
b >
[ [ HTTP 200 K] [
| e N
[ [ HTTP Headers (end of stream
| (A RS (17)
I
Figure 1: Dynamic with HTTP2
3.1.2. Call flowfor HITP1.1

Requests to [yang- push]

by
Thi
al |

Voi t,

RPCs are sent on the TCP connection indi cated

(a). Event Notifications are pushed on a separate connection (b).
s connection (b) will be used for all Event Notifications across

subscri pti ons.
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3.

1.

oo + oo +
| Subscriber | | Publ i sher |
| TCP connecti on| | TCP connecti on|
| (a) (b) I I (a) (b) |
o + o +

| Restconf POST (RPC: establish-subscription) [

| o >|

[ HTTP 200 OK (URI) |

| <o |

[ | HTTP GET (URI) [

I >|

[ [ HTTP 200 K]

| I e

| | SSE (event-notif)]|

L R EERE RS |

| Restconf POST (RPC: nodify-subscription) [ [

| --mmmmmm e >| I

[ [ HTTP 200 K] |

| S N

| | SSE (subscription-nodified)|

| I e

[ [ SSE (event-notif)|

I | <---mmmoo e I

| Restconf POST (RPC: del et e-subscription) [ [

| --mmmmmmm e >| I

[ [ HTTP 200 K] [

| <--mmmmmm e I I

I I I

I I

Figure 2: Dynamic with HTTP1. 1
3. Configured Subscription over HITP2

Wth a Configured Subscription, all infornmation needed to establish a

secure relationship with that Receiver is available on the Publisher.
Wth this information, the Publisher will establish a secure
transport connection with the Receiver and then begin pushing the
Event Notifications to the Receiver. Since Restconf mght not exist
on the Receiver, it is not desirable to require that such Event
Notifications be pushed with any dependency on Restconf. Nor is

t here val ue which Restconf provides on top of HITP. Therefore in

pl ace of Restconf, a TLS secured HTTP2 Cient connection nust be
established with an HITP2 Server |ocated on the Receiver. Event
Notifications will then be sent as part of an extended HITP POST to
t he Recei ver.
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3.

2

POST nessages will be addressed to HTTP augnentati on code on the
Recei ver capabl e of accepting and responding to Event Notifications.
The first POST nessage nust be a subscription-started notification
Push update notifications nust not be sent until the receipt of an
HTTP 200 OK for this initial notification. The 200 OK will indicate
that the Receiver is ready for Event Notifications. At this point a
Subscription nust be allocated its own HITP2 stream Figure 4
depicts this nmessage fl ow

Fom e e o + Fom e e o +
| Receiver | | Publisher
| HTTP2 Streani | HTTP2 Strean
| (a) (b) | | (a) (b) |
s + s +

| HTTP Post Headers, Data (sub-start, SublD)|

| <o I

| HTTP 200 K [

| --mmmmmmm e >|

| | HTTP Post Headers, Data (event-notif)]|

| I e

| | HTTP Data (event-notif)|

I | <o-mmmm I

| | HTTP Data (sub-term nate)|

I | <--ommemoee e I

| | HTTP 200 OK [

I

Fi gure 3: Configured over HITP2

As the HTTP2 transport is available to the Receiver, the Publisher
shoul d:

o take any subscription-priority and copy it into the HITP2 stream
priority, and

o take a subscription-dependency if it has been provided and nmap the
HTTP2 stream for the parent subscription into the HITP2 stream
dependency.

Subscription Ml tiplexing

It is possible that updates might be delivered in a different
sequence than generated. Reasons for this might include (but are not
limted to):

o replay of pushed updates
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o tenporary loss of transport connectivity, with update buffering
and different dequeuing priorities per Subscription

o popul ation, marshal ling and bundling of independent Subscription
Updates, and

Therefore each Event Notification will include a tinmestanp to ensure
that a Receiver understands the tinme when a that update was
generated. Use of this tinmestanp can give an indication of the state
of objects at a Publisher when state-entangled infornmation is

recei ved across different subscriptions. The use of the |atest Event
Notification tinestanp for a particular object update can introduce
errors. So when state-entangl ed updates have inconsistent object

val ues and tenporally close timestanps, a Receiver mght consider
performng a GET to validate the current state of a Publisher

4. Encoded Subscription and Event Notification Exanples

Transported updates will contain context data for one or nore Event
Notifications. Each transported Event Notification will contain
several paraneters:

4.1. Restconf Subscription and Events over HTTP1l. 1

Subscri bers can dynanically | earn whether a RESTCONF server supports
various types of Event or Yang datastore subscription capabilities.
This is done by issuing an HITP request OPTIONS, HEAD, or GET on the
stream Sone exanpl es building upon the Call flow for HTTPL. 1 from
Section 3.2.2 are:

GET /restconf/datal/ietf-restconf-nonitoring:restconf-state/
streans/ streanryang- push HITP/ 1.1

Host: exanpl e. com

Accept: application/yang. dat a+xm

If the server supports it, it may respond
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HTTP/ 1.1 200 K
Cont ent - Type: application/yang. api +xn
<stream xm ns="urn:ietf:parans: xm :ns:yang:ietf-restconf-nonitoring">
<nane>yang- push</ nanme>
<descri pti on>Yang push streanx/description>
<access>
<encodi ng>xml </ encodi ng>
<l ocati on>https://exanpl e. coni st reans/ yang- push- xni
</l ocati on>
</ access>
<access>
<encodi ng>j son</ encodi ng>
<l ocati on>htt ps://exanpl e. coni streans/yang- push-json
</l ocation>
</ access>
</ streanr

If the server does not support any form of subscription, it nmay
respond

HTTP/ 1.1 404 Not Found
Date: Mon, 25 Apr 2012 11:10: 30 GMr
Server: exanpl e-server

Subscri bers can determine the URL to receive updates by sending an
HTTP GET as a request for the "location" leaf with the streamli st
entry. The streamto use for may be selected fromthe Event Stream
list provided in the capabilities exchange. Note that different
encodi ngs are supporting using different Event Stream |l ocations. For
exanpl e, the Subscriber night send the follow ng request:

GET /restconf/datal/ietf-restconf-nonitoring:restconf-state/
streans/ streanryang- push/ access=xm /| ocati on HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang. dat a+xm

The Publisher night send the foll owi ng response:

HTTP/ 1.1 200 K
Cont ent - Type: application/yang. api +xn
<l ocati on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-restconf-nonitoring">
htt ps://exanpl e. conif streans/ yang- push- xm
</l ocation>

To subscribe and start receiving updates, the subscriber can then

send an HTTP CET request for the URL returned by the Publisher in the
request above. The accept header nust be "text/event-streani. The
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Publ i sher uses the Server Sent Events [WBC-20150203] transport
strategy to push filtered Event Notifications fromthe Event stream

The Publisher MJST support individual paraneters within the POST
request body for all the paranmeters of a subscription. The only
exception is the encoding, which is enbedded in the URI. An exanple
of this is:

/1 subtree filter = /foo
/1 periodic updates, every 5 seconds
PCST /restconf/operations/ietf-event-notifications:
establ i sh-subscription HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cati on/yang-data+json

{
"ietf-event-notifications:input" : {
?strean?: ?push-data"
?period" : 5,
"xpath-filter" : ?/ex:foo[starts-w th(?bar?.?sone’]"
}
}

Shoul d the publisher not support the requested subscription, it nmay
reply:
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HTTP/ 1.1 501 Not | npl enmented
Date: Mon, 23 Apr 2012 17:11:00 GV
Server: exanpl e-server
Cont ent - Type: application/yang. errors+xni
<errors xm ns="urn:ietf:parans:xm :ns:yang:ietf-restconf">
<error>
<error-type>application</error-type>
<error-tag>operation-not-supported</error-tag>
<error-severity>error</error-severity>
<error-nessage>Xpath filters not supported</error-nessage>
<error-info>
<support ed-subscription xm ns="urn:ietf:parans: xm : ns:
net conf : dat ast or e- push: 1. 0" >
<subtree-filter/>
</ support ed- subscri pti on>
</error-info>
</error>
</errors>

with an equival ent JSON encodi ng representation of:
HTTP/ 1.1 501 Not I npl enented

Date: Mon, 23 Apr 2012 17:11:00 GMVr

Server: exanpl e-server

Cont ent - Type: application/yang. errors+json

"ietf-restconf:errors": {

"error": {
"error-type": "protocol"
"error-tag": "operation-not-supported",
"error-nmessage": "Xpath filters not supported.”

"error-info": {
"dat ast or e- push: support ed-subscription”: {
"subtree-filter": [null]

}
}
}
}
}
The following is an exanple of a pushed Event Notification data for
t he Subscription above. It contains a subtree with root foo that

contains a | eaf called bar
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XM. encodi ng representation
<?xm version="1.0" encodi ng="UTF-8"?>
<notification xm ns="urn:ietf:paramnms: xm :ns:yang:ietf-restconf">
<subscription-id xm ns="urn:ietf:parans: xm :ns:restconf:
dat ast or e- push: 1. 0" >
my-sub
</ subscription-id>
<event Ti me>2015- 03-09T19: 14: 56. 233Z</ event Ti ne>
<dat astore-contents xm ns="urn:ietf:paranms: xm : ns: restconf:
dat ast or e- push: 1. 0" >
<foo xm ns="http://exanpl e.conf yang- push/ 1. 0">
<bar >sone_stri ng</ bar >
</ foo>
</ dat ast or e- cont ent s>
</notification>

O with the equival ent YANG over JSON encoding representation as
defined in [ RFC7951]:

{
"ietf-restconf:notification": {
"dat ast or e- push: subscription-id": "ny-sub"
"event Ti me": "2015-03-09T19: 14: 56. 233"
"dat ast ore- push: datastore-contents": {
"exanpl e-nod: foo": { "bar": "some_string" }
}
}
}

To nodify a Subscription, the subscriber issues another POST request

on the provided URI using the sanme subscription-id as in the origina
request. For exanple, to nodify the update period to 10 seconds, the
subscri ber may send:

PCST /restconf/operations/ietf-event-notifications:
nodi fy-subscription HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cati on/yang-data+json

"ietf-event-notifications:input" : {
?subscription-id?: 100,
?period" : 10
}
}
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To delete a Subscription, the Subscriber issues a DELETE request on
the provided URI using the sane subscription-id as in the origina
request

4.2. Event Notification over HITP2

The basic encoding will ook as below It will consists of a JSON
representati on wapped in an HITP2 header.

Hyper Text Transfer Protocol 2
Stream HEADERS, StreamID: 5
Header: :nethod: POST
Stream HEADERS, StreamID: 5

{
"ietf-yangpush:notification": {
"dat ast or e- push: subscription-id": "ny-sub",
"event Ti me": "2015-03-09T19: 14: 56. 233"
"dat ast or e- push: dat astore-contents": {
"foo": { "bar": "sone_string" }
}
}
}

5. Security Considerations

Subscriptions could be used to intentionally or accidentally overl oad
the resources of a Publisher. For this reason, it is inportant that
the Publisher has the ability to prioritize the establishnment and
push of Event Notifications where there m ght be resource exhaust
potential. |In addition, a server needs to be able to suspend

exi sting Subscriptions when needed. When this occurs, the
subscription status nust be updated accordingly and the Receivers
notified.

A Subscription could be used to attenpt retrieve information for

whi ch a Receiver has no authorized access. Therefore it is inportant
that data pushed via a Subscription is authorized equivalently with
regul ar data retrieval operations. Data being pushed to a Receiver
needs therefore to be filtered accordingly, just like if the data
were being retrieved on-demand. The Netconf Authorization Control
Model [RFC6536] applies even though the transport is not NETCONF.

One or nore Publishers of Configured Subscriptions could be used to
overwhel m a Recei ver which doesn’t even support Subscriptions. There
are two protections here. First Event Notifications for Configured
Subscriptions MJST only be transmittable over Encrypted transports.
Clients which do not want pushed Event Notifications need only

Voit, et al. Expi res Septenber 14, 2017 [ Page 12]



Internet-Draft Rest conf - Not i f March 2017

term nate or refuse any transport sessions fromthe Publisher.
Second, the HITP transport augnentation on the Receiver nust send an
HTTP 200 OK to a subscription started notification before the

Publ i sher starts streaning any events.

One or nore Publishers could overwhel ma Receiver which is unable to
control or handl e the volune of Event Notifications received. In
depl oynents where this mght be a concern, HITP2 transport such as
HTTP2) shoul d be sel ect ed.
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Appendi x A.  End-to-End Depl oynent QGui dance

Several technol ogies are expected to be seen within a deploynment to
achi eve security and ease-of -use requirenents. These are not
necessary for an inplenmentation of this specification, but will be
useful to consider when considering the operational context.

A 1. Call Hone

Pub/ Sub i npl enent ati ons should have the ability to transparently
incorporate 'call hone’ [RFC8071] so that secure TLS connections can
originate fromthe desired device.
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A.2. TLS Heartbeat

HTTP sessions m ght not quickly allow a Subscriber to recogni ze when
the conmuni cation path has been lost fromthe Publisher. To
recognize this, it is possible for a Receiver to establish a TLS
heart beat [RFC6520]. |In the case where a TLS heartbeat is included,
it should be sent just from Receiver to Publisher. Loss of the
heartbeat should result in any Subscription related TCP sessions

bet ween those endpoints being torn down. The subscription can then
attenpt to re-establish.

Appendi x B. |ssues being worked and resol ved
(To be renmoved by RFC editor prior to publication)

B.1. Unresolved |ssues
GRPC conpatibility 1: Mechanisns for HTTP2 to GRPC nappi hg need to be
considered. There is a good start there as this draft only uses
POST, not GET. As GET is used in RESTCONF for capabilities
di scovery, we have sone backwards conpatibility issues with existing
| ETF drafts. Possible options to address are (1) provide a POST
met hod for anything done by GET in RESTCONF, (2) await support of CET
by GRPC, or (3) tunnel RESTCONF' s GET nessages within a GRPC POST
GRPC conpatibility 2: W need to expose a met hod agai nst whi ch POST
is done as events begin on a stream See Stream7 in figure 2. Can
only send traffic to a method, not a URI. URI points to a nethod,
not a resource.

Need to add into docunent exanples of Event streams. Document only
i ncl udes yang-push exanples at this point.

We need to reference the viable encodings of notifications.
Appendi x C. Changes between revisions
(To be removed by RFC editor prior to publication)
v0l - vO02
0 Renoved sections now redundant with [sn] and [yang-push] such as:
mechani snms for subscription maintenance, termninol ogy definitions,
stream di scovery.

o 3rd party subscriptions are out-of-scope.

0 SSE only used with Restconf and HTTPl.1 Dynamni ¢ Subscriptions
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o Timeframes for event tagging are self-defined.
0 Cean-up of wording, references to term nol ogy, section nunbers.
v00 - vO01

0 Renoved the ability for nore than one subscription to go to a
single HITP2 stream

0 Updated call flows. Extensively.
0 SSE only used with Restconf and HTTPl.1 Dynani ¢ Subscriptions

0 HITP is not used to determ ne that a Receiver has gone silent and
is not Receiving Event Notifications

o Many cl ean-ups of wordi ng and term nol ogy
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