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1. Introduction

Thi s docunent defines a YANG [ RFC6020] data nodule for a systeml eve
keystore nmechani sm which can be used to hold onto private keys and
certificates that are trusted by the system advertising support for
this nmodul e.

This nodul e provides a centralized | ocation for security sensitive
data, so that the data can be then referenced by ot her nodul es.
There are two types of data that are naintai ned by this nodul e:

o Private keys, and any associated public certificates.

0 Sets of trusted certificates.

Thi s docunent extends special consideration for systens that have
Trusted Protection Mddules (TPMs). These systens are unique in that
the TPM nust be directed to generate new private keys (it is not
possible to load a private key into a TPM and it is not possible to
backup/restore the TPM s private keys as configuration

It is not required that a system has an operating system|eve
keystore utility to inplenent this nodul e.

1.1. Requirenents Language
The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
1.2. Tree Diagram Notation
A sinmplified graphical representation of the data nodels is used in
this docunment. The neaning of the synbols in these diagrans is as
fol | ows:
o Brackets "[" and "]" enclose |ist keys.

0 Braces "{" and "}" enclose feature nanes, and indicate that the
named feature nmust be present for the subtree to be present.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

o Synbols after data node nanes: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list and leaf-Ilist.
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o0 Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not
shown.

2. The Keystore Mbdel

The keystore nodul e defined in this section provides a configurable
obj ect having the follow ng characteristics:

0o A senmi-configurable list of private keys, each with one or nore
associ ated certificates. Private keys MJUST be either preinstalled
(e.g., a key associated to an | DevlD [Std-802. 1AR-2009]
certificate), be generated by request, or be | oaded by request.
Each private key is MAY have associated certificates, either
preinstalled or configured after creation.

o A configurable list of lists of trust anchor certificates. This
enabl es the server to have use-case specific trust anchors. For
i nstance, one list of trust anchors m ght be used to authenticate
managenent connections (e.g., client certificate-based
aut hentication for NETCONF or RESTCONF connections), and a
different list of trust anchors mi ght be used for when connecting
to a specific Internet-based service (e.g., a zero touch bootstrap
server).

0 An RPCto generate a certificate signing request for an existing
private key, a passed subject, and an optional attributes. The
signed certificate returned froman external certificate authority
(CA) can be later set using a standard configuration change
request (e.g., <edit-config>).

0 An RPC to request the server to generate a new private key using
the specified algorithmand key | ength.

0 An RPC to request the server to load a new private key.
2.1. Overview

The keystore nodul e has the following tree diagram Pl ease see
Section 1.2 for information on howto interpret this diagram
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nodul e: ietf-keystore
+--rw keystore
+--rw keys
| +--rw key* [nane]

+--rw hane string
+--rw algorithmidentifier i dentityref
+--rw private-key uni on
+--ro public-key bi nary

+--rw certificates

| +--rwcertificate* [nane]

[ +--rw name string

| +--rw val ue? bi nary

+---X generate-certificate-signing-request
+---w i nput

I
I
I
I
I
I
I
I
I
I
I
I
| +--ro0 out put
I
+
I
I
I
I
I
+

| +---w subject bi nary
| +---wattributes? bi nary
+--ro certificate-signing-request bi nary
--rw trusted-certificates* [nane]
+--rw hame string
+--rw description? string
+--rw trusted-certificate* [nane]
+--rw hane string
+--rw certificate? bi nary
--rw trusted- host - keys* [ nane]
+--rw hame string
+--rw description? string
+--rw trusted- host - key* [nane]
+--rw hane string
+--rw host - key bi nary

notifications:
+---n certificate-expiration
+--ro certificate i nstance-identifier
+--ro expiration-date yang: dat e-and-ti ne

2.2. Exanple Usage

The following example illustrates what a fully configured keystore
obj ect might look like. The private-key shown below is consistent
with the generate-private-key and generate-certificate-signing-
request exanpl es above. This exanple also assunmes that the resulting
CA-signed certificate has been configured back onto the server.
Lastly, this exanple shows that three lists of trusted certificates
havi ng been confi gured.

<keystore xm ns="urn:ietf:parans: xm :ns:yang:ietf-keystore">
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<!-- private keys and associated certificates -->
<keys>
<key>
<nane>ex-r sa- key</ nane>
<algorithmidentifier>rsalO024</algorithmidentifier>
<privat e- key>Base64- encoded RSA Private Key</private-key>
<publ i c- key>Base64- encoded RSA Public Key</public-key>
<certificates>
<certificate>
<nane>ex-r sa- cert </ name>
<val ue>Base64- encoded PKCS#7</val ue>
</certificate>
</certificates>
</ key>

<key>
<nane>t | s- ec- key</ nane>
<al gorithmidentifier>secp256ril</algorithmidentifier>
<privat e- key>Base64- encoded EC Private Key</private-key>
<publ i c- key>Base64- encoded EC Public Key</public-key>
<certificates>
<certificate>
<nane>t | s- ec-cert </ name>
<val ue>Base64- encoded PKCS#7</val ue>
</certificate>
</certificates>
</ key>

<key>
<name>t pm pr ot ect ed- key</ nanme>
<al gorithmidentifier>rsa2048</algorithmidentifier>
<privat e- key>Base64- encoded RSA Private Key</private-key>
<publ i c- key>Base64- encoded RSA Public Key</public-key>
<certificates>
<certificate>
<name>bui | ti n-i devi d-cert </ nanme>
<val ue>Base64- encoded PKCS#7</val ue>
</certificate>
<certificate>
<nane>ny- | devi d- cert </ nane>
<val ue>Base64- encoded PKCS#7</val ue>
</certificate>
</certificates>
</ key>
</ keys>

<!-- trusted netconf/restconf client certificates -->
<trusted-certificates>
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<nane>explicitly-trusted-client-certs</name>

<descri pti on>
Specific client authentication certificates for explicitly
trusted clients. These are needed for client certificates
that are not signed by a trusted CA

</ description>

<trusted-certificate>
<name>Ceor ge Jet son</ nane>
<certificat e>Base64-encoded X 509v3</certificate>

</trusted-certificate>

</trusted-certificates>

<trusted-certificates>
<name>explicitly-trusted-server-certs</nane>
<descri ption>
Specific server authentication certificates for explicitly
trusted servers. These are needed for server certificates
that are not signed by a trusted CA
</ descri pti on>
<trusted-certificate>
<nane>Fred Fli ntstone</nane>
<certificat e>Base64- encoded X 509v3</certificate>
</trusted-certificate>
</trusted-certificates>

<!-- trust anchors (CA certs) for authenticating clients -->
<trusted-certificates>
<nane>depl oynent - speci fi c-ca-cert s</ nane>
<descri ption>
Trust anchors (i.e. CA certs) that are used to authenticate
client connections. Cdients are authenticated if their
certificate has a chain of trust to one of these configured
CA certificates.
</ description>
<trusted-certificate>
<nanme>ca. exanpl e. conx/ nanme>
<certificat e>Base64- encoded X 509v3</certificate>
</trusted-certificate>
</trusted-certificates>

<!-- trust anchors for random HTTPS servers on Internet -->
<trusted-certificates>
<nanme>common- ca- cert s</ nane>
<descri ption>
Trusted certificates to authenticate commbn HTTPS servers
These certificates are sinmlar to those that night be
shi pped with a web browser.
</ description>
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<trusted-certificate>
<nane>ex-certificate-authority</ name>
<certificate>Baseb64-encoded X 509v3</certificate>
</trusted-certificate>
</trusted-certificates>

<!-- trusted SSH host keys -->
<trust ed- host - keys>
<name>explicitly-trusted-ssh-host-keys</name>
<descri ption>
Trusted SSH host keys used to authenticate SSH servers.
These host keys woul d be anal ogous to those stored in
a known_hosts file in OpenSSH
</ descri ption>
<t rust ed- host - key>
<nane>cor p- f wl</ nane>
<host - key>Base64- encoded OneAsynmet ri cKey</ host - key>
</trusted- host - key>
</ trusted- host - keys>

</ keyst or e>

The following exanple illustrates the "generate-certificate-signing-
request” action in use with the NETCONF protocol

REQUEST

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<action xm ns="urn:ietf:paramnms: xm : ns: yang: 1" >
<keystore
xm ns="urn:ietf:params: xm :ns:yang:ietf-keystore">
<privat e- keys>
<privat e- key>
<nane>ex- key-sect 571r 1</ name>
<generate-certificate-signing-request>
<subj ect >
czt vaWRoc2Rn¥Z2t gaHNKZndr anRzZnZzZG manbi dnNvO2R
manZvBNkZmlpdmhz ZGZpbHVi dj t ve2l kZmhi dm 1bHNI O
Z2aXNi Z&ZpYrmhzZ@&B7ZmivBNkZ25i Q29pLnR6Zgo=
</ subj ect >
<attributes>
bwt ak\VWRoc2RnZ2t gaHNkZmdr anRzZnZzZG manbi dnNvut 4
ar nZv@BNkZmlpdnmhzZ&ZpbHvi dj t ve2l kZmhi dm 1bHNkYm
Z2aXN Z&ZpYmhzZG7ZmIvBNkZ25i Q29pLnC6Rhp=
</attributes>
</ generate-certificate-signing-request>
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</ privat e- key>
</ privat e-keys>
</ keyst or e>
</ action>
</rpc>

RESPONSE

<rpc-reply nessage-id="101"

xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">

<certificate-signing-request
xm ns="urn:ietf:params: xm :ns:yang:ietf-keystore">
LSOt LS1CRUdJTi BDRVJIUSUZJQOFURSOt LSOt Ck1JSUNr ek NDQAZ5Z
0F3SUJBZ0I KQUpRT2t 3bGoNK2pj TUEWRONTcUdTSW z RFFFQkJRVU
FNRFFA@pBSkJInTl YKQKFZVEFsVI RNUKF3RGIZRFZRUUt Fd2Rs zUd
Gd GN\He GxNUk 1 3RVFZRFZRUURFA3BEVW 3Z1NYTnpkV1Z5TUl OWApE
di RLVARXpBUkJINnTI ZCQUL1Ut QULRDGk pj MD4AXW hJd2daCHIJEUVI
KS29aSWh2Y04KQVFFQkJ RQURNWIBBTU HSk Fv ROJBTXVW ZnFPNEV3
El 1QM QLRs TkNnc 0d6c Ewl Unby dXZs OFRI cUJ TAGZQY3NOZk 1KT1
FaNzl nNI NVl dsM dzaHEL1bUVi CKINN t G\Nzdj bTAVU25FcFEOTNV
bXBDT2 YKQMNQK FBR2pnYXd3Z2Fr dOhRWJRWJ] BPQkJZRUZKY102W
URi ROl PNDB4aj | Pb3Jt REAsRUNCVTFNRLFHQTFVZApJd1JkTUZ1QU
ZKY102WJRi ROl PNDB4aj | Pb3Jt REdsRUNCVTFvVA r TnpBMELRc 3d
MVKTUEO RO Ex VWREdOVCL 3d RRUF3 SUNCREFTQNd OVkhSTUIBZj hFQO
RBROFRSC9BZ0VBTUEWRONTc UdTSW z RFFFQgp CUVVBQT RHQK FMvix
r WiFG\Wey aGR6 MWNhZnZPbnBneHA4e Q0SHRhb St adHpLaz Fl S3Bx
TXp4YXIChFpDSH LCkI VbCOGVz Rt VIRQS1VDeEt FTEA0ONEY2Znk2d
c4d0t SSEl KYWLWLOpGTmM QSO0VXSTF4K1Il 1aDZmazcr Qz QLQXg1RW
SVWHgz Zj dVM2xZTgot LSOt LUVORCBDRVJUSUZJ QOFURSOt LSOt Cg==

</certificate-signing-request>

</rpc-reply>

The following exanple illustrates a "certificate-expiration"
notification in XM.
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[\ line wrapping added for formatting only]

<notification
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 0">
<event Ti ne>2016- 07- 08T00: 01: 00Z</ event Ti ne>
<certificate-expiration
xm ns="urn:ietf:paranms:xm :ns:yang:ietf-keystore">
<certificate>/ks: keystore/ks: private-keys/ks: privat e- key\
lks:certificate-chains/ks:certificate-chain/ks:certificate[3]\
</certificate>
<expiration-dat e>2016- 08- 08T14: 18: 53- 05: 00</ expi rati on- dat e>
</certificate-expiration>
</notification>

2.3.  YANG Modul e

Thi s YANG nodul e nakes extensive use of data types defined in
[ RFC5280] and [ RFC5958].

<CODE BEG@ NS> file "ietf-keystore@017-03-13.yang"

nmodul e ietf-keystore {
yang-version 1.1;

nanespace "urn:ietf:params:xm :ns:yang:ietf-keystore"
prefix "ks";

import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types";
}

i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 6536: Network Configuration Protocol (NETCONF) Access
Control Model ";

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act

"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>
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Aut hor : Kent Watsen
<mai | t o: kwat sen@ uni per . net >";

description
"This nodul e defines a keystore to centralize nanagenent
of security credentials.

Copyright (c) 2014 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is pernmitted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC WWV; see
the RFC itself for full |egal notices.";

revision "2017-03-13" {
description
"Initial version";
ref erence
"RFC W\VV: NETCONF Server and RESTCONF Server Configuration
Mbdel s™;

}

/1l ldentities

identity key-al gorithm {
description
"Base identity fromwhich all key-algorithnms are derived."
}

identity rsal024 {
base key-al gorithm
description
"The RSA algorithmusing a 1024-bit key.";
ref erence
"RFC3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Cryptography Specifications Version 2.1.";

}

identity rsa2048 {
base key-al gorithm
description
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"The RSA algorithmusing a 2048-bit key.";
ref erence
"RFC3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Cryptography Specifications Version 2.1.";

}

identity rsa3072 {
base key-al gorithm
description
"The RSA algorithmusing a 3072-bit key.";
reference
"RFC3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Crypt ography Specifications Version 2. 1.

}

identity rsa4096 {
base key-al gorithm
description
"The RSA al gorithmusing a 4096-bit key.";
ref erence
"RFC3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Cryptography Specifications Version 2.1.";

}

identity rsa7680 {
base key-al gorithm
description
"The RSA algorithmusing a 7680-bit key.";
ref erence
"RFC3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Crypt ography Specifications Version 2. 1.

}

identity rsal5360 {
base key-al gorithm
description
"The RSA algorithmusing a 15360-bit key.";
ref erence
"RFC3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Cryptography Specifications Version 2.1.";

}

identity secpl92r1 {
base key-al gorithm
description
"The secpl92r1 algorithm™";
ref erence
" RFC5480:
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Elliptic Curve Cryptography Subject Public Key Information.";
}

identity secp256rl {
base key-al gorithm
description
"The secp256r1 algorithm";
ref erence
" RFC5480:
Elliptic Curve Cryptography Subject Public Key Information.";

}

identity secp384rl1 {
base key-al gorithm
description
"The secp384r1 algorithm™";
ref erence
" RFC5480:
Elliptic Curve Cryptography Subject Public Key Information.";

}

identity secp521rl {
base key-al gorithm
description
"The secp521r1 algorithm";
ref erence
" RFC5480:
Elliptic Curve Cryptography Subject Public Key Information.";

}

/'l data nodel

cont ai ner keystore {
nacm def aul t -deny-write;
description
"The keystore contains both active material (e.g., private keys
and passwords) and passive material (e.g., trust anchors).

The active material can be used to support either a server (e.g.
a TLS/ SSH server’s private) or a client (a private key used for
TLS/SSH client-certificate based authentication, or a password
used for SSH HTTP-client authentication).

The passive material can be used to support either a server
(e.g., client certificates to trust) or clients (e.g., server
certificates to trust).";

cont ai ner keys {
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WAt sen

description
"Alist of keys maintained by the keystore.";
list key {
key nane;
description
"A key maintained by the keystore."
| eaf nane {
type string;
description
"An arbitrary nane for the key.";

| eaf algorithmidentifier {

type identityref {
base "key-al gorithni;

}

mandat ory true

description
"Identifies which algorithmis to be used with the key.
This val ue determ nes how the 'private-key' and ’public-
key’ fields are interpreted.”;
/1l no parans, such as in RFC 5912? (no are set for algs
/'l we care about, but what about the future?

}
| eaf private-key {
nacm def aul t - deny-al | ;
type union {
type binary;
type enuneration {
enum " RESTRI CTED" {
description
"The private key is restricted due to access-control.";

enum "1 NACCESSI BLE" {
description
"The private key is inaccessible due to being protected
by the cryptographic hardware nodules (e.g., a TPM.";
}
}

mandat ory true
description
"A binary string that contains the value of the private
key. The interpretation of the content is defined in the
registration of the key algorithm For exanple, a DSA key
is an | NTEGER, an RSA key is represented as RSAPri vat eKey
as defined in [ RFC3447], and an Elliptic Curve Cryptography
(ECC) key is represented as ECPrivateKey as defined in
[ RFC5915]"; // text lifted from RFC5958
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}
/'l no key usage (ref: RFC 5912, pg 101 -- too X 509 specific?)

| eaf public-key {
type binary;
config fal se
mandat ory true;
description
"A binary string that contains the value of the public
key. The interpretation of the content is defined in the
registration of the key algorithm For exanple, a DSA key
is an | NTEGER, an RSA key is represented as RSAPubl i cKey
as defined in [ RFC3447], and an Elliptic Curve Cryptography
(ECC) key is represented using the ’publicKey described in
[ RFC5915] ";
}
contai ner certificates {
description
"Certificates associated with this private key. More
than one certificate per key is enabled to support,
for instance, a TPM protected key that has associ at ed
both | Devl D and LDevlD certificates.";
list certificate {
key narne;
description
"A certificate for this private key."
| eaf nane {
type string;
description
"An arbitrary name for the certificate. The name
must be a unique across all keys, not just within
this key.";
}
| eaf val ue {
type binary;
description
"An unsi gned PKCS #7 SignedData structure, as specified
by Section 9.1 in RFC 2315, containing just certificates
(no content, signatures, or CRLs), encoded using ASN. 1
di stingui shed encoding rules (DER), as specified in
ITUT X 690.

This structure contains, in order, the certificate

itself and all internediate certificates |eading up

to a trust anchor certificate. The certificate NAY

optionally include the trust anchor certificate.";
ref erence
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"RFC 2315:

PKCS #7: Cryptographi c Message Syntax Version 1.5.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER)."
}
}
}
action generate-certificate-signing-request {
description
"Cenerates a certificate signing request structure for
the associated private key using the passed subject and
attribute values. Please review both the Security

Consi derati ons and Desi gn Consi derations sections in

RFC WWV for nore information regarding this action
statenent.";

i nput {
| eaf subject {
type binary;
mandat ory true
description

"The 'subject’ field fromthe Certificati onRequestinfo
structure as specified by RFC 2986, Section 4.1 encoded
using the ASN. 1 distingui shed encoding rules (DER), as
specified in ITU-T X 690."

ref erence

"RFC 2986:

PKCS #10: Certification Request Syntax Specification
Version 1.7.
I TUT X 690:

I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di sti ngui shed
Encodi ng Rules (DER).";
}
| eaf attributes {
type binary;
description
"The "attributes’ field fromthe CertificationRequestinfo
structure as specified by RFC 2986, Section 4.1 encoded

usi ng the ASN. 1 distingui shed encoding rules (DER), as
specified in ITUT X 690.";
ref erence

"RFC 2986:

PKCS #10: Certification Request Syntax Specification
Version 1.7.
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I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER
Canoni cal Encoding Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER)."

}
out put {
| eaf certificate-signing-request {
type binary;

mandat ory true
description
"A CertificationRequest structure as specified by RFC
2986, Section 4.1 encoded using the ASN. 1 di stingui shed
encoding rules (DER), as specified in ITUT X 690."
ref erence
"RFC 2986:
PKCS #10: Certification Request Syntax Specification
Version 1.7.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER).";

list trusted-certificates {
key nane;
description
"Alist of trusted certificates. These certificates
can be used by a server to authenticate clients, or by
clients to authenticate servers. The certificates may
be endpoint specific or for certificate authorities,
to authenticate many clients at once. Each list of
certificates SHOULD be specific to a purpose, as the
list as a whole may be referenced by ot her nodul es.
For instance, a NETCONF server nodel night point to
a list of certificates to use when authenticating
client certificates.";
| eaf nane {
type string;
description
"An arbitrary name for this list of trusted certificates.";

Wat sen Expi res Septenber 14, 2017 [ Page 17]



Internet-Draft Keyst or e Model March 2017

}

| eaf description {
type string;
description
"An arbitrary description for this list of trusted
certificates.";
}
list trusted-certificate {
key nane;
description
"Atrusted certificate for a specific use. Note, this
"certificate’ is a list in order to encode any
associ ated internmediate certificates.”;
| eaf nane {
type string;
description
"An arbitrary name for this trusted certificate. Mist
be unique across all lists of trusted certificates
(not just this list) so that a leafref to it from
anot her nodul e can resolve to uni que val ues.";

| eaf certificate { // renane to 'data’ ?
type binary;
description
"An X. 509 v3 certificate structure as specified by RFC
5280, Section 4 encoded using the ASN. 1 distinguished
encoding rules (DER), as specified in ITUT X 690."
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER).";
}
}
}

list trusted-host-keys {
key nane;
description
"Alist of trusted host-keys. These host-keys can be used
by clients to authenticate SSH servers. The host-keys are
endpoi nt specific. Each list of host-keys SHOULD be
specific to a purpose, as the list as a whole nmay be
referenced by other nodules. For instance, a NETCONF
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client nodel might point to a list of host-keys to use
when aut henti cating servers host-keys."
| eaf nane {
type string;
description
"An arbitrary nanme for this list of trusted SSH host keys.";

| eaf description {
type string;
description
"An arbitrary description for this list of trusted SSH host
keys.";
}
list trusted-host-key {
key nane;
description
"A trusted host key."
| eaf nane {
type string;
description
"An arbitrary name for this trusted host-key. Mist be
uni que across all lists of trusted host-keys (not just
this list) so that a leafref to it from another nodul e
can resol ve to uni que val ues

Note that, for when the SSH client is able to |isten

for call-hone connections as well, there is no reference
identifier (e.g., hostnane, |IP address, etc.) that it
can use to uniquely identify the server with. The
cal |l -hone draft reconmends SSH servers use X.509v3
certificates (RFC6187) when calling hone.";

| eaf host-key { // renane to 'data’ ?
type binary;
mandat ory true
description // is this the correct type?
"An OneAsymmetri cKey ’'publicKey' structure as specified
by RFC 5958, Section 2 encoded using the ASN. 1
di stingui shed encoding rules (DER), as specified
in | TUT X 690.";
ref erence
"RFC 5958:
Asymret ri ¢ Key Packages
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER).";
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}
}
}
}

notification certificate-expiration {
description
"A notification indicating that a configured certificate is
either about to expire or has already expired. When to send
notifications is an inplenentation specific decision, but
it is RECOWENDED that a notification be sent once a nonth
for 3 nonths, then once a week for four weeks, and then once
a day thereafter."”;
| eaf certificate {
type instance-identifier;
mandat ory true
description
"Identifies which certificate is expiring or is expired.";
}
| eaf expiration-date {
type yang: dat e-and-ti ne;
mandat ory true
description
"Identifies the expiration date on the certificate."

<CCDE ENDS>
3. Design Considerations

Thi s docunment uses PKCS #10 [ RFC2986] for the "generate-certificate-
signing-request” action. The use of Certificate Request Message
Format (CRMF) [RFC4211] was considered, but is was unclear if there
was mar ket demand for it, and so support for CRWF has been left out
of this specification. |If it is desired to support CRMF in the
future, placing a "choice" statenent in both the input and out put
statenents, along with an "if-feature" statenent on the CRMF opti on,
woul d enabl e a backwards conpati bl e solution

This docunment puts a limt of the number of elliptical curves
supported by default. This was done to match industry trends in | ETF
best practice (e.g., matching work being done in TLS 1.3). |If
additional algorithns are needed, they MAY be augnented in by another
modul e, or added directly in a future version of this docunent.
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For the trusted-certificates list, Trust Anchor Format [ RFC5914] was
eval uated and deened i nappropriate due to this docunent’s need to

al so support pinning. That is, pinning a client-certificate to
support NETCONF over TLS client authentication.

4. Security Considerations

The YANG nodul e defined in this docunment is designed to be accessed
vi a YANG based managenent protocols, such as NETCONF [ RFC6241] and
RESTCONF [ RFC8040]. Both of these protocols have nandatory-to-

i mpl ement secure transport layers (e.g., SSH, TLS) with rutual

aut henti cati on.

The NETCONF access control nodel (NACM [RFC6536] provides the neans
to restrict access for particular users to a pre-configured subset of
all available protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/: The entire data tree defined by this nodule is sensitive to
wite operations. For instance, the addition or renoval of
keys, certificates, trusted anchors, etc., can dramatically
alter the inplemented security policy. This being the case,
the top-level node in this nodule is marked with the NACM val ue
"defaul t-deny-wite’

[ keyst or e/ keys/ key/ private-key: Wen witing this node,
i mpl enment ati ons MJUST ensure that the strength of the key being
configured is not greater than the strength of the underlying
secure transport connection over which it is comuni cat ed.
I mpl ement ati ons SHOULD fail the wite-request if ever the
strength of the private key is greater then the strength of the
underlying transport, and alert the client that the strength of
the key may have been conpronmised. Additionally, when deleting
this node, inplenentations SHOULD autonmatical ly (wthout
explicit request) zeroize these keys in the nost secure manner
avai l abl e, so as to prevent the remmants of their persisted
storage locations from being anal yzed i n any neani ngful way.

Sone of the readable data nodes in this YANG nodul e may be consi dered

sensitive or vulnerable in sone network environnents. It is thus
i mportant to control read access (e.g., via get, get-config, or
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notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/ keyst or el keys/ key/ private-key: This node is additionally
sensitive to read operations such that, in nornmal use cases, it
shoul d never be returned to a client. The best reason for
returning this node is to support backup/restore type
wor kfl ows. This being the case, this node is marked with the
NACM val ue ' defaul t-deny-all’

Sone of the RPC operations in this YANG nodul e nmay be consi dered
sensitive or vulnerable in sonme network environments. It is thus
i mportant to control access to these operations. These are the
operations and their sensitivity/vulnerability:

generate-certificate-signing-request: For this RPC operation, it
i s RECOVMENDED t hat i npl enentations assert channel binding
[ RFC5056], so as to ensure that the application |layer that sent
the request is the sane as the device authenticated in the
secure transport |ayer was established.

5. | ANA Consi derati ons
5.1. The I ETF XML Registry
This docunent registers one URI in the | ETF XM registry [ RFC3688].
Following the format in [RFC3688], the followi ng registration is
r equest ed:
URI: urn:ietf:parans:xm:ns:yang:ietf-keystore
Regi strant Contact: The NETCONF WG of the | ETF.
XM: NA, the requested URI is an XM. nanespace
5.2. The YANG Modul e Nanes Registry
Thi s docunent registers one YANG nodule in the YANG Mbdul e Nanes

registry [RFC6020]. Following the format in [RFC6020], the the
followi ng registration is requested:

nane: i etf-keystore

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-keystore
prefix: kc

r ef erence: RFC WwW
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Appendi x A. Change Log

A.1l. server-nodel-09 to 00
o0 This draft was split out fromdraft-ietf-netconf-server-nodel-09.
0 Renoved key-usage paraneter from generate-private-key action

o Now /private-keys/private-key/certificates/certificate/name nust
be globally unique (unique across all private keys).

0 Added top-level ’'trusted-ssh-host-keys’ and ’'user-auth-
credentials’ to support SSH client nodul es.

A. 2. keychain-00 to keystore-00
0 Renanmed nodul e from "keychain" to "keystore" (lssue #3)
A.3. 00to 01

0 Replaced the "certificate-chain’ structures wth PKCS#7
structures. (lssue #1)

0 Added ’'private-key' as a configurable data node, and renoved the
"generate-private-key' and 'load-private-key' actions. (lssue #2)

o Moved ’user-auth-credentials’ to the ietf-ssh-client nodul e.
(I ssues #4 and #5)

Appendi x B. Open | ssues
Pl ease see: https://github. conf netconf-wy/ keystore/issues.
Aut hor’ s Address

Kent Watsen
Juni per Networks

EMai | : kwat sen@ uni per. net

Wat sen Expi res Septenber 14, 2017 [ Page 25]



