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Abstract
Thi s docunent defines an accounting record for NETCONF and RESTCONF.
Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 14, 2017
Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

NETCONF [ RFC6241] and RESTCONF [ RFC8040] protocol operations are

aut henticated and aut horized as part of the Authentication,

Aut hori zation and Accounting (AAA) framework. An accounting record
needs to be created as part of the sane franework for each of these
operations to satisfy the accounting part of AAA. Having an
accounting record that is consistent across vendors allows for the
operator to conpare operations across devices fromdifferent vendors.
Thi s docunment defines such a record and a correspondi ng YANG dat a
nodel (i etf-netconf-am yang).

The rest of this docunent will use NETCONF to inply both NETCONF and
RESTCONF, but where applicable will call out each protoco
specifically.

1.1. Term nol ogy

The following ternms are defined in NETCONF [ RFC6241] and are not
redefi ned here:

o client
0 server
0 session

0 user
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2. Accounting Record

An accounting record for NETCONF consists of the follow ng fields.

Homm e Homm e R +--- o= +--- o= +--- o= +--- o= +--- o= +--- o= +--- o= +
| acct | date | sr | sess | tas | use | gro | pat | act | rul | sta

| - | - | c- | ion- | k- | r | ups | h | ion | e | tus

| code | time | ip| id [ id | I I I I I I
Homm - - Homm - - F T H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - +
Homm - - - Homm - - - R S +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +
wher e:

acct-code: START indicates a start of a new record, NONE a
continuation, and STOP the end of the record.

date-tinme: The date and tinme when the operation was perfornmed (UTC
Ti mezone)

src-ip: The source | P address that was used to request the operation

session-id: The session-id in case of NETCONF and woul d be bl ank in
case of RESTCONF

task-id: Used to track a accounting record in case it needs to split
for uploading or storing. The id is a nonotonically increasing
nunber assigned by the server

user: The NETCONF user that requesed this operation

groups: The group the user belongs to.

path: The path in the NACM rul e on which the operations is being
per f or ned

action: The action in the NACMrul e
rule: The rule in the NACM that was used to authorize the action
status: Wiether the operations was pernitted or denied.

3. Data Mddel Definitions

3.1. Data Organization

The follow ng diagram highlights the contents and structure of the
Accounting YANG nodul e.
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nodul e: i etf-netconf-am
+--ro nam
+--ro accounting-record* [task-id]

+--ro task-id ui nt 32

+--ro session-id? nc: session-id-type

+--ro acct-code enuneration

+--ro date-tinme yang: dat e-and-ti ne

+--ro src-ip i net:ip-address

+--ro0 group nacm gr oup- nane-type

+--ro user? nacm user - name-type

+--ro path nacm node-i nstance-identifier
+--ro action nacm access- operati ons-type
+--ro rule? string

+--ro status? nacm acti on-type

3.2.  YANG Modul e

The foll owi ng YANG nodul e specifies the normati ve NETCONF cont ent
that MJUST be supported by the server

The "ietf-netconf-ant YANG nodul e inports typedefs from YANG TYPES
[ RFC6991], from NETCONF [ RFC6241] and from NACM [ RFC6536] .

<CODE BEG NS> file "ietf-netconf-am@®017-03-13. yang"

nmodul e i et f-netconf-am {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-netconf-ant;
prefix "nant';

inmport ietf-inet-types {
prefix inet;
/Ireference

/1 "RFC 6991: Common YANG Data Types";
}
i mport ietf-yang-types {

prefix yang;

/Ireference

/1 "RFC 6991: Common YANG Data Types";
}
i mport ietf-netconf {

prefix nc;

/Ireference

11 "RFC 6241: NETCONF Protocol";
}
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i mport ietf-netconf-acm {
prefix nacm
/'l reference
11 "RFC 6536: NACM;

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

WG Chair: Mehnet Ersue
<mai | t o: nehmet . er sue@sn. conp

WG Chai r: Mahesh Jet hanandani
<mai | t 0: nj et hanandani @nui | . con>

Edi t or: Mahesh Jet hanandani
<mai | t 0: nj et hanandani @mai | . con®";

description
"This nodul e defines an accounting record for NETCONF operations
performed on the server. If these operations are authorized
usi ng rul es defined by NACM [ RFC6536], then that information is
al so captured by this nodule.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I ETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision "2017-03-13" {
description
"Initial version';
ref erence
"RFC XXXX: NETCONF and RESTCONF Accounting";
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/*
* Data definition statenents
* [

cont ai ner nam{
config fal se
description
"Parameters for NETCONF Accounting Mdel."

Iist accounting-record {
key "task-id";
description
"A list of accounting records generated by the server";

| eaf task-id {
type uint32;
description
"The task-id is a nonotonically increasing number
assigned by the server to capture a single
transaction.";

}

| eaf session-id {
type nc:session-id-type;
description
"If this operation happened over NETCONF, this
field captures the NETCONF session-id. In case
of RESTCONF this field can be left blank."

}

| eaf acct-code {
type enuneration {
enum start {
description
"Start of an accounting record";

enum stop {
description
"Indicates the end of an accounting
record";
}
enum none {
description
"Indi cates a single payload or a
continuation of an accounting record.”

}

mandat ory true
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description
"Some of the AAA server place a limt on the size
of the payload that can be transmitted at any
particul ar tine.

This field indicates what constitues a conplete
accounting record by setting up the boundaries. If
the accounting record fits within the payl oad
boundary the field should be set to none."

}

| eaf date-tine {
type yang: dat e-and-ti ne;
mandat ory true;
description
"The date and tinme when the operation was
requested. ";

}

| eaf src-ip {
type inet:ip-address;
mandat ory true
description
"The source | P address where the request was nade
from";

}

| eaf group {
type nacm gr oup- nane-type
mandat ory true
description
"The name of the group that the user who requested
the operation belongs to."

}

| eaf user {
type nacm user-nane-type
description
"The user within the group that is requesting this
operation.";

}

| eaf path {
type nacm node-instance-identifier;
mandat ory true
description
"Data Node Instance Identifier associated with the
data node that the request is being nmade on
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Instance identifiers start with the top-Ieve
data node, and a conplete identifier is required
for this value.";

}

| eaf action {
type nacm access-operati ons-type;
mandat ory true;
description
"The type of NETCONF operation being requested.";
}

leaf rule {

type string {
length "1.. max";
}

description
"The name assigned to the rule that was used to
aut horize the action, if authorization was
enabl ed. ";

}

| eaf status {
type nacm action-type
description
"Action taken by the server when the above
mentioned rul e matched, if authorization was
enable.";

<CODE ENDS>
4. | ANA Consi derations
Thi s docunment makes two requests of | ANA
The first request is to register one URl in "The | ETF XM. Registry".
Following the format in The | ETF XM. Regi stry [ RFC3688], the
foll owi ng needs to be registered.

URI: urn:ietf:parans: xm :ns:yang:ietf-netconf-am

Regi strant Contact: The | ESG
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XML: N A the requested URI is an XML nanmespace

The second request is to register one nodule in the "YANG Mdul e
Nanes" registry. Following the format in YANG [ RFC7950], the
foll owi ng needs to be registered.

Nane: ietf-netconf-am

Nanmespace: urn:ietf:parans: xm:ns:yang:ietf-netconf-am
Prefix: nam

Ref erence: RFC XXXX

Note to RFC Editor - Please replace XXXX with the RFC id assigned to
this draft.

5. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed using
the NETCONF protocol. The |owest NETCONF | ayer is the secure
transport |layer and the nmandatory-to-inplenent secure transport is
SSH.

Most of the data nodes defined in this YANG nodul e are readonly, i.e.
config false, and are therefore not vul nerable in network
environnments. However, they m ght contain data that m ght be
sensitive and should be protected with the right NACM [ RFC6536]

rul es.
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