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Abstract

Thi s docunent defines capabilities and operations for subscribing to
content and providing asynchronous notification nessage delivery on
that content. Notification delivery can occur over a variety of
protocol s used comonly in conjunction with YANG such as NETCONF and
RESTCONF. The capabilities and operations defined in this docunent
when using in conjunction with draft-ietf-netconf-netconf-event-
notifications are intended to obsol ete RFC 5277
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1. Introduction

Thi s docunent defines nmechani sns that provide an asynchronous nessage
notification delivery service in a protocol -agnostic manner. This
docunent defines capabilities and operations for providing
asynchronous nessage notification delivery for notifications

i ncluding those necessary to establish, nmonitor, and support
subscriptions to notification delivery.

Notification delivery can occur over a variety of protocols used
commonly in conjunction with YANG such as NETCONF [ RFC6241] (defined
in[lI-Dietf-netconf-netconf-event-notif]) and Restconf [RFC38040]
(defined in [I-D.ietf-netconf-restconf-notif]). The capabilities and
operations defined in this docunment are intended to obsol ete RFC
5277, along with their mapping onto NETCONF transport.

1.1. Motivation

The nmotivation for this work is to enable the sending of transport
agnosti c asynchronous notification nessages driven by a YANG
Subscription that are consistent with the data nodel (content) and
security nodel. Predating this work was [RFC5277] which defined a
limted defines a notification nechanismfor for NETCONF. However,
there are various [RFC5277] has limtations, nmany of which have been
exposed in [ RFC7923].

The scope of the work ains at meeting the operational needs of
net wor k subscri ptions:

0 Ability to dynamically or statically subscribe to event
notifications avail able on a publisher

0o Ability to negotiate acceptabl e dynami c subscription paraneters.

0 Ability to filter the subset of notifications to be pushed wth
stream specific semantics

o Ability for the notification payload to be interpreted
i ndependently of the transport protocol. (In other words, the
encoded notification fully describes itself.)

o Mechanismto communicate the notifications.
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0o Ability to replay locally |ogged notifications.
1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Confi gured subscription: A subscription installed via a configuration
i nterface which persists across reboots.

Dynami ¢ subscription: A subscription agreed between subscriber and
publ i sher created via RPC subscription state signaling nessages.

Event: An occurrence of sonething that may be of interest. (e.g., a
configuration change, a fault, a change in status, crossing a
threshold, or an external input to the system)

Event notification: A set of information intended for a Receiver
i ndi cating that one or nore Event(s) have occurred. Details of the
Event (s) may be included within the Notification.

Filter: Evaluation criteria, which may be applied against a targeted
set of objects/events in a subscription. |Information traverses the
filter only if specified filter criteria are net.

NACM NETCONF Access Control Mdel

OAM Qperations, Adm nistration, Mintenance.

Publ i sher: An entity responsible for streaning event notifications
per the ternms of a Subscriptions

Receiver: A target to which a publisher pushes event notifications.
For dynanic subscriptions, the receiver and subscriber will often be
the same entity.

RPC. Renote Procedure Call

Stream (al so referred to as "event streanl): A continuous ordered set
of events grouped under an explicit criteria.

Subscriber: An entity able to request and negotiate a contract for
the receipt of event notifications froma publisher.

Subscription: A contract with a publisher, stipulating which

i nformati on receiver(s) w shes to have pushed fromthe publisher
wi thout the need for further solicitation.
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1.3. Solution Overview

Thi s docunment describes nechani sns for subscribing and receiving
event notifications froman event server publisher. This docunent
has simlarities to the capabilities orginally defined in [ RFC5277].
Thi s docunment extends the supported capabilties, and generalizes
functionality to be protocol -agnostic.

Sone enhancenents over [RFC5277] include the ability to have multiple
subscriptions on a single transport session, to ternminate a single
subscriptions without ternminating the transport session, and to

nmodi fy exi sting subscriptions.

The sol ution supports subscribing to event notifications using two
mechani sns:

1. Dynanic subscriptions, where a subscriber initiates a

subscription negotiation with a publisher via RPC. |f the
publi sher wants to serve this request, it will accept it, and
then start pushing event notifications. |f the publisher does

not wish to serve it as requested, then an error response is
returned. This response may include hints at subscription
par aneters whi ch woul d have been accept ed.

2. Configured subscriptions, which is an optional nechani smthat
enabl es managi ng subscriptions via a configuration interface so
that a publisher can send event notifications to configured
receiver(s).

Sone key characteristics of configured and dynani ¢ subscriptions
i ncl ude:

o The lifetime of a dynamic subscriptionis limted by the lifetine
of the subscriber session used to establish it. Typically |oss of
the transport session tears down any dependent dynanic
subscri ptions.

o The lifetime of a configured subscription is driven by
configuration being present on the running configuration. This
i nplies configured subscriptions persist across reboots, and
persi sts even when transport is unavail abl e.

0 Subscriptions can be nodified or terninated at any point of their
lifetime. Configured subscriptions can be nodified by any
configuration client with wite rights on the configuration of the
subscri ption.

Voit, et al. Expi res August 27, 2017 [ Page 5]



Internet-Draft Event Notifications February 2017

2

2

2

2

Note that there is no m xing-and-matching of dynanic and configured
subscriptions. Specifically, a configured subscription cannot be
nmodi fied or deleted using RPC. Simlarly, a subscription established
via RPC cannot be nodified through configuration operations.

The publisher nmay decide to terminate a dynamic subscription at any
time. Simlarly, it may decide to tenporarily suspend the sending of
event notifications for either configured or dynam c subscriptions.
Such term nati on or suspension may be driven by the publisher running
out of resources to serve the subscription, or by internal errors on
t he publi sher.

Sol ution
1. Event Streans

An event streamis a set of events available for subscription froma
publisher. It is out of the scope of this docunent to identify a)
how streanms are defined, b) how events are defined/ generated, and c)
how events are assigned to streans.

That said, there is one standardi zed event stream this is the
"NETCONF" event stream The NETCONF event stream contains al

NETCONF XML event information supported by the publisher, except for
where it has been explicitly indicate that this info nust be excluded
fromthe NETCONF stream

As events are raised by a system they may be assigned to one or nore
streans. The event is distributed to receivers neeting all three
critera: (1) a subscription includes the identified stream (2)
susbcription filtering allows the event to traverse, and (3) no
access control rules prohibit the receiver fromreceiving the event.

2. Filters
a publisher inplenentati on SHOULD support the ability to perform
filtering of notification records per [RFC5277]. (TODQ since 5277
is to be obsoleted, we should describe the filter here.)
3. Subscription State Mddel at the Publisher
Below is the state machine of a subscription for the publisher. It
is inportant to note that a subscription doesn’t exist at the
publisher until it is accepted and made active. The nmere request by

a subscriber to establish a subscription is insufficient for that
asserted subscription to be externally visible via this state
machi ne.
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| start |
establish
I
| modi fy-------------- .
\ \ '
———————— i——————>suspend———————>| [
nmodi fy | active | | suspended |
EEEEEEE T >| | <----resume----<------ [ [
delete/kill delete/kill
I I
v I
------- |
| end [<------iomcmei e '

Figure 1: Subscription states at publisher
O interest in this state nachine are the foll ow ng:

0 Successful <establish-subscription> or <nodify-subscription>
requests put the subscription into an active state.

o0 Failed <nodify-subscription> requests will |eave the subscription
inits previous state, with no visible change to any streaning
updat es.

0 A <del ete-subscription> or <kill-subscription>wll end the

subscri ption.
3. Data Mbdel Trees for Event Notifications

The YANG data nodel for event notifications is depicted in this
section.

nodul e: ietf-subscribed-notifications
+--ro streans
| +--ro streantr stream
+-rwfilters
| +--rwfilter* [identifier]
[ +--rwidentifier filter-id
| +-rw (filter-type)?
| +--:(by-reference)
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-rw subscription-config {configured-subscriptions}?

+--rw subscription* [identifier]

+-rwidentifier subscription-id
+--rw streanf stream
+--rw encodi ng? encodi ng

I

I

|

+-

I

I

I

I

| +--rw stop-tinme?

[ +-rw (filter-type)?

| | +--:(by-reference)

| | | +--rwfilter-ref? f
| | +--:(event-filter)

| | +-rwfilter?

| +--rw receivers

[ | +--rwreceiver* [address port]
I
I
I
I
|
I
I
I
I

| +--rw address i net: host
[ +--rw port i net: port
| +--rw protocol? transport

+--rw (notification-origin)?
+--:(interface-originated)
| +--rw source-interface? i
+--: (address-origi nat ed)
+--rw source-vrf?
+--rw sour ce- addr ess? i
+--ro subscriptions
+--ro0 subscription* [identifier]
+--ro identifier
+--ro configured-subscription?

yang: dat e-and-ti ne

ilter-ref

- hurrber
- pr ot ocol

f:interface-ref

string

net:i p- addr ess- no- zone

subscription-id

[ enpty {configured-subscriptions}?

+--ro streanf
+--ro encodi ng?
+--ro replay-start-tinme?
+--ro stop-tine?
+-ro (filter-type)?
| +--:(by-reference)
| | +--rofilter-ref?
| +--:(event-filter)
| +--ro filter?
+--ro (notification-origin)?
| +--:(interface-originated)
| +--ro source-interface?
+--: (address-ori gi nat ed)
+--ro source-vrf?
+--ro0 source-address?
-ro receivers
+--ro receiver* [address]
+--ro address

I
I
I
|
+-
I
I
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encodi ng

yang: dat e-and-ti ne
yang: dat e-and-ti ne

filter-ref

if:interface-ref

string
i net:i p-address-no-zone

i net: host
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| +--ro port i net: port-nunber

| +--ro protocol ? transport-protoco
| +--ro pushed-notifications? yang: count er 64

[ +--ro excluded-notifications? yang: count er 64
+--ro subscription-status? subscri ption-status

rpcs:
+---x establish-subscription
+---w i nput

| +---w strean? stream
+---w encodi ng? encodi ng
+---wreplay-start-time? yang: date-and-tine
+---w stop-tinme? yang: dat e-and-ti ne

I
I
I
| +---w (filter-type)?
| +--:(by-reference)
[ | +---wfilter-ref? filter-ref
| +--:(event-filter)
| +--wfilter?
+--ro out put
+--ro subscription-result subscription-result
+--ro (result)?

+--:(no-success)

| +--ro filter-failure? string

| +--ro replay-start-tine-hint? yang:date-and-tine

+--:(success)

+--ro identifier subscription-id

+---x nodi fy-subscription
| +---winput
| | +---widentifier? subscription-id
| | +---wstop-tinme? yang: dat e-and-ti ne
| | +--w(filter-type)?
| +--:(by-reference)
| | +---wfilter-ref? filter-ref
| +--:(event-filter)
||
| +
I
I
I
I

+---wfilter?
--ro output
+--ro subscription-result subscription-result

+--ro (result)?
+--:(no-success)
+--ro filter-failure? string

+---Xx del ete-subscription
|  +---winput
| | +---widentifier subscription-id
| +--ro output
| +--ro subscription-result subscription-result
+---x kill-subscription
+---w i nput
| +---widentifier subscription-id
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+--ro out put
+--ro subscription-result subscription-result

notifications:
+---n replay-conpl ete

| +--ro identifier subscription-id

+---n notification-conplete

| +--ro identifier subscription-id

+---n subscription-started
+--ro identifier subscription-id
+--ro streanf stream
+--ro encodi ng? encodi ng
+--ro replay-start-time? yang:date-and-tine
+--ro stop-tinme? yang: dat e-and-ti ne

+--ro (filter-type)?
+--: (by-reference)
| +--ro filter-ref? filter-ref
+--:(event-filter)
+-ro filter?

I
I
I
I
I
I
I
I
I
I
+---n subscription-resuned
| +--ro identifier subscription-id
+---n subscription-nodified
| +--ro identifier subscription-id
| +--ro streanf stream
| +--ro encoding? encodi ng
| +--ro replay-start-time? yang: dat e-and-ti ne
| +--ro stop-tinme? yang: dat e-and-ti ne
| +--ro (filter-type)?
| +--: (by-reference)
| | +--ro filter-ref? filter-ref
| +--:(event-filter)
| +-ro filter?
+---n subscription-term nated
| +--roidentifier subscription-id
| +--ro error-id subscription-errors
| +--ro filter-failure? string
+---n subscri ption-suspended
+--ro identifier subscription-id
+--ro error-id subscription-errors

+--ro filter-failure? string
The data nodel is structured as foll ows:

0 "Streans" contains a list of event streans that are supported by
the publisher and that can be subscribed to.

o "Filters" contains a configurable list of filters that can be
applied to a subscription. This allows users to reference an
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existing filter definition as an alternative to defining a filter
inline for each subscription

0 "Subscription-config" contains the configuration of configured
subscriptions. The paraneters of each configured subscription are
a superset of the paraneters of a dynanic subscription and use the
same groupings. In addition, the configured subscriptions nust
al so specify intended receivers and may specify the push source
fromwhich to send the stream of notification nessages

0 "Subscriptions" contains a list of all subscriptions on a

publisher, both configured and dynamic. It can be used to
retrieve information about the subscriptions which an publisher is
servi ng.

The data nodel al so contains a nunber of notifications that allow a
publisher to signal information about a subscription. Finally, the
data nodel contains a nunber of RPC definitions that are used to
manage dynani ¢ subscriptions.

4. Dynam c Subscriptions
Dynami ¢ subscriptions are nanaged via RPC

4.1. Establishing a Subscription

The <establish-subscription> operation allows a subscriber to request
the creation of a subscription via RPC

The input paranmeters of the operation are:

o Afilter which identifies what is being subscribed to, as well as
what shoul d be included (or not) in the pushed results.

0 An optional streamwhich may identify or reduce the domain of
events agai nst which the subscription is applied.

0 The desired encoding for the returned events. By default, updates
are encoded using XM.. O her encodi ngs may be supported, such as
JSON.

0 An optional stop tine for the subscription

0 An optional start time which indicates that this subscription is
requesting a replay push of events previously generated.

If the publisher cannot satisfy the <establish-subscription> request,
it sends a negative <subscription-result> element. |f the subscriber
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has no authorization to establish the subscription, the
<subscription-result> indicates an authorization error. Optionally,
the <subscription-result> may include one or nore hints on
alternative input paraneters and val ue which would have resulted in
an accepted subscription.

Subscription requests nmust fail if a filter with invalid syntax is
provided or if the name of a non-existent streamis provided.

4.1.1. Replay Subscription

The presence of a start tinme indicates that this is a replay
subscription. The start tine nust be earlier than the current tinme.
If the start time points earlier than the nmaintai ned history of
Publ i sher’s event buffer, then the subscription nmust be rejected. In
this case the error response to the <establish-subscription> request
shoul d include a start time supportable by the Publisher

4.2. Mdifying a Subscription

The <nodi fy-subscription> operation pernmits changing the ternms of an
exi sting dynam c subscription previously established on that
transport session. Subscriptions created by configuration operations
cannot be nodified via this RPC. Dynam ¢ subscriptions can be

nmodi fied one or multiple times. |If the publisher accepts the
requested nodifications, it imediately starts sending events based
on the new terns, conpletely ignoring the previous ones. |If the
publisher rejects the request, the subscription renmains as prior to
the request. That is, the request has no inpact whatsoever. The
contents of a such a rejected nodification nay include one or nore
hints on alternative input paraneters and val ue whi ch woul d have
resulted in a successfully nodified subscription

Dynami ¢ subscriptions established via RPC can only be nodified (or
del eted) via RPC using the sane transport session used to establish
t hat subscription.

4.3. Deleting a Subscription

The <del et e-subscription> operation permits canceling an existing

subscription previously established on that transport session. |If
t he publisher accepts the request, it imediately stops sending
events for the subscription. |1f the publisher rejects the request,

all subscriptions remain as prior to the request. That is, the
request has no inmpact whatsoever

Subscriptions established via RPC can only be deleted via RPC using
the sane transport session used for subscription establishnent.
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Configured subscriptions cannot be del eted using RPCs. |nstead,
configured subscriptions are deleted as part of regular configuration
operations. Publishers MIST reject any RPC attenpt to delete
configured subscriptions.

4.4. Killing a Subscription

The <kill-subscription> operation pernmits an operator to end any
dynami ¢ subscription. The publisher nust accept the request for any
dynanmi ¢ subscription, and i mmedi ately stop sending events.

Confi gured subscriptions cannot be kill using this RPC. |nstead,
configured subscriptions are deleted as part of regular configuration
operations. Publishers MIST reject any RPC attenpt to kill a
configured subscription.

5. Configured Subscriptions

A configured subscription is a subscription installed via a
configuration interface.

Configured subscriptions persist across reboots, and persist even
when transport is unavail abl e.

Configured subscriptions can be nodified by any configuration client
with wite pernissions for the configuration of the subscription
Subscriptions can be nodified or term nated via the configuration
interface at any point of their lifetine.

Supporting configured subscriptions is optional and advertised using
the "confi gured-subscriptions" feature.

In addition to subscription paranmeters that apply to dynamc
subscriptions, the followi ng additional paraneters apply to
configured subscriptions:

0 One or nore receiver |P addresses (and correspondi ng
ports)intended as the destination for push updates for each
subscription. 1In addition, the transport protocol for each
destination may be defi ned.

0 Optional paraneters to identify an egress interface or | P address
!/ VRF where a subscription updates should be pushed fromthe
publisher. If not included, push updates will go off a default
interface for the device
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5.1. Establishing a Configured Subscription

Confi gured subscriptions are established using configuration
operations against the top-level subtree subscription-config. There
are two key differences between RPC and <edit-config> RPC operations
for subscription establishment. Firstly, <edit-config> operations
install a subscription without question, while RPCs nmay support
negoti ati on and rejection of requests. Secondly, while RPCs mandate
that the subscriber establishing the subscriptionis the only
receiver of the notifications, <edit-config> operations permt

speci fying receivers independent of any tracked subscri ber

I medi ately after a subscription is successfully established, the
publ i sher sends to any newy active receivers a control-plane
notification stating the subscription has been established
(subscription-started).

Because there is no explicit association with an existing transport
session, <edit-config> operations require additional paranmeters to
i ndicate the receivers of the notifications and possibly the source
of the notifications such as a specific egress interface.

For exanple at subscription establishnment if NETCONF transport is
bei ng used, a client may send:
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<rpc nessage-i d="101"
xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0"
xm ns: nc="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<subscription-config
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:2. 0">
<subscri ption>
<subscription-id>
1922
</ subscription-id>
<streanp
foo
</ streanr
<recei ver >
<addr ess>
1.2.3.4
</ addr ess>
<port >
1234
</ port >
</receiver>
</ subscri ption>
</ subscri ption-config>
</edit-config>
</rpc>

Fi gure 2: Configured subscription creation via NETCONF
if the request is accepted, the publisher would reply:
<rpc-reply nessage-id="101"

xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ok/ >
</rpc-reply>

Fi gure 3: Successful NETCONF configured subscription response

if the request is not accepted because the publisher cannot serve it,
the publisher may reply:
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<rpc-reply xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<rpc-error>
<error-type>application</error-type>
<error-tag>resource-deni ed</error-tag>
<error-severity>error</error-severity>
<error-nessage xnl:lang="en">
Tenporarily the publisher cannot serve this
subscription due to the current workl oad.
</ error-message>
</rpc-error>
</rpc-reply>

Figure 4: A NETCONF response for a failed configured subscription
creation

5.2. Mdifying a Configured Subscription

Confi gured subscriptions can be nodified using configuration
operations against the top-level subtree subscription-config.

I medi ately after a subscription is successfully nodified, the
publ i sher sends to the existing receivers a control-plane
notification stating the subscription has been nodified (i.e.
subscription-nodified).

If the nmodification involved addi ng and/or renpving receivers, those
nmodi fied receivers are sent control -plane notifications, indicating
they have been added (i.e, subscription-started to a specific
receiver) or renoved (i.e., subscription-ternmnated to a specific
receiver.)

5.3. Deleting a Configured Subscription

Subscriptions can be del eted using configuration operations agai nst
the top-level subtree subscription-config. For exanple, in RESTCONF:

DELETE / subscri ption-confi g/ subscription=1922 HITP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 204 No Content
Date: Sun, 24 Jul 2016 11:23:40 GVI
Server: exanpl e-server

Figure 5: Deleting a configured subscription

I mmedi ately after a subscription is successfully deleted, the
publisher sends to all receivers of that subscription a control-plane
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6

notification stating the subscription has been terninated
(subscription-term nated).

Event (Data Plane) Notifications

Once a subscription has been set up, the publisher streans
(asynchronously) notifications per the ternms of the subscription. W
refer to these as event notifications. For dynam c subscriptions set
up via RPC operations, event notifications are sent over the session
used to establish the subscription. For configured subscriptions,
event notifications are sent over the specified connections.

An event notification is sent to a receiver when sonethi ng of
interest occurs which is able to traverse all specified filtering and
access control criteria. The event notification nmust include:

0 a subscription-id el enent of type uint32 which corresponds to
responsi bl e subscription in the Publisher

o an eventTinme el enent which provides the tine the event was
generated by the event source. This event tinme paraneter is of
type dateTine and conpliant to [ RFC3339]. |Inplenentations nust
support time zones.

o the event notification content tagged and provi ded by a source in
t he publi sher.

The following is an exanple of a conpliant event notification. This
exanpl e extending the exanple within [ RFC7950] section 7.16.3 to
i nclude the mandatory information described above:

<notification
xm ns=" urn:ietf:parans: xm : ns: netconf:notification:1.0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<subscri ption-i d>500</ subscri ption-id>
<link-failure xm ns="http://acne. exanpl e. com systeni >
<i f-name>so-1/2/3.0</if-name>
<i f-adm n-status>up</if-adm n-status>
<i f - oper - st at us>down</ i f - oper - st at us>
</link-failure>
</notification>

Figure 6: Data plane notification

Wil e this extended [ RFC7950] section 7.16 notification provides a
valid nethod of encapsul ati ng subscribed notifications, other
transport encapsul ati on nethods are also viable. Inprovenents may be
achieved in sone inplenentations in the foll owi ng ways:
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o transport efficiency may be gained by allowi ng the encapsul ation
and bundl ed push of nultiple events within the same event
notification.

o identifiers to designate the current and previ ous event
notification can be used to discover duplicated and dropped
notifications

0 additional header types can be used to pass rel evant netadat a.

0 a signature or hash can be included to verify the efficacy of the
Publ i sher

This is being explored in NETMOD Notifications 2.0
[I-D.voit-notifications2].

7. Subscription State Notifications

In addition to data plane notifications, a publisher may send
subscription state notifications to indicate to receivers that an
event related to the subscription managenent has occurred.

Subscription state notifications are unlike other notifications in
that they are not general - purpose notifications. They cannot be
filtered out, and they are delivered only to directly inpacted

recei ver(s) of a subscription. The definition of subscription state
notifications is distinct fromother notifications by nmaking use of a
YANG ext ensi on taggi ng them as subscription state notification

Subscription state notifications include indications that a replay of
notifications has been conpleted, that a subscription is done sending
notifications because an end tine has been reached, and that a
subscription has started, been nodified, been term nated, or been
suspended. They are described in the foll owi ng subsections.

7.1. subscription-started

This notification indicates that a configured subscription has
started and data updates are beginning to be sent. This notification
i ncludes the paraneters of the subscription, except for the

recei ver(s) addressing infornmation and push-source information. Note
that for RPC-based subscriptions, no such notifications are sent.

7.2. subscription-nodified
This notification indicates that a configured subscription has been

nmodi fi ed successfully. This notification includes the paraneters of
t he subscription, except for the receiver(s) addressing information
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and push-source information. Note that for RPC- based subscriptions,
no such notifications are sent.

7.3. subscription-term nated

This notification indicates that a subscription has been term nated
by the publisher. The notification includes the reason for the

term nation. The publisher may decide to term nate a subscription
when it is running out of resources for serving it, an internal error
occurs, etc. Publisher-driven termnations are notified to al
receivers. The nmanagenent plane can al so terninate configured
subscriptions using configuration operations.

Subscribers can term nate via RPC subscriptions established via a
del ete-subscription RPC. |In such cases, no subscription-term nated
notifications are sent. However if a kill-subscription RPC is sent,
or sone other event results in the end of a sushbcription, then there
must be a notification that the subscription has been ended.

7.4. subscription-suspended

This notification indicates that a publisher has suspended a
subscription. The notification includes the reason for the
suspension. A possible reason is the lack of resources to serve it.
No further data plane notifications will be sent until the
subscription resunes. Suspensions are notified to the subscriber (in
the case of dynam c subscriptions) and all receivers (in the case of
configured subscriptions).

7.5. subscription-resuned

This notification indicates that a previously suspended dubscription
has been resumed. Data plane notifications generated in the future
will be sent after the subscription terms. Resunptions are notified
to the subscriber (in the case of dynam c subscriptions) and all
receivers (in the case of configured subscriptions).

7.6. notification-conplete

This notification is sent to indicate that a subscription, which
i ncludes a stop tine, has finished passing events.

7.7. replay-conplete
This notification indicates that all of the notifications prior to
the current time have been sent. This includes new notifications

generated since the start of the subscription. This notification
must not be sent for any other reason
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8.

8.

8.

I f subscription contains no stop tinme, or has a stop tine which has
not been reached, then after the replay-conplete notification has
been sent notifications will be sent in sequence as they arise
naturally within the system

Adm ni strative Functions
1. Subscription Mnitoring

Cont ai ner "subscriptions"” in the YANG nodul e bel ow contains the state
of all subscriptions that are currently active. This includes
subscriptions that were established (and have not yet been del eted)
using RPCs, as well as subscriptions that have been configured as
part of configuration. Using the <get> operation with NETCONF, or
subscribing to this information via [I-D.ietf-netconf-yang-push]

all ows the status of subscriptions to be nonitored.

Each subscription is represented as a list element. The associated

i nformati on includes an identifier for the subscription, a
subscription status, as well as the various subscription paraneters
that are in effect. The subscription status indicates whether the
subscription is currently active and healthy, or if it is degraded in
some form Leaf "configured-subscription” indicates whether the
subscription came into being via configuration or via RPC

Subscriptions that were established by RPC are removed fromthe I|ist
once they expire (reaching stop-tinme) or when they are termnated.
Subscriptions that were established by configuration need to be

del eted fromthe configuration by a configuration editing operation
even if the stop tinme has been passed.

2. Capability Advertisenent

Capabilities are advertised in nessages sent by each peer during
session establishnent [ RFC6241]. Publishers supporting the features
in this docunent nust advertise the capability

"urn:ietf:parans: netconf:capability:notification:2.0".

The mechani smdefined in this docunment is identified by
"urn:ietf:parans: netconf:capability:notification:2.0". If a

subscri ber only supports [RFC5277] and not this specification, then
they will recognize the capability

"urn:ietf:parans: netconf:capability:notification:1.0" and ignore the
capability defined in this document.
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8.3. Event Stream Di scovery

A publisher maintains a |list of available event streans as
operational data. This list contains both standardi zed and vendor -
specific event streans. A client can retrieve this list |ike any
ot her YANG defined data, for exanple using the <get> operation when
usi ng NETCONF.

9. Dat a Mbdel for Event Notifications

<CODE BEG NS> file "ietf-subscribed-notifications.yang"
nodul e ietf-subscribed-notifications {
namespace
"urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications”;

prefix sn;

i mport ietf-yang-types {
prefix yang;

}

inmport ietf-inet-types {
prefix inet;

}

inmport ietf-interfaces {
prefix if;

}

organi zation "I ETF";

cont act

"WG Web: & t;http://tools.ietf.org/wy/ netconf/&gt;
WG List: & t;mailto:netconf@etf.orgé&gt;

WG Chai r: Mahesh Jet hanandani
& t; mailto: njethanandani @nail.conggt ;

WG Chair: Mehnet Ersue
& t;mailto: mehnet. ersue@oki a. com&gt ;

Edi t or: Al exander O emm
& t;mailto:ludwi g@l enm or g&gt ;

Edi t or: Eric Voit
& t;milto:evoit@isco.cong&gt;

Edi t or: Al berto Gonzalez Prieto
& t;mailto: al bertgo@i sco. cong&gt;

Edi t or: Ei nar N | sen- Nygaard
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& t;mailto: ei narnn@i sco. comigt ;

Edi t or: Anbi ka Prasad Tri pat hy
& t;milto:anbtri pa@i sco. con&gt"”;

description
"Thi s nodul e contai ns conceptual YANG specifications for NETCONF
Event Notifications.";

revision 2017-02-23 {
description
"Tweaks to renove two notifications, RPC for create subscription
refined with stream default, new grouping to elimnate sone
dymani cal |y nodifiable paraneters in nodifiy subscription RPC
reference
"draft-ietf-netconf-subscribed-notifications-00";

/*
* FEATURES
*/

feature json {
description
"This feature indicates that JSON encodi ng of notifications
is supported.”;

}

feature configured-subscriptions {
description
"This feature indicates that nmanagenent plane configuration
of subscription is supported.”

}

/*

* EXTENSI ONS
*

/

ext ensi on subscription-state-notif {
description
"This statenment applies only to notifications. It indicates that
the notification is a subscription state notification (aka QAM
notification). Therefore it does not participate in a regul ar
event stream and does not need to be specifically subscribed
in order to receive notifications."
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/*
* | DENTI TI ES
*/

/* ldentities for streanms */
identity stream {
description
"Base identity to represent a generic stream of event
notifications.";

}

i dentity NETCONF {
base stream
description
"Default NETCONF event stream containing events based on
notifications defined as YANG nodul es that are supported by the
system This contains the sane set of events in a default
RFC- 5277 NETCONF streant;
}

/* ldentities for subscription results */
identity subscription-result {
description
"Base identity for RPC responses to requests surrounding
managenent (e.g. creation, nodification, deletion) of
subscriptions.”;

}
identity ok {
base subscription-result;
description
"OK - RPC was successful and was performed as requested.”;
}

identity error {
base subscription-result;
description
"RPC was not successf ul
Base identity for error return codes."

}

/* Identities for subscription streamstatus */
identity subscription-streamstatus {
description
"Base identity for the status of subscriptions and datastreans.";

}

identity active {
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base subscription-stream status
description
"Status is active and healthy.";
}

identity inactive {
base subscription-stream status
description
"Status is inactive, for example outside the interval between
start time and stop tine.";

}

identity suspended {
base subscription-stream st at us;
description
"The status is suspended, neaning that the publisher is currently
unabl e to provide the negotiated updates for the subscription."”;

}

identity in-error {
base subscription-stream status
description
"The status is in error or degraded, neaning that stream and/or
subscription is currently unable to provide the negotiated
notifications.";

}

/* Identities for subscription errors */

identity internal-error {
base error;
description
"Error within publisher prohibits operation.”
}

i dentity suspension-tineout {
base error;
description
"Term nation of previously suspended subscription. The publisher
has elimnated the subscription as it exceeded a tine limt for
suspensi on. ";

}

identity stream unavail abl e {
base error;
description
"Stream nane does not exist or is not available to the receiver."”

Voit, et al. Expi res August 27, 2017 [ Page 24]



Internet-Draft Event Notifications February 2017

i dentity encodi ng-unavail abl e {
base error;
description
"Encodi ng not supported"”

}

identity replay-unsupported {
base error;
description
"Repl ay cannot be perforned for this subscription. The publisher
does not provide the requested historic information via replay.";

}
identity history-unavail able {
base error;
description
"Repl ay request too far into the past. The publisher does store
historic information for all parts of requested subscription, but
not back to the requested tinestanp."”;
}
identity filter-unavailable {
base error;
description
"Referenced filter does not exist";
}
identity filter-unsupported {
base error;
description
"Cannot parse syntax within the filter. Failure can be froma
syntax error, or a syntax too conplex to be processed by the
pl atform The supplenental info should include the invalid part
of the filter.";
}

i dentity namespace-unavail abl e {
base error;
description
"Ref erenced nanespace doesn’t exist or is unavail able
to the receiver.";

identity no-such-subscription {
base error;
description
"Ref erenced subscription doesn't exist. This may be as a result of
a non-existent subscription ID, an I D which belongs to another
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subscriber, or an ID for acceptabl e subscription which has been
statically configured."”;

}

/* Identities for encodings */
identity encodings {
description
"Base identity to represent data encodi ngs”
}

identity encode-xm {
base encodi ngs;
description
"Encode data using XM."
}

identity encode-json {
base encodi ngs;
description
"Encode data using JSON'
}

/* ldentities for transports */
identity transport {
description
"An identity that represents a transport protocol for event
notifications”

}

identity netconf {
base transport;
description
"Netconf notifications as a transport.";
}

/*
* TYPEDEFs
*/

typedef subscription-id {
type uint32;
description
"A type for subscription identifiers.";

typedef filter-id {
type uint32;
description
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"Atype to identify filters which can be associated with a
subscription.";

}

typedef subscription-result {
type identityref {
base subscription-result;
}

description
"The result of a subscription operation”
}

typedef subscription-errors {
type identityref {
base error;
}

description
"The reason for the failure of an RPC request or the sending of a
subscription suspension or termnination notification"

}

typedef encoding {
type identityref {
base encodi ngs;
}

description
"Specifies a data encoding, e.g. for a data subscription.”
}

typedef subscription-status {
type identityref {
base subscription-stream st at us;
}

description
"Specifies the status of a subscription or datastream?";
}

typedef transport-protocol ({
type identityref {
base transport;
}

description
"Specifies transport protocol used to send notifications to a
receiver.";

}

typedef notification-origin {
type enuneration {
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enum "interface-originated" {
description
"Notifications will be sent froma specific interface on a
publisher™;
}
enum "address-origi nated" {
description
"Notifications will be sent froma specific address on a
publ i sher";
}
}
description
"Specifies fromwhere notifications will be sourced when
bei ng sent by the publisher.";

}

typedef stream {
type identityref {
base stream
}

description
"Specifies a systemprovi ded datastream";
}

typedef filter-ref {
type leafref {
path "/sn:filters/sn:filter/sn:identifier"”;
}

description
"This type is used to reference a filter.";
}

/*
* CGROUPI NGS
*/

groupi ng base-filter {
description
"This grouping defines the base for filters for notification
events.";
choice filter-type {
description
"Afilter needs to be a single filter of a given type. MXing
and matching of multiple filters does not occur at the |evel of
this grouping.";
case by-reference {
description
"I ncorporate a filter that has been configured separately."
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leaf filter-ref {
type filter-ref;
description
"References an existing filter which is to be applied to
the potential events of the subscription.”
}
}
case event-filter {
anyxm filter {
description
"Filter which excludes whole event-notifications. If a filter
element is specified to look for data of a particul ar
val ue, and the data itemis not present within a particular
event notification for its value to be checked against, the
notification will be filtered out. For exanple, if one
were to check for 'severity=critical’ in a configuration
event notification where this field was not supported, then
the notification would be filtered out. For subtree
filtering, a non-enpty node set neans that the filter
mat ches. For XPath filtering, the mechani sms defined in
[ XPATH] shoul d be used to convert the returned value to
bool ean. ";

}

groupi ng subscri ption-policy-non-configurable {
description
"Thi s groupi ng describes the informati on which can only be set
in a dynam c subscription request via RPC.";
| eaf replay-start-tine {
type yang: dat e-and-ti ne;
description
"Used to trigger the replay feature and indicate that the

replay should start at the tinme specified. If replay-start-tine
is not present, this is not a replay subscription and event
pushes should start imediately. It is never valid to

specify start times that are later than or equal to the
current tinme.";
}
}

groupi ng subscri ption-policy-non-nodifiable {
description
"This grouping describes the information in a subscription which
shoul d not change during the life of the subscription."
| eaf stream/{
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type stream
description
"I ndi cates which stream of events is of interest.
If not present, events in the default NETCONF stream
will be sent.";

| eaf encoding {
type encodi ng;
default "encode-xm";
description
"The type of encoding for the subscribed data.
Default is XM.";

}
}

groupi ng subscription-policy-nodifiable {
description
"Thi s groupi ng describes all objects which may be changed
in a subscription via an RPC.";
| eaf stop-tine {
type yang: dat e-and-ti ne;
description
"Identifies a time after which notification events shoul d not
be sent. If stop-tine is not present, the notifications wll
continue until the subscription is ternminated. |If
replay-start-tine exists, stop-tine nust for a subsequent tine.
If replay-start-tine doesn’t exist, stop-time nust for a future
time.";
}

uses base-filter;

}

groupi ng subscription-policy {
description
"This groupi ng describes information concerning a subscription.";
uses subscription-policy-non-nodifiable;
uses subscription-policy-non-configurabl e;
uses subscription-policy-nodifiable;

}

grouping notification-origin-info {

description
"Defines the sender source fromwhich notifications for a
configured subscription are sent.";

choice notification-origin {
description

"Identifies the egress interface on the Publisher from which
notifications will or are being sent."
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case interface-originated {

description
"When the push source is out of an interface on the

Publ i sher established via static configuration.";
| eaf source-interface {
type if:interface-ref;

description
"References the interface for notifications.";
}

}
case address-originated {

description
"When the push source is out of an |IP address on the

Publ i sher established via static configuration."”;

| eaf source-vrf {
type string;

description
"Network instance name for the VRF. This could al so have
been a leafref to draft-ietf-rtgwg-ni-nodel, but that nodel

in not conplete, and may not be inplenmented on a box.";

}

| eaf source-address {
type inet:ip-address-no-zone;
description
"The source address for the notifications."
}
}
}
}

groupi ng receiver-info {

description
"Defines where and how to get notifications for a configured

subscriptions to one or nore targeted recipient. This includes
speci fying the destination addressing as well as a transport

protocol acceptable to the reciever.";
cont ai ner receivers {
description
"Set of receivers in a subscription.”
list receiver {
key "address port";
nmn-el enents 1;

description
"A single host or multipoint address intended as a target

for the notifications for a subscription.”
| eaf address {

type inet: host;

mandat ory true
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description
"Specifies the address for the traffic to reach a renote
host. One of the follow ng nust be specified: an ipv4
or a host nane.";

address, an ipv6 address,

}

| eaf port {
type inet: port-numnber;

mandat ory true;
description
"This | eaf specifies the port nunber to use for nessages

destined for a receiver.";

}

| eaf protocol {
type transport - protocol

default "netconf";
description
"This | eaf specifies the transport protocol used
to deliver nessages destined for the receiver. Each
may use the address and port information

pr ot ocol
differently as applicable.”
}
}
}
}
grouping error-identifier {
description
"A code passed back within an RPC response to describe why the RFC
has failed, or within a state change notification to describe why

t he change has occurred."

| eaf error-id {
type subscription-errors;
mandat ory true
description
"Identifies the subscription error condition.";

}
}
grouping error-hints {
description
"(bj ects passed back within an RPC response to desci be why the RFC
has failed, or within a state change notification to describe why

t he change has occured.”
leaf filter-failure {

type string;
description
"Informati on describing where and/or why a provided filter was

unsupportable for a subscription."”;
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}
}

groupi ng subscription-response-with-hints {
description
"Defines the output for the establish-subscription and
nmodi f y- subscri ption RPCs.";
| eaf subscription-result {
type subscription-result;
mandat ory true
description
"I ndi cat es whether subscription is operational, or if a problem
was encountered.”;
}
choice result {
description
"Dependi ng on the subscription result, different data is
returned.";
case no-success {
description
"This case applies when a subscription request was not
successful and no subscription was created (or nodified) as a
result. In this case, information MAY be returned that
i ndi cates suggested paraneter settings that would have a
hi gh I'ikelihood of succeeding in a subsequent establish-
subscription or nodi fy-subscription request.";
uses error-hints;
}
}
}

/*
* RPCs
*/

rpc establish-subscription {

description
"This RPC all ows a subscriber to create (and possibly negoti ate)
a subscription on its own behalf. |If successful, the
subscription remains in effect for the duration of the
subscri ber’s association with the publisher, or until the
subscription is termnated. In case an error (as indicated by
subscription-result) is returned, the subscription is not
created. In that case, the RPC output MAY include suggested
paraneter settings that would have a high likelihood of
succeedi ng in a subsequent establish-subscription request.”

i nput {
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uses subscription-policy;

out put {
uses subscription-response-with-hints {
augrment "result" {
description
"Allows information to be passed back as part of a
successful subscription establishment.";
case success {
description
"This case is used when the subscription request was
successful . ";
| eaf identifier {
type subscription-id;
mandat ory true
description
"Identifier used for this subscription.";

}
}
}
augrment "resul t/no-success" {
description
"Cont ai ns establish RPC specific objects which can be
returned as hints for future attenpts."”;
| eaf replay-start-tine-hint {
type yang: dat e-and-ti ne;
description
"If a replay has been requested, but the requested replay
time cannot be honored, this may provide a hint at an
alternate time which may be supportable.”;

rpc nodi fy-subscription {
description

"This RPC all ows a subscriber to nodify a subscription that was
previously created using establish-subscription. |f successful
t he changed subscription remains in effect for the duration of
the subscriber’s association with the publisher, or until the
subscription is again nodified or termnated. |n case an error
is returned (as indicated by subscription-result), the
subscription is not nodified and the original subscription
paraneters remain in effect. In that case, the rpc error
response MAY include suggested paraneter hints that woul d have
a high likelihood of succeeding in a subsequent
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nmodi f y- subscri pti on request."”;
i nput {
| eaf identifier {
type subscription-id;
description
"Identifier to use for this subscription.”;

}

uses subscription-policy-nodifiable;
out put {

uses subscription-response-wth-hints;
}

}

rpc del ete-subscription {
description
"This RPC all ows a subscriber to delete a subscription that
was previously created fromby that same subscriber using the
est abl i sh-subscription RPC. ";
i nput {
| eaf identifier {
type subscription-id;
mandat ory true
description
"Identifier of the subscription that is to be del eted.
Only subscriptions that were created using
est abl i sh-subscription can be deleted via this RPC ";

}

out put {
| eaf subscription-result {
type subscription-result;
mandat ory true
description
"I ndi cat es whether subscription is operational, or if a
probl em was encountered.";
}
}
}

rpc kill-subscription {

description
"This RPC all ows an operator to delete a dynam ¢ subscription
wi thout restrictions on the originating subscriber or underlying
transport session.";

i nput {
| eaf identifier {

type subscription-id;
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mandat ory true
description
"Identifier of the subscription that is to be deleted. Only
subscriptions that were created using establish-subscription
can be deleted via this RPC.";

}

out put {
| eaf subscription-result {
type subscription-result;
mandat ory true
description
"I ndi cat es whether subscription is operational, or if a
probl em was encountered.";
}
}
}

/*

* NOTI FI CATI ONS
*

/

notification replay-conplete {
sn: subscription-state-notif;
description
"This notification is sent to indicate that all of the replay
notifications have been sent. It nust not be sent for any other
reason.";
| eaf identifier {
type subscription-id;
mandat ory true
description
"This references the affected subscription.”
}

}

notification notification-conplete {

sn: subscription-state-notif;

description
"This notification is sent to indicate that a subscription, has
fini shed passing events.";

leaf identifier {
type subscription-id;
mandat ory true;
description

"This references the affected subscription.”;
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notification subscription-started {
sn: subscription-state-notif;
description
"This notification indicates that a subscription has started and
notifications are beginning to be sent. This notification shal
only be sent to receivers of a subscription; it does not
constitute a general - purpose notification.";
| eaf identifier {
type subscription-id,
mandat ory true
description
"This references the affected subscription.";
}

uses subscription-policy;

}

notification subscription-resuned {
sn: subscription-state-notif;
description
"This notification indicates that a subscription that had
previ ously been suspended has resumed. Notifications will once
again be sent.";
| eaf identifier {
type subscription-id;
mandat ory true
description
"This references the affected subscription.”
}

}

notification subscription-nodified {
sn: subscription-state-notif;
description
"This notification indicates that a subscription has been
nmodi fied. Notifications sent fromthis point on will conformto
the nodified terns of the subscription.”;
| eaf identifier {
type subscription-id,
mandat ory true
description
"This references the affected subscription."”;
}

uses subscription-policy;

}

notification subscription-term nated {
sn: subscription-state-notif;
description
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"This notification indicates that a subscription has been
term nated.";
| eaf identifier {
type subscription-id;
mandat ory true
description
"This references the affected subscription."”;
}
uses error-identifier
uses error-hints;

}

notification subscription-suspended {
sn: subscription-state-notif;
description
"This notification indicates that a suspension of the
subscription by the publisher has occurred. No further
notifications will be sent until the subscription resunes.
This notification shall only be sent to receivers of a
subscription; it does not constitute a general -purpose
notification.";
| eaf identifier {
type subscription-id;
mandat ory true
description
"This references the affected subscription."”;
}
uses error-identifier
uses error-hints;

}

/*

* DATA NODES
*

/

cont ai ner streans {
config fal se
description
"This container contains a leaf list of built-in
streans that are provided by the system";
leaf-list stream{
type stream
description
"Identifies the built-in streans that are supported by the
system Built-in streams are associated with their own
identities, each of which carries a special senmantics.
In case configurable custom streans are support ed,
as indicated by the customstreamidentity, the configuration
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of those custom streans is provided separately.";
}
}
container filters {
description
"This container contains a list of configurable filters
that can be applied to subscriptions. This facilitates
the reuse of conplex filters once defined."
list filter {
key "identifier";
description
"Alist of configurable filters that can be applied to
subscriptions."”;
| eaf identifier {
type filter-id,
description
"An identifier to differentiate between filters."

}

uses base-filter;
}
}
cont ai ner subscription-config {
i f-feature "configured-subscriptions”;
description
"Contains the list of subscriptions that are confi gured,
as opposed to established via RPC or other neans.";
list subscription {
key "identifier";
description
"Content of a subscription."”;
| eaf identifier {
type subscription-id,
description
"Identifier to use for this subscription.”;
}
uses subscription-policy-non-nodifiable;
uses subscription-policy-nodifiable;
uses receiver-info {
i f-feature "configured-subscriptions”
}

uses notification-origin-info {
i f-feature "configured-subscriptions”;
}

}
}

cont ai ner subscriptions {
config fal se
description
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"Contains the list of currently active subscriptions, i.e.
subscriptions that are currently in effect, used for subscription
managenent and nonitoring purposes. This includes subscriptions
that have been setup via RPC prinitives as well as subscriptions
that have been established via configuration.";

list subscription {

key "identifier";

config fal se

description

"Content of a subscription
Subscriptions can be created using a control channel or RPC, or
be established through configuration."”

| eaf identifier {

type subscription-id;
description
"Identifier of this subscription.”;

| eaf configured-subscription {
i f-feature "configured-subscriptions”;
type enpty;
description
"The presence of this |eaf indicates that the subscription
originated fromconfiguration, not through a control channe
or RPC ";
}
uses subscription-policy;
uses notification-origin-info {
i f-feature "configured-subscriptions”;
}

uses receiver-info {
augnent receivers/receiver {

description
"include operational data on configured receivers."”

| eaf pushed-notifications {
type yang: count er 64;
description

"Operational data which provides the nunber of update
notifications pushed to a receiver.";

| eaf excluded-notifications {
type yang: count er 64;
description
"QOperational data which provides the nunber of non-
datastore update notifications explicitly renoved via
filtering so that they are not sent to a receiver."
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| eaf subscription-status {
type subscription-status;
description
"The status of the subscription.”
}
}
}

}
<CODE ENDS>

Consi derati ons
1. Inplenmentation Considerations

For a depl oynent including both configured and dynam ¢ subscriptions,
split subscription identifiers into static and dynanic halves. That
way there should not be collisions if the configured subscriptions
attenpt to set a subscription-id which night have al ready been
dynanically all ocated

The <notification> elenments are never sent before the transport
| ayer, including capabilities exchange, has been established.

2. Security Considerations

A secure transport is highly recormended and t he publisher nust
ensure that the user has sufficient authorization to performthe
function they are requesting against the specific subset of content

i nvol ved. Wen a <get> is received that refers to the content
defined in this nmeno, recievers should only be able to view the
content for which they have sufficient privileges. <establish-
subscri pti on> operations can be considered |ike deferred <get>, and
the content that different users can access may vary. This different
access is reflected in the <notificationt> to which different users
are able to subscri be.

The contents of notifications, as well as the names of event streans,
may contain sensitive information and care should be taken to ensure
that they are viewed only by authorized users. The publisher MJST
NOT include any content in a notification that the user is not

aut hori zed to view.

If a malicious or buggy subscriber sends a nunber of <establish-
subscription> requests, then these subscriptions accunul ate and may
use up systemresources. In such a situation, subscriptions can be
termnated by term nating the transport session. The publisher can
al so suspend or term nate subscriptions with per-subscription
granularity.
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11.

12.

12.

A subscription could be configured on another receiver’'s behalf, with
the goal of flooding that receiver with updates. One or nore
publ i shers could be used to overwhel ma receiver, which doesn’t even
support subscriptions. Subscribers that do not want pushed data need
only termnate or refuse any transport sessions fromthe publisher

In addition, the NETCONF Authorization Control Mdel [RFC6536] SHOULD
be used to control and restrict authorization of subscription
configuration. This control nodels permits specifying per-user

perm ssions to receive specific event notification types. The

perm ssions are specified as a set of access control rules.

Note that streams can define additional authorization requirements.
For instance, in [I-D.ietf-netconf-yang-push], each of the elenents
inits data plane notifications nmust al so go through access control.

It is recomended that the NACM "very-secure" tag is placed on the
<kill-subscription> RPC so that only adninistrators can access.
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Appendi x A.  Issues that are currently being worked and resol ved

(To be renmoved by RFC editor prior to publication)

| ssue #9: validate that Subscription IDw Il only be relevant locally
to a single receiver
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| ssue #6: Data plane notifications and | ayered headers

How to allow for seam ess integration with non-standard encodi ngs and
transports (like GPB/GRPC). Specify requirenents encodi ng and
transport nust neet, provide exanpl es.

Appendi x B. Changes between revisions

(To be renmoved by RFC editor prior to publication)

v0l1l 5277bis - v0O subscribed notifications

(0]

(0]

0

(0]

Kill subscription RPC added.
Renamed from 5277bis to Subscri bed Notifications.

Changed the notification capabilities version froml1l.1to 2.0 as
this is not RFC-5277 conpati bl e.

Extracted create-subscription and other elenments of RFC5277.
Error conditions added, and nade specific in return codes.
Sinplified yang nodel structure for renmoval of 'basic’ grouping.
Added a grouping for itens which cannot be statically configured.

Streans extracted if favor of nore information in the filters
section.

Operational counters per receiver
Subscription-id and filter-id renamed to identifier

Section for replay added. Replay-start and stop-tine updated.
Repl ay now cannot be configured

Control plane notification renamed to subscription state
notification

Souce address: Source-vrf changed to string, default address
option added

In yang nodel: 'info changed to ’'policy’

Scattered text clarifications

v00 - vO01l of 5277bis

Voi t,
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0 YANG Model changes. New groupings for subscription info to allow
restriction of what is changable via RPC. Renoved notifications
for adding and renoving receivers of configured subscriptions.

0 Expanded/renaned defintions fromevent server to publisher, and
client to subscriber as applicable. Updated the definitions to
i ncl ude and expand on RFC 5277.

0 Renoval of redundant with other drafts

o Many other clean-ups of wording and term nol ogy
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