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Abst ract
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just its factory default settings, and its depl oynent specific
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Wat sen & Abr ahansson Expi res Septenber 14, 2017 [ Page 1]



Internet-Draft Zero Touch March 2017
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1. Introduction

A fundanent al business requirement for any network operator is to
reduce costs where possible. For network operators, deploying
devices to many |l ocations can be a significant cost, as sending
trained specialists to each site to do installations is both cost
prohi bitive and does not scal e.

Thi s docunent defines a bootstrapping strategy enabling devices to
securely obtain bootstrapping data with no installer input, beyond
physi cal placenent and connecting network and power cables. The
ultimate goal of this docunent is to enable a secure NETCONF

[ RFC6241] or RESTCONF [ RFC8040] connection to the depl oynment specific
net wor k management system (NVS).

1.1. Use Cases
0 Device connecting to a renotely adm ni stered network

Thi s use-case involves scenarios, such as a renote branch

of fice or conveni ence store, whereby a device connects as an
access gateway to an ISP’s network. Assuming it is not
possible to custom ze the 1SP’s network to provide any
boot st rappi ng support, and with no other nearby device to

| everage, the device has no recourse but to reach out to an
I nt ernet - based bootstrap server to bootstrap off of.

0 Device connecting to a locally admi ni stered network
This use-case covers all other scenarios and differs only in

that the device nmay additionally | everage nearby devices, which
may direct it to use a local service to bootstrap off of. |If
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no such information is available, or the device is unable to
use the information provided, it can then reach out to network
just as it would for the renotely adm nistered network use-
case.

1.2. Termnol ogy
Thi s docunment uses the follow ng terns:

Artifact: The term"artifact” is used throughout to represent the
any of the three artifacts defined in Section 4. These artifacts
collectively provide all the bootstrapping data a devi ce needs.

Boot strapping Data: The term "bootstrappi ng data" is used throughout
this docunment to refer to the collection of data that a device
may obtain fromany source of bootstrapping data. Specifically,
it refers to the artifacts defined in Section 4.

Bootstrap Information: The term"bootstrap information" is used
herein to refer to one of the bootstrapping artifacts defined in
Section 4. Specifically, bootstrap information is the
boot st rappi ng data that gui des a device to, for instance, instal
a specific boot-inage and commit a specific configuration

Bootstrap Server: The term "bootstrap server"” is used within this
docunent to nean any RESTCONF server inplenmenting the YANG nodul e
defined in Section 10. 3.

Device: The term"device" is used throughout this docunent to refer
to the network el ement that needs to be bootstrapped. See
Section 8 for nore informati on about devices.

Initial Secure Device ldentifier (IDeviD): The term"IDevlD" is
defined in [Std-802. 1AR-2009] as the secure device identifier
(DeviD) installed on the device by the manufacturer. This
identifier is used in this docunent to enable a Bootstrap Server
to securely identify and authenticate a device.

Manuf acturer: The term "manufacturer is used herein to refer to the
manuf acturer of a device or a del egate of the nanufacturer.

Net wor k Managenent System (NMB): The acronym "NM5S" is used
t hr oughout this docunment to refer to the depl oynent specific
managenent systemthat the bootstrapping process is responsible
for introducing devices to. Froma device's perspective, when
t he boot strappi ng process has conpleted, the NMS is a NETCONF or
RESTCONF cl i ent.
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Owner: See Rightful Oaner.

Redirect Information: The term"bootstrap information" is used
herein to refer to one of the bootstrapping artifacts defined in
Section 4. Specifically, redirect information is the
boot strappi ng data that directs a device to connect to a
boot strap server.

Redirect Server: The term"redirect server” is used to refer to a
subset of bootstrap servers that only returns redirect
information. A redirect server is particularly useful when
hosted by a manufacturer, to redirect devices to depl oynent-
speci fic bootstrap servers.

Rightful Owmer: The term"rightful owner"” is used herein to refer to
the person or organi zation that purchased or otherw se owns a
device. Omership is further described in Section 2.3.

Signed Data: The term "signed data" is used throughout to nean
either redirect information or bootstrap information that has
been signed by a device's rightful owner’s private key.

Unsi gned Data: The term "unsigned data" is used throughout to nean
either redirect information or bootstrap infornmation that has not
been signed by a device's rightful owner’s private key.

1.3. Requirenents Language

The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in the

sections below are to be interpreted as described in RFC 2119

[ RFC2119].

1.4. Tree Diagram Notation

A sinmplified graphical representation of the data nodels is used in

this docunent. The neaning of the synbols in these diagrans is as

fol | ows:

o0 Brackets "[" and "]" enclose |ist keys.

0 Braces "{" and "}" enclose feature nanes, and indicate that the
named feature nmust be present for the subtree to be present.

0 Abbreviations before data node names: "rw' (read-wite) represents
configuration data and "ro" (read-only) represents state data.
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0 Synbols after data node names: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list and leaf-Ilist.

o Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2. Q@iding Principles

This section provides overarching principles guiding the solution
presented in this docunent.

2.1. Trust Anchors

A trust anchor is used in cryptography to represent an entity in
which trust is inplicit and not derived. In public key
infrastructure using X 509 certificates, a root certificate is the
trust anchor, fromwhich a chain of trust is derived. The solution
presented in this docunent requires that all the entities involved
(e.g., devices, bootstrap servers, NWMBs) possess specific trust
anchors in order to ensure nutual authentication throughout the zero
touch boot st rappi ng process.

2.2. Conveying Trust

A device in its factory default state possesses a |limted set of
manuf acturer specified trust anchors. 1In this docunent, there are
two types of trust anchors of interest. The first type of trust
anchor is used to authenticate a secure (e.g., HTTPS) connection to,
for instance, a manufacturer-hosted |Internet-based bootstrap server.
The second type of trust anchor is used to authenticate manufacturer-
signed data, such as the ownership voucher artifact described in
Section 4. 3.

Using the first type of trust anchor, trust is conveyed by the device
first authenticating the server (e.g., a bootstrap server), and then
by the device trusting that the server would only provide data that
its rightful owner staged for it to find. Thereby the device can
trust any information returned fromthe server

Usi ng the second type of trust anchor, trust is conveyed by the
device first authenticating that an artifact has been signed by its
rightful owner, and thereby can trust any information held within the
artifact.
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Not ably, redirect information, as described in Section 3.1, may
i nclude nmore trust anchors, which illustrates another way in which
trust can be conveyed.

2.3. Conveyi ng Oanership

The ultimate goal of this docunent is to enable a device to establish
a secure connection with its rightful owner’s NM5. This entails the
manuf acturer being able to track who is the rightful owner of a
device (not defined in this docunent), as well as an ability to
convey that infornmation to devices (defined in this docunent).

Mat ching the two ways to convey trust (Section 2.2), this docunent
provi des two ways to convey ownership, by using a trusted bootstrap
server (Section 6.4) or by using an ownership voucher (Section 4.3).

When a device connects to a trusted bootstrap server, one that was
preconfigured into its factory default configuration, it inplicitly
trusts that the bootstrap server would only provide data that its
rightful owner staged for it to find. That is, ownership is conveyed
by the adm nistrator of the bootstrap server (e.g., a manufacturer)
taking the onus of ensuring that only data configured by a device's
rightful owner is nmade available to the device. Wth this approach
the assignnent of a device to an owner is epheneral, as the
admi ni strator can reassign a device to another owner at any tine.

When a device is presented signed bootstrapping data, it can
authenticate that its rightful owner provided the data by verifying
the signature over the data using an additional artifact defined
within this docunent, the ownership voucher. Wth this approach
ownership is conveyed by the manufacturer (or del egate) taking the
onus of ensuring that the ownership vouchers it issues are accurate.

3. Types of Zero Touch Information
Thi s docunent defines two types of infornmation that devices access
during the bootstrapping process. These information types are
described in this section.

3.1. Redirect Information
Redirect information provides information to redirect a device to a
bootstrap server. Redirect information encodes a |list of bootstrap
servers, each defined by its hostnane or |P address, an optiona
port, and an optional trust anchor certificate.

Redirect information is YANG nodel ed data fornmally defined by the
"redirect-informati on" grouping in the YANG nodul e presented in
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Section 9.3. This grouping has the tree di agram shown bel ow. Pl ease
see Section 1.4 for tree diagramnotation

+--:(redirect-information)
+--ro redirect-information
+--ro bootstrap-server* [address]
+--ro address i net: host
+--ro port? i net: port-nunber
+--ro trust-anchor? bi nary

Redirect information MAY be trusted or untrusted. The redirect
information is trusted whenever it is obtained via a secure
connection to a trusted bootstrap server, or whenever it is signed by
the device’'s rightful owner. 1In all other cases, the redirect
information is untrusted.

Trusted redirect information is useful for enabling a device to
establish a secure connection to a bootstrap server, which is
possi bl e when the redirect information includes the bootstrap
server’s trust anchor certificate. Wen a device is able to
establish a secure connection to a bootstrap server, the
boot st rappi ng data does not have to be signed in order to be trusted,
as described in Section 2.2.

Untrusted redirect information is useful for directing a device to a
boot strap server where signed data has been staged for it to obtain.
When the redirect information is untrusted, the device MJST discard
any potentially included trust anchor certificates. When the
redirect information is untrusted, a device MAY establish a

provi sional connection to any of the specified bootstrap servers. A
provi sional connection is acconplished by the device blindly
accepting the bootstrap server’s TLS certificate. In this case, the
device MJUST NOT trust the bootstrap server, and data provided by the
bootstrap server MJST be signed for it to be of any use to the

devi ce.

How devi ces process redirect information is described nore formally
in Section 8.5.

3.2. Bootstrap Information

Bootstrap information provides all the data necessary for a device to
bootstrap itself, in order to be considered ready to be managed
(e.g., by an NMB). As defined in this docunent, this data includes

i nformati on about a boot inmage the device MJST be running, an initia
configuration the device MIUST conmmt, and optional scripts that, if
specified, the device MJST successfully execute.
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Bootstrap information is YANG nodel ed data formally defined by the
"boot strap-information" grouping in the YANG nodul e presented in
Section 9.3. This grouping has the tree di agram shown bel ow. Pl ease
see Section 1.4 for tree diagramnotation

+--:(bootstrap-information)
+--ro bootstrap-informtion
+--ro boot-image

| +--ro name string

| +--ro (hash-algorithm

| | +--:(sha256)

| +--ro sha256? string

| +--ro uri* inet:uri

+--ro configuration-handling enumer ati on
+--ro pre-configuration-script? scri pt

+--ro configuration?
+--ro post-configuration-script? scri pt

Bootstrap informati on MUST be trusted for it to be of any use to a
device. There is no option for a device to process untrusted
boot strap i nfornmation.

Bootstrap information is trusted whenever it is obtained via a secure
connection to a trusted bootstrap server, or whenever it is signed by
the device's rightful owner. 1In all other cases, the bootstrap

i nformation is untrusted.

How devi ces process bootstrap information is described nore formally
in Section 8.6.

4. Artifacts

This docunment defines three artifacts that can be nade available to
devices while they are bootstrapping. As will be seen in Section 6,
each source of bootstrapping infornmation specifies a neans for

provi ding each of the artifacts defined in this section

4.1. Zero Touch Information
The information artifact encodes the essential bootstrapping data for
the device. This artifact is used to encode the redirect information
and bootstrap information types discussed in Section 3.
The information artifact is a PKCS#7 SignedData structure, as

specified by Section 9.1 of [RFC2315], encoded using ASN. 1
di stingui shed encoding rules (DER), as specified in ITU-T X 690.
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Regardl ess how the information artifact is conveyed, the PKCS#7
structure MJST contain JSON- encoded content conforming to the YANG
nmodul e specified in Section 9. 3.

When the information artifact is conveyed over an untrusted transport
(Section 2.2), the PKCS#7 structure structure MJST al so contain a
"signerinfo’ structure, as described in Section 9.1 of [RFC2315],
containing a signature generated over the content using the private
key associated with the owner certificate (Section 4.2).

4.2. Omer Certificate

The owner certificate artifact is a certificate that is used to
identify an 'owner’ (e.g., an organization), as known to a trusted
certificate authority. The owner certificate is signed by a trusted
certificate authority (CA), whose certificate is placed into the
owner shi p voucher (Section 4.3).

The owner certificate is used by a device to verify the signature
attached to the information artifact (Section 4.1) that the device
SHOULD have al so received, as described in Section 5. |In particular
the device verifies signature using the public key in the owner
certificate over the content contained within the information
artifact.

In order to validate the owner certificate, a device MJIST verify that
the owner certificate's certificate chain includes the certificate
specified by the ownership voucher (Section 4.3) that the device
SHOULD have al so received, as described in Section 5, and the device
MUST verify that owner certificate contains an identifier matching
the one specified in the voucher and, for devices that insist on
verifying certificate revocation status, the device MIST verify that
the certificate has neither expired nor been revoked.

The owner certificate artifact is formally an unsi gned PKCS #7

Si gnedData structure as specified by Section 9.1 in [ RFC2315],
encoded using ASN. 1 di stingui shed encoding rules (DER), as specified
in ITUT X 690.

The owner certificate artifact MJUST contain the owner certificate
itself and all internediate certificates |eading up to the trust
anchor certificate specified in the ownership voucher. The owner
certificate artifact MAY optionally include the trust anchor
certificate.

Additionally, if needed by the device, the owner certificate artifact

MAY al so contain suitably fresh CRLs [ RFC5280] and/or OCSP Responses
[ RFC6960] .
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4.3. Omnership Voucher

The ownership voucher artifact is used to securely identify a
device’'s owner, as it is known to the nanufacturer. The ownership
voucher is signed by the device's manufacturer or del egate.

The ownership voucher is used by a device to verify the owner
certificate (Section 4.2) that the device SHOULD have al so received,
as described in Section 5. In particular, the device verifies that
the owner certificate's chain of trust includes the trusted
certificate included in the voucher, and the device also verifies
that the owner certificate contains an identifier matching the one
specified in the voucher.

In order to validate the voucher, a device MJST verify that the
voucher was signed by the private key associated with a trusted
certificate known to the device in its factory default state, as
described in Section 8.1, and the device MJST verify that the voucher
i ncludes the device's unique identifier (e.g., serial number) and, if
the voucher contains an expiration date, the device MJIST al so verify
that the voucher has not expired.

The ownership voucher artifact, including its encoding, is formally
defined in [I-D.ietf-anima-voucher].

5. Artifact G oupings

Section 4 lists all the possible bootstrapping artifacts, but only
certain groupings of these artifacts make sense to return in the
various bootstrapping situations described in this docunent. The
remai nder of this section identifies these groupings to further
clarify how the artifacts are used.

5.1. Unsigned Infornmation

The first grouping of artifacts is for unsigned information. That
is, when the information artifact (Section 4.1) has not been signed.

Unsi gned information is useful for cases when transport |eve
security can be used to convey trust (e.g., HTITPS), or when the

i nformati on can be processed in a provisional nmanner (i.e. unsigned
redirect infornmation).

Conveyi ng unsigned information entails conmunicating just one of the
three artifacts listed in Section 4 as foll ows:

List of artifacts included in this grouping:
- zero touch information (with no enmbedded signature)
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5.2. Signed Information (w thout Revocations)

The second grouping of artifacts is for when the information artifact
(Section 4.1) has been signed, w thout any revocation information

Signed information is needed when the information is obtained from an
untrusted source of bootstrapping data (Section 6) and yet it is
desired that the device be able to trust the information (i.e. no
provi sional processing).

Revocation informati on may not need to be provided because, for

i nstance, the device only uses revocation information obtained
dynanically fromInternet based resources. Another possible reason
may be because the device does not have a reliable clock, and
therefore the manufacturer decides to never revoke information (e.qg.
ownershi p assignnments are forever).

Conveyi ng signed informati on without revocation information entails
communi cating all three of the artifacts listed in Section 4 as
fol | ows:

List of artifacts included in this grouping:
- zero touch information (with an enbedded signature)
- owner certificate (with no revocation structures)
- ownershi p voucher

5.3. Signed Information (wth Revocations)

The third grouping of artifacts is for when the information artifact
(Section 4.1) has been signed and al so includes revocation
i nformati on.

Signed information, as described above, is needed when the
information is obtained froman untrusted source of bootstrapping
data (Section 6) and yet it is desired that the device be able to
trust the information (i.e. no provisional processing).

Revocation informati on may need to be provided because, for instance,
the device insists on being able to verify revocations and the device
is deployed on a private network and therefore unable to obtain the
revocation information fromlnternet based resources.

Conveying signed information with revocation information entails

comruni cating all three of the artifacts listed in Section 4 as
fol | ows:
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List of artifacts included in this grouping:
- zero touch information (with an enbedded signature)
- owner certificate (with revocation structures)
- owner shi p voucher

6. Sources of Bootstrapping Data

This section defines some sources for zero touch bootstrapping data
that a device can access. The list of sources defined here is not
meant to be exhaustive. It is left to future docunents to define
addi tional sources for obtaining zero touch bootstrappi ng data.

For each source defined in this section, details are given for how
each of the three artifacts listed in Section 4 is provided.

6.1. Renopvabl e Storage

A directly attached renpvabl e storage device (e.g., a USB flash
drive) MAY be used as a source of zero touch bootstrappi ng data.

To use a renovabl e storage device as a source of bootstrapping data,
a device need only detect if the renobvabl e storage device is plugged
in and nount its filesystem

Use of a renpvable storage device is conpelling, as it doesn’t
require any external infrastructure to work. It is also conpelling
that the raw boot inage file can be |ocated on the renovabl e storage
device, enabling a renovable storage device to be a fully self-
standi ng boot strappi ng sol ution

A renovabl e storage device is an untrusted source of bootstrapping
data. This nmeans that the information stored on the renovable
storage device either MJUST be signed, or it MJST be information that
can be processed provisionally (e.g., unsigned redirect information).

From an artifact perspective, since a renpvabl e storage device
presents itself as a filesystem the bootstrapping artifacts need to
be presented as files. The three artifacts defined in Section 4 are
mapped to files bel ow

Artifact to File Mapping:

Information: Mapped to a file containing the binary artifact
described in Section 4. 1.

Owner Certificate: Mapped to a file containing the binary
artifact described in Section 4. 2.
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Ownershi p Voucher: Mapped to a file containing the binary
artifact described in Section 4. 3.

The format of the renovabl e storage device's filesystem and the

nam ng of the files are outside the scope of this docunent. However,
in order to facilitate interoperability, it is RECOMWENDED devi ces
support open and/or standards based filesystems. It is also
RECOMVENDED t hat devi ces assune a file nam ng convention that enables
nmore than one instance of bootstrapping data to exist on a renovable
storage device. The file nam ng convention SHOULD be uni que to the
manuf acturer, in order to enable bootstrapping data fromnultiple
manufacturers to exist on a renovabl e storage device

6. 2. DNS Server

A DNS server MAY be used as a source of zero touch bootstrapping
dat a.

Using a DNS server may be a conpelling option for depl oynments having
existing DNS infrastructure, as it enables a touchl ess bootstrapping
option that does not entail utilizing an Internet based resource
hosted by a 3rd-party.

To use a DNS server as a source of bootstrapping data, a device MAY
performa nulticast DNS [ RFC6762] query searching for the service

" _zerotouch. tcp.local.". Aternatively the device MAY perform DNS-
SD [ RFC6763] via nornmal DNS operation, using the domain returned to
it fromthe DHCP server; for exanple, searching for the service

" zerotouch. tcp. exanple.cont.

Unsi gned DNS records (not using DNSSEC as described in [ RFC6698]) are
an untrusted source of bootstrapping data. This means that the
information stored in the DNS records either MJST be signed, or it
MUST be information that can be processed provisionally (e.g.

unsi gned redirect infornation).

From an artifact perspective, since a DNS server presents resource
records (Section 3.2.1 of [RFC1035]), the bootstrapping artifacts
need to be presented as resource records. The three artifacts
defined in Section 4 are napped to resource records bel ow

Artifact to Resource Record Mappi ng:
Information: Mapped to a TXT record called "zt-info" containing

t he base64-encoding of the binary artifact described in
Section 4.1.
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Owner Certificate: Mapped to a TXT record called "zt-cert"
cont ai ni ng the base64-encoding of the binary artifact described
in Section 4. 2.

Ownershi p Voucher: Mapped to a TXT record called "zt-voucher"
contai ni ng the base64-encoding of the binary artifact described
in Section 4.3.

TXT records have an upper size limt of 65535 bytes (Section 3.2.1 in
RFC1035), since 'RDLENGTH is a 16-bit field. Please see

Section 3.1.3 in RFC4408 for how a TXT record can achi eve this size.
Due to this size limtation, some information artifacts may not fit.
In particular, the bootstrap information artifact could hit this
upper bound, depending on the size of the included configuration and
scripts.

When bootstrap information is provided, it is notable that the URL
for the boot-inage the device can downl oad woul d have to point to
anot her server (e.g., http://, ftp://, etc.), as DNS servers do not
thensel ves distribute files.

6. 3. DHCP Server

A DHCP server MAY be used as a source of zero touch bootstrappi ng
dat a.

To use a DHCP server as a source of bootstrapping data, a device need
only send a DHCP | ease request to a DHCP server. However, the device
SHOULD pass the Vendor Class ldentifier (option 60) field in its DHCP
| ease request, so the DHCP server can return bootstrap information
shared by devices fromthe same vendor. However, if it is desired to
return device-specific bootstrap information, then the device SHOULD
al so send the Cient ldentifier (option 61) field in its DHCP | ease
request, so the DHCP server can sel ect the specific bootstrap

i nformati on that has been staged for that one device.

Using a DHCP server may be a conpelling option for deploynents having
exi sting DHCP infrastructure, as it enables a touchl ess bootstrapping
option that does not entail utilizing an Internet based resource
hosted by a 3rd-party.

A DHCP server is an untrusted source of bootstrapping data. This
means that the information returned by the DHCP server either MJST be
signed, or it MJUST be information that can be processed provisionally
(e.g., unsigned redirect information).

From an artifact perspective, since a DHCP server presents data as
DHCP options , the bootstrapping artifacts need to be presented as
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DHCP options, specifically the ones specified in Section 12.1. The
three artifacts defined in Section 4 are mapped to the DHCP options
specified in Section 12.1 bel ow.

Artifact to DHCP Option Field Mapping:

Information: Mapped to the DHCP option field "zerotouch-
i nformati on" containing the binary artifact described in
Section 4.1.

Owner Certificate: Mapped to the DHCP option field "owner-
certificate" containing the binary artifact described in
Section 4. 2.

Owner shi p Voucher: Mapped to the DHCP option field "ownership-
voucher" containing the binary artifact described in
Section 4. 3.

When bootstrap information is provided, it is notable that the URL
for the boot-imge the device can downl oad woul d have to point to
anot her server (e.g., http://, ftp://, etc.), as DHCP servers do not
thensel ves distribute files.

6.4. Bootstrap Server

A bootstrap server MAY be used as a source of zero touch
boot strappi ng data. A bootstrap server is defined as a RESTCONF
[ RFC8040] server inplenenting the YANG nodul e provided in Section 10.

Unli ke any other source of bootstrap data described in this docunent,
a bootstrap server is not only a source of data, but it can al so
recei ve data from devi ces using the YANG defined "notification"
action statenent defined in the YANG nodul e (Section 10.3). The data
sent from devices both enables visibility into the bootstrapping
process (e.g., warnings and errors) as well as provides potentially
useful conpletion status information (e.g., the device's SSH host -
keys).

To use a bootstrap server as a source of bootstrapping data, a device
MUST use the RESTCONF protocol to access the YANG contai ner node

/ devicel/, passing its own serial nunber in the URL as the key to the
"device’ list.

Using a bootstrap server as a source of bootstrapping data is a
compel ling option as it uses transport-level security in lieu of
signed data, which may be easier to deploy in sone situations.
Additionally, the bootstrap server is able to receive notifications
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from devi ces, which may be critical to some deploynents (e.g., the
passi ng of the device' s SSH host keys).

A bootstrap server nay be trusted or an untrusted source of
boot st rappi ng data, depending on how the device | earned about the
bootstrap server’s trust anchor froma trusted source. Wen a
bootstrap server is trusted, the information returned fromit MAY be
signed. However, when the server is untrusted, in order for its
information to be of any use to the device, the information MJST
either be signed or be information that can be processed
provisionally (e.g., unsigned redirect information).

When a device is able to trust a bootstrap server, it MJST send its
I DevliD certificate in the formof a TLS client certificate, and it
MUST send notifications to the bootstrap server. Wen a device is
not able to trust a bootstrap server, it MJST NOT send its |DevlD
certificate in the formof a TLS client certificate, and it MJST NOT
send any notifications to the bootstrap server

From an artifact perspective, since a bootstrap server presents data
as a YANG nodel ed data, the bootstrapping artifacts need to be mapped
to nodes in the YANG nodule. The three artifacts defined in

Section 4 are mapped to bootstrap server nodes defined in

Section 10.3 bel ow.

Artifact to Bootstrap Server Node Mappi ng:
Information: Mapped to the node /devicel/zerotouch-information

Owner Certificate: Mapped to the |eaf node /devicel/ owner-
certificate.

Ownershi p Voucher: Mapped to the | eaf node /device/ ownershi p-
voucher.

Whi | e RESTCONF servers typically support a nested hierarchy of
resources, zero touch bootstrap servers only need to support the
pat hs /device and /device/notification. The device processing
instructions provided in Section 8.3 only uses these two URLs.

7. Workflow Overvi ew

The zero touch solution presented in this docunment is conceptualized
to be conposed of the workflows described in this section

I mpl enent ati ons MAY vary in details. Each diagramis followed by a
detail ed description of the steps presented in the diagram wth
further explanation on how inpl enentati ons may vary.
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7.1. Onboarding and Ordering Devices

The following diagramillustrates key interactions that may occur
fromwhen a prospective owner enrolls in a manufacturer’s zero touch
programto when the nanufacturer ships devices for an order placed by
t he prospective owner

| Manuf act ur er | [ Onner [ | NVS|

I
I
e | |
I I
I I
| Devl D trust anchor [ [
R N ># set |DevlD trust anchor |
# e >|
# | |
# bootstrap server [ [
# account credentials | |
R R ># set credentials |
# e e >|
# I I
# | |
# owner certificate [ [
e ># set certificate |
| R R R R >|
I I I
I I I
| 2. place device order | |
I e # nodel devices [
| T >|
I I I
| 3. ship devices and send [ [
| device identifiers and | |
| owner shi p vouchers | |
R ># set device identifiers
# and ownershi p vouchers |
R R R R >|
I I

Each nunmbered item bel ow corresponds to a nunbered itemin the
di agr am above.
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1. A prospective owner of a manufacturer’s devices, or an existing
owner that wishes to start using zero touch for future device
orders, initiates an enrollnent process with the manufacturer or
del egate. This process includes the foll ow ng:

* Regardl ess how the prospective owner intends to bootstrap
their devices, they will always obtain fromthe manufacturer
or delegate the trust anchor certificate for its device's
I DevliD certificates. This certificate will need to be
installed on the prospective owner’s NM5 so that the NVB can
subsequently authenticate the device's IDevlD certificates.

* |f the manufacturer hosts an Internet based bootstrap server
(e.g., aredirect server) such as described in Section 6.4,
then credentials necessary to configure the bootstrap server
woul d be provided to the prospective owner. |If the bootstrap
server is configurable through an APl (outside the scope of
this docunment), then the credentials mght be installed on the
prospective owner’s NM5S so that the NMS can subsequently
configure the nmanufacturer-hosted bootstrap server directly.

* |f the manufacturer’s devices are able to validate signed data
(Section 8.4), then the nmanufacturer, acting as a certificate
authority, may additionally sign an owner certificate for the
prospective owner. Alternatively, and not depicted, the owner
may obtain an owner certificate froma manufacturer-trusted
3rd-party certificate authority, and report that certificate
to the manufacturer. How the owner certificate is used to
enabl e devices to validate signed bootstrapping data is
described in Section 8.4. Assuning the prospective owner’s
NMS is able to prepare and sign the bootstrappi ng data, the
owner certificate would be installed on the NM5 at this tine.

2. Sone tine later, the prospective owner places an order with the
manuf acturer (or del egate), perhaps with a special flag checked
for zero touch handling. At this time, or perhaps before placing
the order, the owner nmay nodel the devices in their NMS, creating
virtual objects for the devices with no real -world device
associ ations. For instance the nodel can be used to sinulate the
device's location in the network and the configuration it should
have when fully operational

3. Wien the manufacturer or delegate fulfills the order, shipping
the devices to their intended | ocations, they may notify the
owner of the devices’s unique identifiers (e.g., serial nunbers)
and shi pping destinations, which the owner nay use to stage the
network for when the devices power on. Additionally, the
manuf acturer may send one or nore ownership vouchers,
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crypt ographi cal Iy assi gning ownershi p of those devices to the
rightful owner. The owner may set this information on their NVS
per haps bi ndi ng specific nodel ed devices to the unique

i dentifiers and ownership vouchers.

7.2. Owner Stages the Network for Bootstrap

The followi ng diagramillustrates how an owner m ght stage the
networ k for bootstrappi ng devices.

[ SR B S +
| Depl oynment| | Manufacturer| +------ + - +
| Specific | | Host ed | | Local| | Local| +--------- +
+---+ |Bootstrap | | Bootstrap | | DNS | | DHCP | | Renovabl e
| NMS| |  Server | | Server | | Server| | Server| | Storage
B L T gy L S + 4---- - + 4---- - I S +
I I I I
activate | [ [ [
nodel ed | [ [ [
1. device | | | |
----------- >| | | |
| 2. (optional) [ [
[ configure [ [
[ boot strap [ [
[ server | |
|------- >| I I
|
I
I
I
I
I

Each nunbered item bel ow corresponds to a nunbered itemin the
di agram above.
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1. Having previously nodel ed the devices, including setting their
fully operational configurations and associ ating both device
identifiers (e.g., serial nunbers) and ownership vouchers, the
owner "activates" one or nore nodel ed devices. That is, the
owner tells the NVS to performthe steps necessary to prepare for
when the real -worl d devices power up and initiate the
boot st rappi ng process. Note that, in sonme deploynents, this step
m ght be conbined with the last step fromthe previous workfl ow.
Here it is depicted that an NVS performs the steps, but they may
be perfornmed manual ly or through sone other mechani sm

2. If it is desired to use a deploynent specific bootstrap server
it MUST be configured to provide the bootstrapping information
for the specific devices. Configuring the bootstrap server NMNAY
occur via a programmatic APl not defined by this docunent.
Illustrated here as an external conponent, the bootstrap server
MAY be inplenented as an internal conponent of the NMS itself.

3. If it is desired to use a nmanufacturer (or del egate) hosted
bootstrap server, it MJST be configured to provide the
boot strapping information for the specific devices. The
configuration MUST be either redirect or bootstrap infornation
That is, either the manufacturer hosted bootstrap server will
redirect the device to another bootstrap server, or provide the
device with its bootstrapping information itself. The types of
boot st rappi ng i nformati on the manufacturer hosted bootstrap
server supports MAY vary by inplenentation; sone inplenentations
may only support redirect information, or only support bootstrap
i nformati on, or support both redirect and bootstrap infornation.
Configuring the bootstrap server MAY occur via a programmatic AP
not defined by this docunent.

4. If it is desired to use a DNS server to supply bootstrapping
informati on, a DNS server needs to be configured. |[If nulticast
DNS-SD is desired, then the server MJST reside on the |oca
networ k, ot herwi se the DNS server MAY reside on a renote network
Pl ease see Section 6.2 for nore informati on about how to
configure DNS servers. Configuring the DNS server MAY occur via
a programmatic APl not defined by this docunent.

5. If it is desired to use a DHCP server to supply bootstrapping
data, a DHCP server needs to be configured. The DHCP server nay
be accessed directly or via a DHCP relay. Please see Section 6.3
for more information about how to configure DHCP servers.
Configuring the DHCP server MAY occur via a programmtic APl not
defined by this docunent.

Wat sen & Abr ahansson Expi res Septenber 14, 2017 [ Page 22]



Internet-Draft Zero Touch March 2017

6. If it is desired to use a renovable storage device (e.g., USB
flash drive) to supply bootstrapping information, the information
woul d need to be placed onto it. Please see Section 6.1 for nore
i nformati on about how to configure a renovabl e storage devi ce.

7. 3. Devi ce Powers On

The following diagramillustrates the sequence of activities that
occur when a device powers on

5. retry sources and/or wait for manual provisioning.

oo +
R + | Depl oynent |
| Source of | | Specific |

R + | Bootstrap | |Bootstrap | +---+
| Devi ce| | Dat a | | Server | | NwVg
Homm - - - + [ S + - m- - +  +---+

I I I I

I I I I

| 2. if running a nodified (not | | |

| factory default) configuration, | | |

| then exit. | | |

I I I I

| 2. for each source supported, check | [ [

| --mmmmmmm e >| I I

I I I I

| 3. if bootstrap-information found, | | |

| initialize self and, only if | | |

[ source is a bootstrap server, [ [ [

| send notifications | | |

R R EEEETEEE >i | |

| # webhook | |

| R R R T P >|

I I I

| 4. else if redirect-information found, for [ [

| each bootstrap server specified, check | |

| oo > |

|| I I

| | if nore redirect-information is found, recurse | |

| | (not depicted), else if bootstrap-informtion | |

| | found, initialize self and post notifications [ [

[ R i i R ># |

| # webhook |

I #ooommo - >|

I

I

I

The interactions in the above di agram are descri bed bel ow.
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1. Upon power being applied, the device's bootstrapping logic first
checks to see if it is running in its factory default state. |If
it isinanodified state, then the bootstrapping |logic exits and
none of the follow ng interactions occur

2. For each source of bootstrapping data the device supports,
preferably in order of closeness to the device (e.g., renovable
storage before Internet based servers), the device checks to see
if there is any bootstrapping data for it there.

3. If bootstrap-information is found, the device initializes itself
accordingly (e.g., installing a boot-inage and committing an
initial configuration). |If the source is a bootstrap server, and

the bootstrap server can be trusted (i.e., TLS-leve
aut hentication), the device al so sends progress notifications to
the bootstrap server

* The contents of the initial configuration SHOULD configure an
adm ni strator account on the device (e.g., username, ssh-rsa
key, etc.) and SHOULD configure the device either to listen
for NETCONF or RESTCONF connections or to initiate call hone
connections [ RFC8071].

* |f the bootstrap server supports forwardi ng device
notifications to external systens (e.g., via a webhook), the
"boot strap-conpl ete" notification (Section 10.3) inforns the
external systemto know when it can, for instance, initiate a
connection to the device (assunming it knows the device's
address and the device was configured to listen for
connections). To support this further, the bootstrap-conplete
notification also relays the device’'s SSH host keys and/or TLS
certificates, with which the external system can use to
aut henti cat e subsequent connections to the device.

If the device is ever able to conplete the bootstrappi ng process
successfully (i.e., no longer running its factory default
configuration), it exits the bootstrapping |ogic wthout
consi dering any additional sources of bootstrapping data.

4. Oherwise, if redirect-information is found, the device iterates
through the list of specified bootstrap servers, checking to see
if there is any bootstrapping data for it on them If the
bootstrap server returns nore redirect-information, then the
device processes it recursively. Oherwise, if the bootstrap
server returns bootstrap-information, the device processes it
followi ng the description provided in (3) above.
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5. After having tried all supported sources of bootstrapping data,
the device MAY retry again all the sources and/or provide
manageabi lity interfaces for manual configuration (e.g., CLI
HTTP, NETCONF, etc.). |If manual configuration is allowed, and
such configuration is provided, the device MJUST i nmedi ately cease
trying to obtain bootstrapping data, as it would then no | onger
be in running its factory default configuration

8. Device Details

Devi ces supporting the bootstrapping strategy described in this
docunent MUST have the preconfigured factory default state and
boot st rappi ng |1 ogi c described in the follow ng sections.

8.1. Factory Default State

<read-only storage>

1

2. list of trusted Internet based bootstrap servers
3. list of trust anchor certs for bootstrap servers
4

|
I Devl D cert & associated internediate certificate(s) |
I
: I
trust anchor cert for ownership vouchers |

Each nunmbered item bel ow corresponds to a nunbered itemin the
di agr am above.

1. Devices MIST be manufactured with an initial device identifier
(I DevliD), as defined in [Std-802. 1AR-2009]. The IDeviD is an
X. 509 certificate, encoding the device's unique device identifier
(e.g., serial nunber). The device MIST al so possess any
intermedi ate certificates between the IDevliD certificate and the
manuf acturer’s | DevlD trust anchor certificate, which is provided
to prospective owners separately (e.g., Section 7.1).
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2. Devices that support |oadi ng bootstrapping data froman Internet-
based bootstrap server (see Section 6.4) MJST be manufactured
with a configured list of trusted bootstrap servers. Consistent
with redirect information (Section 3.1, each bootstrap server NMNAY
be identified by its hostname or | P address, and an optiona
port.

3. Devices that support |oadi ng bootstrapping data froman |nternet-
based bootstrap server (see Section 6.4) MJST al so be
manufactured with a Iist of trust anchor certificates that can be
used for X 509 certificate path validation ([ RFC6125], Section 6)
on the bootstrap server’'s TLS server certificate.

4. Devices that support |oading owner signed data (see Section 1.2)
MUST al so be manufactured with the trust anchor certificate for
t he ownershi p vouchers.

5. Device MIST be manufactured with a private key that corresponds
to the public key encoded in the device's IDevlD certificate.
This private key SHOULD be securely stored, ideally by a
cryptographi c processor (e.g., a TPM.

8.2. Boot Sequence

A device claimng to support the bootstrapping strategy defined in
this docunment MJST support the boot sequence described in this
secti on.

Power On
I
v No
1. Running default config? -------- > Boot normally
|
| Yes
%
2. For each supported source of bootstrappi ng data,
try to |l oad bootstrapping data fromthe source

Y Yes
3. Able to bootstrap off any source? ----- > Run with new configuration
I
| No
v
4. Loop and/or wait for nmanual provisioning.

Wat sen & Abr ahansson Expi res Septenber 14, 2017 [ Page 26]



Internet-Draft Zero Touch March 2017

Each nunmbered item bel ow corresponds to a nunbered itemin the
di agr am above.

1. Wien the device powers on, it first checks to see if it is
running the factory default configuration. |If it is running a
nodi fied configuration, then it boots normally.

2. The device iterates over its list of sources for bootstrapping
data (Section 6). Details for how to processes a source of
boot strappi ng data are provided in Section 8. 3.

3. If the device is able to bootstrap itself off any of the sources
of bootstrapping data, it runs with the new bootstrapped
confi guration.

4., O herwi se the device MAY | oop back through the Iist of
boot st rappi ng sources again and/or wait for nanual provisioning.

8.3. Processing a Source of Bootstrapping Data

This section describes a recursive algorithmthat a device claimng
to support the bootstrapping strategy defined in this docunent MJST
use to authenticate bootstrapping data. A device enters this

al gorithm for each new source of bootstrapping data. The first tinme
the device enters this algorithm it MJST initialize a conceptua
trust state variable, herein referred to as "trust-state", to FALSE
The ultimate goal of this algorithmis for the device to process
bootstrap information (Section 3.2) while the trust-state variable is
TRUE.

If the data source is a bootstrap server, and the device is able to
aut henticate the server using X 509 certificate path validation

([ RFC6125], Section 6) to one of the device’ s preconfigured trust
anchors, or to a trust anchor that it |earned froma previous step,
then the device MJUST set trust-state to TRUE

If trust-state is TRUE, when connecting to the bootstrap server, the
device MJST use its IDeviD certificate for client certificate based
aut henti cati on and MJST POST progress notifications using the
bootstrap server’s "notification" action. Oherwise, if trust-state
is FALSE, when connecting to the bootstrap server, the device MJST
NOT use its IDeviD certificate for a client certificate based

aut henti cati on and MJUST NOT POST progress notifications using the
bootstrap server’s "notification" action.

When accessing a bootstrap server, the device MJST only access its

top-1level resource, to obtain all the data staged for it in one GET
request, so that it can deternmine if the data is signed or not, and
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thus act accordingly. |If trust-state is TRUE, then the device MAY
al so accesses the bootstrap servers 'notification resource for the
devi ce.

For any source of bootstrapping data (e.g., Section 6), if the data
is signed and the device is able to validate the signed data using
the al gorithm described in Section 8.4, then the device MJST set
trust-state to TRUE, else the device MJIST set trust-state to FALSE
Note, this is worded to cover the special case when signed data is
returned even froma trusted bootstrap server

If the data is bootstrap information (not redirect information), and
trust-state is FALSE, the device MIST exit the recursive algorithm
returning to the state machi ne described in Section 8.2. Oherw se,
the device MJST attenpt to process the bootstrap information as
described in Section 8.6. 1In either case, success or failure, the
device MJST exit the recursive algorithm returning to the state
machi ne described in Section 8.2, the only difference being in howit
responds to the "Able to bootstrap off any source?" conditiona
described in that state machi ne.

If the data is redirect information, the device MJST process the
redirect information as described in Section 8.5. This is the
recursion step, it will cause to device to reenter this algorithm
but this tine the data source will nost definitely be a bootstrap
server, as that is all redirect information is able to do.

8.4. Validating Signed Data

Whenever a device is presented signed data froman untrusted source,
it MUST validate the signed data as described in this section. |If
the signed data is provided by a trusted source, a redundant trust
case, the device MAY skip verifying the signature.

Whenever there is signed data, the device MJST al so be provided an
owner shi p voucher and an owner certificate. Depending on

ci rcunmst ances, the device MAY al so be provided certificate
revocations. How all the needed artifacts are provided for each
source of bootstrapping data is defined in Section 6.

The device MUST first authenticate the ownership voucher by
validating the signature on it to one of its preconfigured trust
anchors (see Section 8.1) and verify that the voucher contains the

device’s unique identifier (e.g., serial nunber). If the voucher
contains an expiration tinestanp, the device MJST al so verify that
the voucher has not expired. |If the authentication of the voucher is

successful, the device extracts fromit information that can be used
to verify the owner certificate in the next step
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Next the device MJUST authenticate the owner certificate by performnng
X.509 certificate path verification to the trusted certificate
provided in the voucher. |If the device insists on verifying
revocation status, it MJST also verify that none of the certificates
in the chain of certificates have been revoked or expired. If the
aut hentication of the certificate is successful, the device extracts
the owner’s public key fromthe certificate for use in the next step

Finally the device MJIST verify the signature over information
artifact was generated by the private key matching the public key
extracted fromthe owner certificate in the previous step

If any of these steps fail, then the device MIST mark the data as
invalid and not performany of the subsequent steps.

8.5. Processing Redirect Information

In order to process redirect information (Section 3.1), the device
MUST follow the steps presented in this section.

Processing redirect information is straightforward. The device
sequentially steps through the |ist of provided bootstrap servers
until it can find one it can bootstrap off of.

If a hostname is provided, and the hostnane’s DNS resolution is to
nmore than one | P address, the device MJST attenpt to connect to al

of the DNS resol ved addresses at |east once, before nmoving on to the
next bootstrap server. |If the device is able to obtain bootstrapping
data fromany of the DNS resol ved addresses, it MJST i nmedi ately
process that data, without attenpting to connect to any of the other
DNS resol ved addresses.

If the redirect information is trusted (e.g., trust-state is TRUE)
and the bootstrap server entry contains a trust anchor certificate,
then the device MJST authenticate the bootstrap server using X 509
certificate path validation ([ RFC6125], Section 6) to the specified
trust anchor. |If the device is unable to authenticate the bootstrap
server to the specified trust anchor, the device MJST NOT attenpt a
provi sional connection to the bootstrap server (i.e., by blindly
accepting its server certificate).

If the redirect information is untrusted (e.g., trust-state is
FALSE), the device MJST discard any trust anchors provided by the
redirect information and establish a provisional connection to the
bootstrap server (i.e., by blindly accepting its TLS server
certificate).
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8.6. Processing Bootstrap Information

In order to process bootstrap information (Section 3.2), the device
MUST follow the steps presented in this section

When processing bootstrap information, the device MIST first process

the boot image information, then execute the pre-configuration script
(if any), then comrit the initial configuration, and then execute the
script (if any), in that order. |If the device encounters an error at
any step, it MJST NOT proceed to the next step

First the device MJST determine if the image it is running satisfies
the specified boot image criteria (e.g., name or fingerprint match).
If it does not, the device MJST downl oad, verify, and install the
speci fi ed boot imge, and then reboot. To verify the boot image, the
devi ce MJST check that the boot inage file matches the fingerprint
(e.g., sha256) supplied by the bootstrapping information. Upon
rebooting, the device MJST still be in its factory default state,
causi ng the bootstrapping process to run again, which will eventually
come to this very point, but this time the device' s running inage
will satisfy the specified criteria, and thus the device will nove to
processi ng the next step.

Next, for devices that support executing scripts, if a pre-
configuration script has been specified, the device MJIST execute the
script and check its exit status code to determne if had any
warnings or errors. In the case of errors, the device MIST reset
itself in such a way that force the reinstallation of its boot inage
t hereby wi ping out any bad state the script might have | eft behind.

Next the device conmits the provided initial configuration. Assuning
no errors, the device noves to processing the next step

Again, for devices that support executing scripts, if a post-
configuration script has been specified, the device MJST execute the
script and check its exit status code to determine if it had any
warnings or errors. In the case of errors, the device MJIST reset
itself in such a way that force the reinstallation of its boot inage
t hereby wi ping out any bad state the script mght have |eft behind.

At this point, the device has conpletely processed the bootstrapping
data and is ready to be managed. |f the device obtained the
bootstrap infornmation froma trusted bootstrap server, the device
MUST send the 'bootstrap-conplete’ notification now

At this point the device is configured and no |longer running its
factory default configuration. Notably, if the bootstrap infornation
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configured the device it initiate a call home connection, the device
woul d proceed to do so now.

9. The Zero Touch Information Artifact
This section defines a YANG [ RFC6020] nodul e that is used to define
the data nodel for the Zero Touch Information artifact described in
Section 4.1. Exanples illustrating this artifact in use are provided
in Section 9. 2.

9.1. Tree Diagram
The followi ng tree diagram provides an overvi ew of the data nodel for
the Zero Touch Information artifact. The syntax used for this tree

diagramis described in Section 1.4.

nodul e: ietf-zerotouch-information

+---- (information-type)
+--:(redirect-information)
| +---- redirect-informtion
| +---- bootstrap-server* [address]
[ +---- address i net: host
| +---- port? i net: port-nunber
| +---- trust-anchor? bi nary
+--:(bootstrap-information)
+---- bootstrap-information
+---- boot-imge
| +---- nane string
| +---- (hash-algorithm
| | +--:(sha256)
[ +---- sha256? string
|  +---- uri* inet:uri
+---- configuration-handling? enumner ati on
+---- pre-configuration-script? scri pt
+---- configuration?
+---- post-configuration-script? scri pt

9.2. Exanpl e Usage
This section presents exanples for how the information artifact
(Section 4.1) can be encoded into a docunent that can be distributed
out side the bootstrap server’s RESTCONF API .

The follow ng example illustrates how redirect information can be
encoded into an artifact.
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<redirect-information
xm ns="urn:ietf:params: xm : ns:yang:ietf-zerotouch-informtion">
<boot strap-server >
<addr ess>phsl. exanpl e. conx/ addr ess>
<port >8443</ port >
<t rust - anchor >Base64- encoded X.50 </trust-anchor>
</ boot strap-server>
<boot strap-server >
<addr ess>phs2. exanpl e. conx/ addr ess>
<port >8443</ port >
<trust - anchor >Base64- encoded X. 50 </trust-anchor>
</ boot strap-server>
<boot strap-server >
<addr ess>phs3. exanpl e. conx/ addr ess>
<port >8443</ port >
<t rust - anchor >Base64- encoded X. 50 </trust-anchor>
</ boot strap-server>
</redirect-information>

The followi ng example illustrates how bootstrap information can be
encoded into an artifact. This exanple uses datanodels from
[ RFC7317] and [I-D.ietf-netconf-netconf-client-server].

<-- '\’ line wapping added for formatting purposes only -->

<boot strap-information
xm ns="urn:ietf:parans: xm :ns:yang:ietf-zerotouch-informtion">
<boot - i nrage>
<nane>boot - i mage-v3. 2R1. 6. i ng</ name>
<sha256>Hex- encoded SHA256 hash</sha256>
<uri>file:///sone/path/to/raw file </uri>
</ boot -i mage>
<confi gurati on- handl i ng>ner ge</ confi gurati on-handl i ng>
<confi guration>
<l-- fromietf-systemyang -->
<system xm ns="urn:ietf:paranms: xnm : ns:yang:ietf-systent>
<aut henti cati on>
<user >
<nane>adm n</ nane>
<aut hori zed- key>
<nanme>admi n’s rsa ssh host-key</ nanme>
<al gori t hnmessh-rsa</al gorit hme
<key- dat a>AAAAB3NzaCly c2 EAAAADAQABAAABAQDeJMW8zr t si 8CgEsSRC\
j Czf ve2nbzD3awSBPr h71 CggLQvHVbPL89eHLuec St KL3Hr EgXal / O2Mwy \
E1ll @®YxLzeS5p2ngzK61lvi kUsqf MukeBohFTr DZ8bUt r F+HWVLI TRnoCVcC\
WAWLI Or 91 DCDAUWWE GA5gLcHal HVBt QxKnZdz U9kx/ f L3ZS5G76Fy6sAbB\
vg7SLqQFPj XXf t 2CAhi n8XWYRZy6r / 2N9PMI2Dnepvg4H2DKgBI e340j W\
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El uA7LVEJYql 4unqg4l og+/ +Ci unTkn) WRgl oj 4FCz YKOONvREGf OSLLf 6\
gakWQzzg@B929uW CW @ gn2nPi bp2Gol</ key- dat a>
</ aut hori zed- key>

</ user>
</ aut henti cati on>
</ syst enp
<l-- fromietf-netconf-server.yang -->

<net conf - server
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-netconf-server">
<cal | - home>
<netconf-client>
<nanme>confi g- ngr </ nane>
<ssh>
<endpoi nt s>
<endpoi nt >
<nane>east - dat a- cent er </ nane>
<address>11. 22. 33. 44</ addr ess>
</ endpoi nt >
<endpoi nt >
<nane>west - dat a- cent er </ nane>
<addr ess>55. 66. 77. 88</ addr ess>
</ endpoi nt >
</ endpoi nt s>
<host - keys>
<host - key>
<nane>certifi cat e</ nanme>
<certificate>builtin-idevid-cert</certificate>
</ host - key>
</ host - keys>
<client-cert-auth>
<trust ed- ca- cert s>depl oynent - speci fi c-ca-certs</trusted-ca-certs>
<trusted-client-certs>explicitly-trusted-client-certs</trusted-cl
ent-certs>
</client-cert-auth>
</ ssh>
<connecti on-type>
<peri odi c>
<idl e-ti meout >300</i dl e-ti neout >
<reconnect - ti meout >60</ r econnect - ti neout >
</ peri odi c>
</ connecti on-type>
<reconnect - strat egy>
<start-w t h>l ast-connected</start-wth>
<max- at t enpt s>3</ max- att enpt s>
</reconnect -strat egy>
</ netconf-client>
</ cal | - hone>
</ net conf - server >
</ configuration>
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</ boot st rap-i nf ormati on>
9.3. YANG Modul e

The Zero Touch Information artifact is normatively defined by the
YANG nodul e defined in this section

Note: the nodul e defined herein uses data types defined in [ RFC5280],
[ RFC6234], and [ RFC6991].

<CODE BEG NS> file "ietf-zerotouch-informti on@017-03-13. yang"

nodul e ietf-zerotouch-information {
yang-version "1.1";

nanespace "urn:ietf:parans: xm:ns:yang:ietf-zerotouch-informtion"
prefix zti "

inmport ietf-inet-types {

prefix inet;

reference "RFC 6991: Conmon YANG Data Types”
}

import ietf-restconf {
prefix rc;
description
"This inport statement is only present to access
the yang-data extension defined in RFC 8040.";
reference "RFC 8040: RESTCONF Protocol "

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”

cont act
"WG Web: http://tools.ietf.org/wy/ netconf
WG List: <mailto:netconf@etf.org>
Aut hor : Kent WAt sen <nmailto: kwat sen@ uni per. net >"

description

"This nodul e defines the data nodel for the Zero Touch Information
artifact defined by RFC XXXX: Zero Touch Provi sioning for NETCONF
or RESTCONF based Managenent.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or without
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nmodi fication, is permtted pursuant to, and subject to the license
terns contained in, the Sinplified BSD License set forth in Section
4.c of the I ETF Trust’s Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revision "2017-03-13" {
description
"Initial version";
reference
"RFC XXXX: Zero Touch Provisioning for NETCONF or RESTCONF based
Management " ;

}

rc:yang-data zerotouch-infornmation {
uses zerotouch-information-grouping;
}

groupi ng zerotouch-information-groupi ng {
description
"Defines the zerotouch informati on data nodel. G ouping
exi sts only to enable pyang tree output."”

choi ce information-type {
mandat ory true
description
"This choice statenent ensures the response only contains
redirect-informati on or bootstrap-infornmation. Note that
this is the only nandatory true node, as the other nodes
are not needed when the device trusts the bootstrap server,
in which case the data does not need to be signed.”

container redirect-information {
description
"This is redirect information, as described in Section 3.1

in RFC XXXX. Its purpose is to redirect a device to another
bootstrap server.";
reference

"RFC XXXX: Zero Touch Provisioning for NETCONF or RESTCONF
based Managenent";

list bootstrap-server {
key address;
description
"A bootstrap server entry.";
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| eaf address {
type inet: host;
mandat ory true
description
"The | P address or hostnane of the bootstrap server the
device should redirect to.";

| eaf port {
type inet: port-numnber;
default 443
description
"The port nunber the bootstrap server listens on."

| eaf trust-anchor { //should there be two fields Iike voucher?
type binary;
description
"An X. 509 v3 certificate structure as specified by RFC
5280, Section 4, encoded using ASN. 1 distingui shed
encoding rules (DER), as specified in ITUT X 690. A
certificate that a device can use as a trust anchor
to authenticate the bootstrap server it is being
redirected to.";
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile.
I TUT X 690:
I nformation technol ogy - ASN. 1 encodi ng rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER)."
}
}
}

cont ai ner bootstrap-information {

description
"This is bootstrap information, as described in Section 3.2 in
RFC XXXX. Its purpose is to provide the device everything it
needs to bootstrap itself.";
reference
"RFC XXXX: Zero Touch Provisioning for NETCONF or RESTCONF
based Managenent";

cont ai ner boot-inmage {

description
"Specifies criteria for the boot image the device MIST
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be running.";

|l eaf nane { // maybe this should be a regex?
type string;
mandat ory true
description
"The nanme of a software inage that the device MJST
be running in order to process the renaining nodes.";

choi ce hash-al gorithm {
mandat ory true
description
"Identifies the hash algorithmused.";
| eaf sha256 {
type string;
description
"The hex-encoded SHA-256 hash over the boot
image file. This is used by the device to
verify a downl oaded boot image file.";
ref erence
"RFC 6234: US Secure Hash Al gorithms.";
}
}
leaf-list uri {
type inet:uri;
m n-el enents 1;
description
"An ordered list of URIs to where the boot-inage file MAY
be obtained. Deploynents MJST know in which URI schenes
(http, ftp, etc.) a device supports. |If a secure schene
(e.g., https) is provided, a device MAY establish a
provi sional connection to the server, by blindly
accepting the server’s credentials (e.g., its TLS
certificate)";

}
}

| eaf configuration-handling {
type enuneration {
enum nerge {
description
"Merge configuration into existing running configuration.";
}

enum r epl ace {
description
"Repl ace existing running configuration with the passed
configuration.";
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}

description
"This enuneration indicates how the server should process
the provided configuration. Wen not specified, the device
MAY det ernine how to process the configuration using other
means (e.g., vendor-specific netadata).";

}

| eaf pre-configuration-script {
type script;
description
"A script that, when present, is executed before the
configuration has been processed.";

}

anydata configuration {

must "../configuration-handling"
description
"Any configuration data nodel known to the device. It may
contai n manuf acturer-specific and/or standards-based data
nodel s. ";
}
| eaf post-configuration-script {
type script;

description
"A script that, when present, is executed after the
configuration has been processed.";

}
}
}
}
typedef script {
type binary;

description
"A device specific script that enables the execution of conmands
to perform actions not possible thru configuration al one.

No attenpt is nade to standardi ze the contents, running context,
or progranm ng | anguage of the script. The contents of the
script are considered specific to the vendor, product |ine,
and/ or nodel of the device.

If a script is erroneously provided to a device that does not
support the execution of scripts, the device SHOULD send a
"script-warning’ notification nessage, but otherw se continue
processing the bootstrapping data as if the script had not

Wat sen & Abr ahansson Expi res Septenber 14, 2017 [ Page 38]



Internet-Draft Zero Touch March 2017

been present.

The script returns exit status code 'O on success and non-zero
on error, wth acconpanying stderr/stdout for |ogging purposes.
In the case of an error, the exit status code will specify what
t he device shoul d do.

If the exit status code is greater than zero, then the device
shoul d assune that the script had a soft error, which the
script believes does not affect manageability. |[If the device
obt ai ned the bootstrap information froma bootstrap server

it SHOULD send a 'script-warning notification nmessage.

If the exit status code is |less than zero, the device should
assune the script had a hard error, which the script believes
will affect manageability. |In this case, the device SHOULD
send a 'script-error’ notification nessage followed by a
reset that will force a new boot-inmage install (w ping out
anything the script may have done) and restart the entire
boot st rappi ng process again.";

}

<CCDE ENDS>

10. The Zero Touch Bootstrap Server API
This section defines a YANG [ RFC6020] nodul e that is used to define
t he RESTCONF [ RFC8040] APl used by the bootstrap server defined in
Section 6.4. Exanples illustrating this APl in use are provided in
Section 10. 2.

10.1. Tree Diagram

The followi ng tree diagram provides an overview for the bootstrap
server RESTCONF API. The syntax used for this tree diagramis
descri bed in Section 1.4.
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nodul e: ietf-zerotouch-bootstrap-server
+--ro device* [unique-id]

+--ro unique-id string
+--ro zerotouch-information pkcs7
+--ro owner-certificate? pkcs7
+--ro ownershi p-voucher? pkcs7

+---x notification
+---w i nput

+---w notification-type enumner ati on

+---w nessage? string

+---w ssh-host - keys

| +---w ssh-host-key*

| +---w format enumrer ati on

| +---w key-dat a string

+---w trust-anchors

+---w trust-anchor*

+---w protocol * enurer ation
+--wcertificate pkcs7

In the above diagram notice that all of the protocol accessible
nodes are read-only, to assert that devices can only pull data from
the bootstrap server

Al so notice that the nodul e defines an action statenent, which
devi ces use to provide progress notifications to the bootstrap
server.

10. 2. Exanpl e Usage

This section presents sone exanples illustrating the bootstrap
server’s API. Two exanples are provided, one illustrating a device
fetchi ng bootstrapping data fromthe server, and the other
illustrating a data posting a progress notification to the server

The following exanple illustrates a device using the APl to fetch its
boot strappi ng data fromthe bootstrap server. |In this exanple, the
devi ce receives a signed response; an unsigned response woul d | ook
simlar except the last two fields (owner-certificate and ownershi p-
voucher) woul d be absent in the response.
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REQUEST

GET https://exanpl e. com restconf/datal/ietf-zerotouch-bootstrap-server:\
devi ce=123456 HTTP/ 1.1

HOST: exanpl e. com

Accept: application/yang. dat a+xm

RESPONSE

HTTP/ 1.1 200 K

Date: Sat, 31 Oct 2015 17:02:40 GMTI
Server: exanpl e-server

Cont ent - Type: application/yang. dat a+xm

<l-- "\" line wapping added for formatting purposes only -->

<devi ce
xm ns="urn:ietf:parans: xm :ns:yang:ietf-zerotouch-bootstrap-server">
<uni que-i d>123456789</ uni que-i d>
<zerotouch-informati on>\
Base64- encoded Zero Touch Information artifact\
<zer ot ouch-i nformati on>
<owner-certificate>Baseb64-encoded PKCS#7</owner-certificate>
<owner shi p- voucher >Base64- encoded Voucher </ owner shi p- voucher >
</ devi ce>

The followi ng exanple illustrates a device using the APl to post a
notification to a bootstrap server. |Illustrated belowis the

"boot strap-conpl ete’ message, but the device may send ot her
notifications to the server while bootstrapping (e.g., to provide
status updates). |In this nessage, the device is sending both its SSH
host keys and TLS server certificate, which the bootstrap server nay,
for exanple, pass to an NM5, as discussed in Section 7.3.

Note that devices that are able to present an IDevlD certificate

[ Std-802. 1AR-2009] when establishing SSH or TLS connecti ons do not
need to include its DevlD certificate in the bootstrap-conplete
message. It is unnecessary to send the DevliD certificate in this
case because the IDevID certificate does not need to be pinned by an
NMS in order to be trusted.

Note that the bootstrap server MUST NOT process a notification froma

device without first authenticating the device. This is in contrast
to when a device is fetching data fromthe server, a read-only
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operation, in which case device authentication is not strictly
required (e.g., when sending signed infornmation).

REQUEST

PCST https://exanpl e.com restconf/data/ietf-zerotouch:\
devi ce=123456/notification HITP/ 1.1

HOST: exanpl e. com

Cont ent - Type: application/yang. dat a+xm

<l-- ’\" line wapping added for formatting purposes only -->

<i nput
xm ns="urn:ietf:parans: xm :ns:yang:ietf-zerotouch-bootstrap-server">
<noti fication-type>bootstrap-conpl ete</notification-type>
<message>exanpl e nessage</ nessage>
<ssh- host - keys>
<ssh- host - key>
<f or mat >ssh-r sa</ f or mat >
<key- dat a>Base64- encoded SSH RSA Public Key</key-dat a>
</ ssh- host - key>
<ssh- host - key>
<f or mat >ssh- dsa</ f or mat >
<key- dat a>Base64- encoded SSH DSA Publ i c Key</key-dat a>
</ ssh- host - key>
</ ssh- host - keys>
<t rust - anchor s>
<t rust - anchor >
<pr ot ocol >net conf - ssh</ pr ot ocol >
<pr ot ocol >net conf - t| s</ pr ot ocol >
<prot ocol >restconf-tl s</protocol >
<pr ot ocol >net conf - ch- ssh</ pr ot ocol >
<pr ot ocol >net conf-ch-tl s</protocol >
<pr ot ocol >rest conf-ch-tl s</protocol >
<certificate>Base64-encoded X 509</certificate>
</trust-anchor>
</trust-anchors>
</i nput >

RESPONSE

HTTP/ 1.1 204 No Content
Date: Sat, 31 Oct 2015 17:02:40 GVI
Server: exanpl e-server
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10. 3.  YANG Modul e

The bootstrap server’s device-facing APl is normatively defined by
the YANG nodul e defined in this section

Not e: the nodul e defined herein uses data types defined in [ RFC2315],
[ RFC5280], and [I-D.ietf-anim-voucher].

<CODE BEG@ NS> file "ietf-zerotouch-bootstrap-server @017-03-13. yang"

nmodul e i etf-zerotouch-bootstrap-server {
yang-version "1.1";

nanmespace
"urn:ietf:parans: xm :ns:yang:ietf-zerotouch-bootstrap-server”
prefix "zt bs";

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>
Aut hor : Kent Watsen
<mai | t 0: kwat sen@ uni per. net >";

description

"This nodul e defines an interface for bootstrap servers, as defined
by RFC XXXX: Zero Touch Provisioning for NETCONF or RESTCONF based
Managenent .

Copyright (c) 2014 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or without

nmodi fication, is permtted pursuant to, and subject to the license

terns contained in, the Sinplified BSD License set forth in Section
4.c of the I ETF Trust’s Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revision "2017-03-13" {
description
“Initial version";
ref erence
"RFC XXXX: Zero Touch Provisioning for NETCONF or RESTCONF based
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Managenent " ;

}
/1 typedefs

typedef pkcs7 {
type binary;
description
"A PKCS #7 SignedData structure, as specified by Section 9.1
in RFC 2315, encoded using ASN. 1 distinguished encoding rules
(DER), as specified in ITUT X 690."
reference
"RFC 2315:
PKCS #7: Cryptographi c Message Syntax Version 1.5.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER)."
}

/'l protocol accessible node

list device {
key uni que-id;
config fal se

description
"A device's record entry. This is the only RESTCONF resource
that a device will GET, as described in Section 8.2 in RFC XXXX
Getting just this top-level node provides a device with all the
data it needs in a single request."”
ref erence
"RFC XXXX: Zero Touch Provisioning for NETCONF or
RESTCONF based Managenent";

| eaf unique-id {
type string;
description
"A unique identifier for the device (e.g., serial nunber).
Each device accesses its bootstrapping record by its unique
identifier.";

}

| eaf zerotouch-information {
type pkcs7;
mandat ory true
description
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"A ' zerotouch-information’ artifact, as described in Section
4.1 of RFC XXXX. When conveyed over an untrusted transport, in
order to be processed by a device, this PKCS#7 Si gnedDat a
structure MJST contain a 'signerlnfo structure, described
in Section 9.1 of RFC 2315, containing a signature generated
using the owner’'s private key.";

ref erence
"RFC XXXX: Zero Touch Provisioning for NETCONF or
RESTCONF based Managenent.
RFC 2315:
PKCS #7: Cryptographi c Message Syntax Version 1.5";

}
| eaf owner-certificate {
type pkcs7;
must "../zerotouch-information" {
description
"An ' zerotouch-information’ artifact nust be present
whenever an ownership certificate is presented.”
}
description
"An unsi gned PKCS #7 SignedData structure, as specified by
Section 9.1 in RFC 2315, encoded using ASN. 1 distingui shed
encoding rules (DER), as specified in ITUT X 690.
This structure MJST contain the owner certificate and all
intermedi ate certificates leading up to at |east the trust
anchor certificate specified in the ownership voucher.
Additionally, if needed by the device, this structure MAY
al so contain suitably fresh CRL and or OCSP Responses.
X. 509 certificates and CRLs are described in RFC 5280.
OCSP Responses are described in RFC 6960.";
ref erence
"RFC 2315:
PKCS #7: Cryptographi c Message Syntax Version 1.5.
RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile.
RFC 6960:
X. 509 Internet Public Key Infrastructure Online
Certificate Status Protocol - OCSP
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER
Canoni cal Encoding Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER)."
}
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| eaf ownershi p-voucher {
type pkcs7;
must "../owner-certificate" {
description
"An owner certificate nust be present whenever an ownership
voucher is presented."”;
}
description
"A ’voucher’ artifact, as described in Section 5 of
| -D.ietf-ani ma-voucher. The voucher’s ’'device-identifier’
MUST reference both the device' s unique identifier and
the owner’'s owner certificate.";
ref erence
"1-D. etf-ani ma-voucher:
Voucher and Voucher Revocation Profiles for Bootstrapping

Prot ocol s";
}
action notification {
i nput {

| eaf notification-type {
type enuneration {
enum bootstrap-initiated {
description
"Indi cates that the device has just accessed the
bootstrap server. The ’'nmessage’ field bel ow MAY
contain any additional information that the
manuf acturer thinks mght be useful.";
}
enum par si ng-war ni ng {
description
"Indicates that the device had a non-fatal error when
parsing the response fromthe bootstrap server. The
"message’ field bel ow SHOULD i ndicate the specific
war ni ng that occurred.”;
}
enum par si ng-error {
description
"Indicates that the device encountered a fatal error
when parsing the response fromthe bootstrap server
For instance, this could be due to nal fornmed encoding,
t he devi ce expecting signed data when only unsigned
data is provided, because the ownership voucher didn't
i nclude the device's unique identifier, or because the
signature didn’t match. The 'nessage’ field bel ow
SHOULD i ndicate the specific error. This notification
al so indicates that the device has abandoned trying to
bootstrap off this bootstrap server.";
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}
enum boot - i mage- war ni ng {
description
"I ndi cates that the device encountered a non-fata
error condition when trying to install a boot-inmage.
A possible reason nmight include a need to reformat a
partition causing | oss of data. The 'nessage’ field
bel ow SHOULD i ndi cate any warni ng nessages that were
generated. ";

enum boot -i mage-error {
description
"Indi cates that the device encountered an error when
trying to install a boot-image, which could be for
reasons such as a file server being unreachabl e,
file not found, signature mismatch, etc. The
"message’ field SHOULD indicate the specific error
that occurred. This notification also indicates
that the device has abandoned trying to bootstrap
off this bootstrap server.";
}
enum pre-script-warning {
description
"Indi cates that the device obtained a greater than
zero exit status code fromthe script when it was
executed. The ’'message’ field bel ow SHOULD i ndi cate
both the resulting exit status code, as well as
capture any stdout/stderr nessages the script may
have produced.";
}
enum pre-script-error {
description
"Indicates that the device obtained a | ess than zero
exit status code fromthe script when it was executed.
The 'nessage’ field bel ow SHOULD i ndi cate both the
resulting exit status code, as well as capture any
stdout/stderr nessages the script may have produced
This notification also indicates that the device has
abandoned trying to bootstrap off this bootstrap
server.";
}
enum confi g-warni ng {
description
"Indi cates that the device obtained warning nessages
when it committed the initial configuration. The
"message’ field bel ow SHOULD i ndi cate any warni ng
messages that were generated.”;
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enum config-error {
description
"Indicates that the device obtained error nessages
when it committed the initial configuration. The
"message’ field bel ow SHOULD i ndicate the error
messages that were generated. This notification
al so indicates that the device has abandoned trying
to bootstrap off this bootstrap server.";
}
enum post-script-warning {
description
"Indi cates that the device obtained a greater than
zero exit status code fromthe script when it was
executed. The ’'message’ field bel ow SHOULD i ndi cate
both the resulting exit status code, as well as
capture any stdout/stderr nessages the script may
have produced.";
}
enum post -script-error {
description
"Indicates that the device obtained a | ess than zero
exit status code fromthe script when it was executed.
The 'nessage’ field bel ow SHOULD i ndi cate both the
resulting exit status code, as well as capture any
stdout/stderr nessages the script may have produced
This notification also indicates that the device has
abandoned trying to bootstrap off this bootstrap
server.";

enum boot strap-conpl ete {
description
"Indi cates that the device successfully processed the
all the bootstrapping data and that it is ready to be
managed. The 'nessage’ field bel ow MAY contai n any
additional information that the manufacturer thinks
nm ght be useful. After sending this notification
the device is not expected to access the bootstrap
server again.";
}
enum i nformational {
description
"Indi cates any additional information not captured by
any of the other notification-type. For instance, a
message indicating that the device is about to reboot
after having installed a boot-inmage could be provided.
The 'nmessage’ field bel ow SHOULD contain infornmation
that the manufacturer thinks mght be useful.";
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}

mandat ory true;
description
"The type of notification provided."
}
| eaf nessage {
type string;
description
"An optional human-readabl e val ue.”
}
cont ai ner ssh-host-keys {
when "../notification-type = 'bootstrap-conplete " {
description
"SSH host keys are only sent when the notification
type is ’bootstrap-conplete .";

description
"Alist of SSH host keys an NM5 may use to authenticate
a NETCONF connection to the device with."
list ssh-host-key {
description
"An SSH host - key";
| eaf format {
type enuneration {
enum ssh-dss { description "ssh-dss"; }
enum ssh-rsa { description "ssh-rsa"; }

mandat ory true
description
"The format of the SSH host key."

}
| eaf key-data {
type string;
mandat ory true
description
"The key data for the SSH host key";
}

}
}
contai ner trust-anchors {
when "../notification-type = 'bootstrap-conplete " {
description
"Trust anchors are only sent when the notification
type is 'bootstrap-conplete .";
}
description
"Alist of trust anchor certificates an NVS may use to
aut henticate a NETCONF or RESTCONF connection to the
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device with.";
list trust-anchor ({
description
"Alist of trust anchor certificates an NVS may use to
aut henticate a NETCONF or RESTCONF connection to the
device with.";
| eaf-1ist protocol {
type enuneration {
enum net conf - ssh { description "netconf-ssh"; }
enum netconf-tls { description "netconf-tls"; }
enum restconf-tls { description "restconf-tls"; }
enum net conf-ch-ssh { description "netconf-ch-ssh"; }
enum netconf-ch-tls { description "netconf-ch-tls"; }
enum restconf-ch-tls { description "restconf-ch-tls"; }
}
m n-el enents 1;
description
"The protocols that this trust anchor secures."
}

| eaf certificate {
type pkcs7;
mandat ory true
description
"An X. 509 v3 certificate structure, as specified by
Section 4 in RFC5280, encoded using ASN. 1 distinguished
encoding rules (DER), as specified in ITUT X 690."
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER
Canoni cal Encoding Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER)."
}
}
}

} // end action

} /1 end device

}
<CODE ENDS>
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11.

11.

11.

11.

Security Considerations
1. Inmmutable storage for trust anchors

Devi ces MUST ensure that all their trust anchor certificates,
i ncluding those for connecting to bootstrap servers and verifying
ownershi p vouchers, are protected fromexternal nodification

It may be necessary to update these certificates over tinme (e.g., the
manuf acturer wants to delegate trust to a new CA). It is therefore
expected that devices MAY update these trust anchors when needed
through a verifiable process, such as a software upgrade using signed
sof t war e i nages

2. dock Sensitivity

The solution in this docunent relies on TLS certificates, owner
certificates, and ownership vouchers, all of which require an
accurate clock in order to be processed correctly (e.g., to test
validity dates and revocation status). |nplenentations MJST ensure
devi ces have an accurate clock when shipped from manufacturing
facilities, and take steps to prevent clock tanpering.

If it is not possible to ensure clock accuracy, it is RECOMVENDED
that inplenmentations disable the aspects of the solution having clock
sensitivity. In particular, such inplenmentations shoul d assune that
TLS certificates and owner certificates are not revokable. 1In real-
world terns, this nmeans that manufacturers SHOULD only issue a single
ownershi p voucher for the lifetine of sone devices.

It is inportant to note that inplenentations SHOULD NOT rely on NTP
for time, as it is not a secure protocol

3. Blindly authenticating a bootstrap server

This docunent allows a device to blindly authenticate a bootstrap
server’s TLS certificate. It does so to allow for cases where the
redirect information may be obtained in an unsecured manner, which is
desirable to support in sonme cases.

To conpensate for this, this docunent requires that devices, when
connected to an untrusted bootstrap server, do not send their |DevlD
certificate for client authentication, and they do not POST any
progress notifications, and they assert that data downl oaded fromthe
server is signed
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11.4. Entropy |oss over tine

Section 7.2.7.2 of the I EEE Std 802. 1AR- 2009 standard says that
I Devl D certificate should never expire (i.e. having the notAfter
val ue 999912312359597). G ven the long-lived nature of these
certificates, it is paranmount to use a strong key length (e.g.
512-bit ECC).

11.5. Serial Nunbers

This draft suggests using the device's serial nunber as the unique
identifier inits IDeviD certificate. This is because serial nunbers
are ubi quitous and promnently contained in invoices and on | abels

af fixed to devices and their packaging. That said, serial nunbers
many tines encode revealing information, such as the device’s node
nunber, manufacture date, and/or sequence nunber. Know edge of this
i nformati on may provide an adversary with details needed to | aunch an
att ack.

11.6. Sequenci ng Sources of Bootstrapping Data
For devices supporting nore than one source for bootstrappi ng data,
no particular sequencing order has to be observed for security
reasons, as the solution for each source is considered equally
secure. However, froma privacy perspective, it is RECOVWENDED t hat
devi ces access | ocal sources before accessing renpte sources.

12. | ANA Consi derations

12.1. The BOOTP Manufacturer Extensions and DHCP Options Registry
The following registrations are in accordance to RFC 2939 [ RFC2939]

for "BOOTP Manuf acturer Extensions and DHCP Options" registry
mai ntai ned at http://ww.iana. org/assi gnment s/ boot p- dhcp- paranet ers
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Tag: XXX
Nanme: Zero Touch I nformation

Returns up to three zero touch bootstrapping artifacts.

Code Len

+----- +----- ) +

| XXX | n | zerotouch-information |
+-- - - - +-- - - - o e e e e e e e e ao oo +

e e e e oo e e e e oo +
| owner-certificate | ownership-voucher |
) ) +

Ref erence: RFC XXXX
Tag: YYY
Nanme: Zero Touch I nformation

Returns up to three zero touch bootstrapping artifacts.

Code Len
e e T T +

| XXX | n | zerotouch-information |
H-- - - - H-- - - - o e e e e e e e e e e e oo n +
e e +
| owner-certificate | ownership-voucher |
N T ——_ N T +

Ref erence: RFC XXXX
12.2. The I ETF XM. Regi stry
This docunent registers one URI in the |ETF XM registry [ RFC3688].
Following the format in [RFC3688], the followi ng registration is
request ed:
URI: urn:ietf:parans: xn:ns:yang:ietf-zerotouch

Regi strant Contact: The NETCONF WG of the | ETF.
XML: N A the requested URI is an XM. nanmespace
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12.3. The YANG Modul e Nanmes Registry

Thi s docunment registers two YANG nodul es in the YANG Mbdul e Nanes
registry [RFC6020]. Following the format defined in [ RFC6020], the
the following registrations are requested:

name: i etf-zerotouch-information

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-zerotouch
prefix: zt

ref erence: RFC XXXX

nane: i etf-zerotouch-bootstrap-server

namespace: urn:ietf:paranms: xm :ns:yang:ietf-zerotouch
prefix: zt

ref erence: RFC XXXX

13. O her Considerations

Both this docunent and [|-D.ietf-ani ma-boot strappi ng-keyinfra] define
boot st rappi ng mechani sms.  The aut hors have col | aborated on both
solutions and believe that each solution has nerit and, in fact, can
work together. That is, it is possible for a device to support both
sol uti ons sinultaneously.
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Appendi x A. Change Log

A 1.

(0]

A 3.

IDto 00

Maj or structural update; the essence is the same. Most every
section was rewitten to some degree.

Added a Use Cases section

Added di agrans for "Actors and Rol es" and "NVB Precondition”
sections, and greatly inproved the "Device Boot Sequence" diagram

Renmoved support for physical presence or any ability for
configlets to not be signed.

Defined the Zero Touch Informati on DHCP option

Added an ability for devices to al so downl oad i mages from
configuration servers

Added an ability for configlets to be encrypted

Now configuration servers only have to support HITP/S - no other
schenes possi bl e

00 to 01

Added boot-i mage and val i dat e-owner annotations to the "Actors and
Rol es" di agram

Fi xed 2nd paragraph in section 7.1 to reflect current use of
anyxn .

Added encrypted and si gned-encrypted exanpl es
Repl aced YANG nodul e with XSD schema
Added | ANA request for the Zero Touch Informati on DHCP Opti on

Added | ANA request for nedia types for boot-inage and
configuration

01 to 02
Repl aced the need for a configuration signer with the ability for

each NM5 to be able to sign its own configurations, using
manuf act urer signed ownershi p vouchers and owner certificates.
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Renaned configuration server to bootstrap server, a nore
representative nane given the information devices downl oad from
it.

Repl aced the concept of a configlet by defining a southbound
interface for the bootstrap server using YANG

Renoved the | ANA request for the boot-inage and configuration
medi a types

02 to 03
M nor update, nostly just to add an Editor’s Note to show how this
draft mght integrate with the draft-pritikin-ani ma-bootstrappi ng-
keyi nfra.

03 to 04

Maj or update formally introduci ng unsi gned data and support for
I nt ernet - based redirect servers.

Added nany terns to Term nol ogy section
Added all new "Guiding Principles" section
Added all new "Sources for Bootstrapping Data" section

Rewrote the "Interactions” section and renaned it "Workfl ow
Overvi ew'.

04 to 05

Sem -maj or update, refactoring the docunent into nore | ogica
parts

Created new section for information types
Added support for DNS servers

Now al | ows provisional TLS connections
Boot st rappi ng data now supports scripts
Devi ce Details section overhaul ed
Security Considerations expanded

Filled in enunerations for notification types

Wat sen & Abr ahansson Expi res Septenber 14, 2017 [ Page 59]



Internet-Draft Zero Touch March 2017

A 7.

(0]

A 11.

05 to 06

M nor update

Added nany Nornative and I nformative references.

Added new section O her Considerations.

06 to 07

M nor updat e

Added an Editorial Note section for RFC Editor.
Updat ed t he | ANA Consi derati ons section.

07 to 08

M nor updat e

Updated to reflect review from M chael Ri chardson
08 to 09

Added in missing "Signature" artifact exanple.

Added recomendati on for manufacturers to use interoperable
formats and file nami ng conventions for renovabl e storage devi ces.

Added configuration-handling leaf to guide if config should be
merged, replaced, or processed |like an edit-config/yang-patch
docunent .

Added a pre-configuration script, in addition to the post-
configuration script from-05 (issue #15).

09 to 10

Fact ored ownershi p vocher and voucher revocation to a separate
docunent: draft-kwat sen-netconf-voucher. (issue #11)

Renmoved <confi guration-handling> options 'edit-config and yang-
patch’. (issue #12)

Defi ned how a signature over signed-data returned froma bootstrap
server is processed. (issue #13)
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A 12.

A 13.

A 14.

Added recomendati on for renovabl e storage devices to use open/
standard file systens when possible. (issue #14)

Repl aced notifications "script-[warning/error]" with "[pre/post]-
script-[warning/error]". (goes with issue #15)

switched owner-certificate to be encoded using the pkcs#7 fornmat.
(issue #16)

Repl aced nd5/shal with sha256 inside a choice statenent, for
future extensibility. (issue #17)

A ton of editorial changes, as | went thru the entire draft with a
fine-toothed conb.

10 to 11
fixed yang validation issues found by | ETFYANGPageConpi |l ati on

note: these issues were NOT found by pyang --ietf or by the
submi ssion-tinme validator..

fixed a typo in the yang nodul e, sonmeone the config fal se
statement was renoved.

11 to 12

fixed typo that prevented Appendix B from | oadi ng the exanples
correctly.

fixed nore yang validation issues found by
| ETFYANGPageConpi | ati on. note: again, these issues were NOT found
by pyang --ietf or by the subm ssion-time validator..

updated a few of the notification enunerations to be nore
consistent with the other enunerations (follow ng the warning/
error pattern).

updated the information-type artifact to state howit’'s encoded,
mat chi ng the | anguage that was in Appendix B

12 to 13

defined a standal one artifact to encode the old information-type
into a PKCS#7 structure.

standal one information artifact hardcodes JSON encoding (to nmatch
the voucher draft).
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o conbined the information and signature PKCS#7 structures into a
singl e PKCS#7 structure.

o noved the certificate-revocations into the owner-certificate's
PKCS#7 structure.

o elimnated support for voucher-revocations, to reflect the
voucher-draft’s switch fromrevocations to renewal s.

Aut hor s’ Addr esses

Kent Watsen
Juni per Networks

EMai | : kwat sen@ uni per. net
M kael Abrahamsson
T- Systens

EMai | : "ni kael . abrahansson@ - syst ens. se

Wat sen & Abr ahansson Expi res Septenber 14, 2017 [ Page 62]



