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Abst ract

Thi s docunment defines the support of [event-notifications] by the
Net wor k Configuration protocol (NETCONF). [event-notifications]
descri bes capabilities and operations for providing asynchronous
message notification delivery. This docunent discusses how to
provide themon top of NETCONF. The capabilities and operations
defined between this docunent and [event-notifications] are intended
to obsol ete RFC 5277.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 4, 2017.
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1. Introduction

[ RFC6241] can be conceptually partitioned into four |ayers:

Layer Exanpl e

S + oo m e e e e e e e e e e e e e e e e e eaao o +
[ Cont ent [ Configuration data

o m e e oo o - + ) +

| |

e e e - + o mm o e e e e e e e e e e e e e e e e e e o aao o +
| Operations | | <get-config> <edit-config> <notification>
S + oo m e e e e e e e e e e e e e e e e e eaao o +

I I I
B TS + B + |

RPC <rpc>, <rpc-reply> |
e e e - + o e e m e e e e e e e e oo + [

I I I
S + oo m e e e e e e e e e e e e e e e e e eaao o +
| Transport | | BEEP, SSH, SSL, console |
| Protocol | | |
TSRS + o mm e e e e e e e e e e e e e e e e e e e e eem o +

Figure 1: NETCONF | ayer architecture

Thi s docunent defines nmechani sns that provide an asynchronous nessage
notification delivery service for the NETCONF protocol [RFC6241]
based on [event-notifications]. This is an optional capability built
on top of the base NETCONF definition

[event-notifications] and this docunent enhance the capabilities of
RFC 5277 whil e maintai ni ng backwards capability with existing

i mpl ementations. It is intended that a final version of this
docunent m ght obsol ete [ RFC5277]. The enhancenents include the
ability to term nate subscriptions without ternminating the client
session, to nodify existing subscriptions, and to have multiple
subscriptions on a NETCONF session. [RFC5277] clients that do not
requi re these enhancenents are not affected by them

[event-notifications] covers the follow ng functionality:

0 Ability to subscribe to event notifications using two nechani sns:
dynani ¢ and configuration subscriptions.

0 Ability to subscribe to event notifications using two nmechani sns:
dynanmi ¢ and configuration subscriptions.

0 Ability to negotiate acceptabl e subscription paraneters.

Gonzal ez Prieto, et al. Expires May 4, 2017 [ Page 3]



I nternet-Draft NETCONF- not i fi cations Cct ober 2016
0 Ability to filter the subset of notifications to be pushed with
stream specific semantics.
0 Ability to support nultiple encodings for the notification
0 Mechanismto conmmunicate the notifications.
o0 Ability to replay locally |ogged notifications.
To support this functionality, NETCONF agents nust inplenent the
operations, configuration and operational state defined in
[event-notifications]. |In addition, they need to:
0 support multiple subscriptions over a single NETCONF session
0 support a revised definition of the default NETCONF stream
0 be backwards conpatible with RFC 5277 i npl enent ati ons.
1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
1.1.1. NETCONF
The following terns are defined in [ RFC6241]
o Cdient
o Server
o0 Qperation
o0 RPC renpte procedure cal
1.1.2. Event Notifications
The following terns are defined in [event-notifications]:
o Event
o0 Event notification

0 Stream (also referred to as "event streant)

0 Subscri ber
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0 Publi sher
0 Receiver
0 Subscription
o Filter
o Dynam c subscription
0 Configured subscription
Note that a publisher in [event-notifications] corresponds to a
server in [RFC6241]. Similarly, a subscribers corresponds to a
client. A receiver is also aclient. 1In the remainder of this
docunent, we will use the term nology in [ RFC6241].

1.1.3. NETCONF Access Contro
The following ternms are defined in [ RFC6536]
0 NACM NETCONF Access Control Model

1.2. Solution Overview
[event-notifications] defines mechanisns that provide an asynchronous
message notification delivery service. This docunent discusses its
realization on top of the NETCONF protocol [RFC6241].
The functionality to support is defined in [event-notifications]. It
is formalized in a set of yang nodels. The mappi ng of yang
constructs into NETCONF is described in [ RFC6020] .
Supporting [event-notifications] requires enhancenents and
nmodi fications in NETCONF. The key enhacenent is suporting nultiple
subscriptions on a NETCONF session. A key nodification is the
definition of the NETCONF stream

These enhancenents do not affect [RFC5277] clients that do not
support [event-notifications].

2. Solution

In this section, we describe and exenplify how [event-notifications]
must be supported over NETCONF.
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2. 1. Event Streans

In the context of NETCONF, an event streamis a set of events
avai l abl e for subscription froma NETCONF server. It is out of the
scope of this docunent to identify a) how streans are defined, b) how
events are defined/ generated, and c¢) how events are assigned to
streans.

The following is a high-level description of the flow of a
notification. Note that it does not nmandate and/or preclude an

i npl ementation. As events are raised, they are assigned to streans.
An event may be assigned to nmultiple streans. The event is
distributed to subscribers and receivers based on the current
subscriptions and access control. Access control is needed because
if any receiver of that subscription does not have perm ssion to
receive an event, then it never makes it into a notification, and
processing of the event is conpleted for that subscription

2.2. Event Stream Di scovery

A NETCONF client can retrieve the |ist of avail able event streans
froma NETCONF server using the <get> operation. The reply contains
the el enents defined in the YANG nodel under the container
"/streans", which includes the streamidentifier

The followi ng exanple ilustrates the retrieval of the list of
avai | abl e event streans using the <get> operation

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >

<get >
<filter type="subtree">
<streamns
xm ns="urn:ietf:parans: xm :ns:yang:ietf-event-notifications"/>
</filter>
</ get >
</rpc>

Figure 2: Get streans
The NETCONF server returns a list of event streans avail able for

subscription. 1In this exanple, the Iist contains the NETCONF, SNWP
and syslog-critical streans.
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<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<dat a>
<streans
xm ns="urn:ietf:parans: xm :ns:yang:ietf-event-notifications">
<st r eanPNETCONF</ st r ean»
<st r eanmr>SNWP</ st r ean®
<streanpsysl og-critical </streanp
<st r eanPNETCONF</ st r ean»
</ streans>
</ dat a>
</rpc-reply>

Figure 3: Get streanms response
2.2.1. Backwards Conpatibility

In order to maintain backwards conpatibility, clients that only
support [RFC5277] can retrieve the list of available event streans
executing a <get> operation against the container "/netconf/streans".

The followi ng exanple ilustrates this mechani sm

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<get >
<filter type="subtree">
<net conf
xm ns="urn:ietf:parans: xn : ns: netnod: notification">
<streans/ >
</ net conf >
</filter>
</ get >
</rpc>

Figure 4: Get streanms (backwards conpatibility)

The NETCONF server returns a |list of event streans avail able for
subscription. In this exanple, the Iist contains the NETCONF, SNWP

and syslog-critical streans.

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<dat a>
<net conf
xm ns="urn:ietf:parans: xm : ns: netnod: notification">
<streanms>
<streanp
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<nane>
NETCONF
</ name>
<descri ption>
defaul t NETCONF event stream
</ description>
<repl aySupport >
true
</ repl aySupport >
<repl ayLogCreati onTi ne>
2016- 02- 05T00: 00: 00z
</ repl ayLogCreati onTi me>
</ streane
<streanp
<nane>
SNWVP
</ name>
<descri pti on>
SNWVP notifications
</ descri ption>
<repl aySupport >
fal se
</ repl aySupport >
</ streanr
<streanp
<nane>
syslog-critica
</ name>
<descri ption>
Critical and higher severity
</ descri pti on>
<repl aySupport >
true
</ repl aySupport >
<repl ayLogCreati onTi ne>
2007- 07-01T00: 00: 00Z
</ repl ayLogCreati onTi me>
</ streane
</ streans>
</ net conf >
</ dat a>
</rpc-reply>

Figure 5: Get streanms response (backwards conpatibility)
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2. 3. Def aul t Event Stream

A NETCONF server inplenmentation supporting the notification
capability MJUST support the "NETCONF" notification event stream

This streamcontains all NETCONF XM. event notifications supported by
the NETCONF server, except for those belonging only to streanms that
explicitly indicate that they nust be excluded fromthe NETCONF
stream The exact string "NETCONF' is used during the advertisenent
of stream support during the <get> operation on <streams> and during
the <create-subscription> and <establish-subscription> operati ons.

2.4. Creating a Subscription
This operation was fully defined in [ RFC5277].

2.4.1. Usage Exanple
The follow ng denponstrates dynamically creating a subscription
<net conf:rpc message-i d="101"

xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<creat e-subscri ption

xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
</ creat e-subscri pti on>
</ net conf:rpc>
Figure 6: Create subscription
2.4.2. Positive Response

If the NETCONF server can satisfy the request, the server sends an
<ok> el enent.

Gonzal ez Prieto, et al. Expires May 4, 2017 [ Page 9]



Internet-Draft NETCONF- noti fi cati ons Cct ober 2016

<net conf:rpc netconf:nmessage-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<creat e-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 0">
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conf event/ 1. 0"
sel ect ="/ex: event[ex: eventd ass="fault’ and
(ex:severity="mnor’ or ex:severity=' mgjor’
or ex:severity='critical’)]"/>
</ create-subscripti on>
</ netconf:rpc>

<rpc-reply nmessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ok/ >
</rpc-reply>

Figure 7: Successful create subscription
2.4.3. Negative Response

If the request cannot be conpleted for any reason, an <rpc-error>
element is included within the <rpc-reply>. Subscription requests
can fail for several reasons including if a filter with invalid
syntax is provided or if the name of a non-existent streamis
provi ded.

If a stopTinme is specified in a request w thout having specified a
startTime, the following error is returned:

Tag: m ssing-el enent

Error-type: protoco

Severity: error

Error-info: <bad-elenent>: startTine
Description: An expected elenent is m ssing.

Figure 8: Create subscription nmissing an el enent

If the optional replay feature is requested but the NETCONF server
does not support it, the following error is returned:
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Tag: operation-failed

Error-type: protoco

Severity: error

Error-info: none

Description: Request could not be conpleted because the
requested operation failed for sone reason
not covered by any other error condition

Figure 9: Create subscription operation failed

If a stopTinme is requested that is earlier than the specified
startTime, the following error is returned:

Tag: bad- el ement
Error-type: protoco
Severity: error
Error-info: <bad-el ement>: stopTine
Description: An elenment value is not correct;
e.g., wong type, out of range, pattern m snatch.

Figure 10: Create subscription incorrect stopTine

If a startTinme is requested that is later than the current tinme, the
followi ng error is returned:

Tag: bad- el ement

Error-type: protoco

Severity: error

Error-info: <bad-elenent>: startTinme

Description: An elenment value is not correct;

e.g., wong type, out of range, pattern m snatch.
Figure 11: Create subscription incorrect startTime

2.5. Establishing a Subscription

This operation is defined in [event-notifications].
2.5.1. Usage Exanple

The following illustrates the establishment of a sinple subscription
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
</ establ i sh-subscripti on>
</ net conf: rpc>

Figure 12: Establish subscription
2.5.2. Positive Response

If the NETCONF server can satisfy the request, the server sends a
positive <subscription-result> elenment, and the subscription-id of
the accepted subscription

<net conf:rpc netconf:nessage-i d="102"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<establ i sh-subscription
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e.conf event/1. 0"
sel ect="/ex: event[ex:eventd ass="fault’ and
(ex:severity="minor’ or ex:severity= mgjor’
or ex:severity='critical’)]"/>
</ establ i sh-subscription>
</ netconf:rpc>

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
ok
</ subscription-result>
<subscription-id
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1.1">
52
</ subscription-id>
</rpc-reply>

Fi gure 13: Successful establish-subscription
2.5.3. Negative Response

If the NETCONF server cannot satisfy the request, the server sends a
negative <subscription-result> el ement.

Gonzal ez Prieto, et al. Expires May 4, 2017 [ Page 12]



Internet-Draft NETCONF- noti fi cati ons Cct ober 2016

If the client has no authorization to establish the subscription, the
<subscription-result> indicates an authorization error. For
i nst ance:

<net conf:rpc netconf:nessage-i d="103"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<establ i sh-subscription
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
<st r ean»f oo</ streanr
</ establ i sh-subscripti on>
</ netconf:rpc>

<rpc-reply nmessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
error-data-not -aut hori zed
</ subscription-result>
</rpc-reply>

Fi gure 14: Unsuccessful establish subscription

If the request is rejected because the server is not able to serve
it, the server SHOULD include in the returned error what subscription
paraneters woul d have been accepted for the request when it was
processed. However, they are no guarantee that subsequent requests
with those paraneters for this client or others will be accepted.

For instance, consider a subscription from][yang-push], which
augnments the establish-subscription with sone additional paraneters,
including "period". |If the client requests a period the NETCONF
server cannot serve, the exchange may be
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<st r eanppush- updat e</ streanr
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conf sanpl e-data/ 1. 0"
sel ect="/ex: foo"/>
<period xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push:1.0">
500
</ peri od>
<encodi ng>encode- xn </ encodi ng>
</ establ i sh-subscription>
</ netconf:rpc>

<rpc-reply nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms:xm :ns:netconf:notification:1. 1">
error-insufficient-resources
</ subscription-result>
<peri od
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-yang-push:1.0">
2000
</ peri od>
</rpc-reply>

Fi gure 15: Subscription establishnment negotiation

Subscription requests will fail if a filter with invalid syntax is
provided or if the name of a non-existent streamis provided.

2.5.4. Miltiple Subscriptions over a Single NETCONF Session

Note that [event-notifications] requires supporting nultiple
subscription establishnents over a single NETCONF session. In
contrast, [RFC5277] mandated servers to return an error when a
create-subscription was sent while a subscription was active on that
session. Note that servers are not required to support nultiple
create-subscription over a single session, but they MJST support
mul ti pl e establish-suscription over one session

2.5.5. Message Fl ow Exanpl es
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Com e e e e e e e e a o= |
I

Notification (subs-id 22) [
Cemmmmemeemecmececcceeae e |
Notification (subs-id 22) |
Com e e e e e e e e a o= |

Figure 16: Message flow for subscription establishnent
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_____________________________ >
| RPC Reply: OK, subs-id = 22

| mrerme |
| Notification (subs-id 22) |
| <o |
I I
I . o I
[ Est abl i sh Subscri ption [
| oo >
| RPC Reply: OK, subs-id = 23
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| Notification (subs-id 22) |
| < |
| |
| Notification (subs-id 22) |
I e
| Notification (subs-id 23) |
| e |
I

I

Figure 17: Message Flow for nultiple subscription establishments over
a single session

2.6. Modifying a Subscription
This operation is defined in [event-notifications].

2.6.1. Usage Exanple
The followi ng denonstrates nodi fying a subscription. Consider a
subscription from [yang-push], which augnents the establish-

subscription with some additional paraneters, including "period"'. A
subscription may be established as foll ows.
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<st r eanppush- updat e</ streanr
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conf sanpl e-data/ 1. 0"
sel ect="/ex: foo"/>
<period xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push:1.0">
500
</ peri od>
<encodi ng>encode- xn </ encodi ng>
</ establ i sh-subscription>
</ netconf:rpc>

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
ok
</ subscription-result>
<subscription-id
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1.1">
1922
</ subscription-id>
</rpc-reply>

Fi gure 18: Establish subscription to be nodified

The subscription may be nodified wth:
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<net conf:rpc message-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<nmodi fy-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<subscri ption-id>1922</subscription-id>
<peri 0d>1000</ peri od>
</ modi fy- subscri ption >
</ netconf:rpc>

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<subscription-result
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
ok
</ subscription-result>
<subscription-id
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1.1">
1922
</ subscription-id>
</rpc-reply>

Figure 19: Modify subscription
2.6.2. Positive Response
If the NETCONF server can satisfy the request, the server sends a
positive <subscription-result> element. This response is |like that

to an establish-subscription request, but wi thout the subscription-id
(whi ch woul d be redundant).
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<net conf:rpc message-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >

<nmodi fy-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">

<subscri ption-id>1922</subscription-id>

<peri od
xm ns="urn:ietf:params: xm :ns:yang:ietf-yang-push: 1. 0">

1000
</ peri od>

</ nodi fy- subscri ption >

</ netconf:rpc>

<rpc-reply nmessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">

<subscription-result
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">

ok
</ subscription-result>
</rpc-reply>

Fi gure 20: Successful nodify subscription
2.6.3. Negative Response

If the NETCONF server cannot satisfy the request, the server sends a

negative <subscription-result> element. |Its contents and semantics
are identical to those in an establish-subscription request. For
i nstance:
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<net conf:rpc message-i d="102"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<nmodi fy-subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<subscri ption-id>1922</subscription-id>
<period xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push:1.0">
100
</ peri od>
</ nmodi fy- subscri pti on>
</ netconf:rpc>

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<subscription-result
xm ns="urn:ietf:paranms:xm :ns:netconf:notification:1. 1">
error-insufficient-resources

</ subscription-result>

<peri 0od>500</ peri od>
</rpc-reply>

Fi gure 21: Unsuccessful nodify subscription

2.6.4. Message Fl ow Exanpl e

Gonzal ez Prieto, et al. Expires May 4, 2017 [ Page 20]



Internet-Draft

2.

2.

Gonzal ez Prieto, et al.

7.

7.

This operation is defined in [event-notifications].

The followi ng denonstrates del eting a subscription.

1.

_____________________________ >
RPC Reply: OK, subs-id = 22
s |

Notification (subs-id 22) |
Com e e e e e e e e a o= |
I

I

|

Modi fy Subscription |
----------------------------- >|
|

Notification (subs-id 22) [
Cemmmmemeemecmececcceeae e |
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<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<del et e- subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<subscri ption-id>1922</subscription-id>
</ del et e- subscri pti on>
</ net conf:rpc>

Fi gure 23: Del ete subscription
2.7.2. Positive Response

If the NETCONF server can satisfy the request, the server sends an K
el ement. For exanpl e:

<net conf:rpc nmessage-i d="103"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<del et e- subscri ption
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
<subscri ption-i d>1922</ subscri pti on-i d>
</ del et e- subscri pti on>
</ netconf:rpc>

<rpc-reply nessage-id="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<ok/ >
</rpc-reply>
Fi gure 24: Successful delete subscription
2.7.3. Negative Response

If the NETCONF server cannot satisfy the request, the server sends an
error-rpc elenent. For exanple:
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2

<net conf:rpc message-i d="103"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<del et e- subscri pti on
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 1">
<subscri ption-i d>2017</subscri ption-id>
</ del et e- subscri pti on>
</ net conf:rpc>

<rpc-reply message-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-path
xm ns:t="urn:ietf:parans: xm :ns: netconf:notification:1.1">
/t:subscription-id
</ error-path>
<error-nessage xnl:lang="en">
Subscription-id 2017 does not exi st
</ error-message>
</rpc-error>
</rpc-reply>

Fi gure 25: Unsuccessful delete subscription

7.4. Message Fl ow Exanpl e
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_____________________________ >
| RPC Reply: OK, subs-id = 22

| mrerme |
| Notification (subs-id 22) |
| <o |
I I
| A . |
| Notification (subs-id 22) [
| <o |
| Notification (subs-id 22) |
| <o |
I

| o

| Del ete Subscription

I >

Fi gure 26: Message flow for subscription deletion
2.8. Configured Subscriptions

A configured subscription is a subscription installed via a
configuration interface. Configured subscriptions do not support
negoti ati on.
Supporting configured subscriptions is optional and advertised during
the capabilities exchange using the "configured-subscriptions"
feature.

Confi gured susbscriptions are supported by NETCONF servers using
NETCONF Cal I Hone [call - hone]

In this section, we present exanples of how to nanage configuration
subscriptions using a NETCONF client.
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2.8.1. cCall Hone for Configured Subscriptions

Confi gured subscriptions are established, nodified, and del eted using
configuration operations agai nst the top-Ilevel subtree subscription-
config. Once the configuration is set, the server initiates a Call
Hone to each of the receivers in the subscription on the address and
port specified. Once the NETCONF session between the server and the
receiver is established, the server will issue a "subscription-
started" notification. After that, the server will send
notifications to the receiver as per the subscription notification

Note that the server assumes the receiver is aware that calls on the
configured port are intended only for pushing notifications. It also
assunes that the receiver is ready to accept notifications on the
session created as part of the Call Hone as soon as the NETCONF
session is established. This nay require coordi nati on between the
client that configures the subscription and the clients for which the
notifications are intended. This coordination is out of the scope of
thi s docunent.

2.8.2. Establishing a Configured Subscription

Subscriptions are established using configuration operations agai nst
the top-1evel subtree subscription-config.

For exanple at subscription establishnment, a NETCONF client may send:
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<rpc nessage-i d="101"
xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0"
xm ns: nc="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<subscription-config
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 1">
<subscri ption>
<subscription-id>
1922
</ subscription-id>
<streanp
foo
</ streanr
<recei ver >
<addr ess>
1.2.3.4
</ addr ess>
<port >
1234
</ port >
</receiver>
</ subscri ption>
</ subscri ption-config>
</edit-config>
</rpc>

Fi gure 27: Establish static subscription
if the request is accepted, the server would reply:
<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ok/ >
</rpc-reply>

Fi gure 28: Response to a successful static subscription establishnent

if the request is not accepted because the server cannot serve it,
the server may reply:
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<rpc-reply xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<rpc-error>
<error-type>application</error-type>
<error-tag>resource-deni ed</error-tag>
<error-severity>error</error-severity>
<error-nessage xnl:lang="en">
Tenporarily the server cannot serve this
subscription due to the current workl oad.
</ error-message>
</rpc-error>
</rpc-reply>

Fi gure 29: Response to a failed static subscription establishnment

2.8.2.1. Message Fl ow Exanpl e
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Fi gure 30: Message flow for subscription establishment (configured
subscri ption)
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2.8.3. Mdifying a Configured Subscription

Confi gured subscriptions can be nodified using configuration
operations against the top-level subtree subscription-config.

For exanple, the subscription established in the previous section
coul d be nodified as follows, choosing a different receiver

<rpc nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
xm ns: nc="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<edit-config>
<t ar get >
<runni ng/ >
</target>
<subscription-config
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1.1">
<subscri pti on>
<subscri ption-id>
1922
</ subscription-id>
<streanp
foo
</ streanr
<recei ver>
<addr ess>
1.2.3.5
</ addr ess>
<port >
1234
</ port >
</receiver>
</ subscri ption>
</ subscri ption-config>
</edit-config>
</rpc>

Figure 31: Modify configured subscription
if the request is accepted, the server would reply:
<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<ok/ >

</rpc-reply>

Fi gure 32: Response to a successful configured subscription
nmodi fi cation
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2.8.3.1. Message Fl ow Exanpl e
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Fi gure 33: Message flow for subscription nodification (configured
subscri ption)

2.8.4. Deleting a Configured Subscription

Subscriptions can be del eted using configuration operations agai nst
the top-1level subtree subscription-config. For exanple:

<rpc nessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<subscription-config
xm ns: xc="urn:ietf:paranms: xm :ns: netconf:notification:1.1">
<subscription xc:operation="del ete">
<subscription-id>
1922
</ subscription-id>
</ subscri ption>
</ subscri ption-config>
</edit-config>
</rpc>

<rpc-reply nmessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<ok/ >
</rpc-reply>

Figure 34: Deleting a configured subscription

2.8.4.1. Message Fl ow Exanpl e
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Fi gure 35: Message flow for subscription deletion (configured
subscri ption)
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2.9. Event (Data Plane) Notifications

Once a subscription has been set up, the NETCONF server sends
(asynchronously) the event notifications fromthe subscribed stream
We refer to these as data plane notifications. For dynanic
subscriptions set up via RPC operations, event notifications are sent
over the NETCONF session used to create or establish the
subscription. For static subscriptions, event notifications are sent
over the specified connections.

An event notification is sent to the receiver(s) when an event of
interest (i.e., meeting the specified filtering criteria) has
occurred. An event notification is a conplete and well-formed XM
docunent. Note that <notification> is not a Renbte Procedure Call
(RPC) nethod but rather the top-level elenent identifying the one-way
message as a notification. Note that event notifications never
trigger responses.

The event notification always includes an <eventTine> elenment. It is
the tinme the event was generated by the event source. This paraneter
is of type dateTine and conpliant to [RFC3339]. | nplenentations nust

support time zones.

The event notification also contains notification-specific tagged
content, if any. Wth the exception of <eventTine> the content of
the notification is beyond the scope of this docunent.

For encodi ngs other than XM., notifications include an additional XM
el ement so that the notification is a well-fornmed XM.. The el enent
is <notification-contents-{encoding}> E. g., <notification-contents-
json>.  That elenment contains the notification contents in the
desired encodi ng

The following is an exanple of an event notification from[RFC6020]:
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notification link-failure {
description "A link failure has been detected";
| eaf if-nane {
type leafref {
path "/interfacel/ nane";
}

| eaf if-admn-status {
type admi n- st at us;

| eaf if-oper-status {
type oper-stat us;

}

Figure 36: Definition of a data plane notification

<notification
xm ns=" urn:ietf:parans: xm : ns: netconf:notification:1.0">
<event Ti me>2007- 09- 01T10: 00: 00Z</ event Ti me>
<link-failure xm ns="http://acne. exanpl e. com systent >
<i f-name>so-1/2/3.0</if-name>
<i f-adm n-status>up</if-adm n-status>
<i f-oper-status>down</if-oper-status>
</link-failure>
</notification>

Figure 37: Data plane notification
The equi val ent using JSON encodi ng woul d be

<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<notification-contents-json>
{
"acme-systemlink-failure": {
"if-nanme": "so-1/2/3.0",
"if-adm n-status": "up",
"if-oper-status": "down"

}

</notification-contents-json>
</notification>

Figure 38: Data plane notification using JSON encodi ng
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2.10. Control Plane Notifications

In addition to data plane notifications, a server may send contro

pl ane notifications (defined in [event-notifications]) to indicate to
receivers that an event related to the subscription managenent has
occurred. Control plane notifications cannot be filtered out. Next
we exenplify themusing both XM_, and JSON encondi ngs for the
notification-specific content:

2.10.1. replayConplete

<notification
xm ns=" urn:ietf:parans: xm : ns: netconf:notification:1.0">
<event Ti me>2007- 09- 01T10: 00: 00Z</ event Ti me>
<repl ayConpl ete xm ns="urn:ietf:parans: xm :ns: netnod: notification"/>
</notification>

Fi gure 39: replayConplete control plane notification
The equi val ent using JSON encodi ng woul d be:
<notification
xm ns=" urn:ietf:paranms: xnm :ns:netconf:notification:1.0">

<event Ti ne>2007- 09- 01T10: 00: 00Z</ event Ti ne>
<noti fication-contents-json>
{
"net nod-notif:replayConplete": { }

</ notification-contents-json>
</notification>

Fi gure 40: replayConplete control plane notification (JSON encodi ng)

2.10.1.1. Message Fl ow Exanpl e
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_____________________________ >
| RPC Reply: OK, subs-id = 22

| mrerme |
| Notification (subs-id 22) |
| <o |
| |
| Notification (subs-id 22) [
| <o |
| Replay Conplete (subs-id 22) |
| < |
I I
| |
| Notification (subs-id 22) [
oo |
| Notification (subs-id 22) [
| < |
I

I

I

Fi gure 41: replayConplete notification
2.10.2. notificationConplete

<notification
xm ns=" urn:ietf:parans: xm :ns:netconf:notification:1.0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<noti ficationConpl ete
xm ns="urn:ietf:paranms: xn :ns:netnod: notification"/>
</notification>

Figure 42: notificationConplete control plane notification
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2.10.2.1. Message Fl ow Exanpl e
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_____________________________ >
| RPC Reply: OK, subs-id = 22
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| <o |
| |
| Notification (subs-id 22) [
| <o |
| Replay Conplete (subs-id 22) |
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Figure 43: notificationConplete notification
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2.10.3. subscription-started

<notification

xm ns=" urn:ietf:parans: xnm :ns:netconf:notification:1.0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<subscription-started

xm ns="urn:ietf:paranms:xm :ns:yang:ietf-event-notifications"/>
<subscri ption-i d>52</subscription-id>
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e.conf event/ 1. 0"
sel ect="/ex: event[ex:eventd ass="fault’ and
(ex:severity="minor’ or ex:severity='major’

or ex:severity='critical’)]"/>
</ subscription-started/ >

</ notification>

Fi gure 44: subscription-started control plane notification

The equi val ent using JSON encodi ng woul d be:

<notification

xm ns=" urn:ietf:parans: xm :ns:netconf:notification:1.0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<noti fication-contents-json>

"notif-bis:subscription-started": {
"subscription-id" : 52
((Open Item express filter in json))

}

</notification-contents-json>
</notification>

Fi gure 45: subscription-started contro

pl ane notification (JSON
encodi ng)

2.10.4. subscription-nodified
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<notification
xm ns=" urn:ietf:parans: xm : ns: netconf:notification:1.0">
<event Ti me>2007- 09- 01T10: 00: 00Z</ event Ti me>
<subscription-nodified
xm ns="urn:ietf:parans: xm :ns:yang:ietf-event-notifications"/>
<subscri ption-i d>52</subscription-id>
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e.con event/1. 0"
sel ect ="/ex: event[ex:event ass="fault’]"/>
</ subscri ption-nodified/ >
</notification>

Fi gure 46: subscription-nodified control plane notification
2.10.5. subscription-term nated

<notification
xm ns=" urn:ietf:parans: xm : ns: netconf:notification:1.0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<subscri ption-term nat ed
xm ns="urn:ietf:paranms:xm :ns:yang:ietf-event-notifications"/>
<subscri ption-i d>52</subscription-i d>
<reason>subscri pti on-del et ed</reason>
</ subscri ption-terni nated/ >
</notification>

Figure 47: subscription-term nated control plane notification
2.10.6. subscription-suspended

<notification
xm ns=" urn:ietf:parans: xm : ns: netconf:notification:1.0">
<event Ti me>2007- 09- 01T10: 00: 00Z</ event Ti me>
<subscri pti on- suspended
xm ns="urn:ietf:parans: xm :ns:yang:ietf-event-notifications"/>
<subscri ption-i d>52</subscription-id>
<reason>i nternal - error</reason>
</ subscri pti on- suspended/ >
</notification>

Fi gure 48: subscription-suspended control plane notification

2.10.7. subscription-resuned
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<notification
xm ns=" urn:ietf:parans: xm : ns: netconf:notification:1.0">
<event Ti me>2007- 09- 01T10: 00: 00Z</ event Ti me>
<subscri ption-resuned
xm ns="urn:ietf:parans: xm :ns:yang:ietf-event-notifications"/>
<subscri ption-i d>52</subscription-id>
<reason>i nternal - error</reason>
</ subscri ption-resuned/ >
</notification>

Fi gure 49: subscription-resuned control plane notification

2.10.7.1. Message Fl ow Exanpl es
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Fi gure 50: subscription-suspended and Resuned Notifications
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Fi gure 51: subscription-suspended and subscription-resuned
notifications (configured subscriptions)

3. Backwards Conpatibility
3.1. Capabilities

Capabilities are advertised in nessages sent by each peer during
session establishnment [ RFC6241]. Servers supporting the features in
this docunment nust advertise both capabilities

"urn:ietf:parans: netconf:capability:notification:1.0" and
"urn:ietf:parans: netconf:capability:notification:1.1".

An exanpl e of a hello nmessage by a server during session
establ i shment woul d be:

<hell o xm ns="urn:ietf:parans: xnl : ns: net conf: base: 1. 0" >
<capabilities>
<capability>
urn:ietf:parans: xm :ns: netconf: base: 1.0
</ capability>
<capability>
urn:ietf:parans: netconf:capability:startup:1.0
</ capability>
<capability>
urn:ietf:parans: netconf:capability:notification:1.0
</ capability>
<capability>
urn:ietf:parans: netconf:capability:notification:1.1
</ capability>
</ capabilities>
<sessi on-i d>4</ sessi on-i d>
</ hel | o>

Fi gure 52: Hell o nessage

Clients that only support [RFC5277] recognize capability
"urn:ietf:parans: netconf:capability:notification:1.0" and ignore
capability "urn:ietf:parans: netconf:capability:notification:1.1"
This allows theminteracting with the server as per [RFC5277].
Clients that support the features in this docunent recognize both
capabilities. This allows theminteracting with the server as per
thi s docunent.
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3.2. Stream Di scovery

In order to nmaintain backwards conpatibility, clients that only
support [RFC5277] can retrieve the list of available event streans
executing a <get> operation against the container "/netconf/streans".

4. Security Considerations

The security considerations fromthe base NETCONF document [ RFC6241]
al so apply to the notification capability.

The <notification> elenents are never sent before the transport |ayer
and the NETCONF | ayer, including capabilities exchange, have been
est abli shed and the manager has been identified and authenti cat ed.

A secure transport nust be used and the server nust ensure that the
user has sufficient authorization to performthe function they are
requesting agai nst the specific subset of NETCONF content invol ved.
When a <get> is received that refers to the content defined in this
meno, clients should only be able to view the content for which they
have sufficient privileges. <create-subscriptiont> and <establish-
subscriptiont> operations can be considered |ike deferred <get>, and
the content that different users can access may vary. This different
access is reflected in the <notificationt> that different users are
abl e to subscribe to.

The contents of notifications, as well as the names of event streans,
may contain sensitive information and care shoul d be taken to ensure
that they are viewed only by authorized users. The NETCONF server
MUST NOT include any content in a notification that the user is not
aut hori zed to vi ew

If a malicious or buggy NETCONF client sends a nunber of <create-
subscription> requests, then these subscriptions accunul ate and may

use up systemresources. In such a situation, subscriptions can be
term nated by term nating the suspect underlying NETCONF sessions
using the <kill-session> operation. |If the client uses <establish-

subscription>, the server can al so suspend or term nate subscriptions
with per-subscription granularity.

A subscription could be configured on another receiver’'s behalf, with
the goal of flooding that receiver with updates. One or nore
publ i shers could be used to overwhel ma receiver, which doesn’t even
support subscriptions. dients that do not want pushed data need
only termnate or refuse any transport sessions fromthe publisher

In addition, the NETCONF Authorization Control Mdel [RFC6536] SHOULD
be used to control and restrict authorization of subscription
configuration. This control nodels pernits specifying per-user
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perm ssions to receive specific event notification types. The
perm ssions are specified as a set of access control rules.

Note that streans can define additional authorization requirenents.
For instance, in [yang-push] each of the elenents in its data plane
notifications nmust also go through access control.

5.  Acknow edgnent s

We wi sh to acknow edge the hel pful contributions, coments, and
suggestions that were received from Andy Biernman, Yan Gang, Pei pei
@Guo, Susan Hares, TimJenkins, Balazs Lengyel, Kent Watsen, and
Guangyi ng Zheng.

6. Ref er ences
6.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>.

[RFC3339] Kiyne, G and C. Newnman, "Date and Tine on the Internet:
Ti mestanps”, RFC 3339, DO 10.17487/RFC3339, July 2002,
<http://ww.rfc-editor.org/info/rfc3339>.

[ RFC5277] Chisholm S. and H Trevino, "NETCONF Event
Noti fications", RFC 5277, DO 10.17487/RFC5277, July 2008,
<http://wwmv. rfc-editor.org/infol/rfcbh277>.

[ RFC6020] Bjorklund, M, Ed., "YANG - A Data Mdeling Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
DO 10.17487/ RFC6020, Cctober 2010,
<http://ww.rfc-editor.org/info/rfc6020>.

[ RFC6241] Enns, R, Ed., Bjorklund, M, Ed., Schoenwael der, J., Ed.,
and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DA 10.17487/ RFC6241, June 2011,
<http://ww.rfc-editor.org/info/rfc6241>.

[ RFC6536] Bierman, A and M Bjorklund, "Network Configuration
Prot ocol (NETCONF) Access Control Mdel", RFC 6536,
DO 10.17487/ RFC6536, March 2012,
<http://ww. rfc-editor.org/info/rfc6536>.

Gonzal ez Prieto, et al. Expires May 4, 2017 [ Page 46]



Internet-Draft NETCONF- noti fi cati ons Cct ober 2016

6.2. Informative References

[cal |l - home]
Watsen, K., "NETCONF Call Home and RESTCONF Cal | Hone",
Decenber 2015, <https://datatracker.ietf.org/doc/draft-
i etf-netconf-call-hone/>

[event-notifications]
Cemm A, CGonzalez Prieto, A, Voit, Eric., Nlsen-
Nygaard, E., Tripathy, A, Chisholm S., and H Trevino,
"Subscribing to Event Notifications", June 2016

<https://datatracker.ietf.org/doc/draft-ietf-netconf-
rfch277bi s/ >.

[ yang- push]
Cemm A, Gonzalez Prieto, A, Voit, Eric., Tripathy, A,
and E. Nil sen-Nygaard, "Subscribing to YANG dat astore push
updat es", February 2016
<https://datatracker.ietf.org/doc/draft-ietf-netconf-yang-
push/ >.
Appendi x A.  Issues that are currently being worked
(To be renmoved by RFC editor prior to publication)
0 NT1 - Express filter in JSON shoul d be docunent ed.
Appendi x B. Changes between revisions
(To be renmoved by RFC editor prior to publication)
B.1. v00 to vO1

0o Dl - Added Call Hone in solution for configured subscriptions.

o D2 - darified support for nultiple subscription on a single
session. No need to support multiple create-subscription

o D3 - Added mappi ng between termnmi nology in [yang-push] and
[ RFC6241] (the one followed in this docunent).

o D4 - Editorial inprovenents
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