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1. Introduction

Modul arity and extensibility were anong the | eadi ng design principles
of the YANG data nodeling |language. As a result, the sane YANG

nodul e can be conbined with various sets of other nodul es and thus
forma data nodel that is tailored to meet the requirenments of a
specific use case. Server inplenentors are only required to specify
al | YANG nodul es conprising the data nodel (together with their

revi sions and other optional choices) in the YANG |library data
([RFC7895], [I-D.ietf-netconf-rfc7895bis] and Section 5.6.4 of

[ RFC7950]) inplenmented by the server. Such YANG nodul es appear in

the data nodel "side by side", i.e., top-level data nodes of each
module - if there are any - are also top-level nodes of the overall
dat a nodel .
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YANG has two mechani sms for contributing a schema hierarchy defined
el sewhere to the contents of an internal node of the schema tree;
these nechani sns are realized through the followi ng YANG statenents:

0 The "uses" statenent explicitly incorporates the contents of a
grouping defined in the sane or another nodule. See Section 4.2.6
of [RFC7950] for nore details.

o The "augnment" statenent explicitly adds contents to a target node
defined in the same or another nodule. See Section 4.2.8 of
[ RFC7950] for nore details.

Wth both mechani sms, the YANG nodule with the "uses" or "augnent”
statenment explicitly defines the exact location in the schema tree
where the new nodes are pl aced.

In some cases these nechanisns are not sufficient; it is sonetines
necessary that an existing nmodule (or a set of nodules) is added to
the data nodel starting at locations other than the root. For
exanpl e, YANG nodul es such as "ietf-interfaces" [RFC8343] are defined
so as to be used in a data nodel of a physical device. Now suppose
we want to nodel a device that supports nultiple |ogical devices
[I-Dietf-rtgwg-1ne-nodel], each of which has its own instantiation
of "ietf-interfaces", and possibly other nodul es, but, at the sane
time, we want to be able to nmanage all these |ogical devices fromthe
mast er device. Hence, we would like to have a schena tree like this:

+--rwinterfaces
| +--rwinterface* [nane]
+--rw | ogi cal - net wor k- el enent* [ nane]
+--rw nane
+--rwinterfaces
+-rwinterface* [nane]

Wth the "uses" approach, the conplete schema tree of
"ietf-interfaces" would have to be wapped in a grouping, and then
this grouping would have to be used at the top level (for the naster
device) and then also in the "logical -network-elenment” list (for the
| ogi cal devices). This approach has several disadvantages:

o It is not scal able because every tine there is a new YANG nodul e
that needs to be added to the | ogical device nodel, we have to
update the nodel for |ogical devices with another "uses" statenent
pulling in contents of the new nodul e
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0 Absolute references to nodes defined inside a grouping nay break
if the grouping is used in different |ocations.

0 Nodes defined inside a grouping belong to the nanespace of the
nodul e where it is used, which nakes references to such nodes from
ot her nodules difficult or even inpossible.

o It would be difficult for vendors to add proprietary nodul es when
the "uses" statenments are defined in a standard nodul e.

Wth the "augnent" approach, "ietf-interfaces" would have to augnent
the "l ogical -network-element” list with all its nodes, and at the
sane time define all its nodes at the top level. The sanme hierarchy

of nodes woul d thus have to be defined twice, which is clearly not
scal abl e either.

Thi s docurment introduces a new nmechani sm denoted as schema nount,
that allows for mounting one data nodel consisting of any nunber of
YANG nodul es at a specified | ocation of another (parent) schena.
Unli ke the "uses" and "augnent" approaches di scussed above, the
mount ed nmodul es needn’t be specially prepared for nmounting and,
consequently, existing nodul es such as "ietf-interfaces" can be
mount ed wi t hout any nodifications.

The basic idea of schema nount is to label a data node in the parent
schema as the nount point, and then define a conplete data nodel to
be attached to the nount point so that the |abel ed data node
ef fectively becones the root node of the nounted data nodel.

In principle, the mounted schema can be specified at three different
phases of the data nodel life cycle:

1. Design-tine: the nounted schema is defined along with the nount

point in the parent YANG nodule. 1In this case, the nounted
schena has to be the same for every inplenentation of the parent
nodul e.

2. Inplenmentation-time: the mounted schenma is defined by a server
i npl ementor and is as stable as the YANG |library information of
t he server.

3. Run-tinme: the nounted schena is defined by instance data that is
part of the nmounted data nodel. |If there are multiple instances
of the sane nount point (e.g., in multiple entries of a list),
the mounted data nmodel nmay be different for each instance.

The schenma nobunt nechani sm defined in this docunent provides support
only for the latter two cases. Design-tinme nounts are outside the
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scope of this document, and could be possibly dealt with in a future
revi sion of the YANG data nodel i ng | anguage.

Schema nount applies to the data nodel, and specifically does not
assune anythi ng about the source of instance data for the nounted
schenas. It nmay be inplenented using the sane instrunentation as the
rest of the system or it may be inplenented by querying sone other
system Future specifications may define mechanisms to control or
moni tor the inplenentation of specific mount points.

How and when specific nount points are instantiated by the server is
out of scope for this docunent. Such nechanisns may be defined in
future specifications.

Thi s docunment allows nounting of conplete data nodels only. O her
specifications may extend this nodel by defining additiona
mechani snms such as nounting sub-hierarchies of a nodul e.

The YANG nodul es in this docunent conformto the Network Managenent
Dat astore Architecture (NVDA) [RFC8342].

2. Term nol ogy and Notation
The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The following ternms are defined in [ RFC7950] and are not redefined
her e:

0 action

0 contai ner

0o data node

o list

0 RPC operation
0 schema node

0 schema tree

The following terns are defined in [ RFC8342] and are not redefined
her e:
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2

2

o client

o notification

0 operational state

0 server

The following termis defined in [RFC8343] and is not redefined here:
o0 systemcontrolled interface

The following termis defined in [I-D.ietf-netconf-rfc7895bis] is not
redefi ned here:

0 YANG library content identifier

The following additional terms are used within this docunent:

0 nmount point: A container or a list node whose definition contains
the "mount-point" extension statement. The argunent of the
"nmount - poi nt" statenent defines a |abel for the nount point.

0 schema: A collection of schema trees with a comon root.

o top-level schema: A schena rooted at the root node.

o nmounted schema: A schena rooted at a nount point.

o parent schema (of a nmounted schenma): A schenma containing the nount
poi nt .

0o schema nount: The nechanismto conbi ne data nodels defined in this
docunent .

1. Tree Diagrans

Tree diagrans used in this docunment follow the notation defined in
[ RFC8340]

2. Nanespace Prefixes

In this docurment, names of data nodes, YANG extensions, actions and
other data nodel objects are often used without a prefix, as long as
it is clear fromthe context in which YANG nodul e each nane is
defined. Oherw se, nanmes are prefixed using the standard prefix
associated with the correspondi ng YANG nodul e, as shown in Table 1.
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oo e e e e e e +
| Prefix | YANG nodul e | Reference |
Fomm e o e e e e e e e e oo o mm e e e e e e e e e e e e +
yangmmt i etf-yang-schema- nount Section 9
i net ietf-inet-types [ RFC6991]

ietf-yang-library [ RFC7895],

I I I I
| | i | |
| yang | ietf-yang-types | [RFC6991] |
I I I I
| | | [I-D.ietf-netconf-rfc7895bis] |

Tabl e 1: Nanespace Prefixes
3.  Scherma Munt

The schema nount mechani sm defined in this document provides a new
extensibility nmechanismfor use with YANG 1.1. In contrast to the
exi sting nechani sns described in Section 1, schema nount defines the
rel ati onship between the source and target YANG nodul es outside these
nmodul es. The procedure consists of two separate steps that are
described in the follow ng subsections.

3.1. NMbunt Point Definition

A "container" or "list" node beconmes a nount point if the
"mount - poi nt" extension (defined in the "ietf-yang-schema-nount"
modul e) is used in its definition. This extension can appear only as
a substatenent of "container"” and "list" statenents.

The argunent of the "nount-point" extension is a YANG identifier that
defines a label for the nount point. A nodule MAY contain multiple
"mount - poi nt" statenents having the sane argunent.

It is therefore up to the designer of the parent schema to decide
about the placenent of nmount points. A nount point can al so be nade
conditional by placing "if-feature" and/or "when" as substatenents of
the "container" or "list" statenment that represents the nount point.

The "mount-point" statement MJUST NOT be used in a YANG version 1
nmodul e [ RFC6020]. The reason for this is that otherwise it is not
possi bl e to i nvoke nounted RPC operations, and receive nounted
notifications. See Section 5 for details. Note, however, that
nodul es written in any YANG version, including version 1, can be
nount ed under a nount point.

Note that the "nount-point" statenment does not define a new data
node.
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3.2. Data Mde

Thi s docunment defines the YANG 1.1 nodul e [ RFC7950]
"i etf-yang-schema-nount"”, which has the follow ng structure:

nmodul e: i etf-yang- schema- nount
+--ro schenma- mount s
+--ro nanmespace* [prefix]

| +--ro prefix yang: yang-identifier

| +--rowuri? inet:uri

+--ro nount-point* [nodul e | abel]
+--ro nodul e yang: yang-i dentifier
+--ro | abel yang: yang-i dentifier
+--ro config? bool ean

+--ro (schema-ref)
+--:(inline)
| +--ro inline!
+--: (shar ed- schenm)
+--ro shared-schena!
+--ro parent-reference* yang: xpat hl1. 0

3.3. Specification of the Mbunted Schena

Mount ed schemas for all nount points in the parent schena are
determined fromstate data in the "/schema-nounts" container

General ly, the nodul es that are nounted under a nount point have no
relation to the nodules in the parent schemm; specifically, if a
nmodul e is nounted it may or nay not be present in the parent schena
and, if present, its data will generally have no relationship to the
data of the parent. Exceptions are possible and such needs to be
defined in the nodel defining the exception. For exanple,
[I-D.ietf-rtgwg-1ne-nodel] defines a mechanismto bind interfaces to
mount ed | ogi cal network el enents.

The "/schenma-mounts" contai ner has the "nount-point" |ist as one of
its children. Every entry of this list refers through its key to a
mount point and specifies the nounted schena.

If a nount point is defined in the parent schenma but does not have an
entry in the "nount-point" list, then the nounted schema is void,
i.e., instances of that nount point MJST NOT contain any data except
those that are defined in the parent schenma.

If multiple mount points with the sane nane are defined in the sane

nmodul e - either directly or because the nount point is defined in a
grouping and the grouping is used multiple tines - then the
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correspondi ng "nount-point" entry applies equally to all such nount
poi nt s.

The "config" property of nmounted schema nodes is overridden and al
nodes in the nounted schema are read-only ("config false") if at
| east one of the following conditions is satisfied for a nount point:

o the mount point is itself defined as "config fal se”

o the "config" leaf in the corresponding entry of the "nount-point"
list is set to "fal se".

An entry of the "mount-point" list can specify the nmounted schema in
two different ways, "inline" or "shared-schema".

The nmounted schema is deternined at run tine: every instance of the
mount point that exists in the operational state MJUST contain a copy
of YANG library data that defines the nounted schena exactly as for a
top-level schema. A client is expected to retrieve this data from
the instance tree. |In the "inline" case, instances of the same nount
poi nt MAY use different nounted schemas, whereas in the

"shar ed-schema" case, all instances MJUST use the same nounted schena
This neans that in the "shared-schema" case, all instances of the
sane nmount point MJST have the sane YANG library content identifier
In the "inline" case, if tw instances have the same YANG |library
content identifier it is not guaranteed that the YANG |library
contents are equal for these instances.

Exanpl es of "inline" and "shared-schema" can be found in Appendix A 2
and Appendi x A. 3, respectively.

3.4. Miltiple Levels of Schema Munt

YANG nodul es in a nounted schema MAY agai n contain nount points under
whi ch ot her schenmas can be nounted. Consequently, it is possible to
construct data nodels with an arbitrary nunber of nmounted schemas. A
schenma for a nount point contained in a nounted nodul e can be
specified by inplenmenting "ietf-yang-library" and
"ietf-yang-schema-nmount” nodules in the nounted schema, and
specifying the schemas exactly as it is done in the top-level schema

4. Referring to Data Nodes in the Parent Schema

A fundanental design principle of schema nount is that the mounted
schema works exactly as a top-level schema, i.e., it is confined to
the "mount jail". This neans that all paths in the nounted schema
(in leafrefs, instance-identifiers, XPath [ XPATH expressions, and
target nodes of augnents) are interpreted with the nmount point as the
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root node. YANG nodul es of the mounted schema as well as
correspondi ng i nstance data thus cannot refer to schena nodes or
i nstance data outside the nmount jail.

However, this restriction is sonetinmes too severe. A typical exanple

is network instances (NI) [I-D.ietf-rtgwg-ni-nodel], where each N
has its own routing engine but the list of interfaces is global and
shared by all NIls. If we want to nodel this organization with the N

schema nmount ed using schema nmount, the overall schema tree woul d | ook
schematically as foll ows:

+-rwinterfaces
| +--rwinterface* [nane]
| c.
+--rw networ k-i nstances
+--rw networ k-i nst ance* [ nane]
+--rw name
+--rw root
+--rw routing

Here, the "root" node is the nount point for the NI schema. Routing
configuration inside an NI often needs to refer to interfaces (at

| east those that are assigned to the N), which is inpossible unless
such a reference can point to a node in the parent schema (interface
nane) .

Therefore, schenma nmount also allows for such references. For every
mount point in the "shared-schema" case, it is possible to specify a
| eaf-1ist named "parent-reference" that contains zero or nore XPath
1.0 expressions. Each expression is evaluated with the node in the
parent data tree where the nount point is defined as the context
node. The result of this evaluation MIJST be a nodeset (see the
description of the "parent-reference" node for a conplete definition
of the evaluation context). For the purposes of evaluating XPath
expressions within the nounted data tree, the union of all such
nodesets is added to the accessible data tree.

It is worth enphasi zing that the nodes specified in
"parent-reference" leaf-list are available in the nounted schema only
for XPath evaluations. |In particular, they cannot be accessed there
vi a networ k managenment protocols such as NETCONF [ RFC6241] or
RESTCONF [ RFC8040] .
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5.

RPC operations and Notifications

If a nounted YANG nodul e defines an RPC operation, clients can invoke
this operation as if it were defined as an action for the
correspondi ng nount point, see Section 7.15 of [RFC7950]. An exanple
of this is given in Appendix A 4.

Simlarly, if the server enmits a notification defined at the top

| evel of any mounted nodule, it MJST be represented as if the
notification was connected to the nount point, see Section 7.16 of
[ RFC7950] .

Note, inline actions and notifications will not work when they are
contained within a |list node without a "key" statenent (see section
7.15 and 7.16 of [RFC7950]). Therefore, to be useful, mount points
that contain nodules with RPCs, actions, and notifications SHOULD NOT
have any ancestor node that is a |list node without a "key" statenent.
This requirement applies to the definition of nbdul es using the
"nmount - poi nt" extension statenent.

Net wor k Management Datastore Architecture (NVDA) Considerations

The schema nount solution presented in this docunent is designed to
work both with servers that inplenment the NVDA [ RFC8342], and old
servers that don't inplenment the NVDA

Note to RFC Editor: please update the date YYYY-MM DD bel ow with the
revision of the ietf-yang-library in the published version of draft-
ietf-netconf-rfc7895bis, and renpve this note.

Specifically, a server that doesn’t support the NVDA, MAY inplenent
revi sion 2016-06-21 of "ietf-yang-library" [RFC7895] under a nount
point. A server that supports the NVDA, MJIST inpl enent at |east
revision YYYY-MMV DD of "ietf-yang-library"
[I-D.ietf-netconf-rfc7895bis] under the nmount points.

Interaction with the Network Configuration Access Control Mode

(NACM

If NACM [ RFC8341] is inplenented on a server, it is used to contro
access to nodes defined by the nounted schena in the sane way as for
nodes defined by the top-Ilevel schena.

For exanpl e, suppose the nodule "ietf-interfaces" is mounted in the
"root" container in the "logical-network-element” list defined in
[I-D.ietf-rtgwg-1ne-nodel]. Then the followi ng NACM path can be used
to control access to the "interfaces" container (where the character
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8.

"\’ is used where a line break has been inserted for formatting
reasons):

<path xm ns: | ne=
"urn:ietf:parans: xm :ns:yang:ietf-1|ogical -network-el enent"”
xmns:if="urn:ietf:paranms: xm:ns:yang:ietf-interfaces">
/I ne: | ogi cal - net wor k- el ement s\
/1 ne:logical -network-elenent/Ine:root/if:interfaces
</ pat h>

| mpl enent ati on Not es

Net wor k nmanagenment of devices that use a data nodel with schema nount
can be inplenmented in different ways. However, the follow ng
i npl ement ati ons options are envisioned as typical

o shared nmanagenent: instance data of both parent and nounted
schemas are accessible within the same nmanagenment session

o split nanagenent: one (master) managenent session has access to
i nstance data of both parent and nounted schemas but, in addition
an extra session exists for every instance of the nount point,
havi ng access only to the nounted data tree.

Schema Mount YANG Modul e
Thi s nmodul e references [ RFC6991].
<CODE BEG NS> file "ietf-yang-schenma-nount @018-10-16"

nmodul e i et f-yang- schema- nount {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-yang-schema-munt";
prefix yangmt;

inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types"

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types"
}

organi zati on
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"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <https://tools.ietf.org/wy/ netnod/ >
WG List: <nmailto:netnod@etf.org>

Edi tor: Martin Bjorklund
<mailto:nmbj @ail-f.conmp

Edi t or: Ladi sl av Lhot ka
<mai | to: | hot ka@i c. cz>";

/'l RFC Ed.: replace XXXX wi th actual RFC nunber and

/1l renove this note.

description
"Thi s nodul e defines a YANG extension statement that can be used
to incorporate data nodels defined in other YANG nodules in a
nmodul e. It also defines operational state data that specify the
overall structure of the data nodel.

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD Li cense set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

The key words 'MUST', 'MJUST NOT', 'REQU RED , ’'SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY’, and 'OPTIONAL’ in the nodule text are to be interpreted
as described in BCP 14 [RFC 2119] [RFC8174] when, and only when,
they appear in all capitals, as shown here.

This version of this YANG nodule is part of RFC XXXX
(https://tools.ietf.org/htm/rfcXXXX); see the RFC itself for
full legal notices."”;

/1l RFC Ed.: update the date below with the date of RFC publication
/1 and renpve this note.
revision 2018-10-16 {
description
"Initial revision.";
ref erence
"RFC XXXX: YANG Schema Mount";
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/*
* EXt ensi ons
* [

ext ensi on nount - poi nt {
argunent | abel
description
"The argunent 'label’ is a YANGidentifier, i.e., it is of the
type ’yang: yang-identifier’

The 'nmount-point’ statenment MJST NOT be used in a YANG
version 1 nodule, neither explicitly nor via a 'uses
st at enent .

The ’mount-point’ statenment MAY be present as a substat enent

of 'container’ and 'list’, and MJST NOT be present el sewhere.
There MUST NOT be nore than one 'nount-point’ statenent in a
given 'container’ or 'list’ statenent.

If a nount point is defined within a grouping, its label is
bound to the nodul e where the grouping is used.

A nmount point defines a place in the node hierarchy where
other data nodels nmay be attached. A server that inplenents a
modul e with a nmount point popul ates the

/ schema- nount s/ mount -point list with detailed information on
whi ch data nodels are nmounted at each nmount point.

Note that the 'nount-point’ statenent does not define a new

data node.";
}
/*
* State data nodes
*/

cont ai ner schenma-nounts {
config fal se
description
"Contains informati on about the structure of the overal
nmount ed data nodel inplenented in the server.";
Iist nanespace {
key "prefix";
description
"This list provides a mapping of nanespace prefixes that are
used in XPath expressions of 'parent-reference’ leafs to the
correspondi ng nanespace URlI references.";
| eaf prefix {
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type yang:yang-identifier;
description
"Namespace prefix.";

| eaf uri {
type inet:uri;
description
"Namespace URlI reference.";
}
}

Iist nount-point {
key "nodul e | abel "
description
"Bach entry of this list specifies a schema for a particul ar
mount poi nt.

Each nount point MJST be defined using the 'nount-point’
extension in one of the nodules listed in the server’s
YANG library instance with confornmance type 'inplenment’.";
| eaf nodul e {
type yang:yang-identifier;
description
"Nanme of a nodul e containing the nmount point.";

| eaf |abel {
type yang:yang-identifier;
description
"Label of the nount point defined using the 'nount-point’
extension.";
}
| eaf config {
type bool ean;
default "true";
description
"If this leaf is set to 'false', then all data nodes in the
mount ed schena are read-only (config fal se), regardl ess of
their 'config’ property.”;

choi ce schema-ref {
mandat ory true
description
"Alternatives for specifying the schema.";
contai ner inline {
presence
"A conpl ete sel f-contained schema is nmounted at the
nmount point.";
description
"Thi s node indicates that the server has nounted at | east
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the module 'ietf-yang-library’ at the mount point, and
its instantiation provides the information about the
mount ed schena.

D fferent instances of the nount point nay have
di fferent schemas nounted."
}
cont ai ner shared-schema {
presence
"The nounted schena together with the ’parent-reference
make up the schema for this nount point.";
description
"Thi s node indicates that the server has nounted at | east
the module "ietf-yang-library’ at the mount point, and
its instantiation provides the information about the
mount ed schema. When XPath expressions in the nounted
schena are eval uated, the 'parent-reference’ |eaf-1list
is taken into account.

Different instances of the nmount point MJST have the
same schema nounted.";
|l eaf-1ist parent-reference {
type yang: xpat hl. 0;
description
"Entries of this leaf-list are XPath 1.0 expressions
that are evaluated in the follow ng context:

- The context node is the node in the parent data tree
where the nount-point is defined.

- The accessible tree is the parent data tree
*wi thout* any nodes defined in nodules that are
mount ed i nside the parent schena.

- The context position and context size are both equa
to 1.

- The set of variable bindings is enpty.

- The function library is the core function library
defined in [ XPath] and the functions defined in
Section 10 of [RFC7950].

- The set of namespace declarations is defined by the
"namespace’ |ist under ’'schema-nounts’

Each XPat h expression MJST evaluate to a nodeset
(possibly enpty). For the purposes of evaluating XPath
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10.

11.

expressi ons whose context nodes are defined in the
mount ed schema, the union of all these nodesets
together with ancestor nodes are added to the
accessi bl e data tree.

Note that in the case 'ietf-yang-schema-nount’ is
itself nounted, a 'parent-reference’ in the nounted
modul e may refer to nodes that were brought into the

accessible tree through a 'parent-reference’ in the
parent schena.";

<CODE ENDS>
| ANA Consi derations
This docunent registers a URl in the |ETF XM. registry [ RFC3688].
Following the format in RFC 3688, the following registration is
requested to be nmde.
URI: urn:ietf:parans: xm :ns:yang:ietf-yang-schena- nount
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XML nanespace

Thi s docunment registers a YANG nodul e in the YANG Mbdul e Nanes
registry [ RFC6020] .

nane: i etf-yang-schena- nount
nanespace: urn:ietf:parans: xm :ns:yang:ietf-yang-schema- nount
prefix: yangmmt

ref erence: RFC XXXX
Security Considerations

YANG nmodul e "ietf-yang-schema-nount" specified in this docunent
defines a schena for data that is designed to be accessed via network
managenment protocols such as NETCONF [ RFC6241] or RESTCONF [ RFC8040] .
The | owest NETCONF | ayer is the secure transport |ayer, and the
mandat ory-t o-i npl ement secure transport is Secure Shell (SSH)

[ RFC6242]. The | owest RESTCONF |ayer is HITPS, and the nmandatory-to-
i mpl ement secure transport is TLS [ RFC5246].
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12.

The network configuration access control nodel [RFC8341] provides the
means to restrict access for particular NETCONF or RESTCONF users to
a preconfigured subset of all avail able NETCONF or RESTCONF pr ot ocol
operations and content.

Some of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus

i mportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

0 /scherma-mounts: The schenma defined by this state data provides
detailed informati on about a server inplenmentation may hel p an
attacker identify the server capabilities and server
i npl ementations with known bugs. Server vulnerabilities may be
specific to particular nodul es included in the schema, nodul e
revisions, nodule features, or even nodul e deviations. For
exanple, if a particular operation on a particular data node is
known to cause a server to crash or significantly degrade device
performance, then the schema information will help an attacker
identify server inplementations with such a defect, in order to
| aunch a deni al -of -service attack on the device.

It is inportant to take the security considerations for all nodes in
the mounted schemas into account, and control access to these nodes
by using the mechani sm described in Section 7.
Care nust be taken when the "parent-reference" XPath expressions are
constructed, since the result of the evaluation of these expressions
is added to the accessible tree for any XPath expression found in the
nmount ed schena.
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Appendi x A.  Exanpl e: Device Mbddel with LNEs and N's

This non-normative exanpl e denonstrates an inplenmentation of the
devi ce nodel as specified in Section 2 of
[I-D.ietf-rtgwg-device-nodel], using both |ogical network el ements
(LNE) and network instances (N).

In these exanples, the character "\’ is used where a |ine break has
been inserted for formatting reasons.

A.1. Physical Device

The data nodel for the physical device may be described by this YANG
library content, assum ng the server supports the NVDA:

{
"ietf-yang-library:yang-library":
"content-id": "l1l4e2ab5dc325f 6d86f 743e8d3ade233f 1a61a899",
"nmodul e-set": |

{
"name": "physical - devi ce- nodul es”,
“modul e": [
{
"name": "ietf-datastores",
"revision": "2018-02-14",
"namespace":
"urn:ietf:parans: xm :ns:yang:ietf-datastores”
}1
{ .
"name": "iana-if-type",
"revision": "2015-06-12",
"namespace": "urn:ietf:parans: xm :ns:yang:iana-if-type"
}l
{ o
"name": "ietf-interfaces",

"revision": "2018-02-20",
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"feature": ["arbitrary-names", "pre-provisioning" ],
"namespace":
"urn:ietf:parans: xm :ns:yang:ietf-interfaces”

"name": "ietf-ip",
"revision": "2018-02-22",
"namespace": "urn:ietf:parans:xm:ns:yang:ietf-ip"

"name": "ietf-Iogical-network-el enent",
"revision": "2016-10-21",
"feature": [ "bind-Ilne-nane" ],
"namespace":

"urn:ietf:parans: xm :ns:yang:\

i etf-1ogical-network-el enent"

"name": "ietf-yang-library",
"revision": "2018-02-21",
"namespace":

"urn:ietf:parans: xn :ns:yang:ietf-yang-1library"

"name": "ietf-yang-schema-nmunt",
"revision": "2018-03-20",
"namespace":

"urn:ietf:parans: xnl:ns:yang:ietf-yang-schena-nount"

" nmport-only-nodul e": [

"name": "ietf-inet-types",
"revision": "2013-07-15",
"nanespace":

"urn:ietf:parans: xm :ns:yang:ietf-inet-types"

"name": "ietf-yang-types",
“revision": "2013-07-15",
"nanespace":

"urn:ietf:parans: xn :ns:yang:ietf-yang-types"
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"name": "physical -devi ce-schema",
"nodul e-set": [ "physical -devi ce- nodul es” ]
}
]1
"datastore": |
{
"name": "ietf-datastores:running"
"schema": "physical -devi ce- schem"
}l
{ . .
"nanme": "ietf-datastores:operational"”
"schema": "physical -devi ce-schem"
}

}

A. 2. Logical Network Elenents

Each LNE can have a specific data nodel that is determined at run
time, so it is appropriate to mount it using the "inline" nethod,
hence the foll owi ng "schema-nounts" data:

"i et f-yang- schema- nmount : schema- mount s": {
"mount -point": [

"modul e": "ietf-1|ogical-network-el enent”,
"l abel": "root",
"inline": {}

}
]
}
}

An admi ni strator of the host device has to configure an entry for
each LNE instance, for exanple,
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{
"ietf-interfaces:interfaces": {
"interface": |
{
"name": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"enabl ed": true,
"ietf-1ogical -network-el enent: bi nd-1ne-nanme": "eth0"
}
]
}
"ietf-1ogical-network-el enent: | ogical -network-elements": {
"l ogi cal -network-el ement”: [
{
"name": "l ne-1",
"managed": true
"description": "LNE with NI s"
"root": {
}
}
]
}
}

and then al so pl ace necessary state data as the contents of the
“root" instance, which should include at |east

0 YANG library data specifying the LNE s data nodel, for exanple,
assunmi ng the server does not inplenent the NVDA

{
"ietf-yang-library: nodul es-state":
"nodul e-set-id": "9358e11874068c8be06562089e94a89e0a392019"

"modul e": [

{
"name": "iana-if-type"
"revision": "2014-05-08"
"namespace": "urn:ietf:parans: xnl:ns:yang:iana-if-type"
"conformance-type": "inplenent"

1

{
"name": "ietf-inet-types”
"revision": "2013-07-15",
"namespace": "urn:ietf:parans:xn:ns:yang:ietf-inet-types"
"conformance-type": "inport"

H
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{
"name": "ietf-interfaces”
"revision": "2014-05-08",
"feature": |
"arbitrary-nanmes",
" pre-provi si oni ng"
"namespace": "urn:ietf:parans:xm:ns:yang:ietf-interfaces"
"conf ormance-type": "inplenent"
b
{
"name": "ietf-ip",
"revision": "2014-06-16",
"feature": |
"i pv6- privacy-aut oconf"
"namespace": "urn:ietf:parans:xm:ns:yang:ietf-ip"
"conformance-type": "inplenent"
1
{
"name": "ietf-network-instance"
"revision": "2016-10-27",
"feature": |
"bi nd- net wor k- i nst ance- nane"
1,
"namespace":
"urn:ietf:parans: xm :ns:yang:ietf-network-instance”
"conformance-type": "inplenent"
b
{
"name": "ietf-yang-library",
"revision": "2016-06-21",
"namespace”: "urn:ietf:parans: xm:ns:yang:ietf-yang-library",
"conformance-type": "inplenent"
b
{
"name": "ietf-yang-schema-nmunt",
"revision": "2017-05-16",
"namespace":
"urn:ietf:parans: xnl :ns:yang:ietf-yang-schema-nount"”,
"conformance-type": "inplenent"
1
{
"name": "ietf-yang-types”
"revision": "2013-07-15",
"namespace": "urn:ietf:parans: xn:ns:yang:ietf-yang-types"
"conformance-type": "inport"
}
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]
}
}

0 state data for interfaces assigned to the LNE i nstance (that
ef fectively becone systemcontrolled interfaces for the LNE), for

exanpl e:
{
"ietf-interfaces:interfaces": {
"interface": |
{
"name": "eth0",
"type": "iana-if-type:ethernetCsmacd",
"oper-status": "up",
"statistics": {
"discontinuity-tine": "2016-12-16T17:11: 27+02: 00"
1
"ietf-ip:ripve": {
"address": |
{
"ip": "fe80::42a8:f0ff: fea8: 24f e",
"origin": "link-layer",
"prefix-length": 64
}
]
}
}
]
}
}

A. 3. Network |nstances

Assumi ng that network instances share the sane data nodel, it can be
mount ed usi ng the "shared-schema" nethod as foll ows:
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{
"i etf-yang- schema- mount: schema- mount s": {
"namespace": |
"prefix": "if",
"uri": "urn:ietf:params:xm:ns:yang:ietf-interfaces"
}1
{ _ _
"prefix": "ni",
"uri": "urn:ietf:parans: xn:ns:yang:ietf-network-instance"
}
1, _
"mount -point": [
"modul e": "ietf-network-instance"
“label": "root",
"shar ed-schenma": {
"parent-reference": [
"lif:interfaces/if:interface[\
ni : bi nd- net wor k-i nstance-nanme = current()/../ni:name]"
]
}
}
]
}
}

Note also that the "ietf-interfaces" nodul e appears in the
"parent-reference" leaf-list for the nounted NI schena. This neans
that references to LNE interfaces, such as "outgoing-interface" in
static routes, are valid despite the fact that "ietf-interfaces"”
isn't part of the NI schenan.

A. 4. Invoking an RPC Qperation

Assume that the nounted NI data nodel also inplenents the "ietf-isis"
nmodule [I-D.ietf-isis-yang-isis-cfgl]. An RPC operation defined in
this nmodul e, such as "clear-adjacency”, can be invoked by a client
session of a LNE' s RESTCONF server as an action tied to a the nount

point of a particular network instance using a request URl like this
(all on one line):

PCST /restconf/data/ietf-network-instance: network-instances/
net wor k-i nstance=rtrA/root/ietf-isis:clear-adjacency HITP/ 1.1
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