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Abst ract

Thi s docunment describes a data nodel for configuration scheduling.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 2, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
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include Sinplified BSD License text as described in Section 4.e of
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1. Introduction

Thi s docunent introduces a YANG [ RFC6020] [ RFC7950] data nodel for

ONNNNNOOODPWWWN

configuration scheduling. This nodel can be used together w th other

YANG data nodels to specify a schedul e applied on a configuration
data node, so that the configuration data can take effect according
to the schedule. Such a configuration schedule can be one-tine or
recurring, with its properties persistently saved in the datastores
of the managenent system server.

The mechani sm described in this docunent is designed to conpl enent
the one described in [ RFC7758], which defines a capability extensio
to NETCONF to allow time-triggered RPCs. Such RPCs can be executed
at a future tine nonent, but cannot be repeated and is not saved in
t he persistent datastores.
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1.1. Termnol ogy

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, [RFC2119].

The following ternms are defined in [ RFC7950] and are not redefined
here:

0 augnent

0o data nodel

0 data node
2. Mdtivation

Some applications benefit fromresource scheduling to all ow operators
to plan ahead of tinme. Traffic engineering is one of such exanples

[ RFC7399]. When configuration and state nodels are designed for such
applications, it has been considered that certain data objects need
to be configured according to predefined schedules. In other
situations, operators need to deconfigure certain data objects at
predefi ned schedul es for the purposes such as nmai ntenance. These
data objects are interpreted and inplenmented by the applicable
appl i cations.

Del ay/ Di sruption Tol erant Networking (DTN) is another exanple for

whi ch t he schedul ed configuration can be used, where a |ong-1lived,
reliable, lowlatency sequenced data delivery session is
unsust ai nable. Section 4.3 of [I-D. birrane-dtn-ana] describes the
Aut ononous Paraneterized Control. Tine-based event is one of the two
types of triggers in such a system

3. Configuration Scheduling YANG Data Mdel Overview

Thi s docunent defines a YANG data nodel that specifies configuration
schedul es for other YANG data nodels. For each targeted
configuration data object or a group of configuration data objects,
an entry is specified along with requested schedul es using this
configuration schedule nmodel. The application inplenmenting the
targeted schema nodes inpl enents the configuration schedul es,
configuring or deconfiguring the specified objects according to the
speci fied schedul es. The nodel schema of the targeted application
does not need changes, so the data nodel described in this docunent
can be used for any data nodel. The configuration scheduling YANG
data nodel has the follow ng structure:
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nodul e:
+--rw configuration-schedul es
+--rw target* [object]

4.

The foll owi ng nodel

i etf-schedul e

+--rw obj ect yang: xpat hl. 0

+--rw schedul es

+--rw schedul e* [schedul e-id]
+--rw schedul e-i d
+--rw i ncl usi ve- excl usi ve?
+--rw start?

YANG Confi gurati on Schedul i ng

ui nt 32
enuner ati on

March 2018

yang: dat e-and-ti ne

I
I
I
|
[ +--rw schedul e-duration? string
| +--rw repeat-interval ? string
| +--rw operation? operation
[ +--rw dat a- val ue? <anydat a>
+--ro state
| +--ro future-executions
[ +--ro execution* [start]
| +--ro start yang: dat e-and-ti ne
[ +--ro duration? string
| +--ro operation? operation
+---n execution
+---- operation operati on
+---- datetinme? yang: dat e-and-ti ne
+---- results? <anydat a>

Usage Exanpl e

whi ch can be configured with specified schedul es:

nodul e:
+--rw te-links
+-rwte-link* [id]

exanpl e

+-rwid string
+--rw enabl ed? bool ean

The follow ng configuration requests that

(0]

0

Li u,

link-1 is configured weekly for five one-day peri ods,

from

I'i nk-

et al.

2016- 09-12T23: 20: 50. 52Z.

defines a list of TE (Traffic Engineering) |inks

starting

2 is deconfigured for two hours, starting from 2016-09-
15T01: 00: 00. 00Z.
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<confi gurati on- schedul es>
<t arget xm ns:ex="urn: exanpl e">
<obj ect >/ ex: te-|inks</ object>
<schedul es>
<schedul e>
<schedul e-i d>11<schedul e-i d>
<start>2016-09- 12T23: 20: 50. 527Z</start >
<schedul e- dur ati on>P1D</ schedul e- dur ati on>
<repeat -i nt erval >R5/ P1W/ repeat -i nt erval >
<oper ati on>confi gur e</ operati on>
<dat a- val ue>
<te-|ink>
<i d>l'i nk-1</id>
<enabl ed>t r ue</ enabl ed>
</te-link>
</ dat a- val ue>
</ schedul e>
</ schedul es>
</target>
<t arget xm ns:ex="urn: exanpl e">
<obj ect >/ ex: te-|inks</ object>
<schedul es>
<schedul e>
<schedul e-i d>12<schedul e-i d>
<i ncl usi ve- excl usi ve>excl usi ve</incl usi ve- excl usi ve>
<start>2016-09-15T01: 00: 00. 00Z</ st art >
<schedul e-dur ati on>P2H</ schedul e- dur ati on>
<oper at i on>confi gur e</ operati on>
<dat a- val ue>
<te-l|ink>
<i d>li nk-2</id>
<enabl ed>t r ue</ enabl ed>
</te-link>
</ dat a- val ue>
</ schedul e>
</ schedul es>
</target>
</ configuration-schedul es>

The followi ng configuration requests that

0o link-1is enabled weekly for five one-day periods, starting from
2016- 09- 12T23: 20: 50. 52Z.

0 link-2 is not enabled for two hours, starting from 2016-09-
15T01: 00: 00. 00Z.
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<confi gurati on- schedul es>
<t arget xm ns:ex="urn: exanpl e">
<obj ect>/ex:te-links/ex:te-link[ex:link-id=1ink-1"]/ex:enabled
</ obj ect >
<schedul es>
<schedul e>
<schedul e-i d>11<schedul e-i d>
<start>2016-09- 12T23: 20: 50. 52Z</ start >
<schedul e- dur ati on>P1D</ schedul e- dur ati on>
<repeat-interval >R5/ PIW/ repeat -i nterval >
<oper ati on>set </ operati on>
<dat a- val ue>t r ue</ dat a- val ue>
</ schedul e>
</ schedul es>

</target>

<target xml ns:ex="urn: exanpl e">
<obj ect>/ex:te-links/ex:te-link[ex:link-id="1ink-2"]/ex:enabled
</ obj ect >

<schedul es>
<schedul e>
<schedul e-i d>12<schedul e-i d>
<i ncl usi ve- excl usi ve>excl usi ve</i ncl usi ve- excl usi ve>
<start>2016-09- 15T01: 00: 00. 00Z</start >
<schedul e-dur ati on>P2H</ schedul e-dur ati on>
<oper ati on>set </ oper ati on>
<dat a- val ue>t r ue</ dat a- val ue>
</ schedul e>
</ schedul es>
</target>
</ configuration-schedul es>

5. Relations to Datastores

NETCONF defines configuration datastores and operations that can be
used to access these datastores. The configuration data encoded
according to this data nodel is persistently saved in the proper
datastores in the sane way as other data nodel, such as ietf-

i nterfaces.

5.1. Validation
When configuration data based on this nodel is received, the server
MUST perform syntax validations on the received data nodes, and

exam ne the requested schedul es. The server does not validate
whet her requested target configuration data can be applied to the

Liu, et al. Expi res Septenber 2, 2018 [ Page 6]



Internet-Draft YANG Confi gurati on Schedul i ng March 2018

target configuration objects, until the actual scheduled tine
arrives.

At each schedul ed tine nmonent, the server applies the requested
target configuration data to the target configuration objects. The
server MJST performthe validations on the target configuration data
along with the current target configuration objects in the proper
dat ast or e.

5.2. Schedul es Expansion and Operational States

The server SHOULD expand these schedul es and expose themto the
client as operational states.

5.3. Server Executions at Schedul ed Monents

At each schedul ed tinme nmonent, the server applies the requested
target configuration data to the target configuration objects, as if
an RPC request is newWy received. Wether such a tinme-triggered
configuration is successfully applied depends on the configuration
data of the target object and requested configuration data. The
results of such executions are sent to the client through
notifications. The notification nanagenment mechani sm described in
[I-D.ietf-netconf-yang-push] and
[I-D.ietf-netconf-subscribed-notifications] can be used to enabl e,
di sabl e, subscribe, filter, and replay the notifications.

5.4. Interactions with Locks

The rules of datastore |ock specified by NETCONF [ RFC6241] are
checked when the schedul e configuration data is received and when the
target configuration data is applied.

5.5. Interactions with Authorization Mechani sm

If the server inplenments any authorization nechanism the

aut hori zation rul es MUST be checked agai nst this data nodel schenma
when the schedul e configuration data is received. At each schedul ed
time monment, the authorization rules MJIST be checked agai nst the
target objects by using the target configuration data. To check the
aut hori zation rules, the server uses the sane client credenti al

| earned when the initial configuration data was received.

6. Synchronization Aspects
The schedul i ng nechani sns described in this docunent assune that

servers have access to the wall-clock tinme. Thus, servers are
required to acquire the time-of-day froman external tine source, for
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exanpl e using the Network Time Protocol [RFC5905], or the Precision
Ti me Protocol [|EEE1588].

It is assuned that the client and servers rely on a comon tine
source, so as to guarantee that schedules are defined with respect to

a common reference. |In order to avoid the potential anbiguity of
different tinme zones and daylight saving tine, it is recomended to
define all schedules in the UTC tinme zone, using the suffix "Z'. For

exanple, the time 2016-09-12T23: 20: 50. 527, is specified with respect
to the UTC tine zone.

7. Configuration Scheduling YANG Mdul e

<CODE BEG NS> file "ietf-schedul e@018-02-26. yang"
nmodul e ietf-schedul e {
yang-version 1.1;
namespace "urn:ietf:params: xm :ns:yang:ietf-schedul e";

prefix "sch";

import ietf-yang-types {
prefix "yang";

}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;
cont act
"WG Web: <http://tools.ietf.org/ wy/ netnod/>
WG List: <mailto:netnod@etf.org>

Edi t or: Xufeng Liu
<mai | t o: Xuf eng_Li u@ abi |l . cone

Edi t or: I gor Bryskin
<mai |l t o: 1 gor. Bryski n@uawei . con»

Edi t or: Vi shnu Pavan Beer am
<mai | t o: vbeer am@ uni per. net >

Edi t or: Tar ek Saad
<mui | t o: t saad@i sco. con®

Edi t or: H manshu Shah
<muai | t o: hshah@i ena. con®

Edi t or: Cscar Gonzal ez De Dios
<mai | t 0: oscar. gonzal ezdedi os@ el ef oni ca. con>";
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description
"The nodel allows tinme scheduling paraneters to be specified.”

revision 2018-02-26 {
description "lInitial revision";
reference "TBD';

}

/*
* Typedefs
*/
typedef operation {
type enuneration {
enum configure {
description
"Create the configuration data.";
}
enum deconfigure {
description
"Rermove the configuration data.";
}
enum set {
description
"Set the specified configuration data."
}
enum reset {
description
"Revert the specified configuration data back to the
original value.";

}
S _
description "Qperation type.";
}
/*
* & oupi ngs
*/

groupi ng schedul e-config-attributes {
description
"A group of attributes for a schedule.";

| eaf inclusive-exclusive {
type enuneration {
enum i ncl usi ve {
description
"The schedul e elenment is inclusive, i.e., the schedule
specifies the time at which the elenent is enabled. ";

Liu, et al. Expi res Septenber 2, 2018 [ Page 9]



Internet-Draft YANG Confi gurati on Schedul i ng March 2018

}

enum excl usi ve {
description
"The schedul e el ement is exclusive. i.e., the schedule
specifies the tinme at which the elenent is disabled.";

}

default "inclusive";
description
"Whether the list itemis inclusive or exclusive."”

| eaf start {
type yang: dat e-and-ti ne;
description "Start tinme.";

| eaf schedul e-duration {
type string {
pattern
"P(\d+Y) ?(\d+M ?2(\ d+W ?(\ d+D) ?T(\ d+H) 2(\ d+M ?(\ d+S) ?’ ;
}

description "Schedul e duration in | SO 8601 format."

}

| eaf repeat-interval {
type string {
pattern
"RUd*/ P(\d+Y) 2(\d+M ?2(\ d+W ?2(\ d+D) ?T(\ d+H) ?(\ d+M ?°
+ ' (\d+S)?’;

description "Repeat interval in | SO 8601 format.";
}
| eaf operation {
type operation;
default "configure”
description
"Operation type.";

anydat a dat a-val ue {
description
"The data value applied to the | eaf data node
speci fied by data-objects.
The format of the data val ue depends on the value of the
| eaf operation defined above:
confi gure: data-value is the sub-tree added to the
target object;
deconfigure: data-value is the child to be deleted from
the target object;
set: the target object MIST be a | eaf, and
data-value is the new value to be set to
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the target object;
reset: data-value is ignored.";

} /] schedul e-config-attributes

groupi ng schedul e-config-notification {
description
"A group of attributes for a schedule notification."

notification execution {

description
"Notification event for an execution perforned on a target
obj ect.";

| eaf operation {
type operation;
mandat ory true
description "Qperation type.";

| eaf datetine {
type yang: dat e-and-ti ne;
description
"The date and tinme when the execution was perforned.";
}

anydata results {
description

"This chunk of data contains the results of the execution
performed on the target object. The results are the sane
or equivalent to the contents of a <rpc-reply> nessage,
Because of the nature of such a target execution, a
<rpc-reply> nmessage is not used to return the execution
results. Instead, this notification is used to serve

t he sane purpose.";

}

} // schedul e-config-notification

groupi ng schedul e-state-attributes {
description
"State attributes for a schedule.”
cont ai ner future-executions {
description
"The state information of the nexte schedul ed event.";
list execution {
key "start";
description
"List of schedul ed future executions.";
| eaf start {
type yang: date-and-ti ne;
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description "Start tinme.";

| eaf duration {
type string {
pattern
"P(\d+Y) ?(\d+M ?2(\ d+W ?(\ d+D) ?T(\ d+H) ?2(\ d+M ?(\ d+S) ?’ ;

description "Schedul e duration in | SO 8601 format."
}
| eaf operation {

type operation;

description "Operation type.";

} /] event
} // future-events
} // schedul e-state-attributes

groupi ng schedul es {
description
"A list of schedul es defining when a particul ar
configuration takes effect."”;
cont ai ner schedul es {
description
"Cont ai ner of a schedule list defining when a particul ar
configuration takes effect.";
list schedule {
key "schedul e-id";
description "Alist of schedule el enents.”;
| eaf schedule-id {
type uint32;
description "ldentifies the schedule el enent."”;

uses schedul e-config-attri butes;

}

} /] schedul es

/*
* Configuration data and operational state nodes
*/
cont ai ner configuration-schedul es {
description
"Serves as top-level container for a list of configuration
schedul es. ";
list target {
key "object";
description
"Alist of targets that configuration schedules are
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applied.";
| eaf object {
type yang: xpat hl. 0;
description
"Xpat h defining the data itens of interest.";

uses schedul es;
contai ner state {
config fal se
description
"Operational state data."
uses schedul e-state-attri butes;
} /] state

uses schedul e-config-notification
} /] target
} // configuration-schedul es

}
<CODE ENDS>

8. | ANA Consi derati ons

RFC Ed.: In this section, replace all occurrences of ' XXXX with the
actual RFC nunber (and renove this note).

This docunent registers the follow ng nanespace URI in the | ETF XM
registry [ RFC3688]:

URI: urn:ietf:parans: xm :ns:yang:ietf-schedul e
Regi strant Contact: The |ESG
XM.: NA, the requested URI is an XM. nanespace

Thi s docunent registers the follow ng YANG nodul e in the YANG Modul e
Nanes registry [ RFC6020]:

narme: i etf-schedul e

namespace: urn:ietf:params: xm :ns:yang:ietf-schedul e
prefix: | 3te

r ef erence: RFC XXXX
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9.

10.

11.

11.

Security Considerations

The configuration, state, action and notification data defined in
this docunent are designed to be accessed via the NETCONF protoco

[ RFC6241]. The | owest NETCONF | ayer is the secure transport |ayer
and the mandatory-to-inplenment secure transport is Secure Shell (SSH)
[ RFC6242]. The NETCONF access control nodel [RFC6536] provides the
means to restrict access for particular NETCONF users to a pre-
configured subset of all avail able NETCONF protocol operations and
cont ent s.

The functionality defined in this nmeno can potentially allow network
reconnai ssance; by gathering information about schedul es an attacker
can | earn about the network policy, its tenporal behavior, and future
events.

The schedul e YANG nodel defines schedules that are witable,
creatabl e, and deletable. Therefore, this nodel may be consi dered
sensitive or vulnerable in some network environments. An attacker
may maliciously configure a schedule in a way that disrupts the

nor mal behavi or of the network. Furthernore, an attacker may attenpt
to maliciously set a schedule or a set of schedules in a way that
anplifies an attack, or schedules an attack to a particularly
sensitive time instant.

The use of configuration scheduling inplicitly assumes that there is
an underlying synchronization or tine distribution nechani sm
Therefore, an attack on the synchronizati on nmechani sm nmay conproni se
the configuration scheduling. The security considerations of tine
protocol s are discussed further in [ RFC7384].

Contri butors
Tal M zrah
Enmail: talm @marvell.com
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