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1. Introduction

Operating systens, processes and applications generate nessages
indicating their own status or the occurrence of events. These
messages are useful for managi ng and/or debugging the network and its
services. The BSD syslog protocol is a wi dely adopted protocol that
is used for transm ssion and processing of the nmessages.

Si nce each process, application and operating systemwas witten
somewhat independently, there is little uniformty to the content of
sysl og nmessages. For this reason, no assunption is nmade upon the
formatting or contents of the messages. The protocol is sinply
designed to transport these event nessages. No acknow edgenent of
the receipt is nade

Essentially, a syslog process receives nessages (fromthe kernel
processes, applications or other syslog processes) and processes
those. The processing involves logging to a local file, displaying
on console, and/or relaying to syslog processes on other machines.
The processing is determned by the "facility" that originated the
message and the "severity" assigned to the nessage by the facility.

We are using definitions of syslog protocol from RFC 5424 [ RFC5424]
in this RFC

1.1. Requirenents Language
The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.2. Term nol ogy

The term"originator" is defined in [ RFC 5424]: an "originator"
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generates syslog content to be carried in a nmessage.
The ternms "relay"” and "collectors" are as defined in [ RFC 5424].

2.  Probl em Stat enment

Thi s docunment defines a YANG [ RFC6020] configuration data nodel that
may be used to configure the syslog feature running on a system
YANG nodel s can be used with network managenent protocols such as
NETCONF [ RFC6241] to install, manipulate, and delete the
configuration of network devices.

The data nodel nekes use of the YANG "feature" construct which allows
i mpl ementations to support only those syslog features that lie within
their capabilities.

This nodul e can be used to configure the syslog application
conceptual layers [RFC5424] as inplenented on the target system

3. Design of the Syslog Mdel

The sysl og nodel was designed by conparing various syslog features
i mpl emented by various vendors’ in different inplenentations.

This draft addresses the conmon | eafs between inplenmentations and
creates a comon nodel, which can be augnented with proprietary
features, if necessary. This nodel is designed to be very sinple for
maxi mum flexibility.

Optional features are used to specify functionality that is present
in specific vendor configurations.

Sysl og consists of originators, and collectors. The follow ng
di agram shows sysl og nessages flowing froman originator, to
collectors where filtering can take pl ace.

Many vendors extend the list of facilities available for logging in

their inplementation. An exanple is included in Extending Facilities
(Appendi x A 1).
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Figure 1. Syslog Processing Fl ow

The | eaves in the syslog nodel "actions" container correspond to each
message col |l ector:

consol e
log file(s)
renote relay(s)/collector(s)

Wthin each action, a selector is used to filter syslog nessages. A
sel ector consists of a list of one or nore facility-severity natches,
and, if supported via the select-match feature, an optional regular
expression pattern match that is performed on the SYSLOG MSG

[ RFC5424] field.

A sysl og nmessage is processed if:
There is an elenment of facility-list (F, S) where
the message facility matches F (if it is present)
and the nmessage severity matches S (if it is present)
or the nmessage text matches the regex pattern (if it is present)

The facility is one of a specific syslog-facility, or all facilities.
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The severity is one of type syslog-severity, all severities, or none.
None is a special case that can be used to disable a filter. \When
filtering severity, the default conparison is that messages of the
specified severity and higher are selected to be logged. This is
shown in the nodel as "default equal s-or-higher". This behavior can
be altered if the sel ect-adv-conpare feature is enabled to specify a
compare operation and an action. Conpare operations are: "equal s" to
sel ect messages with this single severity, or "equal s-or-higher" to
sel ect nmessages of the specified severity and higher. Actions are
used to | og the nessage or block the nessage from bei ng | ogged.

3.1. Syslog Mdule
A simplified graphical representation of the data nodel is used in

this docunment. The meaning of the synbols in these diagrans is
defined in [ RFC6087] .
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nmodul e: ietf-syslog
+--rw sysl og!
+--rw actions
+--rw consol e! {consol e-action}?
| +--rw selector
| +--rw facility-list* [facility severity]
| | +--rwfacility uni on
| | +--rw severity uni on
| | +--rw advanced-conpare {sel ect-adv-conpare}?
[ [ +--rw conpare? enuneration
| | +--rw action? enurer ation
| +--rw pattern-match? string {select-match}?
--rwfile {file-action}?
+-rw log-file* [nane]
+--rw name inet:uri
+--rw sel ector
| +--rwfacility-list* [facility severity]
| | +-rwfacility uni on
| | +--rwseverity uni on
| | +--rw advanced-conpare {sel ect-adv-conpare}?
| +--rw conpare? enumner ati on
| +--rw action? enuneration
| +--rw pattern-natch? string {select-match}?
+--rw structured-data? bool ean {structured-data}?
+--rw file-rotation
+--rw nunmber-of -files? uint32 {file-limt-size}?

+
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I

+--rw max-file-size? uint32 {file-limt-size}?
+--rwrollover? uint32 {file-limt-duration}?
+--rw retention? uint32 {file-linmt-duration}?

+-rw renote {renote-action}?
+--rw destinati on* [nane]

| +--rw advanced-conpare {sel ect-adv-conpare}?
| +--rw conpare? enurer ation

+--rw hame string

+--rw (transport)

| +--:(tcp)

| | +--rwtcp

| +--rw address? i net: host

| | +--rw port? i net: port-nunber

| +--:(udp)

| +--rw udp

[ +--rw address? i net: host

| +--rw port? i net: port-nunber
+--rw sel ector

| +--rwfacility-list* [facility severity]

| | +--rwfacility uni on

| | +--rwseverity uni on

I

I

| +--rw action? enurer ation

| +--rw pattern-nmatch? string {sel ect-match}?
+--rw structured-data? bool ean {structured-data}?
+--rw facility-override? i dentityref

+--rw source-interface? if:interface-ref {renote-source-int

erface}?
+--rw si gni ng-options! {signed-nessages}?

W des & Koushi k Expi res Septenber 12, 2017 [ Page 6]



Internet-Draft

+--TW
+--rwW
+--TW

Sysl og Managenent

+--rw si g- max- del ay

+-rw
+--rw
+--rw

Figure 2. ietf-syslog Mdule Tree

4. Syslog YANG Modul e

4.1. The ietf-syslog Mdule
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March 2017

This nmodul e inports typedefs from[RFC6021] and [ RFC7223], and it

ref erences [ RFC5424], [RFC5425], [ RFC5426],
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<CCDE BEG NS> file "ietf-syslog.yang"

nmodul e ietf-syslog {
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-syslog”;
prefix syslog;

inmport ietf-inet-types {
prefix inet;

}

inmport ietf-interfaces {
prefix if;

}

organi zation "I ETF NETMOD (NETCONF Dat a Mbdel i ng Language)
Wor ki ng G oup”;
cont act
"WG Web: <http://tools.ietf.org/ wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

Edi t or: Ki ran Agrahara Sreenivasa
<muai | t 0o: kkoushi k@i sco. cont

Edi t or: Clyde W des
<mai | to: cwi | des@i sco. conp";
description
"This nodul e contains a collection of YANG definitions
for syslog configuration.

Copyright (c) 2016 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

The key words 'MJUST', 'MJST NOT', 'REQU RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMMENDED , ' MAY', and
"OPTIONAL’ in the nodule text are to be interpreted as descri bed
in RFC 2119 (http://tools.ietf.org/htm/rfc2119).

This version of this YANG nodule is part of RFC XXXX
(http://tools.ietf.org/htm/rfcXXXX); see the RFC itself for
full legal notices.";

reference
"RFC 5424: The Sysl og Protocol
RFC 5426: Transm ssion of Syslog Messages over UDP
RFC 6587: Transm ssion of Syslog Messages over TCP
RFC 5848: Signed Sysl og Messages";
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revision 2017-03-13 {
description
"Initial Revision";
ref erence
"RFC XXXX: Syslog YANG Model ";

}

feature consol e-action {
description
"This feature indicates that the | ocal console action is
supported.”;

feature file-action {
description
"This feature indicates that the local file action is
supported.”;

}

feature file-linmit-size {
description
"This feature indicates that file |ogging resources
are nanaged using size and nunmber limts.";

}

feature file-linmit-duration {
description
"This feature indicates that file |ogging resources
are nanaged using tinme based limts.";

}

feature renote-action {
description
"This feature indicates that the renbte server action is
supported.";

}

feature renote-source-interface {
description
"This feature indicates that source-interface is supported
supported for the renote-action.”;

feature sel ect-adv-conpare {
description
"This feature represents the ability to sel ect nessages
usi ng the additional conparison operators when conparing
the sysl og nessage severity.";

}

feature select-match {
description
"This feature represents the ability to sel ect nessages based
on a Posix 1003.2 regul ar expression pattern match.";
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}

feature structured-data {
description
"This feature represents the ability to | og nessages
in structured-data format as per RFC 5424."

}

feature signed-nessages {
description
"This feature represents the ability to configure signed
sysl og nmessages according to RFC 5848.";

typedef syslog-severity {
type enuneration {
enum "ener gency" {
val ue 0;
description
"The severity level 'Energency’ indicating that the system
i s unusable.";
}
enum "alert" {
val ue 1;
description
"The severity level "Alert’ indicating that an action nust be
taken i medi ately.";
}
enum "critical" {
val ue 2;
description
"The severity level 'Critical’ indicating a critical condition.";
}
enum "error"” {
val ue 3;
description
"The severity leve

Error’ indicating an error condition.";
}
enum "war ni ng" {
val ue 4;
description
"The severity |eve

Warni ng’ indicating a warning condition.";
}
enum "notice" {
val ue 5;
description
"The severity level 'Notice' indicating a normal but significant
condition.";
}
enum "info" {
val ue 6;
description
"The severity |eve

Info' indicating an informational nessage.";

}
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enum "debug" {
val ue 7;
description
"The severity |level ’'Debug indicating a debug-Ievel nessage.”
}
}

description
"The definitions for Syslog nessage severity as per RFC 5424."
}

identity syslog-facility {
description
"This identity is used as a base for all syslog facilities as
per RFC 5424.";

}

identity kern {
base syslog-facility;
description
"The facility for kernel nessages (0) as defined in RFC 5424."
}

identity user {
base syslog-facility;
description
"The facility for user-level nmessages (1) as defined in RFC 5424.";
}

identity mail {
base syslog-facility;
description
"The facility for the mail system (2) as defined in RFC 5424.";
}

identity daenon {
base syslog-facility;
description
"The facility for the system daenons (3) as defined in RFC 5424."
}

identity auth {
base syslog-facility;
description
"The facility for security/authorization nmessages (4) as defined
in RFC 5424.";

}

identity syslog {
base syslog-facility;
description
"The facility for messages generated internally by syslogd
facility (5) as defined in RFC 5424."
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identity Ipr {
base syslog-facility;
description
"The facility for the line printer subsystem (6) as defined in
RFC 5424.";

}

identity news {
base syslog-facility;
description
"The facility for the network news subsystem (7) as defined in
RFC 5424.";

}

identity uucp {
base syslog-facility;
description
"The facility for the UUCP subsystem (8) as defined in RFC 5424.";
}

identity cron {
base syslog-facility;
description
"The facility for the clock daenon (9) as defined in RFC 5424.";
}

identity authpriv {
base syslog-facility;
description
"The facility for privileged security/authorization nessages (10)
as defined in RFC 5424.";

}

identity ftp {
base syslog-facility;
description
"The facility for the FTP daenon (11) as defined in RFC 5424.";
}

identity ntp {
base syslog-facility;
description
"The facility for the NTP subsystem (12) as defined in RFC 5424.";
}

identity audit ({
base syslog-facility;
description
"The facility for log audit messages (13) as defined in RFC 5424.";
}

identity console {
base syslog-facility;
description
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"The facility for log alert nmessages (14) as defined in RFC 5424.";
}

identity cron2 {
base syslog-facility;
description
"The facility for the second clock daenon (15) as defined in
RFC 5424.";

}

identity local 0 {
base syslog-facility;
description
"The facility for local use 0 nessages (16) as defined in
RFC 5424.";

}

identity locall {
base syslog-facility;
description
"The facility for local use 1 nessages (17) as defined in
RFC 5424.";

}

identity local2 {
base syslog-facility;
description
"The facility for |local use 2 nessages (18) as defined in
RFC 5424.";

}

identity local 3 {
base syslog-facility;
description
"The facility for local use 3 nessages (19) as defined in
RFC 5424.";

}

identity local4 {
base syslog-facility;
description
"The facility for local use 4 nessages (20) as defined in
RFC 5424.";

}

identity local5 {
base syslog-facility;
description
"The facility for local use 5 nessages (21) as defined in
RFC 5424.";

}

identity local 6 {
base syslog-facility;
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description
"The facility for local use 6 nessages (22) as defined in
RFC 5424.";

}

identity local 7 {
base syslog-facility;
description
"The facility for local use 7 nessages (23) as defined in
RFC 5424.";

}

groupi ng severity-filter {
description
"This groupi ng defines the processing used to sel ect
| og nessages by conparing sysl og nessage severity using
the follow ng processing rules:

- if "none’, do not match.

- if "all’, match.

- el se conpare nmessage severity with the specified severity
according to the default conpare rule (all nessages of the
specified severity and greater match) or if the
sel ect-adv-conpare feature is present, the advance-conpare
rule.”;

| eaf severity {
type union {

type sysl og-severity;

type enuneration {
enum none {

val ue -2;

description
"Thi s enum describes the case where no severities
are selected.";

enum al | {
val ue -1;
description
"This enum descri bes the case where all severities
are selected.”;

}
}
}
mandat ory true

description
"This | eaf specifies the syslog nessage severity."

}
cont ai ner advanced- conpare {
when ' ../severity !'= "all" and
..Iseverity !'= "none"’ {
description
"The advanced conpare container is not applicable for severity
"all’ or severity ’'none’";
}

i f-feature sel ect-adv-conpare
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| eaf conpare {
type enuneration {
enum equal s {
description
"This enum specifies that the severity conparison operation
will be equals.";
}
enum equal s-or - hi gher {
description
"This enum specifies that the severity conparison operation
will be equals or higher.";
}
}
def aul t equal s-or- hi gher;
description
"The conpare can be used to specify the conparison operator that
shoul d be used to conpare the sysl og nessage severity with the
specified severity.";

| eaf action {
type enuneration {
enum | og {
description
"This enum specifies that if the conpare operation is true
the message will be |ogged.";

enum bl ock {
description
"This enum specifies that if the conpare operation is true
the nmessage will not be |ogged.";

}

}
default 1 og;
description
"The action can be used to spectify if the nessage should be
| ogged or bl ocked based on the outcone of the conpare operation."”;

description
"This | eaf describes additional severity conpare operations that can
be used in place of the default severity conparison. The conpare |ea

f
specifies the type of the conpare that is done and the action | eaf
specifies the intended result. Exanple: conpare->equals and action->
no- mat ch means nessages that have a severity that is not equal to th
e

specified severity will be |ogged.”

}
}

groupi ng sel ector {
description
"This grouping defines a syslog selector which is used to
sel ect | og nessages for the | og-action (console, file,
renote, etc.). Choose one or both of the follow ng:
facility [<facility> <severity>...]
pattern-match regul ar-expressi on-mat ch-string
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If both facility and pattern-match are specified, both nust
match in order for a | og nessage to be selected.”;
cont ai ner selector {
description
"This container describes the |og selector paraneters
for syslog.";
list facility-list {
key "facility severity";
or der ed- by user;
description
"This list describes a collection of syslog
facilities and severities.";
leaf facility {
type union {
type identityref {
base syslog-facility;
}
type enuneration {
enum al | {
description
"This enum descri bes the case where all
facilities are requested.”
}
}
}
description
"The leaf uniquely identifies a syslog facility.";

}

uses severity-filter

| eaf pattern-match {
i f-feature sel ect-match;
type string;
description
"This | eaf describes a Posix 1003.2 regul ar expression
string that can be used to select a syslog nessage for
| ogging. The match is perforned on the RFC 5424
SYSLOG MsG field.";
}
}
}

groupi ng structured-data {
description
"This groupi ng defines the syslog structured data option
which is used to select the format used to wite |og
nmessages. ";
| eaf structured-data {
i f-feature structured-data;
type bool ean;
default false
description
"This | eaf describes how | og nessages are witten.
If true, nessages will be witten with one or nore
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STRUCTURED- DATA el enrents as per RFC5424; if fal se
messages will be witten with STRUCTURED DATA =
NI LVALUE. ";

}
}

cont ai ner syslog {
presence "Enabl es | ogging.";
description
"This container describes the configuration paraneters for
sysl og. ";
contai ner actions {
description
"This container describes the | og-action paraneters
for syslog.";
cont ai ner consol e {
i f-feature consol e-action;
presence "Enables logging to the consol e";
description
"This container describes the configuration paraneters for
consol e | ogging.";
uses sel ector;
}
container file {
if-feature file-action;
description
"This container describes the configuration paraneters for
file logging. If file-archive limts are not supplied, it
is assuned that the local inplenentation defined limts wll
be used.";
list log-file {
key "nane";
description
"This list describes a collection of |ocal |ogging
files.";
| eaf nane {
type inet:uri {
pattern 'file:.*’
}

description
"This | eaf specifies the nane of the log file which
MUST use the uri schenme file:."
}
uses sel ector;
uses structured-data;
container file-rotation {
description
"This container describes the configuration
paraneters for log file rotation.";
| eaf nunber-of-files {
if-feature file-limt-size
type uint32;
defaul t 1;
description
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"This | eaf specifies the maxi mum nunber of | og
files retained. Specify 1 for inplenentations
that only support one log file.";

| eaf max-file-size {
if-feature file-limt-size
type uint32;
units "negabytes";
description
"This | eaf specifies the maximumlog file size."

| eaf rollover {
if-feature file-limt-duration;
type uint32;
units "m nutes";
description
"This | eaf specifies the length of tine that |og
events should be witten to a specific log file.
Log events that arrive after the rollover period
cause the current log file to be closed and a new
log file to be opened.";

| eaf retention {
if-feature file-limt-duration;
type uint32;
units "hours";
description
"This | eaf specifies the length of tinme that
conpl eted/ cl osed | og event files should be stored
inthe file systembefore they are deleted.";
}
}
}
}
contai ner renote {
if-feature renote-action;
description
"This container describes the configuration paraneters for
forwardi ng sysl og nmessages to renote relays or collectors.”;
list destination {
key "nane";
description
"This list describes a collection of renote | ogging
destinations.";
| eaf nane {
type string;
description
"An arbitrary name for the endpoint to connect to."
}

choi ce transport {
mandat ory true;
description
"This choice describes the transport option.";
case tcp {

W des & Koushi k Expi res Septenber 12, 2017 [ Page 18]



Internet-Draft Sysl og Managenent March 2017

container tcp {
description
"This container describes the TCP transport
options.";
ref erence
"RFC 6587: Transm ssion of Syslog Messages over TCP";
| eaf address {
type inet: host;
description
"The | eaf uniquely specifies the address of
the renote host. One of the follow ng nust
be specified: an ipv4 address, an ipv6
address, or a host nane.";

| eaf port {
type inet: port-numnber;
default 514;
description
"This | eaf specifies the port nunber used to
deliver nmessages to the renote server.";
}
}

case udp {
contai ner udp {
description
"This container describes the UDP transport
options.";
ref erence
"RFC 5426: Transm ssion of Syslog Messages over UDP";
| eaf address {
type inet: host;
description
"The | eaf uniquely specifies the address of
the renote host. One of the follow ng nust be
specified: an ipv4 address, an ipv6 address,
or a host nane.";
}
| eaf port {
type inet: port-numnber;
default 514;
description
"This | eaf specifies the port nunber used to
deliver messages to the renote server.";
}
}
}
}

uses sel ector;
uses structured-data;
| eaf facility-override {
type identityref {
base syslog-facility;

}
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description
"If specified, this leaf specifies the facility used
to override the facility in nmessages delivered to the
renote server.",;
}
| eaf source-interface {
if-feature renote-source-interface;
type if:interface-ref;
description
"This | eaf sets the source interface to be used to send
message to the renote syslog server. |If not set,
messages sent to a renote syslog server will
contain the I P address of the interface the syslog
message uses to exit the network el enent”;
}
cont ai ner signing-options {
i f-feature signed- messages
presence
"If present, syslog-signing options is activated."
description
"This container describes the configuration
paraneters for signed syslog nmessages as descri bed
by RFC 5848.";
ref erence
"RFC 5848: Signed Syslog Messages"
| eaf cert-initial-repeat {
type uint 16;
mandat ory true
description
"This | eaf specifies the nunber of tinmes each
Certificate Bl ock should be sent before the first
message i s sent.";

| eaf cert-resend-delay {
type uint 16;
units "seconds";
mandat ory true
description
"This | eaf specifies the maximumtine delay in
seconds until resending the Certificate Block."
}
| eaf cert-resend-count {
type uint 16;
mandat ory true
description
"This | eaf specifies the maxi mum nunber of other
sysl og nessages to send until resending the
Certificate Block.";
}
| eaf sig-max-delay {
type uint 16;
units "seconds”
mandat ory true
description
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"This | eaf specifies when to generate a new
Signature Block. If this many seconds have
el apsed since the message with the first nessage
nunber of the Signature Bl ock was sent, a new
Si gnature Bl ock should be generated."”;
}
| eaf sig-nunber-resends {
type uint 16;
mandat ory true;
description
"This | eaf specifies the nunber of tinmes a
Signature Block is resent. (It is recommended to
select a value of greater than 0 in particul ar
when the UDP transport [RFC5426] is used.).";
}
| eaf sig-resend-delay {
type uint 16;
units "seconds";
mandat ory true
description
"This | eaf specifies when to send the next
Signature Bl ock transm ssion based on tinme. If
this many seconds have el apsed since the previous
sending of this Signature Block, resend it.";
}
| eaf sig-resend-count {
type uint 16;
mandat ory true
description
"This | eaf specifies when to send the next
Si gnature Bl ock transni ssion based on a count.
If this many other syslog nessages have been sent
since the previous sending of this Signature
Bl ock, resend it.";

}
<CODE ENDS>
Figure 3. ietf-syslog Mdule

5. Usage Exanpl es
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Requi renment :
Enabl e consol e |1 oggi ng of syslogs of severity critica

Here is the exanple syslog configuration xn:
<config xm ns: xc="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<syslog xm ns="urn:ietf:params: xm : ns: yang:ietf-sysl og"
xm ns: syslog="urn:ietf:paranms: xm : ns:yang:ietf-syslog">
<acti ons>
<consol e>
<sel ector >
<facility-list>
<facility>all</facility>
<severity>critical </severity>
</facility-list>
</ sel ector>
</ consol e>
</ actions>
</ sysl og>
</ config>

Enabl e renote | oggi ng of syslogs to udp destinati on 2001: db8: aOb: 12f O:
for facility auth, severity error

<config xm ns: xc="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<syslog xm ns="urn:ietf:paramnms: xm : ns: yang:ietf-sysl og"
xm ns: sysl og="urn:ietf:parans: xm : ns:yang:ietf-syslog">
<actions>
<r enot e>
<desti nati on>
<nane>r enot el</ name>
<udp>
<addr ess>2001: db8: aOb: 12f 0: : 1</ addr ess>
</ udp>
<sel ector >
<facility-list>
<facility>auth</facility>
<severity>error</severity>
</facility-list>
</ sel ector>
</ desti nati on>
</ renot e>
</ actions>
</ sysl og>
</ config>

Figure 4. ietf-syslog Exanples
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7. |1 ANA Consi derations
This docunment registers one URI in the |ETF XM registry [ RFC3688].

Following the format in RFC 3688, the following registration is
requested to be made:

URI: urn:ietf:parans:xm:ns:yang:ietf-syslog
Regi strant Contact: The | ESG
XM: NA, the requested URI is an XML nanespace

This docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: ietf-syslog nanespace: urn:ietf:paranms:xm:ns:yang:ietf-syslog
prefix: ietf-syslog
reference: RFC XXXX

8. Security Considerations
The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the mandatory-to-inpl enment secure
transport is SSH [ RFC6242]. The NETCONF access control nodel
[ RFC6536] provides the neans to restrict access for particul ar

NETCONF users to a pre-configured subset of all avail abl e NETCONF
protocol operations and content.
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There are a nunber of data nodes defined in the YANG nodul e which are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., <edit-config>)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.

8. 1. Resource Constraints

Net wor k admi nistrators nust take the tine to estimte the appropriate
menory limts caused by the configuration of actions/buffer using
buffer-limt-bytes and/or buffer-limt-nmessages where necessary to
limt the anmount of nenory used.

Net wor k adm nistrators nust take the tine to estimte the appropriate
storage capacity caused by the configuration of actions/file using
file-archive attributes to limt storage used.

It is the responsibility of the network admi nistrator to ensure that
the configured nessage fl ow does not overwhel m system resources.

8.2. Inappropriate Configuration

It is the responsibility of the network admi nistrator to ensure that
the messages are actually going to the intended recipients.
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Appendi x A. I npl ementor Guidelines

Appendi x A.1. Extending Facilities
Many vendors extend the list of facilities available for logging in
their inplenentation. Additional facilities may not work with the
sysl og protocol as defined in [ RFC5424] and hence such facilities
apply for local syslog-like |ogging functionality.
The following is an exanple that shows how additional facilities

could be added to the list of available facilities (in this exanple
two facilities are added):

W des & Koushi k Expi res Septenber 12, 2017 [ Page 25]



Internet-Draft Sysl og Managenent March 2017

nmodul e vendor - sysl og-types-exanpl e {
nanespace "urn:vendor: parans: xm : ns: yang: vendor - sysl og-t ypes"
prefix vendor-sysl ogtypes;

i mport ietf-syslog {
prefix sysl ogtypes;
}

organi zation "Exanple, Inc.
cont act
"Exanpl e, Inc.
Cust omer Service

E-mai |l : sysl og- yang@xanpl e. cont';

description
"This nodul e contains a collection of vendor-specific YANG type
definitions for SYSLOG “;

revision 2017-03-13 {
description
"Version 1.0";
ref erence
"Vendor SYSLOG Types: SYSLOG YANG Model "
}

identity vendor_specific_type_1 {
base sysl ogtypes:syslog-facility;

}

identity vendor_specific_type_ 2 {
base sysl ogtypes: syslog-facility;
}
}
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