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Abst ract
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LLDP TLV, a URL, an X. 509 certificate extension and a nmeans to sign
and verify the descriptions.
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1. Introduction

The Internet has | argely been constructed for general purpose
comput ers, those devices that nay be used for a purpose that is
specified by those who own the device. [RFCl1984] presuned that an
end devi ce woul d be nost capable of protecting itself. This nade
sense when the typical device was a workstation or a nainframe, and
it continues to nmake sense for general purpose conputing devices
today, including | aptops, smart phones, and tablets.

[ RFC7452] discusses design patterns for, and poses questions about,
smart objects. Let us then posit a group of objects that are
specifically not intended to be used for general purpose conputing
tasks. These devices, which this nmeno refers to as Things, have a
specific purpose. By definition, therefore, all other uses are not
intended. If a small nunber of communication patterns follows from
those small nunber of uses, the conbination of these two statements
can be restated as a manufacturer usage description (MJD) that can be
applied at various points within a network. MJD prinarily addresses
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threats to the device rather than the device as a threat. |n sone
ci rcunst ances, however, MJD may offer sone protection in the latter
case, depending on the MUD-URL is comuni cated, and how devi ces and
their comunications are authenticated.

We use the notion of "manufacturer"” loosely in this context to refer
to the entity or organization that will state how a device is
intended to be used. For example, in the context of a |ightbulb,
this mght indeed be the lightbulb manufacturer. In the context of a
smarter device that has a built in Linux stack, it might be an
integrator of that device. The key points are that the device itself
is assuned to serve a linited purpose, and that there exists an
organi zation in the supply chain of that device that will take
responsibility for informng the network about that purpose.

The intent of MIDis to provide the foll ow ng:

0 Substantially reduce the threat surface on a device to those
communi cati ons i ntended by the manufacturer

0 Provide a nmeans to scale network policies to the ever-increasing
nunber of types of devices in the network.

o0 Provide a neans to address at | east some vulnerabilities in a way
that is faster than the time it mght take to update systens.
This will be particularly true for systens that are no | onger
support ed.

0 Keep the cost of inplenentation of such a systemto the bare
m ni mum

o0 Provide a nmeans of extensibility for manufacturers to express
ot her device capabilities or requiremnents.

MJUD consists of three architectural building bl ocks:
0 A URL that can be used to |locate a description
0 The description itself, including howit is interpreted, and;

o A neans for |ocal network managenent systens to retrieve the
description.

MJD is nost effective when the network is able to identify in some
way the renote endpoints that Things will talk to.

In this specification we describe each of these building bl ocks and
how they are intended to be used together. However, they nmay al so be
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used separately, independent of this specification, by |oca
depl oynents for their own purposes.

1.1. What MJD Doesn’'t Do

MJUD is not intended to address network authorization of genera

pur pose conputers, as their nmanufacturers cannot envision a specific
communi cati on pattern to describe. |In addition, even those devices
that have a single or small number of uses m ght have very broad
communi cation patterns. MJD on its own is not for themeither

Al 't hough MJD can provide network adninistrators with sonme additiona
protection when device vulnerabilities exist, it will never replace
the need for manufacturers to patch vulnerabilities.

Finally, no matter what the manufacturer specifies in a MID file,
these are not directives, but suggestions. How they are instantiated
locally will depend on nany factors and will be ultimately up to the
| ocal network adnministrator, who nust decide what is appropriate in a
gi ven ci rcunst ances.

1.2. A Sinple Exanple

A light bulb is intended to light a room It may be renotely
controlled through the network, and it may make use of a rendezvous
service of some formthat an application on a smart phone. Wat we
can say about that light bulb, then, is that all other network access
is unwanted. It will not contact a news service, nor speak to the
refrigerator, and it has no need of a printer or other devices. It
has no social networking friends. Therefore, an access list applied
toit that states that it will only connect to the single rendezvous
service will not inpede the light bulb in performng its function
while at the sanme time allowing the network to provide both it and
ot her devices an additional |ayer of protection

1.3. Termnol ogy
MUD: manuf acturer usage description

MUD file: a file containing YANG based JSON that describes a Thing
and associ at ed suggested specific network behavi or

MJID file server: a web server that hosts a MID file.
MJD manager: the systemthat requests and receives the MID file from

the MJD server. After it has processed a MID file, it may direct
changes to rel evant network el enents.
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MJUD controller: a synonymthat has been used in the past for MDD
nanager .

MUD URL: a URL that can be used by the MJD nanager to receive the
MUD file.

Thing: the device emitting a MJUD URL.

Manufacturer: the entity that configures the Thing to emt the MJD
URL and the one who asserts a recommendation in a MID file. The
manuf acturer mght not always be the entity that constructs a
Thing. It could, for instance, be a systens integrator, or even a
conponent provider.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1.4. Deternmining Intended Use

The notion of intended use is in itself not new. Network

adm nistrators apply access lists every day to allow for only such
use. This notion of white listing was well described by Chaprman and
Zwi cky in [FWB5]. Profiling systens that make use of heuristics to
identify types of systens have existed for years as well.

A Thing could just as easily tell the network what sort of access it
requi res without going into what sort of systemit is. This would,

in effect, be the converse of [RFC7488]. |In seeking a genera
sol ution, however, we assune that a device will inplenent
functionality necessary to fulfill its limted purpose. This is

basi ¢ economic constraint. Unless the network would refuse access to

such a device, its devel opers would have no reason to provide the

network any information. To date, such an assertion has held true.
1.5. Finding A Policy: The MJD URL

Qur work begins with the device enitting a Universal Resource Locator

(URL) [RFC3986]. This URL serves both to classify the device type

and to provide a nmeans to locate a policy file.

MJUD URLs MJST use the HTTPS scheme [ RFC7230].

In this meno three neans are defined to emt the MUD URL, as foll ows:
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0 A DHCP option[ RFC2131], [ RFC3315] that the DHCP client uses to
i nformthe DHCP server. The DHCP server may take further actions,
such as act as the MJD manager or otherw se pass the MJD URL al ong
to the MJUD nanager.

0 An X 509 constraint. The | EEE has devel oped [| EEE8021AR] t hat
provides a certificate-based approach to comuni cate device
characteristics, which itself relies on [ RFC5280]. The MJD URL
extension is non-critical, as required by | EEE 802. 1AR.  Vari ous
means nmay be used to conmunicate that certificate, including
Tunnel Extensible Authentication Protocol (TEAP) [RFC7170].

o Finally, a Link Layer Discovery Protocol (LLDP) frame is defined
[ 1 EEES021AB] .

It is possible that there nmay be other neans for a MUD URL to be

| earned by a network. For instance, sone devices nmay already be
fielded or have very linited ability to communicate a MJD URL, and
yet can be identified through sone neans, such as a serial nunber or
a public key. 1In these cases, manufacturers may be able to map those
identifiers to particular MJD URLs (or even the files thensel ves).
Simlarly, there may be alternative resol ution nechani sns avail abl e
for situations where Internet connectivity is linmted or does not
exist. Such mechani snms are not described in this neno, but are
possible. Inplementors are encouraged to allow for this sort of
flexibility of how MJUD URLs rmay be | earned

1.6. Processing of the MJD URL

MJUD rmanagers that are able to do so SHOULD retrieve MJD URLs and
signature files as per [RFC7230], using the GET nethod [ RFC7231].
They MJST validate the certificate using the rules in [RFC2818],
Section 3. 1.

Requests for MJUD URLs SHOULD i nclude an "Accept" header ([RFC7231],
Section 5.3.2) containing "application/mnmd+json", an "Accept-
Language" header field ([ RFC7231], Section 5.3.5), and a "User-Agent"
header ([RFC7231], Section 5.5.3).

MUD nmanagers SHOULD aut omatically process 3xx response status codes.

If a MJUD manager is not able to fetch a MJUD URL, other means MAY be
used to inport MJD files and associated signature files. So long as
the signature of the file can be validated, the file can be used. In
such environnents, controllers SHOULD warn adm ni strators when cache-
validity expiry is approaching so that they may check for new files
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It may not be possible for a MJD manager to retrieve a MID file at
any given tinme. Should a MJD nanager fail to retrieve a MID file, it
SHOULD consi der the existing one safe to use, at least for a tine.
After sone period, it SHOULD log that it has been unable to retrieve
the file. There may be very good reasons for such failures,

i ncluding the possibility that the MJD nanager is in an off-1line

envi ronnment, the local Internet connection has failed, or the renote
Internet connection has failed. It is also possible that an attacker
is attenpting to interfere with the deployment of a device. It is a
| ocal decision as to how to handle such circunstances.

1.7. Types of Policies
When the MUD URL is resol ved, the MJD manager retrieves a file that
descri bes what sort of communications a device is designed to have.
The manufacturer may specify either specific hosts for cloud based
services or certain classes for access within an operational network.
An exanpl e of a class might be "devices of a specified manufacturer
type", where the manufacturer type itself is indicated sinply by the
aut hority conponent (e.g, the domain nane) of the MJUD URL. Anot her
exanple mght be to allow or disallowlocal access. Just like other
policies, these may be conbined. For exanpl e:
o Allow access to devices of the same manufacturer

0o Allow access to and fromcontrollers via Constrained Application
Prot ocol (COAP)[ RFC7252]

0 Allow access to | ocal DNS/ NTP

o Deny all other access

A printer mght have a description that states:
o Allow access for port |IPP or port LPD

o Allowlocal access for port HITP

0 Deny all other access

In this way anyone can print to the printer, but |ocal access would
be required for the nmanagenent interface

The files that are retrieved are intended to be closely aligned to
exi sting network architectures so that they are easy to deploy. W
make use of YANG [ RFC7950] because it provides accurate and adequate
nodel s for use by network devices. JSON RFC8259] is used as a
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serialization format for conpactness and readability, relative to
XM.. Oher formats may be chosen with later versions of MJD

Whi |l e the policy exanples given here focus on access control, this is
not intended to be the sole focus. By structuring the nodel
described in this docunent with clear extension points, other
descriptions could be included. One that often conmes to nmind is
quality of service

The YANG nodul es specified here are extensions of
[I-D.ietf-netnod-acl-nodel]. The extensions to this nodel allow for
a manufacturer to express classes of systems that a manufacturer
woul d find necessary for the proper function of the device. Two
nmodul es are specified. The first nmodul e specifies a nmeans for domain
nanes to be used in ACLs so that devices that have their controllers
in the cloud may be appropriately authorized with domain nanes, where
the mappi ng of those nanes to addresses nay rapidly change.

The ot her nodul e abstracts away | P addresses into certain classes
that are instantiated into actual |P addresses through |oca
processing. Through these classes, manufacturers can specify how the
device is designed to comuni cate, so that network el enents can be
configured by |ocal systens that have | ocal topol ogical know edge.
That is, the deploynent popul ates the classes that the nmanufacturer
specifies. The abstractions below map to zero or nore hosts, as
fol | ows:

Manuf acturer: A device nmade by a particul ar manufacturer, as
identified by the authority conponent of its MJD URL

sane- manuf acturer: Devices that have the same authority conmponent of
their MJD URL.

controller: Devices that the local network adm nistrator admts to
the particul ar cl ass.

my-controller: Devices intended to serve as controllers for the MID
URL that the Thing emtted

Il ocal: The class of I P addresses that are scoped w thin sone
adm ni strative boundary. By default it is suggested that this be
the | ocal subnet.

The "manufacturer” classes can be easily specified by the

manuf acturer, whereas controller classes are initially envisioned to
be specified by the adm ni strator
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Because nmanufacturers do not know who will be using their devices, it
is inportant for functionality referenced in usage descriptions to be
relatively ubiquitous and mature. For these reasons the YANG based
configuration in a MIDfile is limted to either the nodul es
specified or referenced in this docunent, or those specified in
document ed ext ensi ons.

1.8. The Manufacturer Usage Description Architecture

Wth these conponents |aid out we now have the basis for an
architecture. This leads us to ASCI| art.

| | |
| MJUD | -->get URL-->| MJUD [
| . (https) | File Server |
| <-MUD fil e<-<] |

- | (dhcp et al) | router
.| Thing |---->MJD URL-->| or |
o [ | switch |

Figure 1: MJD Architecture

In the above diagram the switch or router collects MJID URLs and
forwards themto the MJD manager (a network managenent systen) for
processing. This happens in different ways, depending on how the URL
is communi cated. For instance, in the case of DHCP, the DHCP server
m ght receive the URL and then process it. 1In the case of |EEE

802. 1X [ | EEEB021X], the switch would carry the URL via a certificate
to the authentication server via EAP over Radi us[ RFC3748], which
woul d then process it. One nmethod to do this is TEAP, described in

[ RFC7170]. The certificate extension is described bel ow.

The information returned by the MUID file server is valid for as |ong
as the Thing is connected. There is no expiry. However, if the MJD
manager has detected that the MID file for a Thing has changed, it

SHOULD update the policy expeditiously, taking into account whatever

approval flowis required in a deployment. 1In this way, new
recomendati ons fromthe manufacturer can be processed in a tinely
f ashi on.
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The information returned by the MUID file server (a web server) is
valid for the duration of the Thing' s connection, or as specified in
the description. Thus if the Thing is disconnected, any associ ated
configuration in the switch can be renoved. Sinmilarly, fromtine to
tinme the description may be refreshed, based on new capabilities or
communi cati on patterns or vulnerabilities.

The web server is typically run by or on behalf of the manufacturer.
Its domain nane is that of the authority found in the MJID URL. For

| egacy cases where Things cannot emt a URL, if the switch is able to
deternmine the appropriate URL, it may proxy it. 1In the trivial case
it may hardcode MUD-URL on a switch port or a nap from sone avail abl e
identifier such as an L2 address or certificate hash to a MJD URL.

The role of the MJD manager in this environment is to do the
fol | owi ng:

0 receive MJID URLs,
o fetch MU files,

0 translate abstractions in the MID files to specific network
el ement configuration

0o maintain and update any required mappi ngs of the abstractions, and
0 update network elenments with appropriate configuration
A MUD nanager nmay be a conponent of a AAA or network nanagenent
system  Communi cation within those systens and fromthose systens to
network el enments is beyond the scope of this nmeno.

1.9. Oder of operations
As nentioned above, MJD contains architectural building blocks, and
so order of operation nay vary. However, here is one clear intended
exanpl e:

1. Thing emts URL.

2. That URL is forwarded to a MJD manager by the nearest switch (how
t hi s happens depends on the way in which the MJID URL is enitted).

3. The MJD manager retrieves the MID file and signature fromthe MJID
file server, assumng it doesn't already have copies. After
validating the signature, it may test the URL against a web or
domai n reputation service, and it may test any hosts within the
file against those reputation services, as it deens fit.
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4. The MJD manager may query the administrator for permnission to add
the Thing and associated policy. |If the Thing is known or the
Thing type is known, it may skip this step

5. The MJD nanager instantiates |ocal configuration based on the
abstractions defined in this docunent.

6. The MJD manager configures the switch nearest the Thing. O her
systens may be configured as well.

7. \When the Thing disconnects, policy is renoved.
The MUD Mbdel and Semantic Meani ng

A MUID file consists of a YANG nodel instance that has been serialized
in JSON [ RFC7951]. For purposes of MJD, the nodes that can be

nodi fied are access |lists as augnented by this nodel. The MU file
islinmted to the serialization of only the followi ng YANG schena:

o ietf-access-control-list [I-D.ietf-netnod-acl-nodel]
o ietf-mud (this docunent)
o ietf-acldns (this document)

Ext ensi ons may be used to add additional schema. This is described
further on.

To provide the w dest possible deploynent, publishers of MU files
SHOULD nake use of the abstractions in this meno and avoi d the use of
| P addresses. A MJD manager SHOULD NOT autonatically inplenment any
MJD file that contains | P addresses, especially those that m ght have
| ocal significance. The addressing of one side of an access list is
inplicit, based on whether it is applied as to-device-policy or from
devi ce-policy.

Wth the exceptions of "nane" of the ACL, "type", "nane" of the ACE
and TCP and UDP source and destination port information, publishers
of MID files SHOULD Iimt the use of ACL nodel |eaf nodes expressed
to those found in this specification. Absent any extensions, MJD
files are assuned to inplenent only the foll owing ACL nodel features:

o match-on-ipv4, match-on-ipv6, match-on-tcp, match-on-udp, match-
on-icnp

Furt hernore, only "accept" or "drop" actions SHOULD be included. A
MUD rmanager MAY choose to interpret "reject” as "drop". A MJID
manager SHOULD ignore all other actions. This is because
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1.

manuf acturers do not have sufficient context within a |l oca
depl oynent to know whether reject is appropriate. That is a decision
that should be left to a network adm ni strator

G ven that MJD does not deal with interfaces, the support of the
"ietf-interfaces" nodul e [ RFC8343] is not required. Specifically,
the support of interface-related features and branches (e.g.
interface-attachment and interface-stats) of the ACL YANG nodul e is
not required.

In fact, MJD nanagers MAY ignore any particul ar conponent of a
description or MAY ignore the description inits entirety, and SHOULD
carefully inspect all MJD descriptions. Publishers of MU files MJST
NOT i nclude other nodes except as described in Section 3.9. See that
section for nore information.

The | ETF- MUD YANG Mbdul e
This module is structured into three parts

o The first component, the "nud" container, holds information that
is relevant to retrieval and validity of the MID file itself, as
well as policy intended to and fromthe Thing.

0 The second conmponent augnents the matching container of the ACL
nodel to add several nodes that are relevant to the MJUD URL, or
ot herwi se abstracted for use within a | ocal environnent.

o0 The third conmponent augnents the tcp-acl container of the ACL
nmodel to add the ability to nmatch on the direction of initiation
of a TCP connection

Avalid MID file will contain two root objects, a "nud" container and
an "acls" container. Extensions may add additional root objects as
required. As a reninder, when parsing acls, elenents within a

"mat ch" block are logically ANDed. |n general, a single abstraction
in a match statement shoul d be used. For instance, it nakes little
sense to match both "ny-controller"” and "controller” with an
argunent, since they are highly unlikely to be the sane val ue.

A sinmplified graphical representation of the data nodels is used in
this docunent. The neaning of the synbols in these diagrans is
expl ai ned in [ RFC8340].

Lear, et al. Expi res Decenber 17, 2018 [ Page 13]



Internet-Draft

Lear,

Manuf act ur er

nodul e: ietf-nud
+--rw nud!

+--rw nmud-ver si on
+--rw nud-url
+--rw | ast -updat e
+--rw nud-si gnature?
+--rw cache-validity?
+--rw is-supported
+--rw system nfo?
+--rw nf g- nane?
+- -rw nodel - nane?
+--rw firmvare-rev?
+--rw software-rev?
+--rw docunent ati on?
+--rw ext ensions*
+--rw fromdevi ce-policy
| +--rwacls

Usage Descriptions

uint8

i net:uri
yang: dat e-and-ti ne
i net:uri
uint8
bool ean
string
string
string
string
string
inet:uri
string

| +--rw access-1list* [nane]

| +--rw nanme
+--rw to-device-policy
+--rw acls

-> [acl:acls/acl/nane

+--rw access-list* [nane]

+--rw nane

-> [acl:acl s/acl/nane

augrment /acl :acl s/ acl:acl/acl:aces/acl:acel acl : mat ches:

+--rw nud

+--rw manuf acturer?
+- -rw sane- manuf act ur er ?
+--rw nodel ?
+--rw | ocal - net wor ks?
+--rw controller?
+--rw ny-controller?

augnent

i net: host
enpty
inet:uri
enpty

i net:uri
enpty

[ acl : acl s/ acl : acl / acl : aces/ acl : ace/ acl : mat ches

lacl:14/acl:tcp/acl:tcp:
+-rw direction-initiated?

MJUD nodel

.1. rnud-version

direction

definitions for the root nmud contai ner

Thi s node specifies the integer version of the MJD specification.

This meno specifies version 1.

et al.
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3.2. nud-url

This URL identifies the MU file. This is useful when the file and
associ ated signature are nmanual |y upl oaded, say, in an offline node.

3.3. to-device-policy and fromdevice-policy containers

[I-D.ietf-netnod-acl-nmodel] describes access-lists. |In the case of
MJUD, a MID file must be explicit in describing the comunication
pattern of a Thing, and that includes indicating what is to be
permitted or denied in either direction of comunication. Hence each
of these containers indicates the appropriate direction of a flowin
association with a particular Thing. They contain references to
specific access-lists.

3.4. last-update

This is a date-and-tine val ue of when the MID file was generat ed.
This is akin to a version nunber. Its formis taken from [ RFC6991]
whi ch, for those keeping score, in turn was taken from Section 5.6 of
[ RFC3339], which was taken from|[I SO 8601. 1988].

3.5. cache-validity

This uint8 is the period of time in hours that a network nanagenent
station MUST wait since its last retrieval before checking for an
update. It is RECOMVENDED that this value be no | ess than 24 and
MUST NOT be nore than 168 for any Thing that is supported. This
peri od SHOULD be no shorter than any period deternined through HTTP
caching directives (e.g., "cache-control" or "Expires"). N B.,
expiring of this timer does not require the MJUD nmanager to discard
the MUD file, nor term nate access to a Thing. See Section 16 for
nore information.

3.6. is-supported

Thi s boolean is an indication fromthe manufacturer to the network
adm nistrator as to whether or not the Thing is supported. |In this
context a Thing is said to not be supported if the manufacturer

i ntends never to issue a firmvare or software update to the Thing or
never update the MID file. A MJD nmanager MAY still periodically
check for updates.

3.7. systemnfo

This is a textual UTF-8 description of the Thing to be connected.
The intent is for admnistrators to be able to see a brief
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di spl ayabl e description of the Thing. It SHOULD NOT exceed 60
characters worth of display space.

3.8. nfg-nane, software-rev, nodel-nane firmare-rev

These optional fields are filled in as specified by [RFC8348]. Note
that firmwvare-rev and software-rev MUST NOT be popul ated in a MJD
file if the device can be upgraded but the MJD-URL cannot be. This
woul d be the case, for instance, with MJD-URLs that are contained in
802. 1AR certificates.

3.9. extensions

This optional leaf-list nanmes MJD extensions that are used in the MJD
file. Note that MJD extensions MJST NOT be used in a MID file

wi t hout the extensions being declared. |nplenentations MJST ignore
any node in this file that they do not understand.

Not e that extensions can either extend the MUD file as described in
the previous paragraph, or they night reference other work. An
ext ensi on exanpl e can be found in Appendi x C

4, Augnentation to the ACL Model

Note that in this section, when we use the term"match" we are
referring to the ACL nodel "natches" node.

4.1. manufacturer

Thi s node consists of a hostname that woul d be matched agai nst the
aut hority conponent of another Thing’s MUD URL. In its sinplest form
"manuf acturer"” and "sane- manufacturer” may be inplenmented as access-
lists. In nore conplex forms, additional network capabilities nmay be
used. For exanple, if one saw the line "manufacturer"”

"fl obbi dy. exanpl e. cont, then all Things that registered with a MJD
URL that contained flobbity.exanple.comin its authority section
woul d mat ch.

4.2. same-nanufacturer

This null-val ued node is an equival ent for when the manufacturer
element is used to indicate the authority that is found in another
Thing’s MJD URL nmatches that of the authority found in this Thing's
MJUD URL. For exanple, if the Thing's MJD URL were
https://bl. exanpl e. com Thi ngVl, then all devices that had MJD URL
with an authority section of bl.exanple.comwould natch.
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4.3. docunentation

This URI consists of a URL that points to documentation relating to
the device and the MUD file. This can prove particularly useful when
the "controller" class is used, so that its use can be expl ai ned.

4.4. nodel
This string matches the entire MJD URL, thus covering the nodel that
is unique within the context of the authority. It may contain not
only nodel information, but versioning information as well, and any

other information that the manufacturer wi shes to add. The intended
use is for devices of this precise class to match, to pernit or deny
conmuni cati on between one anot her.

4.5, | ocal - networks

Thi s null-val ued node expands to include |ocal networks. Its default
expansion is that packets nust not traverse toward a default route
that is received fromthe router. However, administrators may expand
the expression as is appropriate in their depl oynents.

4.6. controller

This URl specifies a value that a controller will register with the
MJUD rmanager. The node then is expanded to the set of hosts that are
so registered. This node may also be a URN. 1In this case, the URN
describes a well known service, such as DNS or NTP, that has been
standardi zed. Both of those URNs may be found in Section 17.6

When "ny-controller” is used, it is possible that the adm nistrator
will be pronpted to popul ate that class for each and every nodel
Use of "controller” with a named class allows the user to popul ate
that class only once for many different nodels that a nmanufacturer
may produce

Controller URIs MAY take the formof a URL (e.g. "http[s]://").
However, MJD nanagers MJST NOT resolve and retrieve such files, and
it is RECOWENDED that there be no such file at this time, as their
formand function may be defined at a point in the future. For now,
URLs shoul d serve sinply as class nanes and nay be popul ated by the
| ocal depl oynent admini strator

G eat care should be taken by MJD managers when invoking the
controller class in the formof URLs. For one thing, it requires
some understanding by the adm nistrator as to when it is appropriate.
Pre-registration in such classes by controllers with the MJD server
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i s encouraged. The nechanismto do that is beyond the scope of this
wor k.

4.7. ny-controller

This null-val ued node signals to the MJD nmanager to use whatever
mapping it has for this MJD URL to a particular group of hosts. This
may require pronpting the adm nistrator for class menbers. Future
wor k shoul d seek to aut onate nenbershi p managenent.

4.8. direction-initiated

This MJST only be applied to TCP. This matches the direction in
which a TCP connection is initiated. Wen direction initiated is
"fromdevice", packets that are transmitted in the direction of a
thing MUST be dropped unless the thing has first initiated a TCP
connection. By way of exanple, this node may be inplenmented in its
sinpl est form by |ooking at naked SYN bits, but rmay al so be

i mpl ement ed t hrough nore stateful mechani sns.

When applied this matches packets when the flow was initiated in the
correspondi ng direction. [RFC6092] specifies |IPv6 guidance best
practices. Wile that docunment is scoped specifically to IPv6, its
contents are applicable for 1Pv4 as well

5. Processing of the MID file

To keep things relatively sinple in addition to whatever definitions
exist, we also apply two additional default behaviors:

0 Anything not explicitly pernitted is denied.

0 Local DNS and NTP are, by default, permtted to and fromthe
Thi ng.

An explicit description of the defaults can be found in Appendix B
These are applied AFTER all other explicit rules. Thus, a default
behavi or can be changed with a "drop" action

6. What does a MJUD URL | ook |ike?

MUD URLs are required to use the HTTPS schene, in order to establish
the MID file server’s identity and assure integrity of the MJD file.

Any "https://" URL can be a MUD URL. For exanpl e:
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htt ps://things. exanpl e. or g/ product _abc123/v5
https://ww. exanpl e. net/ nudfil es/t enperature_sensor/
htt ps://exanpl e. coni | i ght bul bs/ col our/vl

A manufacturer nmay construct a MJD URL in any way, so long as it
makes use of the "https" schena.

7. The MJD YANG Model

<CODE BEG NS>file "ietf-nud@018-06-15. yang"

nmodul e ietf-nud {
yang-version 1.1;
namespace "urn:ietf:parans: xm :ns:yang:ietf-nud";
prefix ietf-nud;

import ietf-access-control-list {
prefix acl;

}

i mport ietf-yang-types {
prefix yang;

inmport ietf-inet-types {
prefix inet;

}

organi zati on
"I ETF OPSAWG (Ops Area) Working G oup”;
cont act
"WG Web: http://tools.ietf.org/wy/ opsawg/
WG List: opsawg@etf.org
Aut hor: Eliot Lear
| ear @i sco. com
Aut hor: Ral ph Drons
rdrons@nuai |l . com
Aut hor: Dan Romascanu
dromasca@nmai | . com

description
"Thi s YANG nodul e defines a conponent that augnents the
| ETF description of an access list. This specific nodule
focuses on additional filters that include |ocal, nobdel,
and sane- nanuf act urer.

This module is intended to be serialized via JSON and stored

as a file, as described in RFC XXXX [RFC Editor to fill in with
this docunment #].
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Copyright (c) 2016, 2017 | ETF Trust and the persons
identified as the document authors. All rights reserved.
Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I|ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revisi on 2018-06-15 {
description
“Initial proposed standard."”
ref erence
"RFC XXXX: Manufacturer Usage Description
Speci fication";

}

typedef direction {
type enuneration {
enum t o- devi ce {
description
"packets or flows destined to the target
Thi ng";
}
enum from devi ce {
description
"packets or flows destined from
the target Thing";

}
}

description
"Which way are we tal ki ng about ?";

}

contai ner mud {
presence "Enabled for this particular MJD URL";
description
"MJD related information, as specified
by RFC-XXXX [RFC Editor to fill in].";
uses nud- gr oupi ng;

}

groupi ng nud- groupi ng {
description
"I nformati on about when support end(ed), and
when to refresh”;
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| eaf mnud-version {
type uint8;
mandat ory true
description
"This is the version of the MID
specification. This nmeno specifies version 1.";

| eaf nmud-url {
type inet:uri;
mandat ory true
description
"This is the MJD URL associated with the entry found
ina MDfile.";

| eaf | ast-update {
type yang: date-and-ti ne;
mandat ory true
description
"This is intended to be when the current MJID file
was generated. MJD Managers SHOULD NOT check
for updates between this tinme plus cache validity";

| eaf nud-signature {
type inet:uri;
description
"A URl that resolves to a signature as
described in this specification.”

| eaf cache-validity {
type uint8 {
range "1..168";

units "hours"
default "48";
description
"The information retrieved fromthe MJD server is
valid for these many hours, after which it should
be refreshed. N. B. MJD nmanager inplenentations
need not discard MJID files beyond this period."
}
| eaf is-supported {
t ype bool ean;
mandat ory true
description
"Thi s bool ean indicates whether or not the Thing is
currently supported by the manufacturer."”

| eaf systeninfo {

et al. Expi res Decenber 17, 2018
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type string;
description
"A UTF-8 description of this Thing. This
shoul d be a brief description that may be
di spl ayed to the user to determ ne whether
to allow the Thing on the
network.";
}
| eaf nfg-nane {
type string;
description
"Manuf acturer name, as described in
the ietf-hardware YANG nodul e.”

| eaf nodel - name {
type string;
description
"Model name, as described in the
i etf-hardware YANG nodul e.";

| eaf firmware-rev {
type string;
description
“firmvare-rev, as described in the
i etf-hardware YANG nodule. Note this field MJST
NOT be included when the device can be updated
but the MJD-URL cannot."

| eaf software-rev {
type string;
description
"software-rev, as described in the
i etf-hardware YANG nodule. Note this field MJST
NOT be included when the device can be updated
but the MJD-URL cannot."”

| eaf docunentation {
type inet:uri;
description
"This URL points to docunentation that
relates to this device and any classes that it uses
inits MU file. A caution: MJD nanagers need
not resolve this URL on their own, but rather sinply
provide it to the adm nistrator. Parsing HTM is
not an intended function of a MJD manager."

| eaf-1ist extensions {
type string {
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length "1..40";
}
description
"Alist of extension names that are used in this MJD
file. Each nane is registered with the | ANA and
described in an RFC. "
}
contai ner fromdevice-policy {
description
"The policies that should be enforced on traffic
coming fromthe device. These policies are not
necessarily intended to be enforced at a single
poi nt, but rmay be rendered by the controller to any
rel evant enforcement points in the network or
el sewhere. ";
uses access-lists;
}
cont ai ner to-device-policy {
description
"The policies that should be enforced on traffic
going to the device. These policies are not
necessarily intended to be enforced at a single
poi nt, but nmay be rendered by the controller to any
rel evant enforcenent points in the network or
el sewhere. ";
uses access-lists;
}
}

groupi ng access-lists {
description
"A grouping for access lists in the context of device
policy.";
contai ner access-lists {
description
"The access lists that should be applied to traffic
to or fromthe device.";
list access-list {
key "nane";
description
"Each entry on this list refers to an ACL that
shoul d be present in the overall access list
data nodel. Each ACL is identified by name and
type.";
| eaf nane {
type leafref {
path "/acl:acl s/acl:acl/acl:nane";

}
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description
"The name of the ACL for this entry."
}

}
}
}

augrment "/acl:acl s/acl:acl/acl:aces/acl:ace/acl:mtches" {
description
"addi ng abstractions to avoid need of |IP addresses”
contai ner mud {
description
"MJD-speci fic matches.";
| eaf manufacturer ({
type inet: host;
description
"A donmain that is intended to natch the authority
section of the MJUD URL. This node is used to specify
one or nore manufacturers a device should
be aut horized to access.";
}
| eaf sane- manufacturer {
type enpty;
description
"This node matches the authority section of the MJID URL
of a Thing. It is intended to grant access to al
devices with the sane authority section.”

| eaf nodel {
type inet:uri;
description
"Devices of the specified nodel type will match if
they have an identical MJD URL."
}
| eaf | ocal -networks {
type enpty;
description
"I P addresses will match this node if they are
consi dered | ocal addresses. A local address may be
a list of locally defined prefixes and nmasks
that indicate a particular adm nistrative scope.";

| eaf controller {
type inet:uri;
description
"Thi s node nanes a class that has associated with it
zero or nore | P addresses to match agai nst. These
may be scoped to a manufacturer or via a standard
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URN. ";
}
| eaf ny-controller {
type enpty;
description
"Thi s node matches one or nore network el ements that
have been configured to be the controller for this
Thi ng, based on its MJD URL.";
}

}

augrment "/acl:acl s/acl:acl/acl:aces/acl:ace/acl:nmtches" +
"lacl:l4/acl:tcp/acl:tcp" {
description
"add direction-initiated";
|l eaf direction-initiated {
type direction;
description
"Thi s node matches based on which direction a
connection was initiated. The neans by which that
is determned is discussed in this docunent.”
}
}

}
<CODE ENDS>

8. The Donmmi n Nane Extension to the ACL Mde

Thi s nmodul e specifies an extension to | ETF-ACL nodel such that donmain
nanes rmay be referenced by augnenting the "matches" node. Different

i mpl ement ati ons may deploy differing nmethods to maintain the mapping
bet ween I P address and domain nane, if indeed any are needed.

However, the intent is that resources that are referred to using a
nane shoul d be authorized (or not) within an access |ist.

The structure of the change is as foll ows:

nmodul e: ietf-acldns

augnent /acl :acl s/acl:acl/acl:aces/acl:ace/
acl : matches/ acl : |1 3/ acl ;i pv4/ acl : i pv4:
+--rw src-dnsname? i net: host
+--rw dst-dnsname? i net: host

augrment /acl :acl s/ acl:acl/acl:aces/acl:ace/
acl : matches/ acl : 1 3/ acl : i pv6/ acl :i pv6:
+--rw src-dnsname? i net: host
+--rw dst - dnsname? i net: host
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The choice of these particular points in the access-list nodel is
based on the assunption that we are in sone way referring to | P-

rel ated resources, as that is what the DNS returns. A domain nane in
our context is defined in [RFC6991]. The augnentations are
replicated across IPv4 and IPv6 to allow MUD file authors the ability
to control the I P version that the Thing may utili ze.

The foll owi ng node are defined.
8.1. src-dnsnane

The argunent corresponds to a donain nane of a source as specified by
i net:host. A nunber of nmeans may be used to resolve hosts. What is
important is that such resolutions be consistent with ACLs required
by Things to properly operate.

8.2. dst-dnsnane

The argument corresponds to a domai n name of a destination as
specified by inet:host See the previous section relating to
resol ution.

Not e when using either of these with a MID file, because access is
associated with a particular Thing, MJD files MJUST NOT contain either
a src-dnsnane in an ACL associated with from device-policy or a dst-
dnsnanme associ ated with to-device-policy.

8.3. The ietf-acldns Model

<CODE BEG NS>file "ietf-acl dns@018-06- 15. yang"

nodul e ietf-acldns {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-acldns";
prefix ietf-acldns;

import ietf-access-control-list {
prefix acl;
}

inmport ietf-inet-types {
prefix inet;
}

organi zati on
"I ETF OPSAWG (Ops Area) Working Goup";
cont act
"WG Web: http://tools.ietf.org/wy/ opsawg/
WG List: opsawg@etf.org
Aut hor: Eliot Lear
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| ear @i sco. com
Aut hor: Ral ph Drons
rdrons@mai | . com
Aut hor: Dan Romascanu
dromasca@nai | . com
description
"Thi s YANG nodul e defines a conponent that augnents the
| ETF description of an access list to all ow DNS nanes
as matching criteria.";

revisi on 2018-06-15 {
description
"Base version of dnsnane extension of ACL nodel"
reference
"RFC XXXX: Manufacturer Usage Description
Speci fication";

}

groupi ng dns-mat ches {
description
"Domai n nanes for matching.";
| eaf src-dnsnane {
type inet: host;
description
"domai n name to be matched against";

| eaf dst-dnsnane {
type inet: host;
description
"domai n name to be matched against";
}

}

augrment "/acl:acl s/acl:acl/acl:aces/acl:ace/acl:nmtches" +
"lacl:13/acl:ipv4d/acl:ipvd" {
description
" Addi ng domai n nanes to matchi ng”
uses dns-mat ches;
}
augnment "/acl:acls/acl:acl/acl:aces/acl:acel/acl:matches" +
"lacl:13/acl:ipv6e/acl:ipve" {
description
" Addi ng domai n nanes to matchi ng”
uses dns-mat ches;

}
}
<CODE ENDS>
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9. MU File Exanple

This exanpl e contains two access lists that are intended to provide
out bound access to a cloud service on TCP port 443.

"ietf-mud: mud": {
"nmud-version": 1,
"mud-url": "https://lighting.exanple.comlightbul b2000"
"l ast-update": "2018-03-02T11:20: 51+01: 00"
"cache-validity": 48
"is-supported": true,
"system nfo": "The BMS Exanpl e Lightbul b",
"fromdevice-policy": {
"access-lists": {
"access-list": [
{
"name": "nmud-76100-v6fr"
}
]
}
},
"to-device-policy": {
"access-lists": {
"access-list": [

{
"name": "nmud-76100-v6t 0"
}
]
}
}
"ietf-access-control-list:acls": {
"acl": [
{
"name": "nmud- 76100-v6t 0",
"type": "ipv6-acl-type",
"aces": {
"ace": [
{
"name": "cl 0-todev",
"mat ches": {
"ipve": {
"ietf-acldns:src-dnsnane": "test.exanple.cont,
"protocol": 6
},
"tep': {
"ietf-nud:direction-initiated": "fromdevice",
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"source-port": {

"operator": "eq
"port": 443
}
}
}
"actions": {
"forwardi ng": "accept"
}
}
]
}
1
{
"name": "nmud-76100-v6fr",
"type": "ipv6-acl-type",
"aces": {
"ace": |
{
"nane": "cl O0-frdev",
"mat ches": {

"ipve": {
"ietf-acldns:dst-dnsnane": "test.exanple.cont,
"protocol": 6

1

"top': {
"ietf-nud:direction-initiated": "fromdevice"
"destination-port": {

"operator": "eq",
"port": 443
}
}
}
"actions": {
"forwardi ng": "accept"
}
}
]
}
}

In this exanple, two policies are declared, one fromthe Thing and
the other to the Thing. Each policy nanes an access |list that
applies to the Thing, and one that applies from Wthin each access
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10.

list, access is pernmitted to packets flowing to or fromthe Thing
that can be mapped to the domai n nane of "service. bns. exanpl e. cont'.
For each access list, the enforcenent point should expect that the
Thing initiated the connection.

The MJD URL DHCP Opti on

The 1Pv4 MUD URL client option has the follow ng format:

Code OPTION_MJD URL_V4 (161) is assigned by IANA. len is a single
octet that indicates the length of MID string in octets. The MJD
string is defined as foll ows:

MUDstring = rmudurl [ " " reserved ]
mudurl = URlI; a URL [ RFC3986] that uses the "https" schema [ RFC7230]
reserved = 1*( OCTET ) ; from [ RFC5234]

The entire option MJUST NOT exceed 255 octets. |f a space follows the
MJUD URL, a reserved string that will be defined in future
specifications follows. MJD managers that do not understand this
field MJUST ignore it.

The 1Pv6 MUD URL client option has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_MJD_URL_V6 [ option-length [
T T
| MJDst ri ng |
I I

T S S i o S S e i w S S T S S S &

OPTION_MJUD URL_V6 (112; assigned by | ANA)

option-length contains the |l ength of the MUDstring, as defined above,
in octets.

The intent of this optionis to provide both a new Thing classifier
to the network as well as sone reconmended configuration to the
routers that inplenent policy. However, it is entirely the purview
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10.

10.

of the network system as nmanaged by the network admnistrator to
decide what to do with this information. The key function of this
option is sinply to identify the type of Thing to the network in a
structured way such that the policy can be easily found with existing
t ool set s.

1. dient Behavior

A DHCPv4 client MAY enmit a DHCPv4 option and a DHCPv6 client MAY enit
DHCPv6 option. These options are singletons, as specified in

[ RFC7227]. Because clients are intended to have at npbst one MJD URL
associated with them they nmay enmt at nost one MJUD URL option via
DHCPv4 and one MJUD URL option via DHCPv6. |n the case where both v4
and v6 DHCP options are enitted, the same URL MJUST be used.

2. Server Behavi or

A DHCP server may ignore these options or take action based on
recei pt of these options. When a server consunes this option, it

will either forward the URL and relevant client information (such as
the gateway address or giaddr and requested |IP address, and | ease

Il ength) to a network nmanagenment system or it will retrieve the usage
description itself by resolving the URL.

DHCP servers nmay inplenment MJD functionality thensel ves or they may
pass al ong appropriate information to a network managenent system or
MJUD rmanager. A DHCP server that does process the MJUD URL MJST adhere
to the process specified in [RFC2818] and [ RFC5280] to validate the
TLS certificate of the web server hosting the MUID file. Those
servers will retrieve the file, process it, create and install the
necessary configuration on the rel evant network elenent. Servers
SHOULD nonitor the gateway for state changes on a given interface. A
DHCP server that does not provide MJD functionality and has forwarded
a MJD URL to a MJD manager MUST notify the MJD manager of any
correspondi ng change to the DHCP state of the client (such as
expiration or explicit release of a network address |ease).

Shoul d the DHCP server fail, in the case when it inplements the MJD
manager functionality, any backup mechani sms SHOULD i ncl ude the MJD
state, and the server SHOULD resolve the status of clients upon its
restart, simlar to what it would do, absent MJD nanager
functionality. In the case where the DHCP server forwards
information to the MJD nanager, the MJD manager will either make use
of redundant DHCP servers for information, or otherwi se clear state
based on other network information, such as nonitoring port status on
a switch via SNWMP, Radius accounting, or sinilar nechani sns.
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10.3. Relay Requirenents
There are no additional requirenments for rel ays.
11. The Manufacturer Usage Description (MJD) URL X 509 Extension

This section defines an X. 509 non-critical certificate extension that
contains a single Uniform Resource Locator (URL) that points to an
on-1ine Manufacturer Usage Description concerning the certificate
subject. URI nust be represented as described in Section 7.4 of

[ RFC5280] .

Any Internationalized Resource ldentifiers (IRI's) MIST be napped to
URIs as specified in Section 3.1 of [RFC3987] before they are placed
in the certificate extension

The semantics of the URL are defined Section 6 of this docunent.

The choice of id-pe is based on guidance found in Section 4.2.2 of
[ RFC5280] :

These extensions may be used to direct applications to on-line
i nformati on about the issuer or the subject.

The MUD URL is precisely that: online information about the
particul ar subject.

In addition, a separate new extension is defined as id-pe-nudsigner
This contains the subject field of the signing certificate of the MJD
file. Processing of this field is specified in Section 13. 2.

The purpose of this signature is to nmake a claimthat the MID file
found on the server is valid for a given device, independent of any
other factors. There are several security considerations belowin
Section 16.

A new content-type id-ct-mud is also defined. While signatures are
det ached today, should a MID file be transmitted as part of a CM5
message, this content-type SHOULD be used.

The new extension is identified as foll ows:

<CODE BEGQ NS>
MUDURLExt nMbdul e- 2016 { iso(1) identified-organization(3) dod(6)
internet (1) security(5) nechanisnms(5) pkix(7)
i d-nod(0) id-nod- mudURLExt n2016(88) }
DEFINITIONS IMPLICI T TAGS ::= BEA N
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-- EXPORTS ALL --
I MPORTS

-- RFC 5912
EXTENSI ON
FROM PKI X- CommonTypes- 2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xConmon- 02(57) }

-- RFC 5912
i d-ct
FROM PKI XCRMF- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechanisns(5) pkix(7) id-nod(0)
i d- nod- cr nf 2005-02(55) }

-- RFC 6268
CONTENT- TYPE
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) snminme(16) nodul es(0) id-nod-cns-2009(58) }

-- RFC 5912
i d- pe, Nanme
FROM PKI X1Expl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) } ;

-- Certificate Extensions

MJUDCer t Ext ensi ons EXTENSI ON : : =
{ ext-MJDURL | ext-MJDsigner, ... }

ext - MUDURL EXTENSI ON : : =
{ SYNTAX MUDURLSynt ax | DENTI FI ED BY i d-pe-nud-url }

i d-pe-nud-url OBJECT IDENTIFIER ::={ id-pe 25 }
MJUDURLSyntax ::= | A5String

ext - MUDsi gner EXTENSION : : =
{ SYNTAX MJDsi gner Synt ax | DENTI FI ED BY i d- pe-nudsi gner }
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i d- pe-mudsi gner OBJECT IDENTIFIER ::= { id-pe TBD1 }
MJUDsi gner Synt ax ::= Name

-- Cvs Content Types

MJDCont ent Types CONTENT- TYPE :: =
{ ct-mud, ... }

ct-nmud CONTENT-TYPE ::=
-- directly include the content
| DENTI FI ED BY i d-ct-nmudtype }
-- The binary data that is in the form
-- Tapplication/mud+json" is directly encoded as the
-- signed data. No additional ASN. 1 encoding is added.

i d-ct-nmudtype OBJECT IDENTIFIER ::= { id-ct TBD2 }

END
<CODE ENDS>

Whil e this extension can appear in either an 802. AR manuf acturer
certificate (I DeviD) or deploynent certificate (LDevlD), of course it
is not guaranteed in either, nor is it guaranteed to be carried over.
It is RECOWENDED that MJD manager inplenmentations nmaintain a table
that maps a Thing to its MJD URL based on | Devl Ds.

12. The Manufacturer Usage Description LLDP extension

The | EEE802. 1AB Li nk Layer Discovery Protocol (LLDP) is a one hop
vendor-neutral link |layer protocol used by end hosts network Things
for advertising their identity, capabilities, and nei ghbors on an

| EEE 802 | ocal area network. |ts Type-Length-Value (TLV) design
allows for ’'vendor-specific’ extensions to be defined. |ANA has a
regi stered | EEE 802 organi zationally unique identifier (OU) defined
as docunented in [ RFC7042]. The MJD LLDP extension uses a subtype
defined in this docunent to carry the MJD URL.

The LLDP vendor specific frame has the follow ng format:

oo oo [ oo S
| TLV Type| len | Qul | subtype | MJIDString

| =127 | |= 00 00 5] =1

| (7 bits)| (9 bits)|(3 octets)| (1 octet)]|(1-255 octets)
e oo e oo oo oo S
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wher e:

0 TLV Type = 127 indicates a vendor-specific TLV

0o len - indicates the TLV string length

o0 QU = 00 00 5E is the organizationally unique identifier of |ANA
0 subtype =1 (to be assigned by I ANA for the MJD URL)

0 MJID URL - the I ength MUST NOT exceed 255 octets

The intent of this extension is to provide both a new Thing
classifier to the network as well as some recomrended configuration
to the routers that inplement policy. However, it is entirely the
purvi ew of the network system as nanaged by the network adm ni strator
to decide what to do with this information. The key function of this
extension is sinply to identify the type of Thing to the network in a
structured way such that the policy can be easily found with existing
t ool set s.

Hosts, routers, or other network elenents that inplenent this option
are intended to have at nost one MJUD URL associated with them so
they may transnit at nost one MJD URL val ue.

Hosts, routers, or other network elenents that inplenent this option
may ignore these options or take action based on receipt of these
options. For exanple they may fill in information in the respective
ext ensi ons of the LLDP Managenent |Information Base (LLDP MB). LLDP
operates in a one-way direction. LLDPDUs are not exchanged as

i nformati on requests by one Thing and response sent by another Thing.
The ot her Things do not acknow edge LLDP information received froma
Thing. No specific network behavior is guaranteed. Wen a Thing
consunes this extension, it may either forward the URL and rel evant
renote Thing information to a MJD nmanager, or it will retrieve the
usage description by resolving the URL in accordance with normal HTTP
semanti cs.

13. Creating and Processing of Signed MID Files

Because MUD files contain information that nmay be used to configure
network access lists, they are sensitive. To ensure that they have
not been tanpered with, it is inportant that they be signed. W make
use of DER-encoded Cryptographic Message Syntax (CM5) [ RFC5652] for
this purpose.
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13.

1. Creating a MID file signature

A MDD file MIST be signed using CM5 as an opaque binary object. In
order to nake successful verification nore likely, internediate
certificates SHOULD be included. The signature is stored at the

| ocation specified in the MID file. Signatures are transferred using
content-type "application/pkcs7-signature"

For exanpl e:

% openssl cns -sign -signer mancertfile -inkey mankey \
-in nmudfile -binary -outform DER -binary \
-certfile internmedi atecert -out nudfile.p7s

Note: A MJD file may need to be re-signed if the signature expires.
2. Verifying a MUID file signature

Prior to processing the rest of a MID file, the MJD nanager MJST
retrieve the MJD signature file by retrieving the value of "nud-
signature” and validating the signature across the MID file. The Key
Usage Extension in the signing certificate MJST be present and have
the bit digital Signature(0) set. When the id-pe-nudsigner extension
is present in a device's X. 509 certificate, the MJD signature file
MUST have been generated by a certificate whose subject matches the
contents of that id-pe-mnudsigner extension. |f these conditions are
not net, or if it cannot validate the chain of trust to a known trust
anchor, the MJD manager MJUST cease processing the MID file until an
adm ni strator has gi ven approval

The purpose of the signature on the file is to assign accountability
to an entity, whose reputation can be used to guide adm nistrators on
whet her or not to accept a given MID file. It is already comon

pl ace to check web reputation on the location of a server on which a
file resides. Wile it is likely that the manufacturer will be the
signer of the file, this is not strictly necessary, and nay not be
desirable. For one thing, in sone environnments, integrators nmay
install their own certificates. For another, what is nore inportant
is the accountability of the reconmendation, and not just the

rel ati onship between the Thing and the file.

An exanpl e:
% openssl cms -verify -in nmudfile.p7s -inform DER -content nudfile

Note the additional step of verifying the comon trust root.
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15.

Extensibility

One of our design goals is to see that MID files are able to be
understood by as broad a cross-section of systens as is possible.
Coupled with the fact that we have al so chosen to | everage existing
mechani sms, we are left with no ability to negotiate extensions and a
limted desire for those extensions in any event. A such, a two-tier
extensibility framework is enployed, as foll ows:

1. At a coarse grain, a protocol version is included in a MJD URL.
This meno specifies MUD version 1. Any and all changes are
entertai ned when this version is bunped. Transition approaches
bet ween versions would be a matter for discussion in future
ver si ons.

2. At a finer grain, only extensions that would not incur additiona
risk to the Thing are permtted. Specifically, adding nodes to
the mud container is permitted with the understanding that such
additions will be ignored by unaware inplenentations. Any such
ext ensi ons SHALL be standardi zed t hrough the | ETF process, and
MUST be naned in the "extensions"” |list. MJD managers MJST ignore
YANG nodes they do not understand and SHOULD create an exception
to be resolved by an administrator, so as to avoid any policy
i nconsi st enci es.

Depl oynment Consi der ati ons

Because MJD consists of a number of architectural building blocks, it
is possible to assenbl e different depl oynent scenarios. One key
aspect is where to place policy enforcenent. |In order to protect the
Thing fromother Things within a | ocal deploynent, policy can be
enforced on the nearest switch or access point. 1In order to limt
unwanted traffic within a network, it may al so be advisable to
enforce policy as close to the Internet as possible. 1In sone
circunstances, policy enforcenment nmay not be avail able at the cl osest
hop. At that point, the risk of lateral infection (infection of

devi ces that reside near one another) is increased to the nunmber of
Things that are able to comuni cate w thout protection

A caution about sone of the classes: admission of a Thing into the
"manuf acturer" and "sane- nanufacturer” class may have inpact on
access of other Things. Put another way, the adm ssion may grow the
access-list on switches connected to other Things, depending on how
access i s managed. Sone care should be given on managi ng that
access-list growmh. Alternative nmethods such as additional network
segnentation can be used to keep that growth within reason
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Because as of this witing MJD is a new concept, one can expect a
great many devices to not have inplemented it. It remains a |loca
depl oynent decision as to whether a device that is first connected
shoul d be allowed broad or Iimted access. Furthernore, as nmentioned
in the introduction, a deploynent nmay choose to ignore a MJD policy
inits entirety, but sinply taken into account the MJD URL as a
classifier to be used as part of a local policy decision

Finally, please see directly bel ow regarding device lifetinmes and use
of domai n nanes.

Security Considerations

Based on howa MJID URL is enmitted, a Thing nmay be able to |ie about
what it is, thus gaining additional network access. This can happen
in a nunber of ways when a device emits a MJUD URL using DHCP or LLDP
such as being inappropriately admtted to a class such as "sane-
manuf acturer", given access to a device such as "ny-controller”, or
being pernitted access to an Internet resource, where such access
woul d ot herwi se be disallowed. Wether that is the case will depend
on the deploynent. |nplenentati ons SHOULD be configurable to

di sall ow additive access for devices using MJD-URLs that are not
emtted in a secure fashion such as in a certificate. Simlarly,

i mpl ement ati ons SHOULD NOT grant el evated perm ssions (beyond those
of devices presenting no MJD policy) to devices which do not strongly
bind their identity to their L2/L3 transm ssions. Wen insecure

met hods are used by the MJUD Manager, the classes SHOULD NOT contain
devi ces that use both insecure and secure nethods, in order to
prevent privilege escal ation attacks, and MJST NOT contain devices
with the same MUD-URL that are derived fromboth strong and weak

aut henti cati on net hods.

Devi ces may forge source (L2/L3) information. Deployments should
apply appropriate protections to bind communications to the

aut hentication that has taken place. For 802.1X authentication, |EEE
802. 1AE (MACsec) [| EEEB021AE] is one nmeans by which this may happen

A similar approach can be used with 802. 11i (WPA2) [I|EEE80211i].

O her neans are available with other |ower |ayer technol ogies.

| mpl enent ati ons using session-oriented access that is not

crypt ographically bound should take care to renbve state when any
formof break in the session is detected.

A rogue CA may sign a certificate that contains the same subject nane
as is listed in the MUDsigner field in the manufacturer certificate,
thus seemingly permitting a substitute MID file for a device. There
are two mitigations available: first, if the signer changes, this may
be flagged as an exception by the MJD nanager. |f the MUD file also
changes, the MJUD manager SHOULD seek adninistrator approval (it

Lear, et al. Expi res Decenber 17, 2018 [ Page 38]



Internet-Draft Manuf act urer Usage Descri ptions June 2018

should do this in any case). |In all circunstances, the MJD nmanager
MUST maintain a cache of trusted CAs for this purpose. Wen such a
rogue i s discovered, it SHOULD be renoved

Additional mtigations are described bel ow

When certificates are not present, Things clainming to be of a certain
manuf act urer SHOULD NOT be included in that nmanufacturer grouping
wi t hout additional validation of some form This will be rel evant
whent he MJUD nmanager nekes use of primtives such as "manufacturer”
for the purpose of accessing Things of a particular type. Simlarly,

net wor k management systenms nay be able to fingerprint the Thing. In
such cases, the MUD URL can act as a classifier that can be proven or
di sproven. Fingerprinting may have ot her advantages as well: when

802. 1AR certificates are used, because they thensel ves cannot change,
fingerprinting offers the opportunity to add artifacts to the MJD
string in the formof the reserved field discussed in Section 10.

The meani ng of such artifacts is left as future work.

MJUD rmanagers SHOULD NOT accept a usage description for a Thing with
the sanme MAC address that has indicated a change of the URL authority
wi t hout sone additional validation (such as review by a network

adm nistrator). New Things that present sone form of unauthenticated
MUD URL SHOULD be validated by sonme external nmeans when they woul d be
be given increased network access.

It may be possible for a rogue manufacturer to inappropriately
exercise the MUD file parser, in order to exploit a vulnerability.
There are three recommended approaches to address this threat. The
first is to validate that the signer of the MI file is known to and
trusted by the MJUD nanager. The second is to have a systemdo a
primary scan of the file to ensure that it is both parseable and

believable at some level. MJD files will likely be relatively small,
to start with. The nunber of ACEs used by any given Thing should be
relatively small as well. It may also be useful to limt retrieva

of MUD URLs to only those sites that are known to have decent web or
domai n reputations.

Use of a URL necessitates the use of domain nanes. |If a domain name
changes ownership, the new owner of that domain nay be able to
provide MJD files that MJD managers woul d consider valid. There are
a few approaches that can nmtigate this attack. First, MJD nmanagers
SHOULD cache certificates used by the MID file server. When a new
certificate is retrieved for whatever reason, the MJD manager shoul d
check to see if ownership of the domain has changed. A fair
programmati ¢ approximation of this is when the nanme servers for the
domai n have changed. |If the actual MJD file has changed, the MJD
manager MAY check the WHO S database to see if registration ownership
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of a domain has changed. |f a change has occurred, or if for sone
reason it is not possible to determ ne whether ownership has changed,
further review may be warranted. Note, this renediati on does not
take into account the case of a Thing that was produced | ong ago and
only recently fielded, or the case where a new MJD nanager has been

i nstall ed.

The release of a MJD URL by a Thing reveals what the Thing is, and
provi des an attacker w th guidance on what vulnerabilities may be
present.

While the MID URL itself is not intended to be unique to a specific
Thing, the release of the URL may aid an observer in identifying

i ndi vi dual s when conbined with other information. This is a privacy
consi derati on.

I n addressing both of these concerns, inplenentors should take into
account what other information they are advertising through
mechani sms such as nDNS[ RFC6872], how a Thing m ght otherw se be
identified, perhaps through how it behaves when it is connected to
the network, whether a Thing is intended to be used by individuals or
carry personal identifying information, and then apply appropriate
data minimzation techniques. One approach is to make use of TEAP

[ RFC7170] as the nmeans to share information with authorized
conponents in the network. Network elements may al so assist in
limting access to the MUD URL t hrough the use of mechani snms such as
DHCPv6- Shi el d [ RFC7610] .

There is the risk of the MJD nanager itself being spied on to
determi ne what things are connected to the network. To address this
ri sk, MJD managers may choose to make use of TLS proxies that they
trust that would aggregate other information

Pl ease note that the security considerations nentioned in Section 4.7
of [I-D.ietf-netnod-rfc6087bis] are not applicable in this case
because the YANG serialization is not intended to be accessed via
NETCONF. However, for those who try to instantiate this nodel in a
network el ement via NETCONF, all objects in each nodel in this draft
exhibit simlar security characteristics as
[I-D.ietf-netnod-acl-nodel]. The basic purpose of MIDis to
configure access, and so by its very nature can be disruptive if used
by unaut hori zed parti es.

| ANA Consi derati ons
[ There was originally a registry entry for .well-known suffixes.

This has been renoved fromthe draft and nmay be narked as deprecated
inthe registry. RFC Editor: please renove this coment. ]
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17.1. YANG Modul e Regi strations

The followi ng YANG nodul es are requested to be registered in the
"I ANA Mbdul e Names" registry:

The ietf-nud nodul e:
o Nane: ietf-nud
0o URN wurn:ietf:parans: xnl:ns:yang:ietf-nud
o0 Prefix: ietf-nud
0 Registrant conact: The | ESG
0 Reference: [ RFCXXXX]
The ietf-acldns nodul e:
o Nane: ietf-acldns
0o URI: urn:ietf:paranms: xnm:ns:yang:ietf-acldns
o Prefix: ietf-acldns
0 Registrant: the | ESG
0 Reference: [ RFCXXXX]
17.2. DHCPv4 and DHCPv6 Options
The 1 ANA has allocated option 161 in the Dynam c Host Configuration
Prot ocol (DHCP) and Bootstrap Protocol (BOOITP) Paraneters registry
for the MJD DHCPv4 option, and option 112 for DHCPv6, as described in
Section 10.
17.3. PKI X Extensions

IANA is kindly requested to make the foll owi ng assignnments for:

0 The MJUDURLExt nMbdul e-2016 ASN. 1 nodule in the "SM Security for
PKI X Modul e Identifier" registry (1.3.6.1.5.5.7.0).

0 id-pe-rmud-url object identifier fromthe "SM Security for PKIX
Certificate Extension" registry (1.3.6.1.5.5.7.1).

0 i d-pe-nudsi gner object identifier fromthe "SM Security for PKIX
Certificate Extension" registry (TBDl).
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0 id-ct-rmudtype object identifier fromthe "SM Security for S/M M
CM5 Content Type" registry (TBD2).

The use of these values is specified in Section 11

4.

M ME Medi a-type Registration for MID files

The follow ng nedia-type is defined for transfer of MJD file:

OO0Oo0o0oo

5.

Type nane: application

Subt ype nane: nud+j son

Requi red paraneters: n/a

Optional paraneters: n/a

Encodi ng consi derations: 8bit; application/nmd+json val ues
are represented as a JSON object; UTF-8 encodi ng MIST be
enpl oyed. [ RFC3629]

Security considerations: See Security Considerations

of RFCXXXX and [ RFC8259] Section 12

Interoperability considerations: n/a

Publ i shed specification: [RFCXXXX]

Applications that use this nmedia type: MJD managers as
speci fied by [ RFCXXXX] .

Fragnent identifier considerations: n/a

Addi tional infornmation:

Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a

Person & email address to contact for further information:
Eliot Lear <lear@isco.con>, Ralph Drons <rdronms@nuail .cone
I nt ended usage: COWVMON
Restrictions on usage: none
Aut hor :
Eliot Lear <l|ear@isco.con>
Ral ph Drons <rdrons@nai | . con®
Change controller: |ESG
Provi si onal registration? (standards tree only): No.

LLDP | ANA TLV Subtype Registry

I ANA is requested to create a new registry for | ANA Link Layer

Di scovery Protocol (LLDP) TLV subtype values. The reconmended policy
for this registry is Expert Review. The maxi num nunber of entries in
the registry is 256.

IANA is required to populate the initial registry with the val ue:
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LLDP subtype value = 1 (Al the other 255 values should be initially
mar ked as ' Unassi gned’ .)

Description = the Manufacturer Usage Description (MJD) Uniform
Resource Locator (URL)

Ref erence = < this docunment >
6. The MJD Well Known Universal Resource Name (URNs)

The followi ng paraneter registry is requested to be added in
accordance with [ RFC3553]

Regi stry name: "urn:ietf:parans: nud" is requested.

Speci fication: this docunent

Repository: this docunent

I ndex value: Encoded identically to a TCP/UDP port service
nane, as specified in Section 5.1 of [RFC6335]

The follow ng entries should be added to the "urn:ietf:parans: nud"
name space

"urn:ietf:parans: nud: dns" refers to the service specified by
[RFC1123]. “"urn:ietf:params:nud:ntp" refers to the service specified
by [ RFC5905] .

7. Extensions Registry

The 1ANA is requested to establish a registry of extensions as
fol | ows:

Regi stry name: MJD extensions registry

Regi stry policy: Standards action

St andard reference: docunent

Ext ensi on nanme: UTF-8 encoded string, not to exceed 40 characters.

Each extension MJUST follow the rules specified in this specification.
As is usual, the I ANA issues early allocations based in accordance
with [ RFC7120] .
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Appendi x A.  Changes from Earlier Versions

RFC Editor to renove this section prior to publication.

Draft -19: * Edits after discussion with apps area to address

reserved field for the future. * Correct systemnfo to be utf8. *

Renove "hardware-rev" fromlist.

Draft -18: * Correct an error in the augnent statenment * Changes to
the ACL nodel re ports.

Draft -17:

0 One editorial.

Draft -16

0 add nud-signature el enent based on revi ew coments
o redo mud-url

o make clear that system nfo uses UTF8

Draft -13 to -14:

o Final WG.C comments and review coments

0 Move version from MJD-URL to Model

0 Have MUD-URL in nodel

0 Update based on update to draft-ietf-netnod-acl-nodel

0o Point to tree diagramdraft instead of 6087bis.
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Draft -12 to -13:

(0]

Addi ti onal WGLC conmment s

Draft -10 to -12:

These are based on WGLC comment s:

(0]

(0]

0

Correct exanples based on ACL nodel changes.
Change ordering nodes.
Addi tional explanatory text around systeninfo.

Change ordering in exanples.

Make it VERY VERY VERY VERY clear that these are recomendati ons,

not mandat es.

DHCP -> NTP in sone of the intro text.

Renove masa- server

"Things" to "network elenments" in a few key pl aces.

Ref erence to JSON YANG RFC added.

Draft -10 to -11:

(0]

Exanpl e corrections
Typo
Fix two |ists.

Addition of 'any-acl’ and 'nud-acl’ in the list of allowed
f eat ures.

Clarification of what should be in a MID file.

Draft -09 to -10:

Lear,

AD i nput .
Correct dates.

Add conpliance sentence as to which ACL nodul e features are
i mpl emrent ed.
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Draft -08 to -009:

0 Resolution of Security Area review, |oT directorate review, GenART
review, YANG doctors review

o change of YANG structure to address mandatory nodes.
o Term nol ogy cl eanup.

0 specify out extra portion of MJD URL.

0 consistency changes.

o inproved YANG descriptions.

0 Renobve extra revisions.

o Track ACL nodel changes.

o Additional cautions on use of ACL npdel; further clarifications on
ext ensi ons.

Draft -07 to -08:

0 a nunber of editorials corrected.

o definition of MUID file tweaked.

Draft -06 to -07:

0 Exanpl es updat ed.

0 Additional clarification for direction-initiated.
0 Additional inplenentation guidance given.

Draft -06 to -07:

0 Update nodels to match new ACL nodel

0 extract directionality fromthe ACL, introducing a new device
cont ai ner.

Draft -05 to -06:
o0 Mke clear that this is a conponent architecture (Pol k and Wt son)

0 Add order of operations (Wtson)
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0 Add extensions leaf-list (Pritikin)

0 Renove previous-nud-file (Watson)

0o Mdify text in |last-update (Watson)

o darify local networks (Wis, Watson)

o Fix contact info (Watson)

o0 Termnology clarification (Wis)

0 Advice on how to handl e LDevl Ds (\Watson)

0 Add depl oynent consi derations (Watson)

0 Add sone additional text about fingerprinting (Watson)
0 Appropriate references to 6087bis (Watson)

0 Change systemnfo to a URL to be referenced (Lear)
Draft -04 to -05: * syntax error correction

Draft -03 to -04: * Re-add ny-controller

Draft -02 to -03: * Additional | ANA updates * Format correction in
YANG * Add reference to TEAP

Draft -01 to -02: * Update | ANA considerations * Accept Russ Housl ey
rewite of X.509 text * Include privacy considerations text * Redo
the URL limt. Still 255 bytes, but now stated in the URL
definition. * Change URI registration to be under urn:ietf:parans

Draft -00 to -01: * Fix cert trust text. * change supportlnfornation
to nmeta-info * Add an informational elenment in. * add urn registry
and create first entry * add default el enents

Appendi x B. Default MJD nodes

What follows is the portion of a MID file that permits DNS traffic to
a controller that is registered with the URN

"urn:ietf:parans: nud:dns" and traffic NTP to a controller that is
registered "urn:ietf:parans: nud:ntp". This is considered the default
behavi or and the ACEs are in effect appended to whatever other "ace"
entries that a MID file contains. To block DNS or NTP one repeats
the mat ching statenment but replaces the "forwardi ng" action "accept"”
with "drop". Because ACEs are processed in the order they are
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received, the defaults would not be reached. A MJD manager ni ght

further decide to optinmize to sinply not include the defaults when
they are overridden.

Four "acl" list entries that inplenent default MJD nodes are listed
below Two are for IPv4 and two are for |Pv6 (one in each direction
for both versions of IP). Note that neither access-list nanme nor ace
nane need be retained or used in any way by | ocal inplenentations,

but are sinply there for conpl et eness’ sake.

"ietf-access-control-list:acls": {
"acl": [
{
"nanme": "nud-59776-v4to",
"type": "ipv4-acl-type",
"aces": {
"ace": [
{
"name": "entO-todev",

"mat ches": {
"ietf-nud: nud":

"controller": "urn:ietf:parans: nud: dns"
}
"ipvd": {
"protocol ": 17
’
"udp”: {
"source-port": {
"operator": "eq",
"port": 53
}
}
}
"actions": {
"forwardi ng": "accept"
}
1
{
"nanme": "ent1l-todev",

"mat ches": {
"ietf-nmud: nud": {
“controller": "urn:ietf:parans: nmud: nt p"
} il
"ipvd": {
"protocol ": 17
}

"udp”: {
"source-port": {
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"operator": "eq
"port": 123
}
}
},
"actions": {
"forwarding": "accept"
}
}
]
}
1
{
"nanme": "nmud-59776-v4fr",
"type": "ipv4-acl-type",
"aces": {
"ace": [
{
"nanme": "entO-frdev",
"mat ches": {
"ietf-nud: mud":
"controller": "urn:ietf:parans: nud: dns"
}
"ipvd": {
"protocol ": 17
’
"udp”: {
"destination-port": {
"operator": "eq",
"port": 53
}
}
}
"actions": {
"forwardi ng": "accept"
}
1
{
"nanme": "ent1l-frdev",

"mat ches": {
"ietf-nmud: nud": {
“controller": "urn:ietf:parans: nmud: nt p"
} il

"ipvd": {
"protocol": 17
}

"udp”: {
"destination-port": {

et al. Expi res Decenber 17, 2018
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"operator": "eq
"port": 123
}
}
},
"actions": {
"forwarding": "accept"
}
}
]
}
1
{
"nane": "mnmud-59776-v6t 0"
"type": "ipv6-acl-type",
"aces": {
"ace": [
{
"name": "entO-todev",
"mat ches": {
"ietf-nud: mud":
"controller": "urn:ietf:parans: nud: dns"
}
"ipve": {
"protocol ": 17
’
"udp”: {
"source-port": {
"operator": "eq",
"port": 53
}
}
}
"actions": {
"forwardi ng": "accept"
}
1
{
"nanme": "ent1l-todev",

"mat ches": {
"ietf-nmud: nud": {
“controller": "urn:ietf:parans: nmud: nt p"
} il
"ipve": {
"protocol ": 17
}

"udp”: {
"source-port": {
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"operator": "eq
"port": 123
}
}
},
"actions": {
"forwarding": "accept"
}
}
]
}
1
{
"nanme": "nmud-59776-v6fr",
"type": "ipv6-acl-type",
"aces": {
"ace": [
{
"nanme": "entO-frdev",

"mat ches": {
"ietf-nmud: mud": {

"controller": "urn:ietf:parans: nud: dns"
}
"ipve": {
"protocol ": 17
’
"udp”: {
"destination-port": {
"operator": "eq",
"port": 53
}
}
}
"actions": {
"forwardi ng": "accept"
}
1
{
"nanme": "ent1l-frdev",

"mat ches": {
"ietf-nmud: nud": {

“controller": "urn:ietf:parans: nmud: nt p"

),
"ipve": {

"protocol": 17
}

"udp”: {
"destination-port": {
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"operator": "eq
"port": 123
}
}
I
"actions": {
"forwarding": "accept"
}

Appendi x C. A Sanpl e Extension: DETNET-i ndi cator

In this sanple extension we augnment the core MJD nodel to indicate
whet her the device inplenents DETNET. |If a device clains not to use
DETNET, but then later attenpts to do so, a notification or exception
m ght be generated. Note that this exanple is intended only for
illustrative purposes.

Ext ensi on Name: "Exanpl e-Extension" (to be used in the extensions list)
Standard: this docunent (but do not register the exanple)

Thi s extension augnents the MJD nodel to include a single node, using
the followi ng sanple nodule that has the following tree structure:

nmodul e: i etf-mnud- det ext - exanpl e
augrent /i etf-nud: nud:
+--rw is-detnet-required? bool ean

The nodel is defined as foll ows:

<CODE BEG NS>file "ietf-nmnmud-detext-exanpl e@018-06-15. yang"
nmodul e i et f-nud-det ext-exanple {
yang-version 1.1;
namespace "urn:ietf:paranms: xn : ns:yang:ietf-nud-det ext - exanpl e";
prefix ietf-nud-detext-exanple;

import ietf-nud {
prefix ietf-nud;
}
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organi zati on
"I ETF OPSAVWG (Ops Area) Working Goup";
cont act
"WG Web: http://tools.ietf.org/wy/ opsawg/
WG List: opsawg@etf.org
Aut hor: Eliot Lear
| ear @i sco. com
Aut hor: Ral ph Drons
rdrons@mai | . com
Aut hor: Dan Romascanu
dromasca@nai | . com

deséription
"Sanpl e extension to a MJD nodul e to indicate a need
for DETNET support."”;

revision 2018-06-15 {
description
"Initial revision.";
ref erence
"RFC XXXX: Manufacturer Usage Description
Speci fication";

}

augrment "/ietf-mud: nud" {
description
"This adds a sinple extension for a manufacturer
to indicate whether DETNET is required by a
devi ce.";
| eaf is-detnet-required {
type bool ean;
description
"This value will equal true if a device requires
detnet to properly function";
}
}

}
<CODE ENDS>

Usi ng the previous exanpl e,

expressed:

{

Lear,

"ietf-nmud: mud": {
"mud-version": 1,

"mud-url": "https://Iighting.exanple.conilightbul b2000"

"| ast -update": "2018-03-02T11:20: 51+01: 00"
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we now show how t he extension woul d be
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Lear,

"cache-validity": 48
"extensions": [
"i etf-nud-det ext - exanpl e"

"ietf-nud-detext-exanple:is-detnet-required": "fal se"

"is-supported": true,
"system nfo": "The BMS Exanpl e Lightbul b",
"fromdevice-policy": {
"access-lists": {
"access-list": [
{

}

nane": "mnud-76100-v6fr"

]
}

o-devi ce-policy": {
"access-lists": {
"access-list": [

}

}

nane": "nud-76100-v6t 0"

]
}
}

etf-access-control-list:acls": {
"acl": [
{
"nanme": "nud-76100-v6to",
"type": "ipv6-acl-type",
"aces": {
"ace": [
{
"nanme": "cl 0-todev",
"mat ches": {
"ipve": {

June 2018

"ietf-acldns:src-dnsnane": "test.exanple.cont,

"protocol": 6
},
"tep": |

"ifetf-nmud:direction-initiated":

"source-port": {

"operator": "eq",
"port": 443
}
}
},

et al. Expi res Decenber 17, 2018

"from devi ce",
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"actions": {
"forwarding": "accept"
}
}
]
}
1
{
"name": "nmud-76100-v6fr",
"type": "ipv6-acl-type",
"aces": {
"ace": |
{
"nane": "cl O-frdev",
"mat ches": {
"ipve": {
"ietf-acldns:dst-dnsnane": "test.exanple.cont,
"protocol": 6
1
"top': {
"ietf-nud:direction-initiated": "fromdevice"
"destination-port": {
"operator": "eq",
"port": 443
}
}
}
"actions": {
"forwardi ng": "accept"
}
}
]
}
}
]
}
}
Aut hors’ Addresses
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Googl e

355 Main St., 5th Floor
Canbri dge

Phone: +1 978 376 3731
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Dan Romascanu
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