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Abstract

Artificial intelligence is an inportant technical trend in the

i ndustry. Wth the devel opment of network, it is necessary to
introduce artificial intelligence technology to achieve self-

adj ustnent, self- optimzation, self-recovery of the network through
collection of huge data of network state and machine | earning. This
draft defines the architecture of Network Artificial Intelligence
(NAl'), including the key conponents and the key protocol extension
requirenents.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described i nRFC 2119 [ RFC2119]

Status of This Meno

Li,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 14, 2017

et al. Expi res Septenber 14, 2017 [ Page 1]



Internet-Draft

Copyright Notice

An Architecture of NA

March 2017

Copyright (c) 2017 |IETF Trust and the persons identified as the

docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)

in effect on the date of

publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.

Tabl e of Contents

Li,

I ntroduction

Ter mi nol ogy .

Architecture

Process

d aSS|f|cat|on . e
Requi rement of Protocol Ext ensi ons

cuhwNE

.2. Requirenent of Data Collection
.3. Requirenent of Devices

OO

| ANA Consi derations .
Security Considerations
Nor mat i ve Ref erences
uthors Addr esses

ZO®ON

I nt roduction

Artificial Intelligence is an inportant technica
i ndustry. The two key aspects of Artificial

.1. Requirenent of Southbound Protocols

.4. Requirenment of Northbound Interface

N~N~NOOOOOITUIUTAWWN

trend in the
Intelligence are

perception and cognition. Artificial Intelligence has evol ved from
an early non-learning expert systemto a | earning-capabl e machine

|l earning era. In recent years, the rapid devel opnent of the deep

| earni ng branch based on the neural network and the maturity of the
big data technol ogy and software distributed architecture nake the
Artificial Intelligence in many fields (such as transportation

nmedi cal treatnent, education, etc.) have been appli ed.

Wth the

devel opnent of network, it is necessary to introduce artificial

intelligence technology to achi eve self-adjustnent,

optinmzation, self-recovery of the network through collection of huge

data of network state and nachi ne | earning.

The areas of machi ne

| earning which are easier to be used in the network field may
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i nclude: root cause analysis of network failures, network traffic
prediction, traffic adjustment and optim zation, security defense,
security auditing, etc., to inplenent network perception and
cognition.
This draft defines the architecture of Network Artificial
Intelligence (NAI'), including the key conponents and the key protoco
ext ensi on requirenents.

2. Term nol ogy
Al: Artificial Intelligence
NAI: Network Artificial Intelligence

3. Architecture
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Figure 1: An Architecture of Network Artificial Intelligence(NAl)

The architecture of Network artificial intelligence includes
foll owi ng key conponents:

(1) Central Controller: Centralized controller is the core part of
Network Artificial Intelligence which can be called as ' Network
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Brain’'. The Network Telenmetry and Anal ytics (NTA) engi nes can be
i ntroduced aconpanying with the central controller. The Network
Tel emetry and Anal ytics (NTA) engine inclues data collector

anal ytics framework, data persistence, and NAl applications.

(2) Network Device: |IP network operation and naintenance are al ways a
bi g chall enge since the network can only provide linited state
informati on. The network states includes but are not limted to
topol ogy, traffic engineering, operation and nmai ntenance information
network failure information and related information to |ocate the
network failure. |In order to provide these infornmation, the network
must be able to support nore OAM nechanisns to acquire nore state
information and report to the controller. Then the controller can
get the conmplete state information of the network which is the base
of Network Artificial Intelligence(NAl).

(3) Sout hbound Protocol and Mddels of Controller: As network devices
provi de huge network state information, it proposes a nunber of new
requirenents for protocols and nodel s between controllers and network
devices. The traditional southbound protocol such as Netconf and
SNVP can not meet the performance requirenents. It is necessary to

i ntroduce sone new hi gh-performance protocols to collect network
state data. At the sane time, the nodels of network data should be
compl eted. Moreover with the introduction of new OAM nmechani sns of
net wor k devi ces, new nodels of network data shoul d be introduced.

(4) Northbound Model of Controller: The goal of the Network
Artificial Intelligence is to reduce the technical requirenents on
the network adninistrators and rel ease them fromthe heavy network
managenent, control, maintenance work. The abstract northbound nodel
of the controller for different network services should be sinple and
easy to be under st ood.

Process
NAI consists of follow ng processes:
-- Data Collection

Fromthe time aspect, data collection can be divided into real-tine
data collection and non-real -tine collection

From the content aspect, data collection can be divided into network
i nformati on collection (including topology, tunnels, routing,

equi prent configuration, etc.) and traffic collection (the collection
network traffic, network |oad, device KPI, etc.).

-- Data Storage
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Store data collected fromnetwork. Many existing big data storage
technol ogi es can be used here.

-- Data Processing

This is prelimnary data processing too select effective data and
simply anal yse data rel ati onshi p.

-- Anal yse

Anal yse engine will provide the data analysis results using machine
| earning al gorithm

-- C osed Loop Control

According to the results of intelligent analysis and policy set by
user, the centrol controller will inplenment closed-loop control of
t he net wor k

Classification

NAI can be divided into off-line process and on-line process in
accordance to the tinme aspect of the data collection and anal ysis.

O f-line process refers to process of the existing data, or non-real -
time collection data. Although the analysis process will also focus
on the rel ationship between data and tinme, but it does not require
real -tinme analysis. Of-line process is mainly used for two
purposes: (1) training or verification of real-tinme process design
(2) trouble shooting or reason analysis for events that have already
occurr ed.

On-line process is efficient real-time collection, processing and
anal ysis of the data, to operate network nonitoring and event
forecasting. The main purpose of the on-line process are: (1)
network capacity nonitoring and precise optimzing; (2) network event
prediction and fast trouble shooting; (3) real-tinme network

optim zation according to the policy.

Requi renment of Protocol Extensions
1. Requirenment of Southbound Protocols
REQ 01: The sout hbound protocol of the controller should be

i ntroduced to neet the performance requirements of collecting huge
data of network states.
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The soundbound protocol can be based on the extensions of the
existing traditional protocols such link state colloction protocols,
PCEP[ RFC5440] , BMP[ RFC7854], etc. O the new protocol I|ike

Tel emetry[ | - D. kumar - rt gwg- gr pc-protocol] can be introduced as the
soundbound protocols. The protocol choice will be based on the
application scenarios of NAI.

Requi rement of Data Collection

REQ 02: The data collected fromthe network devices includes but not
limtes to follow ng information:

-- network topol ogy information
-- routing protocol status

-- IP routes and MAC routes

-- LSP information

-- network traffic inforantion
-- network configuration

-- network device KPIs

-- log of network el ements

-- trap of network el enents

-- OQAM i nformation

Requi renment of Devices

REQ 03: New OAM nechani snms shoul d be introduced for the network
devices in order to acquire nore types of network state data.

Requi rement of Northbound Interface

REQ 04: The abstract network-based service nodels should be provided
by the controller as the northbound nodels to satisfy the
requirenents of different services

| ANA Consi der ati ons

Thi s docunent nakes no request of | ANA
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Security Considerations
TBD.
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