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Abstract

This meno describes the lifecycle of MJUD as seen fromthe
perspective of a network operator. It is informational and

i ntended to hel p provide perspective around the operation of a
net wor k whi ch connects MJD-supporting devices and uses MJD-
supporting network infrastructure. Al phases of network
operation that involves or affects MU will be described.

Consi derations specific to device manufacturers will be described
el sewhere. Considerations relevant to network equipnent

manuf acturers and networ ki ng software authors will be described
wher e appropriate where MJD behavior is affected.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current
Internet-Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six
nmont hs and nmay be updated, replaced, or obsol eted by other

docunents at any tine. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress."

This Internet-Draft will expire on March 27, 2017
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Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Sinplified BSD License.

1. MJD Introduction

Net wor k architects and operators have the goal of designing and
operating networks so that they are reliable, secure, and operate
correctly. Making themdo so requires that the network permit
traffic which is intended to be allowed on the network while
rejecting or blocking traffic which is not. Both goals are net
with a conbination of policies and configurations which pronote
efficient routing of packets for certain classes of traffic and
which rate limt or even block (possibly by black-holing) other

cl asses of unwanted or lower-priority traffic.

A common assunption is that devices on the inside of the network
can have relatively unrestricted access to other parts of the
network and to the local network segnent. This is reasonable for
devi ces whi ch thensel ves have certain configurations which will
natural ly govern which network access they require. For exanple,
a printer will usually be configured to accept connections from
hosts which wish to print toit. The printer itself nmay not tend
to initiate outbound connections and thus does not require a

conpl ex set of custom ACLs. |If the printer needs externa
connectivity, the usual scenario is to allowthe printer to make
out bound connections while still preventing i nbound connecti ons

using a stateful firewall rule or simlar. However, there are
often no rules preventing the printer fromnaking arbitrary
connections within network delineated by the firewall

O her devices such as general - purpose end-user hosts (PCs, Mac,
etc.) mght need unrestricted access, at least in the outbound
direction, because, contrary to the printer exanple, end-user
hosts are generally expected to nake out bound connections to an
unpredi ctabl e nunber of hosts. Even if outbound restrictions to
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certain ports (such as 80, 443, 22, 25, etc.) are enforced, the
destination address may be unrestricted. As stated above,
restrictions frominternal hosts to internal addresses may be even
nore | ax.

Enter into this situation |oT devices which may be introduced to
the network in the thousands and whi ch may have unspecified or

uncl ear requirenents for network access. For exanple, 10T |light
bul bs may need to talk to DNS, NTP, LLDP, DHCP, and a controller
on the local network and nothing else. An IoT thernpstat may need
to talk to DNS, NTP, LLDP, DHCP, and its cloud-based controller
but nothing else. For both of these cases, while their specific
requi renents vary, know ng each one’'s requirenments would allow a
tight set of ACLs to be inposed, all the way to the port level, to
limt what connectivity is afforded to each individual instance.

Recent exanpl es of |0T-based nal ware canpaigns will not be
repeated here and the benefits of providing such security will no
doubt be obvious to network operators. What has not been

avail abl e before MID is an ability to automatically retrieve
configuration policy and then automatically apply it for each
device. This docunent will describe the ‘‘lifecycle’’ of MJD from
the perspective of a network operator. The details of the

protocol and contents of the MUD file itself are described in

[ LEAR2017], and familiarity with it is assuned for this document.

2. Term nol ogy

Thi s docunment will use sonme terms and abbrevi ations which will be
listed and described in this section

MPD
"MJD-Protected Device" - Wiile this is a possibly tedious use of a
three-letter acronym repeated use of "MJD protected device" or
simlar is equally tedious

AAA Server
"Aut hentication, Authorization, and Accounting Server" - A network
service which processes AAA requests

ACL
"Access Control List" - In the context of this document, an ACL
will refer specifically to those which are specified in a MID file
and which get applied at sone point in the network to enforce the
security policy needed by a device. These ACLs may be confi gured
down the port into which the device the is plugged, and they nmay
be applied "dynanically" in the sense that they appear in response
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to the MJD request as opposed to a static configuration. They
will not be dynamic in the sense that they change frequently. The
actual inplenentation by any particular vendor is left up to that
vendor and thus may differ fromthe exanples given in this
docunent .

3. MU Lifecycle Description for Network Operators

The totality of what network operators nust do to build, operate,
and maintain networks will not be described in exhaustive det ai
in this docunent. |Instead, we will describe what additional or
different things are necessary or reconmended when establishing
MJUD support within the network. Some of the steps discussed wll
presuppose that networking equi pmrent vendors wll have added MJD
support to their products.

The follow ng high-level tasks are required to support the
automati c network configuration aspects of MJD devices on the
net wor k:

1. Network Segnentation Considerations and Design

2. Install and/or enable a MJD Policy Server

3. Configure network devices so that they will receive and enforce
ACLs generated by the MJD Policy Server

4, Test and verify functionality by confirmng that MID files are
retrieved and ACLs are applied to the appropriate ports and that
those ACLs are renmpved when the port goes down

The MJD Policy Server may support caching retrieved MID files. |If
it does, then the operator nmay choose to enable, tune, test, and

monitor this functionality as well. Details about caching MJD
files as well as each task above will be covered later in this
docunent .

The networ k equi pment to which MPDs connect nust be capabl e of
accepting and enabling dynam ¢ ACLs which can preferrably be
scoped to a port. Wile it is conceivable that the ACLs be

conbi ned and applied at a point in network that is nultiple hops
away fromthe switch to which the MPD connects, the tightest
security controls are possible when enforcenent can happen
directly on the port. This elimnates the possibility that a MPD
can talk to other devices on the sane switch unless explicitly
permtted. The remainder of this docunent will only discuss the
case of using ACLs.
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3.1. Network Segnentation Considerations and Design

A wel | -designed network is one which includes the use of
segnent ati on whi ch keeps different parts of the network isol ated
fromeach other to the optinm num degree. For exanple, groups of
machi nes whi ch need to comruni cate frequently and at hi gh speed
nost |ikely should be on the sane LAN. Different groups of

machi nes which rarely comuni cate together can be separated into
different routed networks, and dependi ng upon security

requi renents, may even be guarded by ACLs or other nechani sns.

D fferent network segnents nmay be designed with different
expectations of security. Inner-bastion networks may contain
sensitive systens which are isolated fromall but the npbst trusted
systens. Segnents which all ow guest users or devices which are

| ess trusted may be rel egated to segnents which have al so been
protected with ACLs, but the focus can be on linmting what the
devices in the segnent can access rather than worrying about what
external devices can access inside the segnent itself.

The goal of MUDis to enable the near-automati c nmanagenment of

devi ce segnentation for the class of devices which have MID
support. To be maximally effective, though, the network designer
shoul d take advantage of pre-defining segments into which MJID
capabl e devi ces can be grouped by function and by required access.
An optimal mddle ground (for a large network with many types of
MJUD- enabl ed devi ces) woul d conpri se sonme devi ce-cl ass-specific
segnments, sone vendor-specific segnents, the essential set of
network segnents (required regardl ess of MJUD for the nornal
operation), and perhaps a ‘‘default network’’ into which untrusted
devi ces are placed which get no internal network access and
severely limted internet access.

Ideally, with full MJD support in devices deployed in a network,
there would be no need for the so-called ‘‘default network’’
segnment (except perhaps as a ‘‘guest’’ network) since MJD profiles
woul d result in a properly-segnmented and protected devices. Unti
MJUD i s ubiquitously supported, though, it is wise to consider the
option.

To nake these ideas nore clear, an exanple network will be
described (at a high level) with various segnents defined. The
use of each segnent by MUD will then be described. These are
segments within a larger network which will not be described to
avoid cluttering the diagram
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. T e +
| Segment Name | Segment Description | MJID |
TSRS e e e e e e e e o H-- - - - +
| SecDB | Recorders, |Ds | N |
. . S +
| Reader s | Badge Scanners | Y |
. e e +
| Caner as | Security Caneras | Y |
TSRS e e e e e e e e o H-- - - - +
| O her | O her 10T devices | Y |
. . S +
| Net Mgt | Network Managenent | N |
. e e +

There are five segnents. Two of themw Il have no MJD enabl ed
devices in them whereas the other three will. O those three,
one is a non-classed MJUD network (i.e., one in which MJD enabl ed
devi ces which do not belong to specifically-configured cl asses
will be placed). The connectivity of the network |ooks like:

e m e e e e e e oo - +
| Network Managenent |----------- [
o e e me e + |
| v
| Fommmmm e eaaaa +
| | SecDB |
| Fomm - oo - - + S + |
+->| Readers |---------------- >| Controller| |
| Foemmmmaas + | +----Peeee- + |
| e [------- +
| oo + |
+----> Cameras |------------------- +
| Fomm - oo - - +
I
| S +
Fo--- - > Other |
Fomme e o +

The SecDB segnent will contain senstive systens as well as a
controller to which sone of the other devices will need to
communi cate. The Readers will be a segnent in which all
badge/card readers will be grouped. The Caneras segnent will
contain all of the security caneras. Finally, all other MJD

enabl ed devices will be placed in the Oher segnent. Devices
pl aced into any of these segnents as a result of MID will still
have applicable ACLs applied. 1In addition, any static access

control restrictions given to each segnent will be enforced per
the network designers’ intentions.
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How do the caneras get into the Caneras segnent, and how do the
card readers get into the Readers segnment? The specifics will
depend on the MJD Controller inplenenation and the network devices
used, but the gist is that the network adm nistrator defines

policies which map a MID file's ‘‘manufacturer’’ and ‘‘nodel’’ to
the appropriate network segnent assignment policy. |f no specific
mapping is available for a device, then the MJD enabl ed device
will be placed into a default segment per the operation of the MJID

Controller in use.

Anot her consideration is what to do with devices which have no MUD
profile at all. This was the case for all device before MID was
defined and may continue to be the case for certain classes of
devices. The solution again lies with the definition of network
policies. It is up to the network designer to choose which
segnment or segnents devices which have no MJUD support are placed
by default. Theoretically, the placenent could be influenced by
the MAC address, the port into which the device is plugged, etc.

The bottomline is that MUD is not responsible for fully
describing the network configuration policy. It is very helpfu
to automatically Iimt the access that MJD-enabl ed devices are
afforded to only what they need, but the network operator nust
insure that the network design is conplete.

3.2. Installing and/or Enabling a MJD Controller

MJUD Policy Servers can conceivably take on many forms, including

st and- al one appliances, software nodules installed on a switch or
a router, a software package installed and integrated with a DHCP
server, etc. The key requirenments for MJD Policy Servers are:

1. Able to "see" a MJD UR
2. Able toretrieve a MID file

For a MJD Policy Server to ‘*see a MIDURI'’', it nust either be
able to see the DHCP or equival ent requests from MPDs directly or
it nmust be otherw se connected to the service which does get to
see these types of requests. For exanple the MJD Policy Server
could be inplenented as a plugin to a RADI US server which is
receiving requests froma switch which is handling DHCP requests
by generating correspondi ng RADI US AAA requests.

For a MJD Policy Server to be able to retrieve a MID file, it nust

have network access pernissive enough to retrieve files which are
served fromarbitrary |ocations on the internet.
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Finally, to have any useful effect, the MJD Policy Server nust be
abl e to, having parsed a MID file, generate ACLs which are to be
applied to the appropriate port of the appropriate network device
(i.e., a dynam c configuration nust be generated and applied which
reflects the MUD policy). The specifics of how the generated ACLs
get back to the NAS and get applied to the proper port will depend
on the design of the network.

At the time of this docunent’s preparation, MIDis still a new
protocol and is under devel opnent. Therefore, descriptions of how
it is integrated will be subject to adjustnment according to the
progression of actual inplenentations.

3.3. Network Device Configuration

There are two distinct "network configuration" concepts invol ved
in the depl oynent of MJD:

1. Configuration of the network infrastructure such that the MJD
controller is "in the |oop" and able to issue configurations for
devi ces as they appear on the network

2. The per-device dynam c configuration that is generated through the
behavi or of MJID itself

Thi s docunment di scusses both concepts where applicable. To avoid
confusion, when a reference is nade to "configuring a device" or
simlar, we will be referring to setting up the network
infrastructure to include the MJD Policy Server into operations.
The actions of the MUD infrastructure and network infrastructure
to effect changes to network configurations persuant to MJD
advised policies will be referred to as "applying device policy”
or (when it is nore clear to do so) "applying the dynam c device
configuration". The key word in the latter is dynanic and nay be
used when describing the specific steps being taken by the devices
to apply the policies.

As previously nmentioned, the ideal point for the application of
MJUD- based access restrictions is the port into which a device is
directly plugged since this results in the nost finely-grained
application of access control and insures that devices are not
able to talk even to nei ghbors on the sane shared nmedia wi thout
MJUD aut horization. For this to happen, the sw tches which connect
to MJD-enabl ed devices nust be configured to allow ACLs to be
applied to each port. |If the switch is stand-alone, then it will
have to be configured to allow sonething |ike RADIUS or sinilar so
that a controller device can send ACLs to the switch via an
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3. 4.

Ric

aut hori zation transaction once the MJD profile has been processed.

For MUD to work properly, the switches MIST renove any dynanic
configuration applied to a port when the connection on that port
i s dropped (such as when the cable to the port is disconnected).
Once reconnected, a device will again issue a DHCP or simlar
request and the MJD behavior will begin again.

As an example, if a Layer-2 switch is used which can process DHCP
requests by issuing RADI US AAA requests to conplete the port-Ileve
aut hori zati on, MJD process can occur by:

1. The switch adds the MJD URI to the RADI US request (see [WEl S2017])
2. The RADI US server passes the MUD URI to a MJD Controller

3. The returned MUD file is processed and the appropriate ACLs
gener at ed

4. The ACLs are encoded into the RADI US Authorization response and
returned to the swtch

5. The switch receives the RADI US Aut horization, matches it to the
port being provisioned, and applies the ACLs

Testing and Verification

In addition to the nornmal activities of validating through
nmoni tori ng commands that ACLs have been applied as expected, the
followi ng itens are suggested

o If one wants to understand what ACLs will be applied during a test
of a particular device, one can read the MID file to understand
what access requirenents it has and thus conpare that w th what
ACLs get applied during the operation of the MJD protoco

0 The devices with MPDs attached to them shoul d be checked to
confirmthe application of the expected ACLs and they are scoped
to the appropriate ports

0 An ideal test would be to connect a MJD-enabl ed test client which
will issue an appropriate network access negotiation via DHCP or
what ever is appropriate for the NAS in use so that a full MJID File
retrieval is triggered. The test client should then be used to
try to both confirmconnectivity to its explicity provisioned
destination(s) while also verifying that it is not possible to
reach sites outside the stipulated ACLs.
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0 The MPD shoul d be disconnected fromthe switch and the sw tch
checked to verify that the ACLs are renoved (which may not occur
until another device is plugged into the sanme port)

Caching MJD Files

MJD Files may be cached by the MJD Controller. The MJID File
itself indicates the mninumtinme between re-retrievals of a MID
File via the ‘‘cache-validity’’ attribute. Wen the MID
Controller is asked for a MID File, if the URls match a cached MJD
File which is recent enough to be used, then that cached MID File
shoul d be used. |If not, then a valid MJID File MJST be retrieved
by using the URI as a URL.

Not e, however, that MJD files are very small. Additionally, MPDs
will likely be installed into networks and then left running for

| ong periods of time such that the nunber of MJUD file requests
will likely be snmall. G ven those considerations, the value in

caching MUID files, at least in the near term is expected to be
| ow.

Security Considerations

The bul k of this docunent describes the use of MID to increase the
security of a network. However, it is possible to conprom se the
ef fectiveness of MJD by attacking its behavior directly. This
section discusses the known attacks and descri bes possible
nmtigations (all fromthe network operator’s perspective). This
section also attenpts to clarify the linmts to which MDD is
expected to performin ternms of increasing security.

The use of MUD is intended to increase the | evel of security in
the network relative to its current state. |If the network has no
security protections in place, then MJD may i nprove the situation
by linmting access to MJD enabl ed devices, but the network nmay

al ready be too permi ssively accessible to be secure. A conmon
comrent about MJD is that a conpromsed MID File can allow a MJD-
enabl ed device to access arbitrary parts of the network or to

all ow arbitrary access to the device. |f the network had had no
security to begin with, then the conpronised MID File will not
have reduce the security in any neani ngful way.

To put this another way, any network SHOULD be properly designed
such that the mninmumrequired access is granted to all parties
involved. |If this is done, then a bad MJD File can only result in
too pernissive access to and froma single device in the network
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Al'though MID is still a new protocol, it is conceivable that an
"ecosystent around it will grow that will enable a | evel of
security validation that is much nore difficult without it. In

particul ar, the published MID Files could be anal yzed by third
parties to assess their contents and to make users aware of

anomal ies. Additionally, deviations in successive versions of MJD
Files can be audited to detect surprising changes.

Anot her comonl y-menti oned attack scenario is tanmpering with the
MUD URI during device bring-up to cause a different MJID File to be
fetched and applied in place of the correct, nanufacturer-supplied
file. The ramfications of such an attack are no different than
that of a conpromised MID File. The mitigation against the attack
is insure the use of secure neans of receiving and processing the
device’s advertisement of the MJD URI.

One other intriguing attack scenario is the spurious introduction
of sonmething akin to a "phantoni DHCP request with a MJD UR

i ntended to coax the network infrastructure into fetching and
acting on a MID File, possibly w thout an actual device being
present (or the "device" actually being a rogue software el enent
running on a real device). In addition to mitigations already
mentioned, port-level security should be used whenever possible
with strict security policies to enable the detection of these
rogue DHCP or other advertisenents.

| ANA Consi der ati ons

Thi s docunment has no actions for | ANA
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