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Abst r act

This neno outlines the ECN support in QUC  The intention is that
nmost of the material ends up updating other new or existing QU C
protocol specifications, thus it may be possible that this draft does
not warrant a working group status.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 25, 2017
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

ECN support in transport protocols is a fundanental feature that
shoul d be included in the QU C specification as a mandatory el enent.
The benefits of ECN is described in [I-D.ietf-agmecn-benefits]. The
ECN support should be inplenmented to support both present and future
ECN, the latter is outlined in [I-D.ietf-tsvwg-ecn-experinentation],
of particular interest is the ability to discrimnate between classic
ECN and L4S ECN by neans of differentiation between the use of the
ECT(0) and ECT(1) code points. This draft does however not delve
into the details of the congestion control inplenentation

2. Henents of ECN support
This draft covers the followi ng aspects of ECN support:
o0 ECN negotiation
o ECN echo
0 ECN bits in the I P header, semantics

o Fallback in case of ECN fault
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0 OS socket specifics, access to the ECN bits
o NMonitoring
2.1. ECN negotialtion

ECN support in QU C needs to be negotiated. The reasons is that
network el ements may not support ECN and nay either clear the ECN
bits or sinply discard packets that have the ECN bits set. In
addition, a QU C inplenentation may not have access to the ECN bits
in the | P header due to OS dependent restrictions, investigations
(Piers O Hanlon) have indicated that this is in certain cases an
asymetric property, for instance while it is possible to set the ECN
bits it is not possible to read them

It is also required that the ECN negotiation does not interfere with
the connection setup, in other words a failed ECN negotation should
not cause an extra roundtrip for the connection setup

The suggested nethod in this draft is to add an ECN negotiation frame
that is transmtted when connection setup is conpleted. Both peers
MUST transmit the ECN negotation franme. The ECN negotiation franme is
shown bel ow.

0 1

0123456789012345

B i S S S i i T S N S

| Type IGRWUUUE E|

i i i S e

Fi gure 1: ECN negotation frane

The 2nd byte contains the flags:

0 C Challenge bit, indicates that the transmtted ECN negoti ati on
frame is a challenge, if bit is not set then it is a response.

0 R Possible to read ECN bits in I P header

0 W Possible to wite ECN bits in I P header

0o EE : Echo of ECN bits

o U Unused

A peer transnmits the ECN negotiation frame with the R Wand EE bits

in the 2nd byte set to '0’ and the C bit set to 1. This frane is
echoed back with the flags set occording to the degree of ECN support
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and with the ECN bits in the I P header of the received ECN
negotiation frane copied to the EE field, the Cbit is "0'. As both
peers MJST transmit an ECN negotation frane there will be a total of
4 ECN negotiation franes transmtted, two chall enges and two
responses.

The I P header for the ECN negotiation frame should set the ECN bits
to CE '11'. \When the correspondi ng response is received then an EE
pattern of 11’ indicates that ECNis |ikely supported in the
network. This does not give a full quarantee that ECN i s supported
in the network. Mnitoring of the ECN field in the ACK-frane serves
to give further indication of ECN support once ECN is turned on

A peer is not allowed to set ECT on outgoing data packets until a ECN
negoti ati on response that inticates that ECN is supported is

received. |In other words it is only the ECN negotiation frame that
is allowed to set the ECN bits in the |IP header

A lack of an ECN negoti ati on response may indicate that the ECN

chal  enge frame or the ECN response frame was | ost or that a node in
the network deliberately discards ECN-CE nmarked packets. The peer
can transmt additonal ECN challeges with given tinme intervals to
rul e out accidentail packet |oss. The detailed tinming for this is
T. B. D.

The nmode mechani smin [ RFC6679] can serve as in input to a solution
for the support of ECN in the case that OS ECN support is asymretric.
It is however unclear how a QU C inplenentation can determ ne
asymetric ECN support in the underlying GS. For instance the nethod
to send ECN nmar ked packets to the |local host to determ ne OS support
does not reveal if the OS ECN support is asymetric.

2. 2. ECN bits in the | P header, semantics

The ECN bits in the | P header should be set according to the
recomendations in [I-D.ietf-tsvwg-ecn-experinentation]. This neans
that the neaning of ECT(0) and ECT(1) differ

2.3. ECN echo

The ECN echo should prefferably go into the ACK frame
[I-D.ietf-quic-transport], this is beneficial as the ECN infornmation
can then use sonme of the already existing data in the ACK frane for

i mproved efficiency, this applies especially to alternatives 1 and 2
below. It is suggested that the "U bit in the ACK frame type is
renaned 'E' to indicate the presence of an ECN field in the ACK
franme, this nakes it possible to omit the ECN information for the
cases where ECN is not supported for the connection
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Currently there are three alternatives how to add ECN support to the
ACK frames .

The first alternative inserts a one octet field that contains a 2 bit
ECN echo, followed by the ACK bl ock | ength. The ACK bl ock | ength
then dictates the number of received contiguous frames with the

i ndi cated ECN echo.

0 1 2 3
01234567890123456789012345678901
T S
| ECE (8) | First Ack Block Length (8/16/32/48) -
T S S S e T S S i i S S S e o ¥

| [Gap 1 (8)] | ECE(8) [[Ack Blk 1 L (8/16/32/48)]
B S T S T S i i S s S S S S
| [Gap 2 (8)] | ECE(8) [[Ack Blk 2 L (8/16/32/48)]
e
T S S S T T S S s e ey
| [Gap N (8)] | ECE(8) [[Ack Blk N L (8/16/32/48)]
B S T S T S i i S s S S S S

Figure 2: ECN field in ACK frame ACK block, alt 1

The second alternative encodes a variable length field that contains
the ECN echoes for the frames listed in the ACK bl ocks. The length
of the field is inferred fromthe ACK block |Iengths. No ECN echoes
are indicated for the gaps (it is, after all, inpossible to indicate
status of the ECN bits for |ost packets). For instance if the ACK
bl ocks list 10 frames, then the length of the ECN echo field becones
2*10=20bits, with additional 4 bits of padding the ECN echo field
will then becone 3 octets |ong.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i

[ First Ack Block Length (8/16/32/48)

e e e e e e e e e b e e e e e e e B e e e e e e e b e e e e e et
| [Gap 1 (8)] | [Ack Block 1 Length (8/16/32/48)]

s T e T i T S S S i i
| [Gap 2 (8)] | [Ack Block 2 Length (8/16/32/48)] .
B i S S T s i S T st i S S S S S S S S i

e e e e e e e e e e e e e e e e e e e e e e e e e 4
| [Ack Block N Length (8/16/32/48)]
B T o T i S s Sl S S S S

ECE ECE... vari abl e I ength, padded to full octets
s T S e e i e ol i e e sl s S TR SR S S S S S S S

Figure 3: ECN field in ACK frame ACK block, alt 2

The third alternative encodes the nunber of bytes that are marked
ECT(0), ECT(1) and CE with 32 bits each, the total extra overhead is
thus 12 octets.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| First Ack Block Length (8/16/32/48)

B o o ks s S S e i el T R e S S e o o o o o =

| [Gap 1 (8)] | [Ack Block 1 Length (8/16/32/48)] .
B i i S S i I e i S S R L e e e e
| [Gap 2 (8)] | [Ack Block 2 Length (8/16/32/48)]

R R e R e s s e o S S e R e o o
B i S S T s i S T st i S S S S S S S S i
| [Gap N (8)] | [Ack Block N Length (8/16/32/48)] .
B e i T i i S S R S S e i et ot E S S e S e s S
| # ECT(0) bytes (32) |
R e R e i i o i B S O e e e i i b NI R D S R S S o S e o
| # ECT(1) bytes (32) |
B i S S T s i S T st i S S S S S S S S i
[ # ECN-CE bytes (32) [
B e i T i i S S R S S e i et ot E S S e S e s S

Figure 4: ECN field in ACK frame ACK bl ock, alt 3

The fourth alternative use an extra byte to encode how nmany bits that
encode each of the ECT/CE fields.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i

[ First Ack Block Length (8/16/32/48)
B e i e e i s el S R e S O S T ot St R R + +

| [Gap 1 (8)] | [Ack Block 1 Length (8/16/32/48)]

i T e o o s T S e e C e e i Sl e
| [Gap 2 (8)] | [Ack Block 2 Length (8/16/32/48)] .
B i S S T s i S T st i S S S S S S S S i
B T i it T s i S e i SR SR
| [Gap N (8)] | [Ack Block N Length (8/16/32/48)]

i T e o o s T T e e et e e i Sl e
|RRRIEL |E2 |CE | # ECT(0) bytes (0/16/32/48)

B o o ks s S S e i el T R e S S e o o o o o =
| # ECT(1) bytes (0/16/32/48)

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e bt
| # ECN-CE bytes (0/16/32/48)

T T R e o e i e S S e e Tk o S

Figure 5 ECN field in ACK frame ACK bl ock, alt 4

The E1,E2 and CE fields indicate the | ength of each encoding for the

number of ECT(0), ECT(1) and ECN-CE marked bytes. This is encoded

as:

o 00: O bits

o 01: 16 bits

o 10: 32 bits

o 11: 48bits

R indicates reserved bits.

There are pros an cons with the four alternatives:

o At 1: Is very conpact in the case where the ECN bits are largely
unchanged. However in the worst case where received franmes flip
forth and back between ECT and CE then each frane will require at
| east 3 octets overhead (ECE, ACK block |ength, Gap).

o At 2: Is quite conpact as it only requires two bits encodi ng per
frane. The additional overhead anounts to ceil (N*2/8) octets

where the Nis the sumof the ACK block Iengths. On the downside
is that it is aless efficient format for the case that the ECN
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bits are unchanged. One uncertainty is if STOP_WAITING franes
coul d make this encodi ng bul ky.

o At 3: Has a fixed 12 octet overhead which may be beneficial as it
gives a deterninistic overhead. The possible drawback is that it
is not possible to know exactly which frames have been remarked,
something that can linmit the ability to detect network ECN faults
based on the nmethod to transnmit a pattern on ECT and CE marked
packets.

o At 4: Is avariationto Alt 3 but has a variable | ength encodi ng
that shoul d consunme | ess space, especially in the cases that one
of the ECT code points is not used and for the case that packets
are only sporadically ECN-CE marked. This alternative al so makes
it unnecessary to use a bit in the ACK frame type to indicate the
precense of an ECN field as this can be indicated in a efficient
way wWith the one byte header in this format. EO=E1=CE = 00
i ndicates that the following ECT and CE fields are encoded with
zero bits.

VWi ch of the three formats above (or sonething else) that is the best
alternative is subject to discussion

2.4. Fallback in case of ECN fault

ECN can be subject to issues in network equi pnrent, such as remarking
to Not-ECN, remarking fromECT(0) to ECT(1) and vice versa or
constant remarking to ECN-CE. Furthernore ECT narked packets may be
di scarded in the network. While these problenms seemto be rare, see
for instance [McQuistin-Perkins], it is still necessary to safeguard
agai nst such probl ens.

A peer should disable ECN for its outgoing packets if ECN fault is
detected, it is however still possible for the other peer to use ECN

TODO add nore infornmation as regards to how to detect network ECN
faults. [ECN fallback] (expired) gives a few exanples for fault
detection. Examples on how to detect ECN faults include for instance
the method to set ECT and CE for outgoing packets according to a
given pattern

Fal | back in case of ECN faults is not an issue only for QUC, it is

here suggested that nechanisns for this is described in a non QUC
related draft, for instance in TSW\G
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2.5. OS socket specifics, access to the ECN bits

ECN support in QU C comes with the additional challenge that it is
necessary to sonehow access the ECN bits in the IP headers. In TCP
this is provided w thout nmajor concerns as TCP is generally

i mpl emented in OS kernel space. QU C can however be inplenented both
in user space or kernel space and is |layered on top of UDP, which
means that access to the ECN bits is not a given, instead various
tricks are needed.

The text below is copy-pasted from [ CHanl on].

"To set ECN on Linux, BSD and OSX one can use | P_TCS socket option
with the setsockopt() call, to set the relevant ECN bits of the TCOS
byte. On Wndows one can use a simlar technique though firstly one
has to enable TCS byte setting by enabling a particular Registry key
( Disabl eUser TOSSetting=0 (see https://nsdn. nmcrosoft.conm en-

us/li brary/w ndows/ deskt op/ dd874008%28v=vs. 85%29. aspx One could al so
probably use the libpcap wite functionality."

"To obtain the ECN bits froma packet one needs a nechanismto
retrieve the ECN bits from each packet. On Linux, one needs to
firstly set the | P RECVTCS socket option on the receiving socket, and
use the recvnsg() call to receive a packet, and then retrieve the TCS
byte fromthe associated csng structure returned by the recvnsg()
call. This still works with linux-4.2.3. On OSX/BSD there are no
sui tabl e socket options to retrieve the ECN TGOS bits and one cannot
use raw sockets as they do not function for UDP/ TCP sockets (they do
work with |CMP), so one has to use alternatives such the bpf
interface, or a REDI RECT socket. Whilst on Wndows it seens that the
only way to retrieve the ECN bits is via a raw socket, or custom NDI S
driver, though it’'s possible there’s an APl |’m m ssing."

TODO Wite a nore detail ed description on how to inplenent ECN
support in QU C for different OS stacks.

2.6. Monitoring
A QU C inplementation should nonitor the ECN functionality in order
to provide input to e.g. service providers to inprove ECN support in
the networks. Itens of interest are:
o Black holes, ECT or CE nmarked packets are discarded.

o Faulty remarking, e.g. ECT(0) is remarked to ECT(1) or Not-ECT.

0 Continuous CE narking, possible indication of faulty on/off ECN
mar ki ng, but can al so be an effect of severe congestion
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3.

Degree of L4S support. L4S should generally give | ow queue

| atency. Estimation of one way queue delay for L4S enabled QU C
connections can be used to determine if there are congested nodes
along the path that are not L4S capabl e.

| ANA Consi der ati ons

T.B. D

4. (Qpen questions

A list of open questions:

0

Is it sufficient that one peer sends an ECN negotiation chall enge
frame?.

Should the ECN field in the ACK frame be nandatory ? (in which
case it is not necessary to indicate its presence)

Shoul d all packets be ECT or should there be special patterns to
i nprove fault detection.

Wite up a nore detail ed description on howto inplenent ECN
support in QU C for different OS stacks.

Det erm ne whi ch ECN echo encoding in the ACK frame is the best
al ternative.

Is a conpletely new ACK frane an alternative ?
How do STOP_WAITI NG franes affect the ECN echo overhead.
CQutline possible connection migration actions

Are there any security inplications with the smalle ECN
negoti ation frane ?

5. Security Considerations

T.B.D
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