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Abst r act

The QUIC transport protocol has several features that are desirable
in a transport for HTTP, such as stream multi pl exi ng, per-stream flow
control, and | ow | atency connection establishment. This docunent
descri bes a mapping of HITP semantics over QU C  This docunent also
identifies HITP/2 features that are subsuned by QU C, and descri bes
how HTTP/ 2 extensions can be ported to QU C

Note to Readers

Di scussion of this draft takes place on the QU C working group
mai ling list (quic@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email _|ist=quic .

Worki ng Group informati on can be found at https://github. com quicwgy ;
source code and issues list for this draft can be found at
https://github. com qui cwg/ base-drafts/|abels/http .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 14, 2017.
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1. Introduction

The QUIC transport protocol has several features that are desirable
in a transport for HTTP, such as stream multi pl exi ng, per-streamfl ow
control, and | ow | atency connection establishnment. This docunent
descri bes a mappi ng of HTTP senantics over QU C, draw ng heavily on
the existing TCP mapping, HTTP/ 2. Specifically, this docunent
identifies HITP/2 features that are subsuned by QU C, and descri bes
how the ot her features can be inplenented atop QU C

QUICis described in [QU C TRANSPORT]. For a full description of
HTTP/ 2, see [ RFC7540].

1.1. Not at i onal Conventi ons

The words "MJST", "MJST NOT", "SHOULD', and "MAY" are used in this
docunent. It’s not shouting; when they are capitalized, they have
the special meaning defined in [ RFC2119].

2. QU C Adverti senent

An HTTP origin advertises the availability of an equivalent HTTP/ QU C
endpoint via the Alt-Svc HITP response header or the HTTP/ 2 ALTSVC
frame ([RFC7838]), using the ALPN token defined in Section 3.

For exanple, an origin could indicate in an HTTP/ 1.1 or HITP/ 2
response that HTTP/ QUI C was avail able on UDP port 443 at the same
host nane by including the follow ng header in any response:

Al't-Svc: hg=":443"
On receipt of an Alt-Svc header indicating HITP/ QU C support, a
client MAY attenpt to establish a QU C connection to the indicated

host and port and, if successful, send HTTP requests using the
mappi ng described in this docunent.
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Connectivity problens (e.g. firewall blocking UDP) can result in QUC
connection establishnment failure, in which case the client SHOULD
continue using the existing connection or try another alternative
endpoi nt offered by the origin.

2.1. QUIC Version Hints

Thi s docunment defines the "quic" paraneter for Alt-Svc, which MAY be
used to provide version-negotiation hints to HTTP/QUI C clients. QJC
versions are four-octet sequences with no additional constraints on
format. Syntax:

qui ¢ = versi on- nunber
ver si on- nunber = 1*8HEXDI G hex-encoded QUI C version

Leadi ng zeros SHOULD be onmitted for brevity. Wen nultiple versions
are supported, the "quic" paraneter MAY be repeated nmultiple tinmes in
a single Alt-Svc entry. For exanple, if a server supported both
ver si on 0x00000001 and the version rendered in ASCI| as "Q034", it
could specify the foll ow ng header:

Al't-Svc: hqg=":443"; qui c=1; qui c=51303334

Where nmultiple versions are listed, the order of the values reflects
the server’'s preference (with the first val ue being the nost
preferred version). Oigins SHOULD list only versions which are
supported by the alternative, but MAY onmit supported versions for any
reason.

3. Connection Establishment

HTTP/ QUI C connections are established as described in

[ QU G TRANSPORT]. During connection establishnent, HITP/ QU C support
is indicated by selecting the ALPN token "hg" in the crypto
handshake.

Whi | e connection-level options pertaining to the core QU C protoco
are set in the initial crypto handshake, HITP-specific settings are
conveyed in the SETTINGS frame. After the QU C connection is
established, a SETTINGS franme (Section 5.2.3) MJST be sent as the
initial frame of the HTTP control stream (Streaml D 3, see Section 4).
The server MUST NOT send data on any other streamuntil the client’'s
SETTI NGS frame has been received
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3.1. Draft Version ldentification

*RFC Editor’s Note:* Please renpove this section prior to
publication of a final version of this docunent.

Only inplenmentations of the final, published RFC can identify
thenmsel ves as "hg". Until such an RFC exists, inplenentations MJST
NOT identify thensel ves using this string.

I npl enent ati ons of draft versions of the protocol MJST add the string
"-" and the corresponding draft nunber to the identifier. For
exanple, draft-ietf-quic-http-01 is identified using the string "hg-
o1".

Non- compati bl e experinents that are based on these draft versions
MUST append the string "-" and an experinent nane to the identifier
For exanple, an experinental inplenentation based on draft-ietf-quic-
http-09 which reserves an extra streamfor unsolicited transnission
of 1980s pop nusic might identify itself as "hg-09-rickroll". Note
that any | abel MJUST conformto the "token" syntax defined in

Section 3.2.6 of [RFC7230]. Experinenters are encouraged to
coordinate their experinents on the quic@etf.org mailing list.

4. Stream Mappi ng and Usage

A QUIC stream provides reliable in-order delivery of bytes, but makes
no guarantees about order of delivery with regard to bytes on other
streans. On the wire, data is franed into QU C STREAM franes, but
this framng is invisible to the HTTP franming |layer. A QU C receiver
buffers and orders received STREAM franes, exposing the data
contained within as a reliable byte streamto the application

QUIC reserves Stream 1 for crypto operations (the handshake, crypto
config updates). Stream 3 is reserved for sending and receiving HTTP
control franes, and is analogous to HITP/2's Stream 0. This
connection control streamis considered critical to the HITP
connection. |f the connection control streamis closed for any
reason, this MJST be treated as a connection error of type

QUI C_CLOSED _CRI Tl CAL_STREAM

When HTTP headers and data are sent over QU C, the QU C | ayer handl es
nost of the stream nmmnagenment. An HTTP request/response consunes a
pair of streans: This nmeans that the client’s first request occurs on
QUIC streans 5 and 7, the second on stream 9 and 11, and so on. The
server’s first push consunes streans 2 and 4. This anounts to the
second |l east-significant bit differentiating the two streans in a
request.
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4.

4.

1.

2

The | ower-nunbered streamis called the nessage control stream and
carries frames related to the request/response, includi ng HEADERS
The hi gher-nunbered streamis the data stream and carries the
request/response body with no additional franing. Note that a
request or response without a body will cause this streamto be half-
closed in the corresponding direction without transferring data.

Because t he nmessage control stream contai ns HPACK data which
mani pul at es connection-level state, the nmessage control stream MJST
NOT be closed with a streamlevel error. |If an inplenmentation
chooses to reject a request with a QU C error code, it MJST trigger a
QUI C RST_STREAM on the data streamonly. An inplenentation MAY cl ose
(FIN a message control streamw thout conpleting a full HITP nessage
if the data stream has been abruptly closed. Data on nessage contro
streanms MJUST be fully consuned, or the connection term nated.

Al'l message control streans are considered critical to the HTTP
connection. |f a nmessage control streamis termnminated abruptly for
any reason, this MJST be treated as a connection error of type
HTTP_RST_CONTROL_STREAM  \Wen a nmessage control streamterm nates
cleanly, if the last frame on the streamwas truncated, this MJST be
treated as a connection error (see HITP_MALFORMED * in Section 6.1).

Pairs of streanms nust be utilized sequentially, with no gaps. The
data streamis opened at the sanme tinme as the nmessage control stream
is opened and is closed after transferring the body. The data stream
is closed i Mmediately after sending the request headers if there is
no body.

HTTP does not need to do any separate multipl exi ng when using QU C -
data sent over a QU C stream al ways maps to a particular HTTP
transaction. Requests and responses are consi dered conpl ete when the
corresponding QUIC streans are closed in the appropriate direction
Stream 3: Connection Control Stream

Since nost connection-1evel concerns will be managed by QU C, the
primary use of Stream 3 will be for the SETTINGS frame when the
connection opens and for PRIORITY franes subsequently.

HTTP Message Exchanges

A client sends an HTTP request on a new pair of QU C streans. A
server sends an HTTP response on the sane streans as the request.

An HTTP nessage (request or response) consists of:
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1. one header block (see Section 5.2.1) on the control stream
contai ni ng the message headers (see [RFC7230], Section 3.2),

2. the payl oad body (see [RFC7230], Section 3.3), sent on the data
stream

3. optionally, one header bl ock on the control stream containing the
trailer-part, if present (see [RFC7230], Section 4.1.2).

In addition, prior to sending the nessage header bl ock indicated
above, a response nmay contain zero or nore header blocks on the
control stream containing the nessage headers of informational (1xx)
HTTP responses (see [RFC7230], Section 3.2 and [ RFC7231],

Section 6.2).

The data stream MUST be hal f-cl osed inmediately after the transfer of
the body. |If the nmessage does not contain a body, the correspondi ng
data stream MJUST still be half-closed without transferring any data.
The "chunked" transfer encoding defined in Section 4.1 of [RFC7230]
MUST NOT be used.

Trailing header fields are carried in an additional header block on
the nmessage control stream Such a header block is a sequence of
HEADERS frames with End Header Bl ock set on the last frane. Senders
MUST send only one header block in the trailers section; receivers
MUST decode any subsequent header bl ocks in order to maintain HPACK
decoder state, but the resulting output MJST be discarded.

An HTTP request/response exchange fully consunes a pair of streans.
After sending a request, a client closes the streans for sending;
after sending a response, the server closes its streans for sending
and the QUIC streanms are fully cl osed.

A server can send a conpl ete response prior to the client sending an
entire request if the response does not depend on any portion of the
request that has not been sent and received. Wen this is true, a
server MAY request that the client abort transm ssion of a request

wi thout error by sending a RST_STREAM with an error code of NO ERROR
after sending a conplete response and closing its stream Cients
MUST NOT di scard responses as a result of receiving such a
RST_STREAM though clients can al ways di scard responses at their

di scretion for other reasons.

4.2.1. Header Conpression
HTTP/ QUI C uses HPACK header conpression as described in [ RFC7541].

HPACK was designed for HTTP/2 with the assunption of in-order
delivery such as that provided by TCP. A sequence of encoded header
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bl ocks nust arrive (and be decoded) at an endpoint in the same order
in which they were encoded. This ensures that the dynamic state at
the two endpoints remains in sync.

QUI C streans provide in-order delivery of data sent on those streans,
but there are no guarantees about order of delivery between streans.
To achieve in-order delivery of HEADERS frames in QU C, the HPACK-
bearing frames contain a counter which can be used to ensure in-order
processing. Data (request/response bodies) which arrive out of order
are buffered until the correspondi ng HEADERS arri ve.

This does introduce head-of-1ine blocking: if the packet containing
HEADERS for stream N is lost or reordered then the HEADERS for stream
N+4 cannot be processed until it has been retransmitted successfully,
even though the HEADERS for stream N+4 may have arrived

Dl SCUSS: Keep HPACK with HOLB? Redesign HPACK to be order-
invariant? How nmuch do we need to retain conpatibility with
HTTP/ 2’ s HPACK?

4,2.2. The CONNECT Met hod

The pseudo- net hod CONNECT ([ RFC7231], Section 4.3.6) is primarily
used with HTTP proxies to establish a TLS session with an origin

server for the purposes of interacting with "https" resources. In
HTTP/ 1. x, CONNECT is used to convert an entire HITP connection into a
tunnel to a renote host. In HITP/2, the CONNECT nethod is used to

establish a tunnel over a single HITP/2 streamto a renote host for
sim | ar purposes.

A CONNECT request in HTTP/QUI C functions in the sane nmanner as in
HTTP/ 2. The request MJST be formatted as described in [ RFC7540],
Section 8.3. A CONNECT request that does not conformto these
restrictions is nmalfornmed. The nessage data stream MJUST NOT be
closed at the end of the request.

A proxy that supports CONNECT establishes a TCP connection
([RFCO793]) to the server identified in the ":authority" pseudo-
header field. Once this connection is successfully established, the
proxy sends a HEADERS frane containing a 2xx series status code to
the client, as defined in [ RFC7231], Section 4.3.6, on the nessage
control stream

Al'l QU C STREAM franes on the message data stream correspond to data
sent on the TCP connection. Any QU C STREAM frane sent by the client
is transmtted by the proxy to the TCP server; data received fromthe
TCP server is witten to the data stream by the proxy. Note that the
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si ze and nunber of TCP segnents is not guaranteed to nap predictably
to the size and nunber of QU C STREAM franes.

The TCP connection can be closed by either peer. Wen the client

hal f-cl oses the data stream the proxy will set the FIN bit on its
connection to the TCP server. Wen the proxy receives a packet with
the FIN bit set, it will half-close the corresponding data stream
TCP connections which remain half-closed in a single direction are
not invalid, but are often handled poorly by servers, so clients
SHOULD NOT hal f-cl ose connections on which they are still expecting
dat a.

A TCP connection error is signaled with RST_STREAM A proxy treats
any error in the TCP connection, which includes receiving a TCP
segment with the RST bit set, as a streamerror of type

HTTP_CONNECT _ERROR (Section 6.1). Correspondingly, a proxy MJST send
a TCP segnent with the RST bit set if it detects an error with the
streamor the QUI C connection

4.3. StreamPriorities

HTTP/ QUI C uses the priority scheme described in [ RFC7540]

Section 5.3. In this priority schene, a given stream can be

desi gnat ed as dependent upon another stream which expresses the
preference that the latter stream (the "parent" stream be allocated
resources before the former stream (the "dependent" strean). Taken
toget her, the dependencies across all streams in a connection forma
dependency tree. The structure of the dependency tree changes as
PRI ORI TY frames add, renove, or change the dependency |inks between
streans.

For consistency’s sake, all PRIORITY frames MIST refer to the nessage
control stream of the dependent request, not the data stream

4.4, Server Push

HTTP/ QUI C supports server push as described in [RFC7540]. During
connection establishment, the client indicates whether it is willing
to receive server pushes via the SETTINGS DI SABLE PUSH setting in the
SETTINGS frane (see Section 3), which defaults to 1 (true).

As with server push for HTTP/2, the server initiates a server push by
sending a PUSH PROM SE frane containing the Stream D of the streamto
be pushed, as well as request header fields attributed to the
request. The PUSH PROM SE frane is sent on the control stream of the
associated (client-initiated) request, while the Prom sed Stream|D
field specifies the Stream 1D of the control streamfor the server-
initiated request.
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5.

5.

5.

1.

2.

2.

The server push response is conveyed in the same way as a nhon-server-
push response, with response headers and (if present) trailers
carried by HEADERS franes sent on the control stream and response
body (if any) sent via the corresponding data stream

HTTP Fram ng Layer

Frames are used only on the connection (stream 3) and nessage

(streanms 5, 9, etc.) control streanms. Oher streams carry data

payl oad and are not framed at the HTTP | ayer.

This section describes HTTP framing in QU C and hi ghlights sone

differences fromHTTP/2 franming. For nore detail on differences from

HTTP/ 2, see Section 7.1.

Frame Layout

Al'l frames have the follow ng fornat:
0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| Length (16) | Type (8) | Fl ags (8) |
T T e o e m S S ks i SR SR
| Frame Payl oad (*)
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure 1: HTTP/ QUIC frane fornmat

Frame Definitions

1. HEADERS

The HEADERS frane (type=0x1l) is used to carry part of a header set,
conpressed usi ng HPACK [ RFC7541] .

One flag is defined:
End Header Bl ock (0x4): This frame concludes a header bl ock.

A HEADERS frane with any other flags set MJST be treated as a
connection error of type HTTP_MALFORMED HEADERS.
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Sequence? (16) [ Header Bl ock Fragnent (*)...
B e i i e o e e S T S e e s i i TR S

Fi gure 2: HEADERS frane payl oad
The HEADERS frane payl oad has the follow ng fields:

Sequence Nunber: Present only on the first frame of a header bl ock
sequence. This MJST be set to zero on the first header bl ock
sequence, and increnented on each header bl ock.

The next frame on the sane stream after a HEADERS frane w thout the
EHB fl ag set MUST be anot her HEADERS frame. A receiver MJST treat
the receipt of any other type of frame as a streamerror of type
HTTP_I NTERRUPTED_HEADERS. (Note that QUI C can intersperse data from
other streans between franmes, or even during transm ssion of franes,
so multiplexing is not blocked by this requirenent.)

A full header block is contained in a sequence of zero or nore
HEADERS frames wi thout EHB set, followed by a HEADERS frane with EHB
set.

On recei pt, header bl ocks (HEADERS, PUSH PROM SE) MJST be processed
by the HPACK decoder in sequence. |If a block is missing, all
subsequent HPACK frames MJUST be held until it arrives, or the
connection term nated.

When the Sequence counter reaches its maxi mum val ue (OxFFFF), the
next increnment returns it to zero. An endpoint MJST NOT wrap the
Sequence counter to zero until the previous zero-val ue header bl ock
has been confirned received.

5.2.2. PRORTY

The PRIORITY (type=0x02) frame specifies the sender-advised priority
of a streamand is substantially different from[RFC7540]. |n order
to support ordering, it MJUST be sent only on the connection control
stream The format has been nodified to accombdate not being sent
on-stream and the larger stream | D space of QU C

The semantics of the Stream Dependency, Wight, and E flag are the
sane as in HITP/ 2.

The flags defined are:
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5.

2.

E (0x01): Indicates that the stream dependency is exclusive (see
[ RFC7540] Section 5. 3).

0 1 2 3
01234567890123456789012345678901
B i i i e R S e S i s e e S T g e S I T i st S TR I S S
[ Prioritized Stream (32) [
B T T i I T T o S S S e b S S S
| Dependent Stream (32) |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Veight (8) |
BT ek soTE P S TR T

Figure 3: PRRORITY franme payl oad
The HEADERS frane payl oad has the follow ng fields

Prioritized Stream A 32-bit streamidentifier for the nessage
control stream whose priority is being updated

Stream Dependency: A 32-bit streamidentifier for the streamthat
this stream depends on (see Section 4.3 and {! RFC7540}}
Section 5.3).

Weight: An unsigned 8-bit integer representing a priority weight for
the stream (see [ RFC7540] Section 5.3). Add one to the value to
obtain a wei ght between 1 and 256

A PRICRITY frame MJUST have a payload | ength of nine octets. A
PRI CRI TY frane of any other length MJST be treated as a connection
error of type HTTP_MALFORMED PRI ORI TY

3.  SETTI NGS

The SETTINGS frane (type=0x4) conveys configuration paraneters that
af fect how endpoi nts communi cate, such as preferences and constraints
on peer behavior, and is substantially different from [ RFC7540].

I ndividually, a SETTINGS paraneter can also be referred to as a
"setting".

SETTI NGS paraneters are not negotiated; they describe characteristics
of the sending peer, which can be used by the receiving peer

However, a negotiation can be inplied by the use of SETTINGS - a peer
uses SETTINGS to advertise a set of supported values. The recipient
can then choose which entries fromthis list are al so acceptable and
proceed with the value it has chosen. (This choice could be
announced in a field of an extension frame, or in its own value in
SETTI NGS. )
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D fferent values for the same paraneter can be advertised by each
peer. For exanple, a client mght permt a very |arge HPACK state
table while a server chooses to use a small one to conserve nenory.

Paramet ers MJUST NOT occur nore than once. A receiver MAY treat the
presence of the sane paraneter nore than once as a connection error
of type HTTP_MALFORMED SETTI NGS.

The SETTINGS frane defines no flags.

The payl oad of a SETTINGS frane consists of zero or nore paraneters,
each consisting of an unsigned 16-bit setting identifier and a
| engt h- prefixed binary val ue.

0 1 2 3

01234567890123456789012345678901
i i S i I S S S S i U S S it St M SN SNy
[ Identifier (16) [ Length (16) [
I I S i i S i i S e i ik Sk N e
| Contents (?)
B S T S T S i i S s S S S S

Fi gure 4: SETTINGS val ue fornat

A zero-length content indicates that the setting value is a Bool ean
and true. False is indicated by the absence of the setting.

Non- zer o-1 ength val ues MJST be conpared agai nst the remaining |l ength
of the SETTINGS frane. Any value which purports to cross the end of
the frame MJUST cause the SETTINGS frane to be considered nal f or ned
and trigger a connection error of type HTTP_MALFORMED_SETTI NGS.

An i mpl enentati on MIST ignore the contents for any SETTI NGS
identifier it does not understand.

SETTI NGS frames always apply to a connection, never a single stream
A SETTINGS frame MJUST be sent as the first frame of the connection
control stream (see Section 4) by each peer, and MJST NOT be sent
subsequently or on any other stream |If an endpoint receives an
SETTINGS franme on a different stream the endpoint MJST respond with
a connection error of type HTTP_SETTINGS ON WRONG STREAM |If an
endpoi nt receives a second SETTINGS frane, the endpoint MJST respond
with a connection error of type HTTP_MULTI PLE_SETTI NGS.

The SETTINGS frane affects connection state. A badly formed or

i nconpl ete SETTINGS frane MJUST be treated as a connection error
(Section 5.4.1) of type HTTP_MALFORVED SETTI NGS.
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5.2.3.1. Integer encoding

Settings which are integers are transmtted in network byte order.
Leading zero octets are permtted, but inplenentations SHOULD use
only as many bytes as are needed to represent the value. An integer
MUST NOT be represented in nore bytes than would be used to transfer
the maxi num permitted val ue.

5.2.3.2. Defined SETTINGS Paraneters
The following settings are defined in HTTP/ QU C.

SETTI NGS_HEADER TABLE SI ZE (0x1): An integer with a maxi num val ue of
2732 - 1.

SETTI NGS_DI SABLE PUSH (0x2): Transmitted as a Bool ean; repl aces
SETTI NGS_ENABLE_PUSH

SETTI NGS_MAX_HEADER LI ST_SI ZE (0x6): An integer with a nmaxi num val ue
of 2732 - 1.

5.2.3.3. Usage in O-RTT

When a 0-RTT QUIC connection is being used, the client’s initial
requests will be sent before the arrival of the server’s SETTINGS
franme. dients SHOULD cache at |east the follow ng settings about
servers:

0 SETTI NGS_HEADER TABLE_SI ZE

0 SETTI NGS_MAX HEADER LI ST_SI ZE

Clients MJST conply with cached settings until the server’s current
settings are received. |If a client does not have cached val ues, it
SHOULD assune the foll owi ng val ues:

0 SETTI NGS_HEADER TABLE SIZE: 0O octets

0 SETTI NGS_MAX_HEADER LI ST_SI ZE: 16, 384 octets

Servers MAY continue processing data fromclients which exceed its

current configuration during the initial flight. 1In this case, the
client MJUST apply the new settings i medi ately upon receipt.

If the connection is closed because these or other constraints were
violated during the O-RTT flight (e.g. with

HTTP_HPACK DECOVPRESSI ON_FAI LED), clients MAY establish a new
connection and retry any O-RTT requests using the settings sent by
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the server on the closed connection. (This assumes that only
requests that are safe to retry are sent in O-RTT.) If the
connection was cl osed before the SETTINGS franme was received, clients
SHOULD di scard any cached val ues and use the defaults above on the
next connecti on.

5.2.4. PUSH _PROM SE

The PUSH PROM SE frame (type=0x05) is used to carry a request header
set fromserver to client, as in HITP/2. It defines no flags.

0 1 2 3

01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Prom sed Stream I D (32) |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Sequence? (16) | Header Bl ock (*) .
B E e r e s i s i o T T s S S S S 2

Fi gure 5: PUSH PROM SE frane payl oad
The payl oad consi sts of:
Promi sed StreamID: A 32-bit Stream|ID indicating the QU C stream on
whi ch the response headers will be sent. (The response body

streamis inplied by the headers stream as defined in Section 4.)

HPACK Sequence: A sixteen-bit counter, equivalent to the Sequence
field i n HEADERS

Payl oad: HPACK- conpressed request headers for the prom sed response.
6. FError Handling

QUIC allows the application to abruptly term nate individual streans

or the entire connection when an error is encountered. These are

referred to as "streamerrors" or "connection errors" and are

described in nore detail in [QU G TRANSPORT] .

HTTP/ QUIC requires that only data streans be terninated abruptly.

Term nating a nessage control streamwll result in an error of type

HTTP_RST_CONTROL_STREAM

This section describes HITP-specific error codes which can be used to
express the cause of a connection or streamerror.
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6.1. HITP-Defined QU C Error Codes

QUI C al |l ocates error codes 0x0000-0x3FFF to application protocol
definition. The followi ng error codes are defined by HITP for use in
QUI C RST_STREAM GOAWAY, and CONNECTI ON_CLCSE franes.

HTTP_PUSH REFUSED (0x01): The server has attenpted to push content
which the client will not accept on this connection.

HTTP_I NTERNAL _ERRCR (0x02): An internal error has occurred in the
HTTP st ack.

HTTP_PUSH ALREADY_| N_CACHE (0x03): The server has attenpted to push
content which the client has cached.

HTTP_REQUEST CANCELLED (0x04): The client no | onger needs the
requested dat a.

HTTP_HPACK_DECOWPRESSI ON_FAI LED (0x05): HPACK failed to deconpress a
frame and cannot conti nue.

HTTP_CONNECT _ERROR (0x06): The connection established in response to
a CONNECT request was reset or abnormally cl osed.

HTTP_EXCESSI VE_LOAD (0x07): The endpoint detected that its peer is
exhi biting a behavior that m ght be generating excessive |oad.

HTTP_VERSI ON_FALLBACK (0x08): The requested operati on cannot be
served over HITP/QU C. The peer should retry over HITP/ 2.

HTTP_MALFORMED HEADERS (0x09): A HEADERS frame has been received
with an invalid format.

HTTP_MALFORMED PRIORITY (Ox0A): A PRICRITY frane has been received
with an invalid format.

HTTP_MALFORMED _SETTI NGS (0xO0B): A SETTINGS franme has been received
with an invalid format.

HTTP_MALFORMED PUSH PROM SE (0x0C): A PUSH PROM SE frane has been
received with an invalid fornmat.

HTTP_I NTERRUPTED_HEADERS (O0xOE): A HEADERS franme w thout the End
Header Block flag was followed by a frane other than HEADERS.

HTTP_SETTI NGS_ON_WRONG STREAM (0xOF): A SETTINGS franme was received
on a request control stream
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HTTP_MULTI PLE_SETTI NGS (0x10): More than one SETTINGS frame was
recei ved.

HTTP_RST_CONTROL_STREAM (0x11): A nessage control stream cl osed
abruptly.

7. Considerations for Transitioning fromHTTP/ 2

HTTP/ QU Cis strongly informed by HTTP/ 2, and bears nmany
simlarities. This section points out inportant differences from
HTTP/ 2 and descri bes how to map HTTP/ 2 extensions into HTTP/ QU C.

7.1. HITP Frane Types

Many fram ng concepts from HITP/2 can be elided away on QU C, because
the transport deals with them Because frames are already on a
stream they can onit the stream nunber. Because franes do not bl ock
mul tiplexing (QUC s nultiplexing occurs below this |ayer), the
support for variabl e-maxi num | ength packets can be renoved. Because
streamtermnation is handled by QU C, an END STREAM flag i s not
required.

Frame payl oads are largely drawn from[RFC7540]. However, QU C

i ncludes many features (e.g. flow control) which are also present in
HTTP/ 2. I n these cases, the HITP nappi ng does not re-inplenment them
As a result, several HTTP/2 frame types are not required in HITP/
QUIC. Were an HITP/ 2-defined franme is no | onger used, the frame ID
has been reserved in order to nmaxim ze portability between HTTP/2 and
HTTP/ QUI C i npl enent ati ons. However, even equival ent franes between
the two nmappings are not identical.

Many of the differences arise fromthe fact that HTTP/ 2 provides an
absol ute ordering between frames across all streams, while QU C
provides this guarantee on each streamonly. As a result, if a frane
type makes assunptions that frames fromdifferent streans will still
be received in the order sent, HITP/QU C will break them

For exanple, inmplicit in the HITP/2 prioritization schene is the
notion of in-order delivery of priority changes (i.e., dependency
tree nutations): since operations on the dependency tree such as
reparenting a subtree are not commutative, both sender and receiver
must apply themin the sane order to ensure that both sides have a
consi stent view of the stream dependency tree. HITP/2 specifies
priority assignnents in PRIORITY franmes and (optionally) in HEADERS
franes. To achieve in-order delivery of priority changes in HITP/
QUIC, PRIORITY franes are sent on the connection control stream and
the PRIORITY section is renmoved fromthe HEADERS frane.
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O her than this issue, frane type HITP/ 2 extensions are typically
portable to QU C sinply by replacing Stream O in HITP/2 with Stream 3
in HTTP/ QU C.

Below is a listing of how each HTTP/ 2 frane type is napped:

DATA (0x0): Instead of DATA franes, HITP/ QU C uses a separate data
stream See Section 4.

HEADERS (0x1): As described above, the PRICRITY region of HEADERS is
not supported. A separate PRIOCRITY frame MJST be used. Padding
is not defined in HTTP/QU C franmes. See Section 5.2. 1.

PRIORI TY (0x2): As described above, the PRRORITY frame is sent on
the connection control stream See Section 5.2.2.

RST_STREAM (0x3): RST_STREAM franmes do not exist, since QUC
provi des stream|lifecycl e nmanagenent.

SETTINGS (0x4): SETTINGS frames are sent only at the begi nning of
the connection. See Section 5.2.3 and Section 7. 2.

PUSH PROM SE (0x5): See Section 5.2.4.

PING (0x6): PING frames do not exist, since QU C provides equival ent
functionality.

GOAVAY (0x7): GOAWAY franes do not exist, since QU C provides
equi val ent functionality.

W NDOW_UPDATE (0x8): W NDOW UPDATE franmes do not exist, since QU C
provi des flow control .

CONTI NUATI ON (0x9): CONTI NUATI ON franmes do not exist; instead,
| ar ger HEADERS/ PUSH PROM SE franes than HTTP/2 are permtted, and
HEADERS frames can be used in series.

The 1 ANA registry of frane types has been updated in Section 9.3 to
i nclude references to the definition for each frane type in HITP/ 2
and in HTTP/QU C. Franes not defined as available in HITP/ QU C
SHOULD NOT be sent and SHOULD be ignored as unknown on receipt.

7.2. HTTP/ 2 SETTINGS Paraneters
An inmportant difference fromHITP/2 is that settings are sent once,

at the beginning of the connection, and thereafter cannot change.
This elimnates many corner cases around synchroni zati on of changes.
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Sone transport-level options that HTTP/ 2 specifies via the SETTI NGS
frane are superseded by QUIC transport paraneters in HITP/QU C  The
HTTP-1 evel options that are retained in HITP/QJ C have the same val ue
as in HITP/ 2.

Below is a listing of how each HTTP/ 2 SETTI NGS paraneter is napped:
SETTI NGS_HEADER TABLE_SI ZE: See Section 5.2.3.2.
SETTI NGS_ENABLE_PUSH:  See SETTI NGS_DI SABLE _PUSH in Section 5.2.3.2.

SETTI NGS_MAX_CONCURRENT_STREAMS: QUI C requires the maxi mum nunber of
i nconming streams per connection to be specified in the initial
transport handshake. Specifying SETTI NGS_MAX_ CONCURRENT STREAMS
in the SETTINGS frane is an error.

SETTINGS I NI TIAL_WNDOW SI ZE: QUIC requires both stream and
connection flow control w ndow sizes to be specified in the
initial transport handshake. Specifying
SETTINGS INITIAL WNDOW SI ZE in the SETTINGS frame is an error.

SETTI NGS_MAX FRAME SI ZE: This setting has no equivalent in HTTP/
QUIC. Specifying it in the SETTINGS frane is an error.

SETTI NGS_MAX_HEADER LI ST_SI ZE: See Section 5.2.3.2.

Settings defined by extensions to HITP/2 MAY be expressed as integers
with a nmaxi num val ue of 2732-1, if they are applicable to HTTP/ QU C,
but SHOULD have a specification describing their usage. Fields for
this purpose have been added to the | ANA registry in Section 9. 4.

7.3. HTTP/ 2 Error Codes

QUI C has the same concepts of "streant and "connection" errors that
HTTP/ 2 provi des. However, because the error code space is shared
between nul tiple conponents, there is no direct portability of HITP/ 2
error codes.

The HTTP/ 2 error codes defined in Section 7 of [RFC7/540] map to QU C
error codes as follows:

NO_ERROR (0x0): QU C_NO_ERROR

PROTOCOL_ERRCR (0x1): No single mapping. See new HTTP_MALFORMED *
error codes defined in Section 6. 1.

| NTERNAL_ERROR (0x2) HTTP_I NTERNAL_ERROR in Section 6. 1.
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FLOW CONTROL_ERROR (0x3): Not applicable, since QU C handles fl ow
control. Wuld provoke a QU C FLOW CONTROL_RECEI VED TOO MJCH_DATA
fromthe QU C | ayer.

SETTI NGS_TI MEQUT (0x4): Not applicable, since no acknow edgenent of
SETTI NGS i s defined.

STREAM CLCSED (0x5): Not applicable, since QU C handl es stream
managenent. Would provoke a QU C_STREAM DATA AFTER_TERM NATI ON
fromthe QU C | ayer.

FRAMVE_SI ZE ERROR (0x6) No single napping. See new error codes
defined in Section 6.1.

REFUSED STREAM (0x7): Not applicable, since QU C handl es stream
managenent. Woul d provoke a QUI C TOO MANY OPEN STREAMS from t he

QUI C | ayer.
CANCEL (0x8): HTTP_REQUEST_CANCELLED in Section 6. 1.

COVPRESSI ON_ERROR (0x9): HTTP_HPACK DECOVPRESSI ON_FAI LED in
Section 6. 1.

CONNECT_ERROR (0Oxa): HTTP_CONNECT ERROR in Section 6. 1.
ENHANCE_YOUR_CALM (0Oxb): HTTP_EXCESSIVE LOAD in Section 6.1.

| NADEQUATE_SECURI TY (0xc): Not applicable, since QUC is assuned to
provi de sufficient security on all connections.

HTTP_1_1 REQUI RED (Oxd): HTTP_VERSI ON_FALLBACK in Section 6. 1.

Error codes defined by HITP/ 2 extensions need to be re-registered for
HTTP/QU Cif still applicable. See Section 9.5.

8. Security Considerations

The security considerations of HTTP over QU C should be conparable to
t hose of HITP/ 2.

The nodified SETTINGS format contains nested | ength el enents, which
could pose a security risk to an uncautious inplenmenter. A SETTINGS
franme parser MUST ensure that the length of the frame exactly matches
the length of the settings it contains.
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9. | ANA Consi derati ons

9.1. Registration of HTTP/QUIC Identification String
This docunent creates a new registration for the identification of
HTTP/QUIC in the "Application Layer Protocol Negotiation (ALPN)
Protocol 1Ds" registry established in [RFC7301].
The "hqg" string identifies HITP/ QU C
Protocol: HITP over QUIC
I dentification Sequence: 0x68 0x71 ("hq")
Speci fication: This docunent

9.2. Registration of QUC Version Hnt At-Svc Paraneter
Thi s docunent creates a new registration for version-negotiation
hints in the "Hypertext Transfer Protocol (HTTP) Alt-Svc Paraneter”
registry established in [ RFC7838].
Paraneter: "quic"
Speci fication: This docunent, Section 2.1

9.3. Existing Franme Types

Thi s docunent adds two new colums to the "HTTP/ 2 Frane Type"
registry defined in [ RFC7540] :

Supported Protocols: Indicates which associ ated protocols use the
franme type. Values MJST be one of:

* “HTTP/ 2 only"
* "HTTP/ QU C only"

*  "Both"

HTTP/ QUI C Specification: Indicates where this frame’s behavior over
QU Cis defined; required if the frame is supported over QU C

Val ues for existing registrations are assigned by this docunent:
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| Frame Type | Supported Protocols | HITPIQU C Specification |
Coama L ez ey AT |
I HEADERS I Bot h I Section 5.2.1 I
I PRIORI TY I Bot h I Section 5.2.2 I
I RST_STREAM I HTTP/ 2 only I N A I
I SETTI NGS I Bot h I Section 5.2.3 I
I PUSH_PROM SE I Bot h I Section 5.2.4 I
I Pl NG I HTTP/ 2 only I N A I
I GOAVAY I HTTP/ 2 only I N A I
I W NDOW UPDATE I HTTP/ 2 only I N A I
I CONTI NUATI ON I HTTP/ 2 only I N A I
S o oo +

The "Specification" colum is renamed to "HTTP/ 2 specification" and
is only required if the frame is supported over HTTP/ 2.

9.4. Settings Paraneters

Thi s docunent adds two new colums to the "HTTP/ 2 Settings" registry
defined in [ RFC7540] :

Supported Protocols: Indicates which associ ated protocols use the
setting. Values MJST be one of:

* "HTTP/ 2 only"
*  "HTTP/ QU C only"
*  "Both"

HTTP/ QUI C Specification: Indicates where this setting s behavior
over QUICis defined; required if the frame is supported over

Qi C

Val ues for existing registrations are assigned by this docunent:
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T T - +
| Setting Name | Support ed | HTTP/QUIC |
| | Pr ot ocol s | Specification |
o m e e e e e oo oo e e e e oo oo Fom e e e e oo +
| HEADER TABLE_SI ZE | Bot h | Section 5.2.3.2 |
I I I I
| ENABLE_PUSH / [ Bot h | Section 5.2.3.2 [
| DI SABLE_PUSH [ [ [
| | | |
| MAX_CONCURRENT_STREAMS | HTTP/ 2 Only | NA [
I I I I
| I'NITIAL_W NDOW SI ZE [ HTTP/ 2 Only | NA [
I I I I
| MAX_FRAME_SI ZE [ HTTP/ 2 Only | NA [
| | | |
| MAX_HEADER LI ST_SI ZE [ Bot h | Section 5.2.3.2 [
S e O +

The "Specification" colum is renamed to "HITP/ 2 Specification" and
is only required if the setting is supported over HITP/ 2

9.5. FError Codes
Thi s docunment establishes a registry for HITP/ QU C error codes. The
"HTTP/ QUI C Error Code" registry manages a 30-bit space. The "HITP/
QUIC Error Code" registry operates under the "Expert Review' policy
[ RFC5226] .
Regi strations for error codes are required to include a description
of the error code. An expert reviewer is advised to exani ne new
registrations for possible duplication with existing error codes.
Use of existing registrations is to be encouraged, but not mandat ed.
New regi strations are advised to provide the follow ng infornation

Nane: A name for the error code. Specifying an error code nanme is
opti onal

Code: The 30-bit error code val ue.

Description: A brief description of the error code semantics, |onger
if no detailed specification is provided.

Specification: An optional reference for a specification that
defines the error code.

The entries in the following table are registered by this docunent.
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I I I I

HTTP_MALFORMED PUSH PROMSE | Ox0 | Invalid | Section 6.1 |
| C | PUSH_PROM SE | |

[ | frame [ [

I I I I

HTTP_I NTERRUPTED HEADERS | OxO0 | Inconplete | Section 6.1 |
| E | HEADERS | |

| | bl ock | |

| | | |

HTTP_SETTI NGS_ON_WRONG_STREA | 0x0 | SETTI NGS | Section 6.1 [
M | F | frane on a | |
| | request | |

| | control | |

| | stream | |

| | | |

HTTP_MULTI PLE_SETTI NGS | Ox1 | Miltiple | Section 6.1 [
| O | SETTI NGS | |

| | franes [ [

I I I I

HTTP_RST_CONTRCL_STREAM | Ox1 | Message | Section 6.1 |
| 1 | control | |

[ | stream was [ [

I | RST I I

oo e e e aeooaoo oo - oo oo e - +
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endi x B. Change Log

*RFC Editor’s Note:* Please renpove this section prior to
publication of a final version of this docunent.

Since draft-ietf-quic-http-01:

0 SETTINGS changes (#181):

* SETTINGS can be sent only once at the start of a connection; no
changes thereafter

*  SETTI NGS_ACK renoved

hop
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B. 2.

B. 3.

(0]

(0]

* Settings can only occur in the SETTINGS frame a single tine
* Bool ean format updated

Al't-Svc paraneter changed from"v" to "quic"; fornmat updated
(#229)

Cl osing the connection control stream or any nessage control
streamis a fatal error (#176)

HPACK Sequence counter can wap (#173)
0- RTT gui dance added

Quide to differences from HITP/ 2 and porting HITP/ 2 extensions
added (#127, #242)

Since draft-ietf-quic-http-00:
Changed "HTTP/ 2-over-QUI C'" to "HITP/ QUI C' throughout (#11,#29)

Changed fromusing HTTP/2 framng within Stream 3 to new frani ng
format and two-stream per-request nodel (#71,#72,#73)

Adopt ed SETTINGS format from draft-bi shop-httpbis-extended-
settings-01

Rewor ked SETTI NGS ACK to account for indeterminate inter-stream
order (#75)

Descri bed CONNECT pseudo- et hod (#95)

Updat ed ALPN token and Alt-Svc gui dance (#13, #87)
Application-layer-defined error codes (#19, #74)
Si nce draft-shade-qui c-http2- mappi ng- 00:

Adopted as base for draft-ietf-quic-http.

Updat ed authors/editors |ist.

Aut hor’ s Addr ess

M ke Bi shop (editor)
M crosoft

Emai | : M chael . Bi shop@i crosoft.com

Bi shop

Expi res Septenber 14, 2017 [ Page 27]



