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Abstract

Thi s docunment describes the gRPC Network Managenent Interface (gNM),
a networ k managenent protocol based on the gRPC franework. gNM
supports retrieval and mani pul ation of state from network el enents
where the data is represented by a tree structure, and addressabl e by
paths. The gNM service defines operations for configuration
managenent, operational state retrieval, and bulk data collection via
streanming telenetry. The authoritative gNM specification is

mai nt ai ned at [ G\M - SPEC] .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 6, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents
I ntroduction

1.
2. Term nol ogy . .
3 Prot ocol overview .

.1. Data payl oads and paths
3.2. gNM RPCs . . . .
3.2. 1. Capab|I|t|es

3.2.2. Subscribe
3.2.3.  Set
3.2.4. Get .
4. Additional operations
4.1. FError handling
4.2. gNM Extensions
5. Security Considerations
6. | ANA Considerations .
7. References

7.1. Nor mati ve references
7.2. Informative references
Appendi x A, Change sunmary . . .
A. 1. Changes between reV|S|ons —00 and 01.
Aut hors’ Addr esses

ONNOOOO0ODODOOOUITNNUITURADMWWWN

1. I nt roducti on

Thi s docunent provides an overview of gNM, a gRPC- based protocol for
state managenent on network el ements [ GRPC]. The gRPC Net work
Managenment Interface (gNM) supports nodification and retrieval of
configuration, as well as control and transmission telemetry streans
froma network element to a data collection system This allows a
single inplementation on the network elenent, as well as a single NVS
el ement to interact with the device via telenetry and configuration
RPCs.

Al'l messages within the gRPC service definition are defined as
protocol buffers (specifically proto3) [PROIg.gRPC service
definitions are described using the relevant features of the protobuf
I DL. The authoritative protobuf definition is maintained in
[G\NM - PROTQ . The current, authoritative version of the gNM
specification is available at [ G\M - SPEC] .
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gNM offers an alternative to nanagenent protocols such as NETCONF

[ RFC6241] and RESTCONF [ RFC8040] with inplenentations on devices from
mul ti pl e vendors. gNM derives a nunber of benefits from being built
on gRPC and HTTP/ 2, including nbdern security nmechani sns,
bidirectional streaning, binary framng, and a wide variety of

| anguage bindings to sinplify integration with nanagenent
applications. Wth protobuf encoding, it also provides significant

ef ficiency advantages over XM serialization with a 3 to 10 tines
reduction in data volunme (see the "Devel oper @Guide" in [PROTQ for
exanpl es). A nunber of open source tools and reference inpl enentations
are available fromthe OQpenConfig working group [ GNM-TOOLS].

2. Term nol ogy
Thr oughout this docunment the followi ng term nology is used:
o Telemetry - refers to streaning data relating to underlying
characteristics of the device - either operational state or

configuration.

o0 Configuration - elenents within the data schema which are read/
wite and can be mani pul ated by the client.

o0 Target - the device within gNM which acts as the owner of the
data that is being manipul ated or reported on. Typically this
will be a network device.

o Cdient - the device or systemusing gNM to query/nodify data on
the target, or act as a collector for telenetry data. Typically
this will be a network managenent application.

3. Protocol overview

The sections bel ow provide an overview of the gNM protoco

operations, leaving a detailed discussion to the full specification

in [ G\M - SPEC] .

3.1. Data payl oads and paths

gNM is often used to carry payl oads that contain data instances of

YANG schenas (for exanpl e based on OpenConfig nodel s [ OPENCONFI G ),

but can be used for any data with the followi ng characteristics:

1. structure that can be represented by a tree, where nodes can be

uniquely identified by a path consisting of node nanes, or node
nanes coupled with attri butes;

2. values can be serialised into a scalar object.
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Val ues may be serialised to native protobuf scalar types, structured
data types (e.g. as JSON or protobuf object), or a schema | anguage-
specific type (e.d., YANG Deci nal 64).

Data in gNM is addressed by a path, which is represented as a
structured list of elenents, each with associated attributes if
present. For exanple, the human-readabl e path
"linterfaces/interface[ nane=et hO]/confi g/ description"” is represented
as a text-encoded protobuf as:

path: <
elem <
nanme: "interfaces"
>
elem <
nane: "interface"
key: <
key: "name"
val ue: "ethoO"

>
>
elem <
nane: "config"
>
elem <
nane: "description"
>

>

For nore efficient handling of paths, gNM supports a path prefix
that is applied to every path in a nmessage. Paths in gNM are always
absol ute, constructed by concatenating the prefix with the path.

3.2. gNM RPCs

gNM is designed with a small nunber of base renote procedure calls
(RPCs) to sinplify client and target inplenmentations. This section
provi des a high-1evel overview of each RPC. Full details are

avail able in [ G\M - SPEC] .

3.2.1. Capabilities

The Capabilities RPC allows a client to interrogate a gNM target to
| earn about supported features. The primary information returned by
a target include the set of nodels it supports, the data encodi ngs
supported, and the version of the gNM protocol it is using. The
nodel infornmation is expected to be based on a published nodel
catal og [I|-D. openconfi g-net nod- nodel - cat al og] .
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3.2.2. Subscribe

Subscribe is a bidirectional streaming RPC that allows clients and
targets to send i ndependent sequences of telenetry nessages. Cdients
may subscribe to notifications for telenmetry data by specifying a
path to the desired data and a node (in addition to other

paranmeters). ¢gNM supports several nodes, but the two common use
cases are for periodically sanpled data, such as counters, and event-
driven data in which a notification is sent only when the
correspondi ng data val ue changes. In response to a subscription, the
target sends a streamof telenetry notifications that contain a

ti mestanp, path, and updated value. Miltiple updates nmay be included
in a single RPC nessage.

A streanming RPC for telenetry has the benefit of not requiring the
target to collect, stage in nenory, and serialize all of the
requested data at once. The target is able to send data as soon as
it is available, and can nmanage its resources to avoi d beconi ng
overl oaded when sending a | arge vol une of data.

3.2.3. Set

Set is a unary RPC (i.e., single request and single response) that is
sent by a client to update the state of the target. Set includes
several operation types whereby data may be updated, deleted, or
replaced. A Set RPC may include nultiple operations -- the target is
expected to treat each RPC as a transaction such that if all included
operations cannot be conpleted successfully, the target’s state is
unchanged. dients using the gNM Set RPC pre-stage a set of update
operations into a single Set RPC call, which nust be either

compl etely applied, or rolled back - elimnating the conplex, |ong-

I ived candi date changes used in other protocols.

3.2.4. Get

Get is also a unary RPC that allows clients to request an inmediate
snapshot of the current state fromthe target, specified by a path.
The target is expected to collect the data when the request is
received, and serialize it for immediate transm ssion to the client.
Where supported, gNM allows the client to specify the type of data
that should be returned (e.g., configuration state, operationa
state, etc.).

4. Additional operations

The sections bel ow describe additional features and operations in
gNM .
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4.1. Error handling

Rat her than defining application-level error messates, gNM | everages
native error handling nmechanisns in gRPC in which canonical error
codes and context information are part of the Status nessage in every
RPC. The gNM specification provides gui dance on how gNM error
condi tions shoul d be mapped to canoni cal error codes.

4.2. gNM Extensions

Wil e the base gNM protocol is deliberately limted to a set of
sinpl e operations, sonme use cases require additional paraneters that
may be only applicable in those scenarios. gNM extensions

[ G\M - EXT] define a commobn way to add new payload to gNM RPCs for
these use cases wi thout requiring changes in the core protocol

speci fication.

5. Security Considerations
gNM al |l ows access and mani pul ati on of state on network devices,
hence it requires careful consideration of security inplications
i ncludi ng authentication and authorization of RPCs. The gNM
specification [ G\M - SPEC] and conpani on docunent [ GNM - SECURI TVY]
di scuss the considerations in nore detail.

6. | ANA Consi derations

No | ANA considerations at this time. |In the future there may be a
request for a protocol registry entry and well-known port all ocation.
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Appendi x A.  Change summrary
A.1. Changes between revisions -00 and -01
0 Replaced specification content with overview material and

reference to nornmative reference to the gNM specification
docunent
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0 Updated to reflect changes in the gNM specification and
i ntroduction of gNM extensions.
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