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Abstract

Many Massively Scal ed Data Centers (MSDCs) have converged on
sinplified layer 3 routing. Furthernore, requirenments for
operational sinplicity have | ead many of these MSDCs to converge on
BGP as their single routing protocol for both their fabric routing
and their Data Center Interconnect (DCl) routing. This docunent
describes a solution which | everages BGP Link-State distribution and
the Shortest Path First algorithmsinilar to Internal Gateway
Protocols (1 GPs) such as OSPF.
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1. Introduction

Many Massively Scal ed Data Centers (MsSDCs) have converged on
simplified layer 3 routing. Furthernore, requirements for
operational sinplicity have | ead many of these MSDCs to converge on
BGP [ RFC4271] as their single routing protocol for both their fabric
routing and their Data Center Interconnect (DCl) routing.

Requi rements and procedures for using BGP are described in [ RFC7938].
Thi s docunent describes an alternative solution which | everages BGP-
LS [RFC7752] and the Shortest Path First algorithmsimlar to
Internal Gateway Protocols (IGPs) such as OSPF [ RFC2328].

[ RFC4271] defines the Decision Process that is used to select routes
for subsequent advertisenent by applying the policies in the loca
Policy Information Base (PIB) to the routes stored in its Adj-RIBs-
In. The output of the Decision Process is the set of routes that are
announced by a BGP speaker to its peers. These selected routes are
stored by a BGP speaker in the speaker’s Adj-RIBs-Qut according to

policy.

[ RFC7752] describes a mechani sm by which link-state and TE
information can be collected fromnetworks and shared with externa
components using BGP. This is achieved by defining NLRI carried
within BGP-LS AFl and BGP-LS SAFls. The BGP-LS extensions defined in
[ RFC7752] nakes use of the Decision Process defined in [ RFC4271].

Thi s docunment augments [RFC7752] by replacing its use of the existing
Deci sion Process. The BGP-LS-SPF and BGP-LS- SPF- VPN AFI/ SAFI are

i ntroduced to insure backward conpatibility. The Phase 1 and 2

deci sion functions of the Decision Process are replaced with the
Shortest Path Al gorithm (SPF) also known as the Dijkstra Al gorithm
The Phase 3 decision function is also sinplified since it is no

| onger dependent on the previous phases. This solution avails the
benefits of both BGP and SPF-based | GPs. These include TCP based
flowcontrol, no periodic link-state refresh, and conpletely
incremental NLRI advertisenent. These advantages can reduce the
overhead in MSDCs where there is a high degree of Equal Cost Milti-
Path (ECVPs) and the topology is very stable. Additionally, using a
SPF- based conputation can support fast convergence and the

comput ation of Loop-Free Alternatives (LFAs) [ RFC5286] in the event
of link failures. Furthernore, a BGP based solution lends itself to
mul ti pl e peering nodels including those incorporating route-
reflectors [ RFC4456] or controllers.
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Support for Miltiple Topol ogy Routing (MIR) as described in [ RFC4915]
is an area for further study dependent on depl oynment requirements.

1.1. BGP Shortest Path First (SPF) Mbtivation

G ven that [RFC7938] al ready describes how BGP could be used as the
sol e routing protocol in an MSDC, one night question the notivation
for defining an alternate BGP depl oyment nodel when a mature sol ution
exists. For both alternatives, BGP offers the operational benefits
of a single routing protocol. However, BGP SPF offers sonme uni que
advant ages above and beyond standard BGP di stance-vector routing.

A primary advantage is that all BGP speakers in the BGP SPF routing
domain will have a conplete view of the topology. This will allow
support of ECMP, IP fast-reroute (e.g., Loop-Free Alternatives),
Shared Ri sk Link Goups (SRLGs), and other routing enhancenents

wi t hout advertisenment of addition BGP paths or other extensions. In
short, the advantages of an | GP such as OSPF [ RFC2328] are availed in
BGP.

Wth the sinplified BGP decision process as defined in Section 5.1
NLRI changes can be dissem nated throughout the BGP routing domain
much nore rapidly (equivalent to IGPs with the proper

i mpl emrent ati on).

Anot her primary advantage is a potential reduction in NLR
advertisenent. Wth standard BGP di stance-vector routing, a single
link failure may inpact 100s or 1000s prefixes and result in the

wi t hdrawal or re-advertisenent of the attendant NLRI. Wth BGP SPF,
only the BGP speakers corresponding to the Iink NLRI need wi thdraw
the correspondi ng BGP-LS Link NLRI. This advantage will contribute
to both faster convergence and better scaling.

Wth controller and route-reflector peering nodels, BGP SPF

adverti senent and distributed conputation require a mininmal nunber of
sessions and copies of the NLRI since only the |atest verion of the
NLRI fromthe originator is required. Gven that verification of the
adj acencies is done outside of BGP (see Section 2), each BGP speaker
will only need as many sessions and copies of the NLRI as required
for redundancy (e.g., one for SPF conputation and anot her for
backup). Functions such as Optinized Route Reflection (ORR) are
supported wi thout extension by virture of the prinmary advantages.
Additionally, a controller could inject topology that is |earned
out si de the BGP routing domain.

G ven that controllers are already consum ng BGP-LS NLRI [ RFC7752],

reusing for the BGP-LS SPF | everages the existing controller
i mpl emrent ati ons.
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Anot her potential advantage of BGP SPF is that both IPv6 and | Pv4 can
be supported in the same address family using the sane topol ogy.

Al t hough not described in this version of the docunent, nulti-

t opol ogy extensions can be used to support separate |Pv4, |Pv6,

uni cast, and nulticast topol ogies while sharing the sane NLRI.

Finally, the BGP SPF topol ogy can be used as an underlay for other

BGP address families (using the existing nodel) and realize all the
above advantages. A sinplified peering nodel using |IPv6 |ink-1oca

addresses as next-hops can be depl oyed simlar to [ RFC5549].

1.2. Requirenents Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. BGP Peering Mdels

Dependi ng on the requirenments, scaling, and capabilities of the BGP
speakers, various peering nodels are supported. The only requirenent
is that all BGP speakers in the BGP SPF routing donain receive |link-
state NLRI on a tinely basis, run an SPF cal cul ati on, and update
their data plane appropriately. The content of the Link NLRI is
described in Section 4. 2.

2.1. BGP Single-Hop Peering on Network Node Connections

The sinplest peering nodel is the one described in section 5.2.1 of
[RFC7938]. In this nodel, EBGP single-hop sessions are established
over direct point-to-point |links interconnecting the network nodes.
For the purposes of BGP SPF, Link NLRI is only advertised if a

si ngl e-hop BGP session has been established and the Link-State/SPF
adddress famly capability has been exchanged [ RFC4790] on the
correspondi ng session. |f the session goes down, the NLRI wll be
wi t hdr awn.

2.2. BGP Peering Between Directly Connected Network Nodes

In this nodel, BGP speakers peer with all directly connected network
nodes but the sessions nay be nmulti-hop and the direct connection

di scovery and liveliness detection for those connections are

i ndependent of the BGP protocol. How this is acconplished is outside
the scope of this docunment. Consequently, there will be a single
session even if there are multiple direct connections between BGP
speakers. For the purposes of BGP SPF, Link NLRI is advertised as

| ong as a BGP session has been established, the Link-State/SPF
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address fanmily capability has been exchanged [ RFC4790] and the
corresponding link is up and consi dered operational

2.3. BGP Peering in Route-Reflector or Controller Topol ogy

In this nodel, BGP speakers peer solely with one or nore Route

Refl ectors [ RFC4456] or controllers. As in the previous nodel,

direct connection discovery and |iveliness detection for those
connections are done outside the BGP protocol. For the purposes of
BGP SPF, Link NLRI is advertised as long as the corresponding link is
up and consi dered operati onal

3. BCGP-LS Shortest Path Routing (SPF) SAFI

In order to replace the Phase 1 and 2 decision functions of the

exi sting Decision Process with an SPF-based Decisi on Process and
stream i ne the Phase 3 decision functions in a backward conpati bl e
manner, this draft introduces a couple AFI/SAFls for BGP LS SPF
operation. The BGP-LS-SPF (AF 16388 / SAFl TBDl1l) and BGP-LS- SPF- VPN
(AFl 16388 / SAFI TBD2) [RFC4790] are allocated by I ANA as specified
in the Section 6.

4., Extensions to BGP-LS

[ RFC7752] describes a mechani sm by which link-state and TE

i nformati on can be collected fromnetworks and shared with externa
components using BGP protocol. It contains two parts: definition of
a new BGP NLRI that describes |inks, nodes, and prefixes conprising
IGP link-state information and definition of a new BGP path attribute
(BGP-LS attribute) that carries link, node, and prefix properties and
attributes, such as the link and prefix nmetric or auxiliary Router-

| Ds of nodes, etc.

The BGP protocol will be used in the Protocol-1D field specified in
table 1 of [I-D.ietf-idr-bgpls-segnent-routing-epe]. The |ocal and
renmot e node descriptors for all NLRI will be the BGP Router-1D (TLV
516) and either the AS Nunmber (TLV 512) [RFC7752] or the BGP

Conf eder ati on Member (TLV 517)
[I-D.ietf-idr-bgpls-segnent-routing-epe]. However, if the BGP
Router-IDis known to be unique within the BG Routing domain, it can
be used as the sol e descriptor

4.1. Node NLRI Usage and Modifications
The SPF capability is a new Node Attribute TLV that will be added to

those defined in table 7 of [RFC7752]. The new attribute TLV will
only be applicable when BGP is specified in the Node NLRI Protocol ID

Patel, et al. Expires July 16, 2018 [ Page 6]



Internet-Draft BGP Protocol SPF Extensions January 2018

field. The TBD TLV type will be defined by | ANA. The new Node
Attribute TLV will contain a single octet SPF algorithmfield:

0 1 2 3
01234567890123456789012345678901
T T R e e e e s S e e ik i NI SR

Type [ Length [
B s T T ST S o i ST L o S i T ot ST S S S S
SPF Al gorithm |
B e i S s

+— 4+

The SPF Al gorithm may take the foll owi ng val ues:

1 - Nornml SPF
2 - Strict SPF

When conputing the SPF for a given BGP routing domain, only BGP nodes
advertising the SPF capability attribute will be included the
Shortest Path Tree (SPT).

4.2. Link NLRI Usage

The criteria for adverti sement of Link NLRI are discussed in
Section 2.

Link NLRI is advertised with |ocal and renote node descriptors as
descri bed above and unique link identifiers dependent on the
addressing. For I1Pv4 links, the Iinks local IPv4 (TLV 259) and
renote | Pv4 (TLV 260) addresses will be used. For IPv6 links, the
local IPv6 (TLV 261) and renote |Pv6 (TLV 262) addresses will be
used. For unnunbered links, the link local/renote identifiers (TLV
258) will be used. For links supporting having both |IPv4 and | Pv6
addresses, both sets of descriptors may be included in the sane Link
NLRI. The link identifiers are described in table 5 of [RFC7752].

The link 1GP netric attribute TLV (TLV 1095) as well as any others
required for non-SPF purposes SHOULD be advertised. Al gorithms such
as setting the nmetric inversely to the link speed as done in the OSPF
M B [ RFC4750] may be supported. However, this is beyond the scope of
thi s docunent.

4.3. Prefix NLRI Usage
Prefix NLRI is advertised with a |ocal descriptor as described above
and the prefix and length used as the descriptors (TLV 265) as

described in [RFC7752]. The prefix nmetric attribute TLV (TLV 1155)
as well as any others required for non-SPF purposes SHOULD be
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advertised. For |oopback prefixes, the netric should be 0. For non-
| oopback, the setting of the metric is beyond the scope of this
docunent .

4.4, BGP-LS Attribute Sequence- Nunber TLV

A new BGP-LS Attribute TLV to BGP-LS NLRI types is defined to assure
the nmost recent version of a given NLRI is used in the SPF
computation. The TBD TLV type will be defined by I ANA. The new BGP-
LS Attribute TLV will contain an 8 octet sequence nunber. The usage
of the Sequence Nunber TLV is described in Section 5.1

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h [
T T i i i T s . i I SR S S
| Sequence Nunber (Hi gh-Order 32 Bits) |
e T e i e S S e e  E CE o ok o
| Sequence Nunmber (Low Order 32 Bits) |
B i S S T s i S T st i S S S S S S S S i

Sequence Numnber

The 64-bit strictly increasing sequence nunber is increnented for
every version of BGP-LS NLRI originated. BGP speakers inplenmenting
this specification MIST use avail abl e mechani sns to preserve the
sequence nunber’s strictly increasing property for the deployed life
of the BGP speaker (including cold restarts). One nechanism for
acconplishing this would be to use the high-order 32 bits of the
sequence number as a wap/boot count that is increnmented anytine the
BGP Router router |loses its sequence nunber state or the | ow order 32
bits wrap.

When increnenting the sequence nunber for each self-originated NLRI,
t he sequence nunber should be treated as an unsigned 64-bit val ue.

If the |l ower-order 32-bit value waps, the higher-order 32-bit val ue
shoul d be incremented and saved in non-volatile storage. |f by sone
chance the BGP Speaker is deployed | ong enough that there is a
possibility that the 64-bit sequence nunber may wap or a BGP Speaker
completely loses its sequence nunber state (e.g, the BGP speaker
hardware is replaced), the phase 1 decision function (see

Section 5.1) rules should insure convergance, albeit, not

i medi at el y.
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5.

5.

Deci sion Process with SPF Al gorithm

The Decision Process described in [ RFC4271] takes place in three

di stinct phases. The Phase 1 decision function of the Decision
Process is responsible for calculating the degree of preference for
each route received froma Speaker’s peer. The Phase 2 deci sion
function is invoked on conpletion of the Phase 1 decision function
and is responsible for choosing the best route out of all those
avail abl e for each distinct destination, and for installing each
chosen route into the Loc-RIB. The conbination of the Phase 1 and 2
decision functions is also known as a Path vector algorithm

When BGP-LS-SPF NLRI is received, all that is required is to
determ ne whether it is the best-path by exam ning the Node-1D and
sequence nunber as described in Section 5.1. |If the best-path NLR
had changed, it will be advertised to other BGP-LS-SPF peers. |f the
attributes have changed (other than the sequence nunber), a BGP SPF
calculation will be schedul ed. However, a changed best-path can be
advertised to other peer inmediately and propagati on of changes can
approach | GP convergence tines

The SPF based Deci sion process starts with selecting only those Node
NLRI whose SPF capability TLV nmatches with the | ocal BGP speaker’s
SPF capability TLV value. Since Link-State NLRI always contains the
| ocal descriptor [RFC7752], it will only be originated by a single
BGP speaker in the BGP routing domain. These selected Node NLRI and
their Link/Prefix NLRI are used to build a directed graph during the
SPF conputation. The best paths for BGP prefixes are installed as a
result of the SPF process.

The Phase 3 decision function of the Decision Process [RFC4271] is

al so sinplified since under normal SPF operation, a BGP speaker woul d
advertise the NLRI selected for the SPF to all BGP peers with the
BGP- LS/ BGP- SPF AFI/ SAFI.  Application of policy would not be
prevented but would nornmally not be necessary.

1. Phase-1 BGP NLRI Sel ection
The rules for NLRI selection are greatly sinplified from][RFC4271].

1. If the NLRI is received fromthe BGP speaker originating the NLR
(as determ ned by the conparing BGP Router IDin the NLRI Node
identifiers with the BGP speaker Router ID), then it is preferred
over the sane NLRI from non-originators

2. |If the Sequence-Nunber TLV is present in the BGP-LS Attribute,
then the NLIR with the nost recent, i.e., highest sequence nunber
is selected. BGP-LS NLRI with a Sequence-Number TLV will be
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considered nore recent than NLRI without a BGP-LS or a BGP-LS
Attribute that doesn't include the Sequence- Nunmber TLV.

3. The final tie-breaker is the NLRI fromthe BGP Speaker with the
nunerically | argest BGP Router |D.

The nodified Decision Process with SPF al gorithmuses the netric from
Link and Prefix NLRI Attribute TLVs [ RFC7752]. As a result, any
attributes that would influence the Decision process defined in
[RFC4271] like ORIA N, MULTI_EXIT DI SC, and LOCAL_PREF attributes are
i gnored by the SPF algorithm Furthernore, the NEXT_HOP attribute

val ue is preserved and validated but otherw se ignored during the SPF
or best-path.

5.2. Dual Stack Support

The SPF based deci sion process operates on Node, Link, and Prefix
NLRI's that support both I Pv4 and | Pv6 addresses. Wether to run a
single SPF instance or multiple SPF instances for separate AFs is a
matter of a local inplenentation. Normally, |Pv4 next-hops are
calculated for 1Pv4 prefixes and | Pv6 next-hops are cal cul ated for

| Pv6 prefixes. However, an interesting use-case is deploynment of

[ RFC5549] where I Pv6 |ink-1ocal next-hops are calculated for both

I Pv4 and | Pv6 prefixes. As stated in Section 1, support for Miltiple
Topol ogy Routing (MIR) is an area for future study.

5.3.  NEXT_HOP Mani pul ati on

A BGP speaker that supports SPF extensions MAY interact with peers
that don’t support SPF extensions. |f the BGP Link-State address
famly is advertised to a peer not supporting the SPF extensions
descri bed herein, then the BGP speaker MJST conformto the NEXT_HOP
rul es nmentioned in [ RFC4271] when announci ng the Link-State address
famly routes to those peers.

Al'l BGP peers that support SPF extensions would locally conpute the
NEXT_HOP val ues as result of the SPF process. As a result, the
NEXT_HOP attribute is always ignhored on receipt. However BGP
speakers should set the NEXT_HOP address according to the NEXT_HOP
attribute rules nentioned in [ RFC4271].

5.4. NLRI Advertisenent and Convergence

A local failure will prevent a link frombeing used in the SPF
calculation due to the 1GP bi-directional connectivity requirnent.
Consequently, local link failues should always be given priority over

updates (e.g., withdrawing all routes |earned on a session) in order
to ensure the highest priority progation and optinmal convergence.
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5.

5.

Del ayi ng the wi thdrawal of non-local routes is an area for further
study as nore | GP-1ike mechani sms would be required to prevent usage
of stale NLRI.

Error Handling

When a BGP speaker receives a BGP Update containing a mal forned SPF
Capability TLV in the Node NLRI BGP-LS Attribute [RFC7752], it MJIST
ignore the received TLV and the Node NLRI and not pass it to other
BGP peers as specified in [ RFC7606]. Wen discarding a Node NLR
with mal fornmed TLV, a BGP speaker SHOULD | og an error for further
anal ysi s.

| ANA Consi der ati ons

Thi s docunent defines a couple AFlI/SAFls for BGP LS SPF operation and
requests | ANA to assign the BGP-LS-SPF AFl 16388 / SAFI TBD1 and the
BGP- LS- SPF- VPN AFlI 16388 / SAFI TBD2 as described in [ RFC4750].

Thi s docunment al so defines two attribute TLV for BGP LS NLRI. W
request 1ANA to assign TLVs for the SPF capability and the Sequence
Nunber fromthe "BGP-LS Node Descriptor, Link Descriptor, Prefix
Descriptor, and Attribute TLVsS" Registry. Additionally, IANAis
requested to create a newregistry for "BG-LS SPF Capability

Al gorithms" for the value of the algorithmboth in the BGP-LS Node
Attribute TLV and the BGP SPF Capability. The initial assignnents
are:

oo o o e e e oo +
| Val ue(s) | Assignnent Policy |
o e e oo e e e e mee—eooo- +
| O | Reserved (not to be assigned) |
I I I
| 1 | SPF [
I I I
| 2 | Strict SPF |
I I I
| 3-254 | Unassigned (I ETF Review) |
I I I
| 255 | Reserved (not to be assigned) [
oo o o e e e e +

BGP- LS SPF Capability Al gorithns
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7. Security Considerations

This extension to BGP does not change the underlying security issues
i nherent in the existing [ RFC4724] and [ RFC4271].
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