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Abst ract

Thi s docunment describes procedures to support node protection for

uni cast Label Switched Paths (LSPs) established by Label Distribution
Protocol (LDP). In order to protect a node N, the Point of Local
Repair (PLR) of N nust discover the Merge Points (MPs) of node N such
that traffic can be redirected to themin case of node N failure.
Redirecting the traffic around the failed node N depends on existing
poi nt-to-point LSPs originated fromthe PLR to the MPs while
bypassing the protected node N. The procedures described in this
docunent are topology independent in a sense that they provide node
protection in any topology so long as there is a alternate path in
the network that avoids the protected node.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
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http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn

Copyri ght and License Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunment describes procedures to support node protection for

uni cast Label Switched Paths (LSPs) established by Label Distribution
Protocol (LDP) [RFC5036]. In order to protect a node N, the Point of

Local Repair (PLR) of N nmust discover the Merge Points (MPs) of node

N such that traffic can be redirected to themin case of node N
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failure. Redirecting the traffic around the failed node N depends on
existing explicit path Point-to-Point (P2P) LSPs originated fromthe
PLR LSR to the MPs whil e bypassing node N. The procedures to setup
these P2P LSPs are outside the scope of this docunent, but one option
is to use RSVP-TE based techni ques [ RFC3209] to acconplish it.
Finally, sending traffic fromthe PLRto the MPs requires the PLRto
obtain FEC-| abel bindings fromthe MPs. The procedures described in
this docunment relies on Targeted LDP (tLDP) session [RFC5036] for the
PLR to obtain such FEC-Label bindings.

The procedure described in this docunent assunes the use of platform
wi de | abel space. The procedures for node protection described in
this docunent fall into the category of local protection. The
procedures described in this docunent apply to LDP LSPs bound to
either an IPv4 or 1 Pv6 Prefix FEC el enent. The procedures descri bed
in this docunent are topol ogy i ndependent in a sense that they
provi de node protection in any topology so long as there is a
alternate path in the network that avoids the protected node. Thus

t hese procedures provide topol ogy i ndependent fast reroute.
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1.1 Abbreviations

PLR: Point of Local Repair - the LSR that redirects the traffic to
one or nore Merge Point LSRs.

VP: Merge Point. Any LSR on the LDP-signaled (nulti-point to
point) LSP, provided that the path fromthat LSR to the
egress of that LSP is not affected by the failure of the
prot ect ed node.

tLDP: A targeted LDP session is an LDP session between non-directly
connected LSRs, established using the LDP extended di scovery
mechani sm

FEC. Forwardi ng equi val ence cl ass.
IGP: Interior Gateway Protocol

BR: Bor der Router.

3. Merge Point (MP) Discovery

For a given LSP that traverses the PLR the protected node N, and a
particul ar nei ghbor of the protected node, we'll refer to this

nei ghbor as the "next next-hop". Note that fromthe PLR s perspective
the protected node Nis the next hop for the FEC associated with that
LSP. Likew se, fromthe protected node' s perspective the next next-
hop is the next hop for that FEC. If for a given <LSP, PLR, N>
triplet the next next-hop is in the same routing subdonmain (area) as
the PLR, then that next next-hop acts as the MP for that triplet. For
a given LSP traversing a PLR and the node protected by the PLR the
PLR di scovers its next next-hops (MPs) that are in the sane routing
subdonmain (I GP area) as the PLR from | GP shortest path first (SPF)
cal cul ations. The discovery of next next-hop, depending on an

i mpl ement ati on, may not involve any additional SPF, above and beyond
what will be needed by either |1SIS or OSPF anyway, as the next next-
hop, just like the next-hop, is a by-product of SPF conputation

Al so, the PLR may discover all possible MPs fromeither its traffic
engi neeri ng database or link state database. Sone inplenentations NAY
need appropriate configuration to populate the traffic engineering
dat abase. The traffic engi neering database is populated by routing
protocol s such as 1SIS and OSPF or configured statically.

If for a given <LSP, PLR, N> triplet the node protected by the PLRis

an Border Router (BR), then the PLR and the next next-hop may end up
in different routing subdomain. This could happen when an LSP
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traversing the PLR and the protected node does not terminate in the
same routing subdomain as the PLR In this situation the PLR may not
be able to determ ne the next next-hop fromshortest path first (SPF)
cal culations, and thus may not be able to use the next next-hop as
the MP. In this scenario the PLR uses an "alternative" BR as the M
where an alternative BRis defined as follows. For a given LSP that
traverses the PLR and the (protected) BR, an alternative BRis
defined as any BR that advertises into PLR' s own routing subdomain
reachability to the FEC associated with the LSP

Note that even if a PLR protects an BR, for sone of the LSPs
traversing the PLR and the BR, the next next-hops may be in the sane
routi ng subdomain as the PLR in which case these next next-hops act
as MPs for these LSPs. Note that even if the protected node is not an
BR, if an LSP traversing the PLR and the protected node does not
termnate in the sane routing subdonmain as the PLR, then for this LSP
the PLR MAY use an alternative BR (as defined earlier), rather than
the next next-hop as the MP. Wen there are several candidate BRs for
alternative BR, the LSR MIST sel ect one BR The al gorithmused for
the alternative BR selection is a local matter but one option is to
sel ect the BR per FEC based on shortest path fromPLR to the BR

4. Constructing Bypass LSPs

As nentioned before, redirecting traffic around the failed node N
depends on existing explicit path Point-to-Point (P2P) LSPs
originated fromthe PLR to the MPs while bypassing node N. Let's
refer to these LSPs as "bypass LSPs". Wile the procedures to signa
these bypass LSPs are outside the scope of this docunent, this
docunent assumes use of RSVP-TE LSPs [ RFC3209] to accomplish it. Once
a PLR that protects a given node N discovers the set of MPs
associated with itself and the protected node, at the mninmumthe PLR
MUST (autonmatically) establish bypass LSPs to all these MPs. The
bypass LSPs MUST be established prior to the failure of the protected
node.

One coul d observe that if the protected node is not an BR and the PLR
does not use alternative BR(s) as MP(s), then the set of all the IGP
nei ghbors of the protected node forms a superset of the MPs. Thus it
woul d be sufficient for the PLR to establish bypass LSPs with all the
| GP nei ghbors of the protected node, even though sonme of these

nei ghbors may not be MPs for any of the LSPs traversing the PLR and
the protected node.

The bypass LSPs MUST avoid traversing the protected node, which neans
that the bypass LSPs are explicitly routed LSPs. O course, using
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RSVP-TE to establish bypass LSPs allows these LSPs to be explicitly
routed. As a given router may act as an MP for nore than one LSP
traversing the PLR, the protected node, and the MP, the sane bypass
LSP will be used to protect all those LSPs.

5. Obtai ning Label Mapping from MP

As nentioned before, sending traffic fromthe PLR to the MPs requires
the PLR to obtain FEC-|abel bindings fromthe MPs. The sol ution
described in this docunent relies on Targeted LDP (tLDP) session

[ RFC5036] for the PLR to obtain such nmappings. Specifically, for a
given PLR and the node protected by this PLR, at the mninmmthe PLR
MUST (automatically) establish tLDP with all the MPs associated with
this PLR and the protected node. These tLDP sessions MJST be
established prior to the failure of the protected node. One could
observe that if the protected node is not an BR and the PLR does not
use alternative BR(s) as MP(s), then the set of all the | GP neighbors
of the protected node forns a superset of the MPs. Thus it will be
sufficient for the PLRto (automatically) establish tLDP session with
all the 1 GP neighbors of the protected node - except the PLR - that
are in the sanme area as the PLR even though sone of these nei ghbors
may not be MPs for any of the LSPs traversing the PLR and the

prot ect ed node.

At the mininmumfor a given tLDP peer the PLR MIST obtai n FEC-I| abe
mappi ng for the FEC(s) for which the peer acts as an MP. The PLR MJST
obtain this mapping before the failure of the protected node. To
obtain this mapping for only these FECs and no other FECs that the
peer may maintain, the PLR SHOULD rely on the LDP Downstream on
Demand (DoD) procedures [ RFC5036]. Otherw se, without relying on the
DoD procedures, the PLR may end up receiving froma given tLDP peer
FEC- | abel mappings for all the FECs maintained by the peer, even if
the peer does not act as an MP for sone of these FECs. If the LDP DoD
procedures are not used, then for the purpose of the procedures
specified in this draft the only | abel mappings that SHOULD be
exchanged are for the Prefix FEC el ements whose PreLen value is
either 32 (1Pv4), or 128 (I Pv6); |abel mappings for the Prefix FEC

el ements with any other PrelLen val ue SHOULD NOT be exchanged.

When a PLR has one or nore BRs acting as MPs, the PLR MAY use the
procedures specified in [draft-ietf-npls-app-aware-tldp] to linit the
set of FEC-|abel nappings received fromnon-BR MPs to only the
mappi ngs for the FECs associated with the LSPs that ternminate in the
PLR s own routing subdomain (area).

6. Forwardi ng Consi derations

When a PLR detects failure of the protected node then rather than
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10.

11.

12.

swappi ng an incoming label with a |abel that the PLR received from
the protected node, the PLR swaps the incom ng |label with the |abe
that the PLR receives fromthe MP, and then pushes the | abe
associated with the bypass LSP to that MP

To minimze mcro-loop during the I GP gl obal convergence PLR nay
continue to use the bypass LSP during network convergence by addi ng
smal | delay before switching to a new path.

Synergy with node protection in nLDP

Both the bypass LSPs and tLDP sessions described in this docunent
could al so be used for the purpose of nLDP node protection, as
described in [draft-ietf-npls-m dp-node-protection].

Security Considerations

The sane security considerations apply as those for the base LDP
specification, as described in [ RFC5036] .

| ANA Consi derations

Thi s docunent introduces no new | ANA Consi derati ons.

Acknow edgenent s

We are indebted to Yakov Rekhter for nmany discussions on this topic.
We |ike to thank Hannes Gredler, Aman Kapoor, M nto Jeyananth, Eric
Rosen, WVl adi mir Blazhkun and Loa Andersson for through review of this
docunent .

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC3209] D. Awduche, et al., "RSVP-TE: Extensions to RSVP for LSP
Tunnel s", RFC3209, Decenbet 2001

[ RFC5036] Andersson, L., Mnei, |., and B. Thonas, "LDP
Speci fication", RFC 5036, October 2007

[draft-ietf-npls-app-aware-tldp] Esale, S., et al.,"Application-
aware Targeted LDP", draft-esal e-npl s-app-aware-tldp, work
i n progress.

I nformati ve References

Esale, et al. Expi res Septenber 14, 2017 [ Page 7]



| NTERNET DRAFT <draft-esal e-npl s-1 dp- node-frr> March 13, 2017

[RFC7715], 1J. Wjnands, et al., "Miltipoint LDP (nLDP) Node
Protection", RFC7715, January 2016.
Aut hors’ Addr esses

Sant osh Esal e
Juni per Networ ks
EMai | : sesal e@ uni per. net

Raveendra Torvi
Juni per Networks
EMai | : rtorvi @ uni per. net

Luyuan Fang

M crosoft

Emai | : | ufang@ri crosoft.com
Luay Jalil

Verizon

Enmail: luay.jalil @erizon.com

Esale, et al. Expi res Septenber 14, 2017 [ Page 8]



