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Abst ract

When certificates are used as credentials to attest the assignment or
owner shi p of tel ephone nunbers, some nechanismis required to convey
certificate freshness to relying parties. This docunent specifies
the use of the Online Certificate Status Protocol (OCSP) as a neans
of retrieving real-tinme status information about such certificates,
defining new extensions to conpensate for the dynam sm of tel ephone
number assi gnments.
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1. Introduction

The STIR problem statenment [ RFC7340] di scusses nmany attacks on the
t el ephone network that are enabl ed by inpersonation, including
various forns of robocalling, voicemail hacking, and swatting. One
of the nost inportant conponents of a systemto prevent inpersonation
is the inplenentation of credentials which identify the parties who
control tel ephone nunbers. The STIR certificates
[I-D.ietf-stir-certificates] specification describes a credentia
system based on [ X 509] version 3 certificates in accordance with

[ RFC5280] for that purpose. Those credentials can then be used by
STIR authentication services [|I-D.ietf-stir-rfc4474bis] to sign
PASSpor T objects [I-D.ietf-stir-passport] carried in a SIP [ RFC3261]
request.

The STIR certificates docunment specifies an extension to X 509 that
defines a Tel ephony Nunber (TN) Authorization List that may be
included by certificate authorities in certificates. This extension
provides additional information that relying parties can use when
validating transactions with the certificate. Wen a SIP request,
for exanple, arrives at a terminating administrative domain, the
calling nunmber attested by the SIP request can be conpared to the TN
Aut hori zation List of the certificate that signed the request to
determine if the caller is authorized to use that calling number in
Sl P.

Pet erson & Turner Expi res Septenber 14, 2017 [ Page 2]



Internet-Draft STIR Certs March 2017

However, there is significant dynam smin tel ephone nunber
assignnent, and due to practices |ike nunber portability, information
about nunber assignnent can suddenly become stale. This problemis
especi ally pronounced when a TN Aut hori zation List extension

associ ates a large block of tel ephone nunbers with a certificate, as
relying parties need a way to learn if any one of those tel ephone
nunmbers has been ported to a different adninistrative entity.

No specific recommendation is made in the STIR certificates docunent
for a neans of deternmining the freshness of certificates with a TN

Aut hori zation List. This docunment expl ores approaches to real-tine
status information for such certificates, and reconmends an approach

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].

3. Certificate Verification Methods

For traditional certificate status information, there are three
common certificate verification mechanisnms enpl oyed by CAs:

1. Certificate Revocation Lists (CRLs) [RFC5280] (and [ RFC6818])
2. Online Certificate Status Protocol (OCSP) [ RFC6960], and
3. Server-based Certificate Validation Protocol (SCVP) [RFC5055].

When relying on status information, the verifier needs to obtain the
status information - but before that can happen, the verifier needs
to know where to locate it. Placing the location of the status
information in the certificate nakes the certificate larger, but it
eases the client workload. The CRL Distribution Point certificate
extension includes the | ocation of the CRL and the Authority

I nformati on Access certificate extension includes the |ocation of
OCSP and/or SCVP servers; both of these extensions are defined in

[ RFC5280]. In all cases, the status information |ocation is provided
in the formof an URI

CRLs are an attractive solution because they are supported by every
CA. CRLs have a reputation of being quite large (10s of MBytes),
because CAs maintain and i ssue one nonolithic CRL with all of their
revoked certificates, but CRLs do support a variety of nechanisns to
scope the size of the CRLs based on revocation reasons (e.g., key
conmprom se vs CA conpromni se), user certificates only, and CA
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certificates only as well as just operationally deciding to keep the
CRLs small. However, scoping the CRL introduces other issues (i.e.
does the RP have all of the CRL partitions).

CAs in the STIR architecture will likely all create CRLs for audit
pur poses, but probably not for real-tinme status information. Any
such CRLs used MUST be signed with the same algorithmas the
certificate. W thus anticipate that one of the two "online" options
is preferred. Between the two, OCSP is nmuch nore w dely depl oyed and
this docunent therefore RECOMVENDS t he use of OCSP in high-vol une
environnents (HVE) for validating the freshness of certificates,
based on [ RFC6960], incorporating sone (but not all) of the

optim zations of [RFC5019].

3.1. Using OCSP with TN Auth Li st

Certificates conpliant with this specification SHOULD include a URL

[ RFC3986] pointing to an OCSP service in the Authority Information
Access (AIA) certificate extension, via the "id-ad-ocsp" accessMet hod
specified in [RFC5280]. It is RECOWENDED that entities that issue
certificates with the Tel ephone Nunber Authorization List certificate
extension run an OCSP server for this purpose. Baseline OCSP however
supports only three possible response val ues: good, revoked, or
unknown. W thout sonme extension, OCSP would not indicate whether the
certificate is authorized for a particular tel ephone nunber that the
verifier is validating.

At a high level, there are two ways that a client mght pose this
aut hori zati on question:

For this certificate, is the followi ng nunber currently inits
scope of validity?

What are all the tel ephone nunbers associated with this
certificate, or this certificate subject?

Only the forner lends itself to piggybacking on the OCSP status
mechani sm since the verifier is already asking an authority about
the certificate's status, that mechani smcan be reused instead of
creating a new service that requires additional round trips? Like
nost PKI X- devel oped protocols, OCSP is extensible; OCSP supports
request extensions (including sending nultiple requests at once) and
per-request extensions. It seens unlikely that the verifier will be
requesting authorization checks on multiple tel ephone nunbers in one
request, so a per-request extension is what is needed.

The requirenent to consult OCSP in real tine results in a network
round-trip delay, which is sonmething to consider because it will add
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to the call setup time. OCSP server inplenmentations comonly pre-
generate responses, and to speed up HTTPS connections, servers often
provi de OCSP responses for each certificate in their hierarchy. |If
possi bl e, both of these OCSP concepts shoul d be adopted for use with
STIR

3.1.1. COCSP Extension Specification

The extension nechani smfor OCSP follows X 509 v3 certificate
extensions, and thus requires an O D, a criticality flag, and ASN. 1
syntax as defined by the OD. The criticality specified here is
optional: per [RFC6960] Section 4.4, support for all OCSP extensions
is optional. |If the OCSP server does not understand the requested
extension, it will still provide the baseline validation of the
certificate itself. Mdreover, in practical STIR deploynents, the

i ssuer of the certificate will set the accessLocation for the OCSP
Al A extension to point to an OCSP service that supports this
extension, so the risk of interoperability failure due to |ack of
support for this extension is m ninal.

The OCSP TNQuery extension is included as one of the request’s
si ngl eRequest Extensions. It may al so appear in the response’s
si ngl eExt ensi ons. When an OCSP server includes a nunber in the
response’s singl eExtensions, this infornms the client that the

certificate is still valid for the nunmber that appears in the TNQuery
extension field. |If the TNQuery is absent froma response to a query
containing a TNQuery in its singl eRequest Extension, then the server
is not able to validate that the nunber is still in the scope of

authority of the certificate.
i d- pki x-ocsp-stir-tn OBJECT IDENTIFIER ::= { id-pkix-ocsp 10 }
TNQuery ::= E164Nunber

The HVE OCSP profile [ RFC5019] prohibits the use of per-request
extensions. As it is anticipated that STIRw Il use OCSP in a high-
vol ume environnent, many of the optim zations recomended by HVE are
desirable for the STIR environnent. This docunent therefore uses the
HVE optini zati ons augnented as fol |l ows:

0 |Inplenentations MIST use SHA-256 as the hashing al gorithmfor the
Cert | D.i ssuer NaneHash and the Certl|D.issuerKeyHash val ues. That
is CertlD. hashAlgorithmis id-sha256 [ RFC4055] and the val ues are
truncated to 160-bits as specified Option 1 in Section 2 of
[ RFC7093] .

0o Cdients MIST include the OCSP TNQuery extension in requests’
si ngl eRequest Ext ensi ons.
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0 Servers MJIST include the OCSP TNQuery extension in responses’
si ngl eExt ensi ons.

0 Servers SHOULD return responses that woul d otherwi se have been
"unknown" as "not good" (i.e., return only "good" and "not good"
responses).

o Cients MIST treat returned "unknown" responses as "not good".

o |If the server uses ResponderID, it MJST generate the KeyHash using
SHA- 256 and truncate the value to 160-bits as specified in Option
1in Section 2 of [RFC7093].

0 |Inplenmentati ons MIST support ECDSA using P-256 and SHA-256. Note
that [ RFC6960] requires RSA with SHA-256 be supported.

0 This renpoves the requirenent to support SHA-1, RSA with SHA-1, or
DSA with SHA-1.

OCSP responses MJST be signed using the sanme algorithmas the
certificate being checked.

To facilitate matching the authority key identifier values found in
CA certificates with the KeyHash used in the OCSP response,
certificates conpliant with this specification MJST generate
authority key identifiers and subject key identifiers using the
SHA- 256 and truncate the value to 160-bits as specified in Option 1
in Section 2 of [RFC7093].

Ideally, once a certificate has been acquired by a verifier, sone
sort of asynchronous mechani smcould notify and update the verifier
if the scope of the certificate changes so that verifiers could

i npl ement a cache. VWhile not all possible categories of verifiers
could i npl enent such behavior, sonme sort of event-driven notification
of certificate status is another potential subject of future work.
One potential direction is that a future SIP SUBSCRI BE/ NOTI FY- based
accessMethod for Al A might be defined (which would also be applicable
to the nmethod described in the followi ng section) by sone future
speci fication.

4. | ANA Consi derations
Thi s docunment nakes use of object identifiers for the TN-HVE OCSP
extension in Section 3.1.1 and the ASN.1 nodule identifier defined in

Appendix A. It therefore requests that the | ANA nmake the follow ng
assi gnnents:
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8.

TN- HVE OCSP extension in the SM Security for PKIX Online Certificate
Status Protocol (OCSP) registry: http://ww.iana.org/assignnments/sm -
number s/ smi - nunber s. xht m #sm - nunbers-1.3.6.1.5.5.7.48.1

Privacy Consi derations

Querying for real-tinme status information about certificates can

all ow parties nonitoring conmunications to gather information about
relying parties and the originators of conmunications.

Unfortunately, the TNQuery extension adds a new field that could
potentailly be nonitored by OCSP eavesdroppers: the calling tel ephone
nunber provides a specific piece of additional data about the

ori gi nator of comunications. Using OCSP over TLS is one potenti al
counternmeasure to this threat, as described in [ RFC6960]

Appendi x A 1.

Another way to mitigate |eaking infornmation about relying parties is
to use OCSP stapling. Strategies for stapling OCSP [ RFC6961] have
beconme common in sone web PKI environments as an optinizati on which
all ows web servers to send up-to-date certificate status information
acquired fromQOCSP to clients as TLS is negotiated. A simlar
mechani sm coul d be inplenented for SIP requests, in which the

aut hentication service adds status information for its certificate to
the SIP request, which would save the verifier the trouble of
performing the OCSP dip itself. Especially for high-volune

aut hentication and verification services, this could furthernore
result in significant performance inprovenents. This would however
require work on a generic SIP capability to carry OCSP stapl es that
is outside the scope of this docunent.

Security Considerations
This docunment is entirely about security. For further information on
certificate security and practices, see [ RFC5280], in particular its
Security Considerations. For OCSP-rel ated security considerations
see [ RFC6960] and [ RFC5019].
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Appendi x A, ASN. 1 Modul e

Thi s appendi x provides the normative ASN. 1 [ X. 680] definitions for
the structures described in this specification using ASN. 1, as
defined in [ X 680] through [ X 683].

The nmodul es defined in this docunent are conpatible with the nost
current ASN. 1 specification published in 2015 (see [X. 680], [X 681],
[ X.682], [X.683]). None of the newy defined tokens in the 2008
ASN. 1 (DATE, DATE-TIME, DURATI ON, NOT- A-NUMBER, O D-IRI, RELATI VE-
ODIR, TIME, TIME-OFDAY)) are currently used in any of the ASN. 1
specifications referred to here.

This ASN. 1 nodul e inports ASN. 1 from [ RFC5912].

[TODO this ASN. 1 nodule is a stub and needs to be redone!]

Pet erson & Turner Expi res Septenber 14, 2017 [ Page 10]



Internet-Draft STIR Certs March 2017

TN Modul e-2016- 2 {

iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)

i d- nod-t n- nodul e(88) }

DEFI NI TIONS EXPLICI T TAGS ::= BEG N
| MPORTS
i d-ad, id-ad-ocsp, id-pe -- From [ RFC5912]

FROM PKI X1Expl i cit-2009 {
i so(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani snms(5) pkix(7) id-nmod(0) id-nod-pkixl-explicit-02(51) }

EXTENSI ON -- From [ RFC5912]
FROM PKI X- CormonTypes- 2009 {

iso(l) identified-organization(3) dod(6) internet(1)

security(5) nechani sns(5) pkix(7) id-nmod(0)

i d- nod- pki xConmmon- 02(57) }

i d- pki x-ocsp OBECT | DENTI FIER :: = id-ad-ocsp

-- Tel ephone Number Query OCSP Extension

re-ocsp-tn-query EXTENSION ::= {

SYNTAX TNQuery | DENTI FI ED BY i d- pki x-ocsp-stir-tn }

TNQuery ::= E164Numnber

i d- pki x-ocsp-stir-tn OBJECT I DENTIFIER ::= { id-pkix-ocsp 10 }
END
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