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Abstract

I deal | y, network applications should be able to select an appropriate
transport solution from anmong avail abl e transport sol utions.

However, at present, there is no agreed-upon way to do this. In
fact, there is not even an agreed-upon way for a source end host to
determne if there is support for a particular transport along a
network path. This draft addresses these issues, by proposing a
Happy Eyeballs franmework. The proposed Happy Eyebal I s franmework
enabl es the selection of a transport solution that according to
application requirenents, pre-set policies, and estimted network
conditions is the nost appropriate one. Additionally, the proposed
framework makes it possible for an application to find out whether a
particul ar transport is supported along a network connection towards
a specific destination or not.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 3, 2017
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Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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the Trust Legal Provisions and are provided without warranty as
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1. Definitions

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Introduction

Information services on the Internet cone in varying forms, such as
web browsing, ermail, and on-demand nultinedia. The main notivation
behi nd the design of next-generation computer and conmuni cati ons
networks is to provide a universal and easy access to these various
types of information services on a single nulti-service Internet.
This nmeans that all fornms of comunications, e.g., video, voice, data
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and control signaling, along with all types of services -- fromplain
text web pages to multinmedia applications -- are bonded in a single-
service platformthrough Internet technology. To enable the next-
generation networks, the TAPS Wrking G oup suggests a decoupling

bet ween the transport service provided to an application, and the
transport stack providing this transport service: An application
requests an appropriate transport service on the basis of its
transport requirenments, and the avail able transport stack that best
meets these requirenents is selected. 1n case the nost preferred
transport stack is not supported along the network path to the
destination, or is not supported by the end host, a | ess-preferred
transport stack is selected instead. As a way to realize the

sel ection of transport stacks, this docunent suggests a
general i zation of the Happy Eyeballs (HE) mechani sm proposed in W ng
et al. [RFC6555] which addresses the selection of conplete transport
solutions, and which lends itself to arbitrary transport selection
criterias. The proposed HE nmechani smtargets connection-oriented
transport solutions, and connectionless transport solutions provided
they offer sone reasonable way to determnmine their successful use

bet ween endpoi nt s.

The HE nechani smwas introduced as a neans to pronote the use of dua
networ k stacks. Dual-stack client applications should be encouraged
to try setting up connections over IPv6 first, and fall back to using
I Pv4 if | Pv6 connection attenpts fail. However, serializing tests
for 1Pv6 and | Pv4 connectivity can result in |arge connection
|atencies. HE for IPv6 nminimzes the cost in delay by parallelizing
attenpts over IPv6 and I Pv4d. HE has al so been proposed as an
efficient way to find out the optinal conbination of |Pv4/lPv6 and
TCP/ SCTP to use to connect to a server

[1-D. wi ng-tsvwg-happy-eyebal | s-sctp]. The HE franmework suggested in
this docunment could be seen as a natural continuation of this

pr oposal

3. Probl em St atenent

Currently, there is no agreed-upon way for a source end host to

sel ect an appropriate transport service for a given application. In
fact, there is no common way for a source end-host to find out if a
transport stack is supported along a network path between itself and
a destination end host. As a consequence, it has becone increasingly
difficult to introduce new transport stacks, and severa

applications, including many web applications, run over TCP although
there are other transport protocols that better nmeet the requirements
of these applications.
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4.

The Happy Eyebal | s Franewor k
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Figure 1: The Happy Eyebal | s FrameworKk.

The general i zed HE mechani sm proposed in this draft is carried out
within the framework depicted in Figure 1. It conprises the
fol |l owi ng steps:

1.

The Policy Managenment conponent takes as input application
requirenents fromthe TAPS API, stored information about previous
connection attenpts (e.g., whether previous connection attenpts
succeeded or not), and network conditions and configurations. On
the basis of this input and the policies configured in the
system the Policy Managenent conponent creates a list of

candi date transport solutions, L, sorted in decreasing priority
order. To be conpliant with RFC 6555 [ RFC6555], the Policy
Managenment conponent SHOULD, in those cases there are no policies
telling otherwi se, followi ng the host’s address preference,
somet hi ng whi ch usually means giving preference to | Pv6 over

| Pv4.

It is the responsibility of the Transport Probing conponent to
sel ect the nost appropriate transport solution. This is done by
initiating connection attenpts for each transport solution on L.
To m ninize the nunmber of connection attenpts that are initiated,
the Transport Probi ng conponent SHOULD cache the outcome of
connection attenpts in a repository kept by the Policy Managenent
conmponent. The Policy Managenment conponent SHOULD in turn only

i nclude those transport solutions on L that have not been
previously attenpted, have valid successful connection-attenpt
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5.

5.
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1.

cache entries, or have previously been attenpted but whose cached
connection-attenpt entries have expired. Cached connecti on-
attenpt results SHOULD be valid for a configurable anmount of tinme
after which they SHOULD expire and have to be repeated. The
transport solutions on L are initiated in priority order. The
difference in priority between two consecutive candidates, Cl and
C2, is translated according to sonme criteria to a delay, D D
then governs the delay between the initiation of the connection
attenpts Cl and C2.

After the initiation of the connection attenpts, the Transport

Pr obi ng conponent waits for the first or w nning connection to be
est abl i shed, which becones the selected transport solution. For
the Transport Probing conponent to be able to efficiently use the
connection-attenpt cache, already-initiated, non-w nning
connection attenmpts SHOULD be given a fair chance to conplete.

In that way, the connection-attenpt cache will be provided with a
fairly accurate know edge of which transport sol utions work and
does not work against frequently visited transport endpoints.
Moreover, it MAY be beneficial to let those transport solutions
whi ch have a higher priority than the wi nning transport solution
live a predeterm ned amount of tine after their establishnent,
since this enables the reuse of already established connections
in later application requests.

Desi gn and | npl enentati on Consi derations
This section discusses inplenmentation issues that should be
consi dered when a HE nechanismis designed and inplenented on the
basis of the HE framework proposed in this docunent.

Candi date Li st Ceneration
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Figure 2: Principle Design of the NEAT Happy Eyebal | s FraneworKk.

There are several ways in which the list of candidate transport
solutions, L, could be created by the Policy Managenent conponent.
For exanple, L could be a list of all available transport solutions
in an order that, except for follow ng the host’s address preference,
is arbitrary; another, nore sophisticated, way of creating the list
of candidate transport solutions is the one enployed by the NEAT
System

The NEAT Systemis devel oped as part of the EU Horizon 2020 project,
"A New, Evolutive APl and Transport-Layer Architecture for the
Internet" (NEAT) [ NEAT-Webb], and ains to provide a flexible and
evol vabl e transport systemthat aligns with the charter of the TAPS
Wirking Goup. In the NEAT System [NEAT-Gt], the HE framework is
realized as shown in Figure 2. As follows, the Policy Managenent
component conprises three conponents in the NEAT HE framework: a
Policy Manager (PM, a Policy Information Base (PIB), and a
Characteristics Information Base (CIB). PIBis a repository that
stores a collection of policies that map application requests to
transport solutions, i.e., nap application requests to appropriately
configured transport protocols, and CIBis a repository that stores
i nformation about previous connection attenpts, avail abl e network
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i nterfaces, supported transport protocols etc. The PMtakes as input
application requirenents fromthe TAPS APl, and information from Pl B
and CIB. On the basis of this input, the PMcreates L.

5.2. Caching

As pointed out in RFC 6555 [ RFC6555], a HE al gorithm should not waste
net wor ki ng resources by routinely maki ng simultaneous connection
attenpts. To this end, the HE al gorithm should cache the outcone of
previ ous connection attenpts to the sane peer. The cache lifetine is
consi dered system dependent and shoul d be set on a case-by-case
basis. The inpact and efficiency of the HE al gorithm have been

eval uated in [Papastergi oul6]. The paper suggests that caching
significantly reduces the CPU | oad i nposed by a HE nechanism |t

al so indicates that the internal -nenory footprint of a HE nmechani sm
is essentially the same as for single-flow establishnents.

5.3. Concurrent Connection Attenpts

As nentioned in Section 4, it is the responsibility of the Transport
Pr obi ng conponent to choose the npbst appropriate transport solution
on the list of candidate transport solutions, L. Oten this inplies
that several transport solutions need to be tried out, sonething

whi ch should not be carried out sequentially, but concurrently or
partly overl appi ng depending on the transport-solution priorities.
The way this is done is inplenentation dependent and varies between
platforns. The NEAT library [NEAT-Gt], which inplenments the HE
framework herein, is built around the Iibuv asynchronous I/O library
[LIBUV] and uses an event-based concurrency nodel to realize the
concurrent initialization of connection attenpts. The rationale
behi nd using an event-based concurrency nodel is at |east twofold:
The first is that correctly managi ng concurrency in multi-threaded
applications can be challenging with, for exanple, mssing |ocks or
deadl ocks. The second is that nulti-threading typically offers
little or no control over what is scheduled at a given nonent in
time. Gven the conplexity of building a general -purpose schedul er
that works well in all cases, sonmetimes the OS will schedule work in
a manner that is less than optimal. Those in favor of threads argue
that threads are a natural extension of sequential programmng in
that it maps work to be executed with individual threads. Threads
are also a well-known and understood parts of OSes, and are nmandatory
for exploiting true CPU concurrency.

6. Exanpl e Happy Eyeballs Scenario
Consi der a scenario in which an | Pv6-enabl ed client using the NEAT

System wi shes to setup a connection to a server. Assune both the
client and server support SCTP and TCP. The Policy Managenent is
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10.

queried about feasible transport solutions to connect to the server
In the NEAT System this results in PMretrieving information about
net wor k connections against this server fromthe CIB, e.g., supported
transport protocols and the outcone of previous connection attenpts.
In our scenario, the PMlearns fromthe CIB that the server supports
SCTP and TCP, and, for the sake of this exanple, let us assume that
the PMis also informed that previous connection attenpts agai nst
this server, using both SCTP and TCP, were successful. Next, the PM
retrieves applicable policies fromthe PIB, and conbi nes these
policies with the previously retrieved CIB information. W assune in
this exanple that the SCTP transport solution has a higher priority
than the TCP solution. As a next step, the PM puts together the
feasi bl e candi date transport solutions in a list with SCTP over |Pv6
pl aced at the head of the Iist foll owed by TCP over |Pv6, and
supplies this list to the Transport Probing conponent. The Transport
Pr obi ng conponent traverses the candidate list, and initiates a
connection attenpt with SCTP agai nst the server followed after a
short while (governed by the difference in priorities between the
SCTP and TCP transport solutions) by a connection attenpt with TCP
agai nst the server. |In our exanple, assume both connection attenpts
are successful, however, the SCTP connection attenpt conpletes before
the TCP attenpt. The Transport Probi ng conponent caches in the CIB
the SCTP connection attenpt as successful, and returns the SCTP
connection as the w nning connection. Wen the TCP connection is
established sone time later, the Transport Probing component caches
that connection attenpt as successful as well.

| ANA Consi derati ons
XX RFC ED - PLEASE REMOVE THI S SECTI ON XXX
This meno includes no request to | ANA
Security Considerations
Security will be considered in future versions of this docunent.
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