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Abst r act

This draft docunents a known problemin the TRILL tree construction
mechani sm and of fers an approach requiring no change to the TRILL
protocol in order to solve the problem

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this docunent is unlimted. Comments should be sent
to the authors or the TRILL working group nailing |ist:
trill @etf.org.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at

http://ww. ietf.org/lid-abstracts.htm. The list of Internet-Draft
Shadow Directories can be accessed at

http://ww.ietf.org/shadow htm .

Term nol ogy and Acronyns.
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119].
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1. Introduction.

TRILL is a data center technology that uses link-state routing

mechani sms in a layer 2 setting, and serves as a repl acenent

for spanning-tree. TRILL uses trees rooted at pre-determn ned nodes

as a way to distribute nmulti-destination traffic. Milti-destination
traffic includes traffic such as |ayer-2 broadcast franes, unknown

uni cast flood franes, and layer 2 traffic with nmulticast MAC
addresses (collectively referred to as BUMtraffic). Milti-destination
traffic is typically hashed onto one of the available trees and sent
over the tree, potentially reaching all nodes in the network (hosts
behi nd whi ch may own/need t he packet in question).



2. Tree construction in TRILL.

Tree construction in TRILL is defined by [ RFC6325], with additiona
corrections defined in [ RFC7780] .

The tree construction nmechanismused in TRILL codifies

certain tree construction steps which nake the resultant trees

very brittle. Specifically, the parent selection nechanismin TRILL
causes problenms in case of node failures. TRILL uses the following rule
- when constructing an SPF tree, if there are nultiple possible

parents for a given node (i.e. if multiple upstream nodes can
potentially pull in a given node during SPF, all at the same

cumul ative cost, then the parent selection is inposed in the

foll owi ng manner):

[ RFC6325] :

"When building the tree nunber j, remenber all possible

equal cost parents for node N. After calculating the entire "tree
(actual ly, directed graph), for each node N, if N has 'p’ parents,
then order the parents in ascending order according to the

7-octet 1S-1S ID considered as an unsi gned integer, and nunber them
starting at zero. For tree j, choose N s parent as choice j nod p."

There is an additional correction posted to this in [ RFC7780]:
[ RFC7780], Section 3.4:

"Section 4.5.1 of [RFC6325] specifies that, when building
distribution tree nunber j, node (RBridge) N that has multiple
possi ble parents in the tree is attached to possible parent
nunber | nod p. Trees are nunbered starting with 1, but possible
parents are nunbered starting with 0. As a result, if there are
two trees and two possible parents, then in tree 1 parent 1 will
be selected, and in tree 2 parent 0 will be sel ected.

This is changed so that the selected parent MIST be (j-1) nod p. As
aresult, in the case above, tree 1 will select parent 0, and tree 2
will select parent 1. This change is not backward conpatible with
[RFC6325]. If all RBridges in a canpus do not determ ne distribution
trees in the same way, then for nost topologies, the RPFC will drop
many nul ti-destination packets before they have been properly
delivered.”

3. Issues with the TRILL tree construction al gorithm

Wth this tree construction nmechanismin nmnd,let’s |ook at

t he Spi ne-Leaf topol ogy presented bel ow and consi der the

calculation of Tree nunber 2 in TRILL. Assune all the links in the tree
are at the sanme cost.
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Assume that in the above topol ogy, when ordered by 7-octet 1SISid,



1 <2 <3 holds and that the root for Tree number 2 is A Gven the
ordered set {1, 2, 3} , these nodes have the following indices (with a
starting index of 0):

Node | ndex
1 0
2 1
3 2

G ven the SPF constraint and that the tree root is A  the parent for
nodes 1,2, and 3 will be A However, when the SPF algorithmtries to
pull Bor Cinto the tree, we have a choice of parents, nanely 1, 2,

or 3.

Gven that this is tree 2, the parent will be the one wth index
(2-1) mod 3 (which is equal to 1). Hence the parent for node B will be
node 2.

/1\

However, due to TRILL's parent selection algorithm the sub-tree
rooted at Node 2 will be inpacted even if Node 1 or Node 3
go down.

Take the case where Node 1 goes down. Tree 2 nust now be

re-conputed (this is nornmal) - but now, when the SPF conputation is
underway, when the SPF process tries to pull in B, the list of
potential parents for B now are {2 and 3}. So, after ordering these
by 1SIS-1d as {2, 3} (where 2 is considered to be at index of 0 and 3
is considered to be at index 1), for tree 1, we apply TRILL's fornul a
of :

Parent’s index = (TreeNunber-1) nod Nunber_of parents.
(2-1) nod 2

1 nod 2

1 (which is the index of Node 3)

The re-calcul ated tree now | ooks as shown bel ow. The shift in
parent nodes (for B) may cause disruption to live traffic in the
network, and is unnecessary in absolute terns because the existing
parent for node B, node 2, was not perturbed in any way.

Aside fromthe disruption posed by the change in the tree |inks,
dependi ng upon how the concerned rbridges stripe vlans/FGs across
trees and how they nay prune these, additional disruption is possible
if the forwarding state on the new parent rbridge is not prinmed to
mat ch the new tree structure. This churn could sinply be avoided

with a better approach.

The parent shift issue noted above can be sol ved by using



the Affinity sub-TLV.

While the technique identified in this draft has an i nmedi ate benefit
when applied to spine/leaf networks popular in data-center designs,
not hing in the approach outlined bel ow assunes a spi ne-1eaf network.
The techni que presented below will work on any connected graph
Furthernmore, no directional symmetry in |ink-cost is assuned.

4, Solution using the Affinity sub-TLV.

At a high level, this problemcan be solved by having the affected
parent send out an Affinity sub-TLV identifying the children for
which it wants to preserve the parent-child relationship, subject to
networ k events which may change the structure of the tree. The

af fected parent node would send out an Affinity sub-TLV with
multiple Affinity records, one per child node, listing the

concerned tree numnber.

It would be sufficient to have a |l ocal configuration option (e.g.

a CLI) at one of the nodes which is deened to be the parent of
choice (referred to as designated parent below). The follow ng steps
provide a way to inplenment this proposal

a. The operator locally configures the designated parent to indicate
its stickiness in tree construction for a specific tree nunber
and tree root via the Affinity sub-TLV. This can be done before
tree construction if the operator consults the 7 octet ISIS-ID

relative ordering of the concerned nodes and deci des up-front which

of the potential parent nodes should beconme the parent node for a
given set of children on that tree nunber under the TRILL tree
construction mechani sm The operator MJST configure the

desi gnat ed parent stickiness on only one node anongst a set of
sibling (potential parent) nodes relative to the tree root for
that tree nunmber. It is suggested that the parent stickiness be
configured on the node that woul d have been selected as the
parent under default Trill parent selection rules. Parent

sticki ness MJUST NOT be configured on the root of the tree, or

if configured previously on a non-root node with the root for
that tree shifting to that node subsequently, such configuration
MUST be ignored on the root node.

b. On any subsequent SPF cal cul ation after the operator configures
the designated parent as indicated above, when the designated
parent node finds that it could be a potential parent for one or

nmore child nodes during tree construction, it declares itself to be

the parent for the concerned child nodes, over-riding the default
TRILL parent selection rules. The configured node advertises its
parent preference via the Affinity sub-TLV when it conpletes a
tree calculation, and finds itself the parent of one or nore child
nodes per the SPF tree calculation. The Affinity sub-TLV MJST
reflect the appropriate tree nunber and the child nodes for which
the concerned node is a parent node. The Affinity sub-TLV SHOULD
be published when the tree conmputation is deenmed to have
converged (nore on this under d. bel ow).

c. Likew se, when any change event happens in the network, one which

forces a tree re-calculation for the concerned tree, the designated

parent node should run through the normal TRILL tree cal cul ation
agnostic of the fact that it has published an Affinity sub-TLV as
wel|l as agnostic of the default TRILL tree selection rules i.e the
node asserts its right to be a parent without directly referencing
either the default Trill parent selection rules or its own

published Affinity sub-TLV in establishing parent relationships.

d. During the SPF tree cal cul ation, the designated parent node shoul d
react in the foll owi ng manner:



Vi .

If the node is a potential parent for sonme of the

children identified in an existing Affinity sub-TLV, if any,
after convergence of the tree conputation, the node MJUST send
out an (updated) Affinity sub-TLV identifying the correct
sub-set of children for which the node aspires to
establish/continue the parent relationship. This case would
al so apply if there are new child nodes for which the node is
now a parent (however, see the conflicted Affinity sub-TLV
rules in vii and j. bel ow).

For its own tree conmputation, the designated parent node

MUST use itself as parent in order to pull the set of children
identified during the SPF run into the tree, barring a
conflicting affinity sub-TLV seen from anot her node (see

vii. below for handling this case).

If the tree structure changes such that the designated node is
no |l onger a potential parent for any of the child nodes in the
advertised Affinity sub-TLV, then it SHOULD retract the
Affinity sub-TLV, upon convergence of the tree conputation

In this case, the default TRILL tie-break rule would need to be
used during SPF construction for the nodes that were children
of this designated node previously. One specific case may be
worth high-lighting - if a parent-child relationship inverts
i.e. if the designated parent becones a child of its fornmer
child node due to a change in the tree structure, it MJST
exclude that child fromits Affinity sub-TLV. In such case, if
t he desi gnated parent node cannot naintain a parent
relationship with any of its prior child nodes, then it MJST
retract any previously published affinity sub-TLV.

Nodes SHOULD use a convergence tinmer to track conpletion

of the tree conputation. If there are any additional tree
comput ations while the convergence tiner is running, the

timer SHOULD be re-started/extended in order to absorb the
interimnetwork events. It is possible that the intended action
at the expiration of the tinmer nmay change neanwhile. The

tinmer needs to be large enough to absorb multiple network
events that may happen due to a change in the physical state

of the network, and yet short enough to avoid del aying the
update of the Affinity sub-TLW.

At the expiration of the convergence tinmer, the existing state
of the tree MJUST be conpared with the existing Affinity
sub-TLV and the intended change in the status of the Affinity
sub-TLV is carried out e.g. a fresh publication, or an update
to the list of children, or a retraction.

Alternately, the above steps (re-examnation of the Affinity
sub- TLV and update) MAY be tied to/triggered fromthe downl oad
of the tree routes to the L2 RIB, since that typically happens
upon a successful conputation of the conplete tree. An
additional stabilization tiner could be used to counteract
back-to-back L2 RI B downl oads due to repeated conputations of
the tree due to a burst of network events.

Note that this approach may cause an additional tree conputation
at renote nodes once the updated Affinity sub-TLV (or |ack of
it) is received/ perceived, beyond the network events which | ed
up to the change in the tree. In the case where an operator

i ntroduced a designated parent configuration on an existing
tree, then renote nodes would need to receive the Affinity
sub-TLV indicating the designated parent’s Affinity for its
children before the renpte nodes shift away fromthe default
TRILL parent selection rules. However, in nost cases, in steady
state, this mechani smshould cause very little tree churn unless



a designated parent configuration was introduced, renoved, or

a link between the designated parent and its children changed

state. In cases where the network change event originated on

t he designated parent node, it nmay be possible to optinize on

the churn by packing both the data bearing the network change
event and the Affinity sub-TLV into the same |ink-state update
packet .

vii. In situations where the designated parent node woul d

normally originate an affinity sub-TLV to indicate affinity

to a specific set of child nodes, it MJST NOT originate an
Affinity sub-TLV if it sees an Affinity sub-TLV from sone

ot her node for the sane tree nunber and for all of the sane
chi |l d-nodes, such that the other node’'s Affinity sub-TLV woul d
win using the conflict tie-break rules in section 5.3 of
[RFC7783]. Any existing Affinity sub-TLV already published

by this node in such a situation MJST be retracted. If only
some of the child nodes overlap between the two conflicting
Affinity sub-TLVs, then this designated parent node NAY
continue to publish its affinity sub-TLV listing its child
nodes that are not in conflict with the other Affinity sub-TLV.
O her guide-lines listed in [RFC7783] MJST be adhered to as
well - the originator of the Affinity sub-TLV nust nane only
directly adjacent nodes as children, and nmust not nane the
tree root as a child.

Situations where the node advertising the Affinity sub-TLV dies
or restarts SHOULD be handl ed using the normal handling for such
scenarios relating to the parent Router Capability TLV, and as
specified in [ RFC4971].

Situations where a parent-child link directly connected to the
desi gnated parent node constantly flaps, MJST be handl ed

by having the designated parent node retract the Affinity
sub-TLV, if it affects the parent-child relationships in

consi deration. The long-termstate of the Affinity sub-TLV can
be nmonitored by the designated parent node to see if it is being
published and retracted repeatedly in nultiple iterations or
if a specific set of children are being constantly added and
renoved. The desi gnated parent nay resune publication of the
Affinity sub-TLV once it perceives the network to be stable
again in the future.

If the designated parent node is forced to retract its Affinity
sub-TLV due to a change in the tree structure, it can then repeat
these steps in a subsequent tree construction, if the sane node
becones a parent again, so long as it perceives its parent-child
links to be stable (free of |ink/node flaps).

In ternms of nodes that do not support this draft, they are
expected to seam essly inter-operate with this draft, so |l ong as

t hey understand and honor the Affinity sub-TLV. The draft assunes
that nost TRILL inplenentati ons now support the Affinity sub-TLV.
In any case, the guide-lines specified in section 4.1 of [ RFC7783]
MUST be used i.e. if all nodes in the network do not support the
Affinity sub-TLV then the network nust default to the Trill parent
sel ection rules.

Renot e nodes MUST default to the Trill parent selection rules
if they do not see an Affinity sub-TLV sent by any node in the
net wor k.

At renote nodes, conflicting Affinity sub-TLVs fromdifferent
originators for the sane tree nunber and child node MJUST be
handl ed as specified in section 5.3 of [RFC7783], namely by
selecting the Affinity sub-TLV originated by the node with the

hi ghest priority to be a tree root, with System|D as tie-breaker



5. Network wi de sel ection of conputation algorithm

The proposed sol uti on above does not need any operational change to the
TRILL protocol, beyond the usage of the Affinity sub-TLV (which is
already in the proposed standard) for the use case identified in

this draft.

6. Relationship to draft-ietf-trill-resilient-trees.
Gven that both draft-ietf-trill-resilient-trees, and
draft-rp-trill-parent-selection-03 drafts use the Affinity sub-TLV,

it is worthwhile to exanmine if there is any functional overlap
between the two drafts. At a high level, the two drafts have different
goal s and appear to solve unrel ated probl ens.

draft-ietf-trill-resilient-trees relates to link protection, and
defines the notion of a primary distribution tree and a backup
distribution tree (DT), where these trees are intentionally kept |ink
disjoint to the extent possible, and the backup tree is pre-programed
in the hardware, and activated either up front or upon failure of the
primary distribution tree.

On the other hand, draft-rp-trill-parent-selection-03 protects
parent-child rel ationships of interest on the primary DI, and has
no direct notion of a backup DT

draft-ietf-trill-resilient-trees considers the follow ng algorithnic
approaches to the building the backup distribution tree (section
nunbers listed below are fromdraft-ietf-trill-resilient-trees):

1. Operator hand-configuration for links on the backup DT/ manua
generation of Affinity sub-TLV - this is very tedious and unlikely
to scale or be inplenented in practice, and hence is disregarded
in the analysis here.

2. Section 3.2.1.1a: Use of MRT algorithnms (which will produce conjugate
trees - link disjoint trees with roots for prinmary and backup trees
that are coincident on the sane rBridge).

3. Section 3.2.1.1b: Once the primary DT is constructed, the links
used in the primary DT are additively cost re-weighted, and a
second SPF is run to derive the |links conprising the backup DT
Affinity sub-TLV is used to mark links on the back-up DT which are
not also on the prinmary DT. This approach can handl e conjugate
trees as well as non-conjugate trees (link disjoint trees that are
rooted at different rBridges).

4. Section 3.2.2: Avariation on the section 3.2.1.1b approach, but
wi thout Affinity sub-TLV advertisenent. Once the primary DT is
constructed, costs for links on the prinmary DT are nultiplied by a
fixed multiplier to prevent themfrom being selected in a
subsequent SPF run, unless there is no other choice, and the
subsequent SPF yields |links on the backup DT.

Al'l of the approaches above yield maximally link disjoint trees,
when applied as prescribed.

Approach 4 above does not seemto use Affinity sub-TLVs and instead
seenms to depend upon a network w de agreement on the alternative
tree conputation al gorithm being used.

Approaches 2 and 3 use Affinity sub-TLV on the backup DT, for links
that are not already on the primary DT. The primary DT does not
appear to use Affinity sub-TLVs. Additionally, froman end-to-end
perspective the backup DT cones into picture when the prinmary DT
fails (this is effectively true even in the 1+1 protecti on mechani sm



and in the local protection case), and then again, only until the
primary DT is recalculated. Once the primary DT is recal cul ated, the
backup DT is recalculated as well, and can change corresponding to
the new primary DT.

draft-ietf-trill-resilient-trees cannot directly prevent/mitigate a
parent node shift on the primary DT at a given parent node, and while
usage of the Affinity sub-TLV on the backup DT m ght confer a parent
affinity on sone nodes on the backup DT, these are not necessarily

t he nodes on which the network operator may want/prefer an explicit
parent affinity. Further, the backup DT is only used on a transient
basis, froma forwardi ng perspective, until the primary DT is
reconput ed.

However, a parent shift can be triggered by link or node failure. In

a situation where both drafts are active in the inplenentation, failure
of a specific link may cause the backup DT to kick in, but when the
primary DT is re-calculated, draft-rp-trill-parent-selection-03 can be
used to preserve parent-child relationships on the primary DT, to the
extent possible, during the re-calculation. So, there does not appear
to be a direct functional overlap in the sinultaneous usage of these
drafts, and it ought to be possible to use both drafts sinultaneously,
so long as the primary and back-up DTs can be uniquely
identified/differentiated.

7. Security Considerations.

The proposal primarily influences tree construction and tries to
preserve parent-child relationships in the tree fromprior conputations
of the sane tree, w thout changi ng any of operational aspects of the
protocol. Hence, no new security considerations for TRILL are raised

by this proposal

8. | ANA Consi der ati ons.

No new registry entries are requested to be assigned by | ANA. The
Affinity Sub-TLV has been defined in [ RFC7176], and this proposa
does not change its senantics in any way.
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