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Motivation and Background

* Describes
* Industrial backhaul network
* |Pv6 technology
* WIA-PA standard
* SDN

* Goal

* Provide an SDN-based WIA-PA field network/IPv6 backhaul network joint scheduling method.
Enable the end-to-end joint scheduling of the cross-network data streams.
Enable the recognition of different types of cross-network data streams.

Enable the bandwidth guarantee specific to different types of cross-network end-to-end data.

Enable the acceleration of cross-network business deployment and reduce the management
cost for network operation and maintenance.



Overview

* Joint Scheduling Architecture.
* Requirements.

* Method.

* Next steps



Network Structure

A typical deterministic industrial field networks - backhaul networks structure.

End-to-end joint scheduling of the cross-network data streams
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Joint Scheduling Architecture

* Control Plane

* There are many network controllers in the network, which together constitute the control plane for
the whole industrial network.

* No uniform standard
* There is not a unified standard of joint architecture of multiple controllers in the industry at present.

* The main frameworks
* Distributed architecture.
* Centralized architecture.



Joint Scheduling Architecture
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. |
* East-West architecture. hpplication | e N e R e R |
. Plane | | LAFE | | EFF | |  RFP | |
* The status of all network controller is equal. | e beee—bet ee—to—t |
| | [ | |
* Disadvantages EE— [ — [ — — -
* Need to extend the east-west interface; 77T T T T
* Maintain a global network topology in each T T T B ;
controller. Control | ot + ot + Fom et + |
Plane | |Contreoller|-—-——-—->|Controller|-—--———>|Controller| |
| | | <===——- | | <—=———- | | |
| Fo——_—_———— + o + Fo——_————— + |
| | | | |
| | I
| | I
o + S R - e —— +
Forwarding | WIR-PR |————- >| backhaul |--———- >| WIR-PR |
Plane | network |<-————-—- |  network |<-————- | network |



Joint Scheduling Architecture
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Joint Scheduling Architecture

* Control plane

* WIA-PA System Manager, SDN controller. spplication | #——m-mee e e P, :

* Joint scheduler is integrated into the SDN controller ™= Lo e e |
in the form of plugin. | |

e Establishing a connection with the SDN controller. T _______________________________ ’

* Directly calling the corresponding module of SDN e
controller. T T )

* Joint Scheduling Architecture S S

* Deterministic networks and deterministic Ethernet- l Efr—nfﬁiji +|n+llI :-—rii—l—'jj; |
based networks are jointly scheduling. | e e .

e Control and scheduling for the entire industrigl '+~ ‘&+ """
network by joint scheduler, so as to provide a real- | |
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Joint Scheduling Requirements

* Determinacy
* The data of Industrial field network-backhaul network directly related to the monitoring
and control of industrial production process.
* Time Synchronization

* The industrial field/backhaul network is a converged network and need some scheduling
methods to ensure deterministic data stream. So it requires high time synchronization
accuracy between devices in the network.

* Compatibility
* Some mechanisms, interfaces, etc. will be necessary when conducting joint scheduling to
be compatibility with industrial field/backhaul network.

* Scalability

* Data scalability should be ensured during joint scheduling process.



Joint Scheduling Method

Combined Controller Data

Transmissiog

Configuration

Command >

* Solution

* A joint controller, WIA-PA network managers,
gateways and field devices;

Network Controller

* The joint controller consists of an SDN
controller and a joint scheduling plugin,

* WIA-PA networks are uniformly managed by
the joint controller;

* The joint controller assigns a network
identifier (PAN_ID) to each network manager / /

connected thereto for identifying different

WIA-PA networks;
A schematic diagram showing joint scheduling.
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Joint Scheduling Method

* Establish backhaul network
* S1: establishing a connection with the joint
controller actively by the network managers ;

* S2: collecting information of the WIA-PA
networks periodically;

* S5: looking up the information of the corresponding
networks and nodes and assigning paths and
resources;

* S6: sending a path and resource configuration request;

* S7:sending a mapping table of WIA-PA network

* S3: receiving and analyzing a business
addresses and IP addresses to the gateways;

establishing request by the joint controller;

e S4: looking up the PAN_ID of a source node and * S8: configuring the controlled IPvé6 backhaul network.

a destination node according to analyzed
information;



Joint Scheduling Method

* The network access of a network manager

* Step 1: establishing a connection with the joint Combined
. . . Network Manager Gscail
controller and reporting network manager information; QULIO_EL
* Step 2: assigning one PAN_ID to the WIA-PA network
and eStab"Shing a mapping I’e|aﬁ0n; Report system manager information: >
* Step 3: sending a request for getting topology ¢ Assign PAN_ID
information and node information; <t Topology information getting request
* Step 4: replying with the topology information and node < et topalogy tifurmatlor)
i nfo rm ati on; Reply with the topology information >
* Step 5: sending a configuration completion to end a <€ Sl il
n etWOI‘k access process Reply with the node list information: >
<t Configuration completion flag

The network access of a network manager.
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Joint Scheduling Method "~

* WIA-PA Network Joint Scheduling Scheme

Path deployment and resource allocation for WIA-
PA network are performed by calling the WIA-PA
network system manager API interface.

System manager query the corresponding
information of the field device in the network

Then return the received information to the united
scheduler.

Configure communication resources for the
corresponding gateway device, routing equipment
and field equipment.

Send a successful reply to the united scheduler
after receiving a successful response.

Connection establishment request—J»

Connection establishment reply: :

| |

| | [<—Get topology information——
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| |
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| response |_F0rward the configured superframe table
=Forward the configured link table responsep> |

&Forward the inquired UAO information |
Reply with the UAO information—J»
|-Reply with a configured route table responsebl J |
-Forward the configured route table response|
|(—Forward the configured superframe tablej
response -)I—Reply with a set superframe table response)l
| | Replay with a set link table response—_),
|<_7Set the VCR:

Forward the UAO information
Reply with the UAO information
| | I—Replay with the set route table responsej
@——Set a superframe table
_Reply with a configured superframe table >
l I ; |(—Set a link tablem————l
— i he link tabl
@—Forward the configured link table Configure the link tzble l
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| |-—Forward the configured VCR response—}l_
Reply with a set VCR response

I{—Set an ipv6 address mapping table——
| I(Conﬁgure the ipv6 address mapping table—l |

| |_Configure an ipv6 address mapping table_»l |

| | response I—Set an ipv6 address mapping table responsebl
€——Configuration completion flag
I{Configuration forwarding completion flag —II ¢ Cantgation FompleOgn Los | |

A joint scheduling configuration.
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Joint Scheduling Method

* Gateway protocol conversion Receive a data

packet

* Step 1: receiving a data packet and judging whether
the data packet is management data by a gateway;

* Step2: If so, forwarding the data packet to the e ,
. . — d pJ S Kk
network manager, otherwise looking up a VCR; e et

* Step3: looking up an IPvé address according to
Route_ID by the gateway;

* Step 4: encapsulating the WIA-PA data packet in an
IPvé format by the gateway.
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N No p
Whether a corresponding = Wheth.e - >———> anIpv6 data
CR can be foun e acket and send
: address can be fo rﬁ{ P
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7 =
( End >
Bis 4

Gateway protocol conversion.



Joint Scheduling Method —

-~
* Bandwidth guarantee of the IPv6 backhaul network !
Get the network
* Step 1: calculating path information and network resource qoolony
assignment;
* Step 2: verifying whether a bandwidth in the path is Calculat the path
sufficient for meeting a business; S

* Step 3: if so, deploying a flow table through the SDN
co ntr0| Ie r; Inquire about the

path information

Whether the path can meet the
esqurce requirements

Deploy a flow
table

* Step 4: if not, recalculating the path information and
resource assignment and selecting other secondary paths.

Adjust the path
calculation weight

- \ 4
( End \)
P i

The bandwidth guarantee for an IPv6 backhaul network



Joint Scheduling Method

* Consider Industrial Backhaul Network as a Black Box

Only consider its delay impacts and ignore its internal details.
The approximate delay of packets caused by the industrial backhaul network.
* Implementing a few of scheduling paths of different priority.

Then the data stream goes through the black box, and it will cause uncertain delay which is in a
numerical range.

* When the data stream comes out the backhaul network.
(the deadline is missed / there is time left)

+———_—_—_—_——————— I S + 4+ - +
| Scheduling of | | Delay of | | Scheduling of |
| source field subnet |->»| backhaul network|->»|destination field subnet|
| (deterministic) | | (indeterministic) | | { deterministic dynamic) |



Next steps

* lgnore the Delay of Industrial Backhaul Network
* Build Delay Model of Industrial Backhaul Network
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