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Design team update cont’d

• Weekly calls held... And some slideware used extensively to build 
common understanding &  consensus.



Covered use cases

• Interconnect TSN islands case • End-to-end DetNet service
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      TSN    |<---------- End to End DetNet Service ------>|  TSN
     Service |           Transit           Transit         | Service
 TSN  (AC)   |        |<-Tunnel->|        |<-Tnl->|        |  (AC)  TSN
 End    |    V        V     1    V        V   2   V        V   |    End
 System |    +--------+          +--------+       +--------+   |  System
 +---+  |    |DA-T-PE1|==========|DA-S-PE1|=======|DA-T-PE2|   |   +---+
 |   |--|----|._X_....|..DetNet..|.._ _...|..DF3..|...._X_.|---|---|   |
 |CE1|  |    |    \   |  Flow 1  |   X    |       |   /    |   |   |CE2|
 |   |       |     \_.|...DF2....|._/ \_..|..DF4..|._/     |       |   |
 +---+       |        |==========|        |=======|        |       +---+
     ^       +--------+          +--------+       +--------+       ^
     |        Edge Node          Relay Node       Edge Node        |
     |                                                             |
     |<----- Emulated Time Sensitive Networking (TSN) Service ---->|

                    Figure 2: IEEE 802.1TSN over DetNet

   Figure 3 illustrates how end to end DetNet service can be provided.
   In this case, the end systems are able to send and receive DetNet
   flows.  For example, put application data in PseudoWire (PW) and
   encapsulated in IP.  Like earlier the ’X’ in the end systems, edge
   and relay nodes represents potential DetNet flow packet replication
   and elimination points.  Here the relay nodes may change the
   underlying transport, for example replacing IP with MPLS or tunneling
   IP over MPLS, or simply interconnect network segments.

         DetNet                                             DetNet
         Service          Transit          Transit          Service
   DetNet  |             |<-Tnl->|        |<-Tnl->|            | DetNet
   End     |             V   1   V        V   2   V            | End
   System  |    +--------+       +--------+       +--------+   | System
   +---+   |    |DA-S-PE1|=======|DA-S-PE2|=======|DA-S-PE3|   |  +---+
   |  X...DFa...|._X_....|..DF1..|.__ ___.|..DF3..|...._X_.|.DFa..|.X |
   |CE1|========|    \   |       |   X    |       |   /    |======|CE2|
   |   |   |    |     \_.|..DF2..|._/ \__.|..DF4..|._/     |   |  |   |
   +---+        |        |=======|        |=======|        |      +---+
       ^        +--------+       +--------+       +--------+      ^
       |       Relay Node       Relay Node       Relay Node       |
       |                                                          |
       |<-- End to End Time Sensitive Networking (TSN) Service -->|

                          Figure 3: Native DetNet
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Solution basics
• Leverages RFC6073 Multi-Segment PseudoWires.

• Allows both IP and MPLS PSNs.

• Designed to work with existing control planes, e.g. LDP, RSVP-TE, SR and centralized 
controller.

• Small updates are inevitable, though.

• Maximize the reuse of existing solutions and implementations:
• Extend only where needed & mandatory for solution to work.

• No new functionality unless really necessary.

• Main functions & body of work:
• Map DetNet Edge node to a DetNet aware MS-PW T-PE -> DA-T-PE.

• Map DetNet Relay node to a DetNet aware MS-PW S-PE -> DA-S-PE.

• Add DetNet flow identifications -> PW encapsulation header carries a Flow-ID.

• Add DetNet packet replication and elimination -> PW CW seqnum is a must.



Packet formats with MPLS PSN
• DetNet data plane 

encapsulation:
• Always has a PW label.

• Always has a CW.

• Always has a Flow-ID.

• Topology “L-label” for overlays 
to connect only desired set of 
PE nodes:

• Exposes PW label only when 
needed.

• A node can be treated as a P 
node or a PE node within an 
overlay.
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    RFC3985 Encapsulation                  DetNet PW Encapsulation

                                    +---------------------------------+
   +---------------------+          |                                 |
   |      Payload        |          |           DetNet Flow           |
   /=====================\          |         Payload  Packet         |
   H Payload Convergence H--.       |                                 |
   H---------------------H  |       /=================================\
   H       Timing        H  +-\     H         DetNet Flow ID          H
   H---------------------H  |  \--->H---------------------------------H
   H     Sequencing      H--’       H       DetNet Control Word       H
   \=====================/          \=================================/
   |  PW Demultiplexer   |--------->|            PW Label             |
   +---------------------+          +---------------------------------+
   |  PSN Convergence    |     .--->| Optional Topology overlay Label |
   +---------------------+     |    +---------------------------------+
   |         PSN         |-----+--->|         MPLS T-Label(s)         |
   +---------------------+          +---------------------------------+
   |      Data-Link      |
   +---------------------+
   |       Physical      |
   +---------------------+

    Figure 6: Encapsulation of a DetNet flow in a PW with MPLS(-TP) PSN

   When IP PSN is used, the label stack it transports is only inspected
   when the IP packet destination address equals to the IP address of a
   DA-*-PE or a P node.  Essentially there are one more IP tunnels
   between a number of DA-*-PE and/or P nodes.  The LFIB and the
   forwarding information base (FIB) combination determines whether a PW
   gets terminated at the node or forwarded to another node within a new
   IP tunnel.

Korhonen, et al.       Expires September 14, 2017              [Page 10]

(*) draft-dt-detnet-dp-sol-00



Packet formats with IP PSN
• DetNet data plane 

encapsulation:
• Always has a PW label.

• Always has a CW.

• Always has a Flow-ID.

• Topology “L-label” for overlays 
to connect only desired set of 
PE nodes:

• Exposes PW label only when 
needed.

• A node can be treated as a P 
node or a PE node within an 
overlay.
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    RRC3985 Encapsulation                  DetNet PW Encapsulation

                                    +---------------------------------+
   +---------------------+          |                                 |
   |      Payload        |          |           DetNet Flow           |
   /=====================\          |         Payload  Packet         |
   H Payload Convergence H--.       |                                 |
   H---------------------H  |       /=================================\
   H       Timing        H  +-\     H         DetNet Flow ID          H
   H---------------------H  |  \--->H---------------------------------H
   H     Sequencing      H--’       H       DetNet Control Word       H
   \=====================/          \=================================/
   |  PW Demultiplexer   |--------->|             PW Label            |
   +---------------------+          +---------------------------------+
   |  PSN Convergence    |     .--->| Optional Topology overlay Label |
   +---------------------+     |    +---------------------------------+
   |        PSN          |-----+    |       Optional UDP Header       |
   +---------------------+     |    +---------------------------------+
   |      Data-Link      |     ‘--->|       IPv4 or IPv6 header       |
   +---------------------+          +---------------------------------+
   |       Physical      |
   +---------------------+

       Figure 7: Encapsulation of a DetNet flow in a PW with IP PSN

6.  PE reference model considerations

6.1.  Forwarded clarifications

   [Editor’s note: The Detnet-aware "extended forwarder" does the heavy
   lifting on maintaining the sequence numbers associated with the
   DetNet labels.  Extended forwarder is also responsible for packet
   replication and duplicate elimination.  See the excerpt from RFC3985
   Section 4.2.1. about forwarder’s functions.  We extend that to PREF:

      Some applications have to forward payload elements selectively
      from one or more ACs to one or more PWs.  In such cases, there
      will also be a need to perform the inverse function on PWE3-PDUs
      received by a PE from the PSN.  This is the function of the
      forwarder.

   ]

   The DetNet specific new functionality in a DA-*-PE PW processing is
   the packet replication and duplication elimination function (PREF).
   This functional is a part of the "extended" forwarder.  The PREF
   processing is triggered by the LFIB actions i.e., not all PWs receive
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Packet formats cont’d

• The DetNet PW encapsulation header also carries a DetNet Flow-ID.

• The Flow-ID is unique within the DetNet Network.

• The Flow-ID identifies (over multiple flows) which packets belong to a same flow 
and also share the same SeqNum space for PREF purposes.

• D-flag can be used to indicate “east/west” for the flow – implicitly part of Flow-ID.
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5.1.  DetNet Control Word

   The DetNet control word (d-CW) is identical to the control word
   defined for Ethernet over MPLS networks in [RFC4448].  The DetNet
   control word is illustrated in Figure 4.

      0                   1                   2                   3
      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |0 0 0 0|  reserved - set to 0  |   16 bit Sequence Number      |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Figure 4: DetNet Control Word

   [Editor’s note: Shoudl we care about high speed links, here 16 bits
   of sequence number wraps fast?  For example, in a case of 100Gb/s
   link, 16 bits of sequence number will wrap in ~6.6ms assuming 1250
   octets of packets and ~3.3ms for 625 octets packets.  Both numbers
   mean quite long fiber distances, though.]

5.2.  DetNet flow identity word

   The DetNet flow identity word (flow-ID) identifies a DetNet flow
   uniquely within a DetNet network.  The flow-ID is also associated
   with the sequence number carried in the DetNet control word and used
   also for PREF purposes.

      0                   1                   2                   3
      0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
     |   reserved  |D|               24 bit flow identity            |
     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Figure 5: DetNet flow identity word

   The management and assignment of the flow-IDs is outside of this
   specification.  It is assumed that each DA-T-PE node have either a
   preconfigured flow-ID number space or some dynamic control plane
   protocol is able to coordinate the allocation of the flow-IDs across
   the DA-T-PE nodes, or a central entity, e.g., a Software Defined
   Networking controller.

   The D bit defines the direction of the flow.  The value 0 means
   ’east’ and the value 1 means ’west’.  The D bit can be used in ring
   topologies to allow DetNet flows with the same flow-ID cross with or
   without PREF processing taking place.  Whether a DA-*-PE checks for
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• PW Control Word is the same as for Ethernet over MPLS (RFC4448).

• Required for packet Replication and Elimination Function (PREF).

(*) draft-dt-detnet-dp-sol-00



Flow identification..

• Integral part of DetNet flow processing. Flow identification has two 
key aspects (MPLS PSN example):

• At the forwarding and queuing level:
• Flow identification implicitly part of FEC and encoded into label(s) and TC bits.

• May identify an aggregate of DetNet flows or individual flows (e.g., a FEC per flow).

• As part of the Packet Replication and Elimination Function:
• Flow lookup based on the Flow-ID PW header field and accompanied with the CW 

SeqNum to detect whether a packet has already be seen. 

• Done within the PseudoWire (extended forwarder) function.

• Note: replication is basically a reuse of 1+1 protection mechanism.



Flow identification example..

• Same DetNet flow, different 
packets in the flow:

• Same DetNet flow, duplicate 
packets of the flow:

Payload

Flow-ID = 100

PW Label = 1001

L-Label = 2001

Label = 3001

Payload

Flow-ID = 100

PW Label = 1101

L-Label = 2101

Label = 3101

CW SeqNum = 222 CW SeqNum = 333

Payload

Flow-ID = 100

PW Label = 1001

L-Label = 2001

Label = 3001

Payload

Flow-ID = 100

PW Label = 1101

L-Label = 2101

Label = 3101

CW SeqNum = 111 CW SeqNum = 111



DA-T-PE – a DetNet Aware T-PE 
• A MS-PW T-PE with a DetNet Edge Node function:

• Can originate/terminate both normal and DetNet 
PWs. A subject to LFIB configuration.

• Participates to the packet replication and 
duplication elimination (PREF):

• In certain deployment cases and subject to DA-T-PE 
implementation PREF can also be done entirely within 
the NSP.

• Does the DetNet flow to PW Flow-ID mapping:
• Inserts/removes the PW encapsulation layer.

• SeqNum may be locally maintained or copied over 
from the client flows (e.g., in a case of 802.1CB 
traffic).
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                 +---------------------------------------+
                 |             DA-T-PE Device            |
                 +---------------------------------------+   Egress/
                 |             | Forwarder |             |   Ingress
                 |  LSR        |           |    Single   | PW Instance
     Client PSN  |  ("Packet   o <-X-----> o PW Instance o<---------->
     LSPs        |    NSP")    |   | Repl. |             |
     <---------->o             |   | Elim. +-------------+ Duplicate
                 |             |   :       |             |   Egress
                 |             |   .       |    Single   | PW Instance
                 |             |       +-> o PW Instance o<---------->
                 |             |       |   |             |
                 +-------------+       |   +-------------+   Egress/
                 |             |       |   |             |   Ingress
     Client AC   |    NSP      | Repl. |   |    Single   | PW Instance
     <---------->o             o <-----X-> o PW Instance o<---------->
                 |             | Elim.     |             |
                 +-------------+           +-------------+   Egress/
                 |             |           |             |   Ingress
     Client AC   |    NSP      |           |    Single   | PW Instance
     <---------->o             o <-------> o PW Instance o<---------->
                 |             |           |             |
                 +---------------------------------------+

                  Figure 8: DetNet Edge Node as a DA-T-PE

   A DA-T-PE participates to the packet replication and duplication
   elimination.  Required processing is done within an extended
   forwarder function.  In the case the native service processing (NSP)
   is IEEE 802.1CB [IEEE8021CB] capable, the packet replication and
   duplicate elimination MAY entirely be done in the NSP and bypassing
   the DetNet PW encapsulation and logic entirely, and thus is able to
   operate over unmodified PW implementation and deployment.  The NSP
   approach works only between DA-T-PEs and cannot make use of DA-S-PEs
   (see Section 6.3).

   The DetNet-aware extended forwarder selects the egress segment PW
   based on the rules described in [RFC4448] and [RFC6658].  In both
   "normal AC" and "Packet AC" cases there is no DetNet encapsulation
   header available yet as it is the case with DA-S-PEs (see
   Section 6.3).  It is the responsibility of the extended forwarder
   within the DA-T-PE to push the DetNet encapsulation header (i.e., the
   DetNet CW and the DetNet flow-ID) to the packet before forwarding it
   to the appropriate egress PW instance(s).  The extended forwarder MAY
   copy the sequencing information from the native packet into the
   DetNet CW and vice versa.  If there is no existing sequencing
   information available in the native packet or the forwarder chose not
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DA-S-Boo^H^H^HPE – a DetNet Aware S-
PE 
• A MS-PW S-PE with a DetNet Relay Node 

function:
• Can switch both normal and DetNet PWs. A subject to 

LFIB configuration.

• Participates to the packet replication and 
duplication elimination (PREF):

• Whether the PW goes through PREF depends 
on the LFIB configuration. In order to PREF 
taking place the PW label has to be on top of 
stack..

• Example on the next slide.
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                 +---------------------------------------+
                 |             DA-S-PE Device            |
                 +---------------------------------------+
       Ingress   |             | Forwarder |             |   Egress
     PW instance |   Single    |           |    Single   | PW Instance
     ----------->o PW Instance o --X-----> o PW Instance o----------->
                 |             |   | Elim. |             |
                 +-------------+   |       +-------------+ Duplicate
       Ingress   |             |   |       |             |   Egress
     PW instance |   Single    |   |       |    Single   | PW Instance
     ----------->o PW Instance o --+   +-> o PW Instance o----------->
                 |             |       |   |             |
                 +-------------+       |   +-------------+
       Ingress   |             |       |   |             |   Egress
     PW instance |   Single    | Repl. |   |    Single   | PW Instance
     ----------->o PW Instance o ------X-> o PW Instance o----------->
                 |             |           |             |
                 +-------------+           +-------------+
       Ingress   |             |           |             |   Egress
     PW instance |   Single    |           |    Single   | PW Instance
     ----------->o PW Instance o --------> o PW Instance o----------->
                 |             |           |             |
                 +---------------------------------------+

                 Figure 9: DetNet Relay Node as a DA-S-PE

7.  Other DetNet considerations

7.1.  Class of Service

   [Editor’s note: Discuss the CoS.. and how that is archived when using
   MPLS or IP PSN.]

7.2.  Quality of Service

   [Editor’s note: Elaborate the QoS issues here..]

7.3.  Time synchronization

   [Editor’s note: describe a bit of issues and deployment
   considerations related to time-synchronization within DetNet.  Refer
   to DT discussion and the slides that summarize different approaches
   and rough synchronization performance numbers.  Finally, scope time-
   synchronization solution outside data plane.]

   When DetNet is used, there is an underlying assumption that a clock
   synchronization method is used, such as the Precision Time Protocol
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P node for 
BLUE
DA-S-PE for 
RED

P

P

PHP

PHP

PREF for 
red flow

Payload

F-ID 100

SN 256

PW 666

L 777

Payload

F-ID 100

SN 256

PW 666

L 777

T 222

Payload

F-ID 100

SN 256

PW 666

P

Payload

F-ID 100

SN 256

PW 666

T 555

Payload

F-ID 100

SN 256

PW 666

T 888

P

Payload

F-ID 100

SN 256

PW 666

L 777

T 111

DA-S-PE

IN Action Out

666 PREF
PUSH

888

777 PUSH 222

DA-S-PE LFIB:



Hard issues

• Packet Replication and Elimination Function (PREF) turned out to be a 
hard thing to get things sorted out:

• It needs new functionality in PE nodes.

• Assignment and coordination of DetNet Flow-IDs when the network 
has multiple ingress and egress T-Pes:

• However, this is something for control planes to figure out.



Open issues
• No real open issues at the moment at the data plane. 

• Few topics are still under work:
• QoS/CoS sections in the document.

• Whether L-Labels (overlay) is needed is all cases - there are deployment cases where L-Labels can 
be avoided i.e., topologies are such that no DetNet flow need to treat a PE node as a P node.

• Control plane is another topic… out of scope for this I-D. However...
• The design team did consider it as well to some extent.

• TLV extension are likely needed, e.g., to prevent Flow-IDs from colliding.

• Controlling PREF function, resource reservations, etc…



Next steps..

• Call for adoption as a WG Item.
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