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Introduction

• This draft is an updated version from draft-kim-

i2nsf-nsf-facing-interface-data-model-00.

• This draft defines a YANG data model 

corresponding to the information model for 

NSF-Facing Interface,

– Referring to draft-xibassnz-i2nsf-capability-00.
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Update of Version

• Expansion of YANG data model with open 

source such as Suricata and Iptables.

• Expansion of a YANG data model with header 

of packets:

– IPv4, IPv6, ICMP, TCP/UDP, etc.

• Replacement of “List” data type to “Leaf-list” 

data type.
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Expansion of YANG data model with open source 

such as Suricata and Iptables

[meta-settings]
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Expansion of YANG data model with 

packet header (1/2)

[IPv4 Header]

[IPv6 Header]
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[TCP Header]

[UDP Header]

[ICMP Header]

Expansion of YANG data model with 

packet header (2/2)
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Replacement of “List” with “Leaf-list” 

for more compact expression
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Next Steps

• We will verify our YANG data model by 

implementing a prototype with other open 

source (e.g., Snort) other than Suricata.

• We will extend our YANG data model to 

support other security controls other than 

Network security control, such as Content 

security control and Attack mitigation  control.
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