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OONI
• Mobile App 2017 
• Android, iOS 

• HTTP connectivity 
• Middle-box Detection 
• NDT speed test
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OONI

• URL List: https://github.com/citizenlab/test-lists 

• C library: https://github.com/measurement-kit 

• Reports for: Kenya, Malaysia, Ethiopia, Gambia, 
Belarus, Egypt, Zambia, Turkey, Uganda, Brazil

https://github.com/citizenlab/test-lists
https://github.com/measurement-kit
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Satellite

• 7M distinct IPv4. 1.5M distinct /24 

• Weekly Scan of Alexa top 10k domains 

• 3 years of public data on https://scans.io/

https://scans.io/


Censys & Scans



Censorship
• Four countries with significant DNS poisoning 

• Iran, Turkey, China, Indonesia 

• 12 countries with explicit block pages 

• Russia, China, Iran, Saudi Arabia, Turkey, India, 
Indonesia, Greece, Sudan, Belgium, Cyprus, South Korea 

• Many more with censorship: 

• Norway, France, Italy, Greece, Cyprus, Qatar, Portugal, 
Egypt, Thailand, Malaysia, Cuba, Ethiopia, Gambia



Censorship

• Elections are a common trigger for censorship. 

• Censorship is often implemented by ISPs, not by 
the state, complicating attribution. 

• Open measurements are losing relevance as 
censorship moves to social media and closed 
platforms.



Opportunities

• Format standardization 

• Ground truth standardization 

• Service Measurements




