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OAuth 2.0 Token Binding 
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Why Again? 
l  Specify a proof-of-possession mechanism 

based on Token Binding for OAuth 2.0 (& 
OpenID Connect) to defeat replay of lost or 
stolen tokens 
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Quick Token Binding 
Review/Overview 

l  Uses a public-private key pair generated by the client to sign 
TLS exported keying material and create long-lived TLS 
binding 
l  Application tokens then can be bound to those keys 

l  3 documents making their way though WGLC 
l  draft-ietf-tokbind-negotiation-07 (TBNEGO) 

l  TLS extension for token binding protocol negotiation 
l  draft-ietf-tokbind-protocol-13 (TBPROTO) 

l  Token Binding protocol message format 
§  provided & referred types 

l  draft-ietf-tokbind-https-08 (HTTPSTB) 
l  Embedding token binding messages in HTTPS 

§  Sec-Token-Binding request header 
§  Include-Referred-Token-Binding-ID response header 3 



Significant Changes in -02/-03 
l  Many examples added (& fixed) 
l  Binding for Authorization Codes  

l  Basically what was proposed in Seoul 
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PKCE based Authorization 
Code Token Binding 

l  Bind to the Token Binding ID the native client uses 
to resolve the code at the token endpoint 
l  code_challenge=BASE64URL(SHA256(Provided Token Binding ID 

between client and AS token endpoint)) 
l  code_challenge_method=TB-S256  
l  code_verifier=provided_tb (and use the value of the provided Token 

Binding ID) 

l  Bind to the Token Binding ID the browser uses to 
deliver the code to a web server client   
l  code_challenge=referred_tb (use the value of the referred Token Binding 

ID)  
l  code_challenge_method=referred_tb 
l  code_verifier=BASE64URL(Provided Token Binding ID between browser 

and Client’s redirect URI) 5 



Refresh Example: Initial Request and 
Response  
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Refresh Example: Subsequent Request 
and Response  
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Example: Access Token Issued from 
the Authorization Endpoint 
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Example: Access Token Issued from 
the Token Endpoint 
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Example: Protected Resource Request 
(using Access Token Issued from the 

Authorization Endpoint) 
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Example Bound Code: Native App 
Client 
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Example Bound Code: Web Server 
Client Authorization Request 
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Example Bound Code: Authorization 
Response to Web Server Client and 

Token Request 
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Open Issues 

l  Should the scope of this document include 
standardizing or recommending how to 
convey token binding information of an 
access token via RFC 7662 OAuth 2.0 Token 
Introspection? 

l  Should the scope of this document include 
standardization or guidance on token binding 
of JWT Client Authentication and/or 
Authorization Grants from RFC 7523? 
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Open Issues Part Deux 
l  The metadata and what can and cannot be reliably 

inferred from need additional evaluation and work. 
OAuth 2.0 Protected Resource Metadata is no longer a 
going concern, but is currently referenced herein. 
Boolean values do not adequately convey Token Binding 
support, as different components may support different 
key parameters types. And successful negotiation likely 
doesn't provide the application layer info about all the 
supported key parameters types but rather just the one 
that was negotiated. 
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Open Issues Part Tres 
l  What should we do in the case that a refresh request for a 

token bound access token is received when the refresh 
token used in the request is not token bound? 
l  Fair question… 
l  Raises another question: clustered web server clients likely really 

won’t want to have refresh tokens bound 
l  private key access in distributed systems 
l  Individual RT to TB key associations  
l  APIs in support thereof  

l  What can/should be done? 
l  Rely on client_refresh_token_token_binding_supported? 
l  Allow for a parameter to express the Token Binding ID to the token 

endpoint? (maybe useful for other reasons)  
l  Something else? 
l  Let ‘em deal with it? 
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Looking Ahead 
l  Token Binding documents progress to RFC 
l  Work through open issues 
l  Implementation experience and feedback 
l  Get the band back together again for IETF 99 in Prague 
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