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Why?

e MUD can be useful
o ...ifused correctly

e Introducing a new concept to the manufacturing Industry
e Help manufacturers moving to IP-based networking
e Help operators to use MUD as intended



How?

e Consider |oT Devices having ‘weak security’

e Blocking unwanted traffic
o Important for Network Operators
o Important for the rest of the Internet

e Centralizing management of potential 1000’s of devices on the network
e Easesthe Enforcement & Audit of security policies
e C(alling out bad practices by Manufacturers



What do we need?

https://tools.ietf.org/html/draft-srich-opsawg-mud-net-lifecycle-00

https://tools.ietf.org/html/draft-srich-opsawg-mud-manu-lifecycle-01

Feedback :-)
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