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Security

How can a monitor still check the log?

Knowledge of number of entries per domain owner reveals extra certificates

Why can’t a malicious site or CA reuse an existing SCT?

Binding property of commitment



Privacy-Preserving Proof of
Log Exclusion

Goal: generate discussion around this topic
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Performance Numbers

Online Costs

Proof Size: 333 kB
Time to generate: 5.0 seconds

Time to verify: 2.3 seconds

Offline Costs (storage)

Growth of log entry: 480 bytes
Growth of SCT: 160 bytes

Revocation notice size: 32 bytes



Summary

e Simple subdomain redaction from commitments
e Privacy-preserving proofs of exclusion with blind revocation

e Crypto tools

o Commitments
o Additively homomorphic commitments

o Zero knowledge proofs

See paper for details and security proofs: https://arxiv.org/pdf/1703.02209.pdf
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