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Abst ract

6Ti SCH Packet Replication and Elim nation mechani smconsists in
duplicating data packets into several paths in the network to
increase reliability and provide low jitter. Over a wireless nedi um
this techni que can take advantage of comuni cation overhearing, when
paral l el transm ssions over two adjacent paths are scheduled. This
docunent presents the concept and details the required changes to the
current specifications that will be necessary to enable this.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Some applications (such as Wreless Industrial 10T) require robust
communi cati ons framework that guarantees data packet delivery in a

gi ven delay. For exanple, a periodic process may need to be repeated
identically every tine. To reach this anbition, the network nust not
only be reliable but also deterministic.

A deterministic network ensures that the transported data packet will
be carried out in a pre-defined and in a tight w ndow of tine,

what ever the quality of the wireless |inks and the network
congestion. The goal of such network is to exhibit ultra-low jitter
performance, i.e., close to 0. |EEE std. 802.15.4 [| EEE802154-2015]
has provision to provide guarantees for determ nistic networks.

Ti me- Sl ott ed Channel Hopping (TSCH) provides transm ssion schedule to
avoi d random access to the nedium and channel diversity to fight
interferences. However, TSCH is prone to retransm ssions when the
actual transnission was unsuccessful, due to external interference or
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3.

3.

3.

potential collision and, consequently, it increases the end-to-end
del ay performance

This docunent is mainly notivated by the ongoing work in the 6Ti SCH
wor ki ng group. The architecture of a 6Ti SCH network is detailed in
6Ti SCH Architecture [I-D.ietf-6tisch-architecture] draft, which is
used for the remainder of this docunent. |In this specification, we
focus on Conplex Track with Replication and Elimnation

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Tr acks
1. Tracks Overview

The 6Ti SCH architecture introduces the concept of Tracks in 6Ti SCH
Architecture [I-D.ietf-6tisch-architecture]. A sinple track is
conposed of a sequence of cells (a conbination of a transnmitter, a
receiver and a given channel offset) to ensure the transm ssion of a
singl e packet froma source 6Ti SCH node to a destination 6Ti SCH node
across a 6Ti SCH nul ti hop pat h.

2. Conpl ex Tracks

A Compl ex Track is designed as a directed acyclic graph froma source
6Ti SCH node towards a destination 6Ti SCH node to support nulti-path
forwarding, as introduced in 6Ti SCH Architecture
[I-D.ietf-6tisch-architecture]. By enploying Det Net Packet
Replication and Elimnation (PRE) techniques, several paths may be
conmput ed, and these paths nmay be nore or |ess independent. For
exanpl e, a conplex Track nmay branch off and rejoin over non-congruent
pat hs (branches).

In the followi ng Section, we will detail Determnistic Networks PRE
t echni ques.

Packet Replication and Elimnation principles

In a nutshell, PRE consists in establishing several paths in a
network to provide redundancy and parallel transm ssions to bound the
delay to traverse the network. Optionnally, prom scuous |istening
bet ween paths is possible, such that the nodes on one path may
overhear transm ssions along the other path. Considering the
scenario depicted in Figure 1, many different paths are possible for
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Storeach R A sinple way to take benefit fromthis topol ogy coul d
be to use the two independent paths via nodes A, C, E and via B, D,

F. But nore conplex paths are possible by interleaving transm ssions
fromone | evel of the path to the upper level in a ship-in-the-night
fashion. The 6Ti SCH PRE nay al so take advantage to the shared
properties of the mediumto conpensate for the potential loss that is
incurred with radio transmi ssions. For instance, when the source
sends to A, B may listen and get a second chance to receive the frame
wi t hout an additional transmission. Note that B would not have to
listen if it already received that particular frane at an earlier
time slot.

(A (9 (B
source (9S) (R (root)

(B (D (R

Figure 1: A Typical Ladder Shape with Two Parallel Paths Toward the
Desti nation

PRE nodel can be inplenmented in both centralized and distributed
schedul i ng approach. In the centralized approach, a schedul er
cal cul ates the routes and schedul es the comuni cati on anong the nodes
along a circuit such as a Label switched path. In the distributed
approach, each node selects its route to the destination. In both
cases, a default parent and alternate parent(s) should be selected to
set up conpl ex tracks

In the foll owi ng Subsections, detailed description of all required
operations defined by PRE, nanely, Alternative Path Sel ection, Packet
Replication, Packet Elimnation and Prom scuous Overhearing, wll be
descri bed.

4.1. Packet Replication

The objective of PREis to offer determ nistic networking properties,
with high reliability and bounded | atency. To achieve this goal
determinismin every level of the forwarding path should be
guaranteed. By enpl oyi ng Packet Replication procedure, each node
transmits (i.e., replicates) each data packet to both its Default
Parent (DP) and Alternative Parent (AP). To do so, each node (i.e.
source and internmediate 6Ti SCH nodes) transnmits the data packet tw ce
in unicast to each parent. For instance, in Figure 2, the source

6Ti SCH node S is transmitting the packet to both parents, nodes A and
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B, intw different tinmeslots within the same TSCH sl otframe. Thus,
the packet eventually obtains parallel paths to the destination.

===> (A) ====> ( C) ====> ( E) =—===
/11 \\
source (S) (R) (root)
\\ 11
===> ( B) ====> ( D) ====> ( F) ====

Fi gure 2: Packet Replication: S transnits tw ce the same data packet,
toits DP (A) and to its AP (B).

4. 2. Packet Elim nation

The replication operation increases the traffic load in the network,
due to packet duplications. Thus, Packet Elimnation operation

shoul d be applied at each RPL DAG |l evel to reduce the unnecessary
traffic. To this aim once a node receives the first copy of a data
packet, it discards the follow ng copies. Because the first copy
that reaches a node is the one that counts, and thus will be the only
copy that will be forwarded upward.

4.3. Promi scuous Overhearing

Considering that the wireless nmediumis broadcast by nature, any

nei ghbor of a transmitter nmay overhear a transm ssion. By enploying
the Proni scuous Overhearing operation, DP and AP eventually have nore
chances to receive the data packets. In Figure 3, when node Ais
transmitting to its DP (node C), the AP (node D) and its Sibling
(node B) may decode this data packet as well. As a result, by

enpl oyi ng correl ated paths, a node may have multiple opportunities to
receive a given data packet. This feature not only enhances the end-
to-end reliability but also it reduces the end-to-end del ay.

===> (A) ====> ( C) ====> ( E) ====
I AW \\
source (S) | | \\ (R) (root)
\\ | v \\ 11
===> ( B) ====> ( D) ====> ( F) =—===

Figure 3: Unicast to DP with Overhearing: by enploying Prom scuous
Overhearing, DP, AP and the Sibling nodes have nore opportunities to
recei ve the sane data packet.
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5. Requirements
5.1. Requirenents Related to Alternative Parent Sel ection

To performthe Replication procedure, it is necessary to define the
Al ternative Parent(s) and, consequently, the path to the destination
6Ti SCH node, for each node in the 6Ti SCH network. An AP can be
selected in many different ways, and is dependent on the

i mpl ement ati on. However, control packets should give sone netrics to
di scrimnate between different nei ghbors.

Rel ated requirenents are

Reql. 1: To design such algorithm RPL DODAG Information Ohject (DI O
message format SHOULD be extended with an option to allow for a

6Ti SCH node to learn additional information for its potential parent
and its list of parents.

Regl. 2: The routing protocol SHOULD be extended to allow for each
6Ti SCH node to select AP(s) and duplicate a packet to several next
hops.

5.2. Requirenents Related to Proniscuous Overhearing

As stated previously, to further increase the 6Ti SCH network
reliability and to achieve deterministic packet deliveries at the
destination 6Ti SCH node, prom scuous overhearing can be consi dered.

As it is described in BCP 210 [ RFC8180], in TSCH node, the data
franes are transmtted in unicast node and are acknow edged by the
recei ving nei ghbor. To performthe prom scuous overhearing
procedure, there SHOULD be an option for the transmtted franes,
i.e., in unicast, to be overheard by the potential neighborhood
6Ti SCH node

Rel ated requirenents are

Req2.1: The 6top Protocol [I-D.ietf-6tisch-6top-protocol] SHOULD be
extended to allow optionally a cell reservation with two receivers
i.e., DP and AP. Considering that each frame may be transnitted
twice in unicast to each parent, then dependi ng the transm ssion
either DP will acknow edge the frane or AP will.

Req2.2: Next, to request the overhearing cells, the 6P ADD Request

Format SHOULD be transmitted either twice to each parent, i.e., DP
and AP, or once in nulticast to both parents.
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5.3. Requirenments Related to Cells w thout ACKs

5.4.

8.

As stated in BCP 210 [ RFC8180], each date frane is acknow edged by
the receiving 6Ti SCH node. However, by enpl oyi ng promn scuous
overhearing operation, particular attention should be given to who
will acknow edge a transmission, i.e., the DP, and / or one of the
AP('s)

Rel ated requirenents are

Req4.1: To avoid the ACK collision, the TSCH Schedul e as per BCP 210
[ RFC8180], only the DP MJUST acknow edge the data packet.

Req4.2: Alternatively, to achieve further consistency the overheard
transm ssi on need be acknow edged by both parents, i.e., DP and AP.
To do so, BCP 210 [ RFC8180] SHOULD be extended accordingly.

Requirements Rel ated to Packet Elinination
By enpl oyi ng packet replication operation, the 6Ti SCH network expects
to performthe packet elimnation operation along a conplex Track to

bound the nunber of the duplicated packets, i.e., the unnecessary
traffic.

Rel ated requirenments are

Req5.1: As per 6Ti SCH Architecture [I-D.ietf-6tisch-architecture],
6Ti SCH has no position about how the sequence nunbers woul d be tagged
in the packet. However, it cones with Taggi ng Packets for Flow
Identification. More specifically, a 6Ti SCH network expects that
timeslots corresponding to copies of a sanme frame al ong a conpl ex
Track are correlated by configuration and, thus, does not need to
process the sequence nunbers.

Security Considerations
TODO.

| ANA Consi derations
Thi s docunent has no | ANA consi derati ons.

Ref er ences
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