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Abst ract

Thi s docunent defines a Scheduling Function called "ASF': the 6Ti SCH
Aut ononobus Schedul i ng Function. Wth ASF, nodes nmintain their TSCH
schedul e based on | ocal nei ghborhood know edge, wi thout any signaling
after association. Hashes of the nodes’ MAC address are used to
deterministically derive the [slotOffset,channel Ofset] location of
cells in the TSCH schedule. Different traffic types (e.g. TSCH EB
RPL DIO UDP etc.) are assigned to distinct slotframes, for isolation
and flexible dinmensioning. This approach provides over-provisioned
schedules with | ow mai ntenance, in pursuit for sinplicity rather than
optimality.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 2, 2018.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14
1. TEMPORARY EDI TORI AL NOTES

This docunent is an Internet Draft, so work-in-progress by nature.
It contains the foll owing work-in-progress el enents:

o0 "TODO' statements are el ements whi ch have not yet been witten by
the authors for sonme reason (lack of tine, ongoing discussions
with no clear consensus, etc). The statenent does indicate that
the text will be witten at sonme point.

0 "TEMPORARY" appendices are there to capture current ongoing
di scussions, or the changel og of the docunent. These appendices
will be renoved in the final text.

0 "IANA *" jdentifiers are placehol ders for nunbers assigned by
| ANA. These placeholders are to be replaced by the actual val ues
they represent after their assignnment by | ANA

0 "RFCXXXX" refers to the RFC nunmber of this specification, once
publ i shed.

o0 The string "REMARK" is put before a remark (questions, suggestion
etc) froman author, editor or contributor. These are on-going
di scussions at the tinme of witing, and will not be part of the
final text.

0 This section will be renoved in the final text.

2. I nt roducti on

Thi s docunent defines an autononous Schedul i ng Function for the 6top
sublayer [I-D.ietf-6tisch-6top-protocol], called "ASF'. It is
designed to operate wi thout any runtinme signaling, keeping the TSCH
schedul e consi stent between neighbors at all times (slots for

transm ssion and reception always match). ASF uses 6P solely for
configuration at association tinme (6P SIGNAL) and for schedul e

i nspection (6P STATUS and LIST). ASF isolates different traffic
types into distinct slotframes, so as to avoid any disruption between
MAC synchroni zation, control and application traffic.

ASF addresses all requirements listed in Section "Requirenents for an
SF* from[Il-D.ietf-6tisch-6top-protocol]. The organization of this
docunent follows section "Recommended Structure of an SF
Specification" in [I-D.ietf-6tisch-6top-protocol]. This docunent
follows the term nology defined in [I-D.ietf-6tisch-term nol ogy].

2.1. Application Donains
ASF is primarily targeted at applications with randomtraffic flows,

such as interactive CoAP traffic. |Its nmain strength is its
signaling-free nature, which ensures the slots installed at
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nei ghbori ng nodes are consistent at all times. |Its main weakness is
its contention-based nature and its need to over-provision the
schedul e, rendering it unable to neet stringent |atency and energy
requirenents. An exanple application donains is building
instrunentation. ASF was eval uated experinentally and shown to

achi eve over 99.99% end-to-end delivery in 6Ti SCH RPL testbeds

[ O chestra-SenSys].

3. General Operation

ASF uses nmultiple slotfranes, each assigned to one particular type of
traffic, e.g. TSCH EBs, RPL or UDP traffic. Nodes maintain the
cells within the slotframes autononously, based on the hash of either
the source’s or destination’s MAC address. Each slotframe is

uni quel y assigned a set of channel offsets.

3.1. Cell Coordinates

Cell coordinates in ASF are either fixed or derived froma MAC
address (depending on the slotframe type, see Section 3.2). To
derive coordinates froma MAC (EU -64) address, nodes MJST use the
hash function provided at configuration time, see Section 4. One
exanpl e hash function is SAX [ SAX-DASFAA]. Let S len be the length
of slotframe S, and S channels be the set of channels assigned to
slotframe S. The slot coordinates derived froma given MAC address
are conputed as foll ows:

slotOFfset (MAC) = hash(MAC) % S | en
channel O f set (MAC) = S channel s[ (hash(MAC) / L) %Il en(S channel s)]

3.2. Types of Slotfranes

There are three different types of slotfranes, described next.
Section 4 provides full details on cell options and ot her aspects.

3.2.1. Rendez-vous slotframe
Contai ns a single contention-based rendez-vous cell, at coordi nates
[slot offset: 0O; channel offset: 0]. This slotframe is equivalent to
the 6Ti SCH m ni nal schedul e [ RFC8180].
3.2.2. Receiver-based slotfrane
One Rx cell: Coordinates computed as the hash of the node’s own MAC
addr ess.

Multiple Tx cells: One Tx cell per neighbor. Coordinates conputed
as the hash of the neighbor’s MAC address.
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3.2.3. Sender-based slotfrane

One Tx cell: Coordinates computed as the hash of the node’s own MAC
addr ess.

Multiple Rx cells: One Rx cell per neighbor. Coordinates conputed
as the hash of the neighbor’s MAC address.

3.3. Conditional Cells

In order to handle traffic bursts, ASF utilizes conditional cells.
When a node has several frames in its queue for a given neighbor, it
can set the [| EEE802154-2015] 'frane pending bit in unicast

transm ssions to that neighbor. Cells at upconming tine offsets will
be used to carry nore franes. Note that collisions nmay happen on
these conditional cells, which MIST therefore have the ’Shared bit
set.

Sender: A sender with nultiple unicast franes in its queue for a
gi ven nei ghbor MAY send frames with the 'franme pending’ bit set.
After sending a unicast franme with the 'frame pending’ bit set, if
a link-1ayer Acknow edgment (ACK) is received, the sender
i medi ately schedules a tenporary Tx cell. Conpared to the
initial cell, the tenporary cell has the same Link Options plus
the *Shared’ bit, the sanme channel offset, and a tinme offset
incremented by 1 (nmodulo the slotframe length). The next frane
will be sent on this tenporary cell, and rmay set the 'frame
pending’ bit again to signal nore traffic to come. The procedure
repeats until the transmt queue is enpty, or until no
acknow edgnment is received for a frane.

Receiver: Upon receiving a unicast frame with the ’frame pending

bit set, the node first sends a link-layer ACK. It then schedul es
a tenporary Rx cell, with same Link Options, sanme channel offset,
and tine offset incremented by 1. |If, in the newcell, it

receives a unicast frame with the 'frane pending’ bit set, it
continues scheduling additional Rx cells to receive subsequent
franes.

3. 4. I nteraction between Sl otfranes

ASF is expected to maintain nmultiple slotfranmes, each dedicated to a
different traffic type. As the slotfranes repeat over tine, cells
fromdifferent slotframes overlap periodically. |In case a node has
multiple cells scheduled at the same tinme, the precedence rules from
[ EEEB02154- 2015] apply. In order to distribute cell overlap
uniformy, it is RECOWENDED to select slotfrane | engths that are co-
pri nes.
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4. Configuration

An ASF configuration consists of a series of slotframes with
attributes. ASF uses the 6P SIGNAL conmand (format in Figure 1) to
disseminate its configuration. SIGNAL commands are directly included
as |ETF IE in each EB, so that nodes |learn the ASF configuration
directly at join-tine.

6Ti SCH EBs are not secured. For applications that require the ASF
schedul e to be sent securely, the ASF SI GNAL conmand MAY be sent
instead in separate data broadcast packets, after join-tine. To
sunmari ze, there are two cases:

Initial EB includes ASF SI GNAL: The node configures itself to run
the ASF configuration provided.

Initial EB does not include ASF SIGNAL: The node runs the 6Ti SCH
m ni mal schedul e ([ RFC8180]) at association. Wen |ater receiving
a packet with ASF SIGNAL, the node replaces the 6Ti SCH mi ni nal
schedul e with the ASF configuration provided.

Figure 1 describes the format of the ASF SI GNAL conmand.

1 2 3
01234567890123456789012345678901
T S i i S S i i S S
| # Slotframes | Slotframe list ...

B i S S T s i S T st i S S S S S S S S i
Figure 1: Format of the ASF SI GNAL conmand.
Wher e:

# Slotframes: The nunber of ASF sl otfranes
Slotframe list: The list of slotframes, with fornmat described in
Fi gure 2
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1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| Slotf. handle | Slotfrane size [ Type [
B e i i e o e e S T S e e s i i TR S
[ M n. channel offset [ Max. channel of fset [
R e R e i i o i B S O e e e i i b NI R D S R S S o S e o
| Tx Cell Opt | Rx Cell Opt | Nbr Set | Hash func. |
B o o ks s S S e i el T R e S S e o o o o o =
[ # Filters | Traffic filter Iist
B e i i S e s e o S S S R S

Figure 2: Format of the ASF SIGNAL sl otframe descriptor
Figure 2 shows the format of a slotframe descriptor, where

Slotf. handle: The | EEE 802.15.4 slotfrane handle (8 bits)

Slotfrane size: The |EEE 802.15.4 slotfranme size (16 bits)

Type: The ASF slotframe type. The set of possible values for this
field is presented in Figure 3. The different slotfranme types are
described in Section 3. 2.

M n. channel offset: ASF slotfranmes are assigned a channel offset
range. This defines the | ower bound for the range.

Max. channel offset: ASF slotframes are assigned a channel offset
range. This defines the upper bound for the range.

Tx Cell Opt: The options to be used for the Tx Cells, if any.

Rx Cell Opt: The options to be used for the Rx Cells, if any.

Nbr Set: The set of neighbors for which Cells are instantiated. The
set of possible values for this field is presented in Figure 4.
Hash func.: The hash function used to conpute cell coordinates from
a node’s EU -64 address, as defined in Section 3.1. The set of

possi bl e values for this field is presented in Figure 5.

# Filters: ASF slotframes are assigned a subset of the traffic each
One or several traffic filters will be applied to only sel ect
packets with the intended properties. Wen there are severa
traffic filters, they are conbined with a OR, i.e., packets that
satisfy any of the filters will be sent on the slotfranme. This
field defines how many filters are in place. The filter
descriptions followinline, with format defined in Figure 6
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Fommemeeeas T T +
| Num | Descri ption |
Fom e e e e - - o e e e e e e e e e e e e e e e e aa o - +
[ 0 | Rendez-vous slotframe [
N S +
[ 1 | Receiver-based slotfrane |
Fommemeeeas e +
| 2 | Sender-based slotframe |
Fom e e e e - - o e e e e e e e e e e e e e e e e aa o - +
| 128--255 | Reserved [
N S +

Figure 3: Field: types of slotfranes.

Fom e e e e - - o e e e e e e e e e e e e e e e e aa o - +
[ Num [ Descri ption [
N S +
| 0 | Enpty set |
Fommemeeeas e +
| 1 | AIl TSCH tine sources |
Fom e e e e - - o e e e e e e e e e e e e e e e e aa o - +
[ 2 | All RPL parents [
N S +
| 3 | The RPL preferred parent |
Fommemeeeas e +
| 4 | Al 1Pv6 NDP nei ghbors |
Fom e e e e - - o e e e e e e e e e e e e e e e e aa o - +
| 128--255 | Reserved [
N S +

Figure 4: Field: neighbor set.

Fom e e e e - - o e e e e e e e e e e e e e e e e aa o - +
[ Num [ Descri ption [
N S +
| 0 | SAX (Shift-Add-XOR) |
Fommemeeeas e +
| 1--255 | Reserved |
Fom e e e e - - o e e e e e e e e e e e e e e e e aa o - +

Figure 5: Field: Hash function
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1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ FT | udBC| |IP protocol | Type / Code / Port [
B e i i e o e e S T S e e s i i TR S

Figure 6: Format of the ASF SIGNAL traffic filters.

The fields for traffic filter descriptions (Figure 6) are described
next:

FT: The | EEE 802.15.4 frame type. Exanples; 0: Beacon; 1: Data.

UC/ BC. Unicast/broadcast nature. Possible values; 0: unicast; 1:
broadcast; 2: any.

I P protocol: The IP protocol nunmber. Exanples; Ox3a: |CWMPv6; Ox11:
UDP. A value of 0x00 ignores this field.

Type /| Code / Port: In the case of |ICMPv6: the Type (first 8 bits)
foll owed by the Code (last 8 bits). In case of UDP or TCP: the
16-bit port. A value of 0x00 ignores this field.

Exanple filters are given next:

All TSCH EBs: FT: 0 (beacon), UCBC. 1 (broadcast), |IP protocol: O,
Type: O.

Al RPL Traffic: FT: 1 (data), UC/BC. 2 (unicast and broadcast), IP
protocol : 0x3a (1 CwWv6), Type: 0x9b (RPL), Code: 0x00

RPL Unicast DIO FT: 1 (data), UC/BC. O (unicast), |IP protocol: 0x3a
(1 CwPv6B), Type: O0x9b (RPL), Code: 0x01 (DI O

UDP port 5683: FT: 1 (data), UC BC. 2 (unicast and broadcast), IP
protocol: 0Ox11 (UDP), Port: 5683

5. Scheduling Function ldentifier
The Scheduling Function Identifier (SFID) of ASF is | ANA SFI D ASF.
6. Rules for Adding/Deleting Cells

ASF nodes maintain their cells autononously, and do not use 6P ADD
nor DELETE.

7. Rules for CelllList
For the 6P LI ST conmand, ASF uses the default CellList field format

defined in Section 4.2.4 [TODO update if needed] of
[I-D.ietf-6tisch-6top-protocol].
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8.

10.

11.

12.

6P Ti meout Val ue
The tinmeout is of lowcriticality in ASF as 6P Requests are only used
for schedul e inspection, not for cell addition/renoval. The
RECOMVENDED ti meout value in slots is:

2" (macMaxBe+2) * Sl ot f raneD_| en
whi ch is an upper bound of the maxi mumtinme spent in transm ssion
attenpts of a 6P Request and Response, over slotfraneD (where 6P
traffic is sent). The upper bound is conservative, giving extra tine
for tinme spent in packet queues.

Rule for Ordering Cells

Cells are ordered by increasing slotframe handl e, then by tineslot,
t hen channel offset.

Meani ng of the Metadata Field

The Metadata 16-bit field is used as follows: Figure 7 shows the
format of the Metadata field, where

o Slotfrane: is used to identify a slotframe by its handle.
0 Bits 8-15 are reserved.

1 2 3
01234567890123456789012345678901
B e i i e o e e S T S e e s i i TR S
| Sl ot frane | Reserved |
R e R e i i o i B S O e e e i i b NI R D S R S S o S e o

Figure 7: Format of the Metadata Fiel d.
Node Behavi or at Boot

At boot, nodes start with an enpty schedule. Wen associating, they
configure their schedule with the 6P ASF SI GNAL comand, which is
included either in the initial EB or |ater packets, as described in
Section 4.

6P Error Handling
ASF only uses 6P conmands COUNT and LIST. 1In case of error on STATUS

or LIST, the node MAY retry to contact this neighbor after the 6P
ti meout.
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13.

14.

15.

Exanpl es
TODO
[ TEMPORARY] | npl enentation Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC6982].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenment by the IETF. Furthernore, no effort
has been spent to verify the informati on presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations nmay
exi st.

According to [ RFC6982], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinentation
and feedback that have nmade the inplenented protocols nore nature

It is up to the individual working groups to use this information as
they see fit".

Conti ki: The mechani sm behind this specification is inplenmented in
the Contiki project [Contiki]. Adjustments to exactly match this
specification are in progress. The nmechani sm was eval uat ed
experinentally in large-scale testbeds in [ O chestra-SenSys].

Security Considerations

At run-time, ASF is not threatened by attacks on 6P nessages as it
operates without signaling. However, it bases its TSCH schedul e on
external information, nanely: (1) the identify of the current TSCH
time source and (2) the MAC address of its neighbors. ASF relies on
link-layer security to ensure the integrity of the above information

At configuration tine, ASF relies on a 6P SIGNAL command. This
command MAY be secured as described in Section 4. Wen this comrand
is not secured, the security of the network is equivalent to that of
the 6Ti SCH ni ni mal configuration ([RFC8180]). That is, the network
schedul e is propagated directly through EBs.
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16. | ANA Consi derations
16.1. 6P Scheduling Function ldentifiers 'ASF
Thi s docunent adds the follow ng nunber to the "6P Scheduling

Function ldentifiers" registry defined by
[I-D.ietf-6tisch-6top-protocol]:

e e e e e e e e o mm e e e e e e e e e e e e Fom e e e e - - +
| SFID | Nane | Reference |
oo e e e e e e oo o m e e e e e e e e eeeeo s R +
| 1'ANA_6Ti SCH SFI D_ASF | Autononmous Scheduling Function | RFCXXXX |
I | (ASF) I I
o e e e e e e e e e oo Fom e m e e e e e e e e e e e e am o B +

Figure 8: 6P Scheduling Function Identifiers 'ASF .
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* lnitial draft.
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