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Abst ract

This draft contains exanpl e packets exchanged by nodes i npl ementing
the following ietf docunments: RFC 8180: Mninmal |Pv6 over the TSCH
Mode of | EEE 802.15.4e (6Ti SCH) Configuration, draft-wang-6tisch-

6t op- prot ocol - 07, RFC 8138: |Pv6 over Low power Wrel ess Personal
Area Network (6LOWPAN) Routing Header and RFC 8025: |Pv6 over Low
Power Wrel ess Personal Area Network (6LoWPAN) Pagi ng Dispatch. All
packets are presented both in raw binary and fully parsed contents.
This docunent can be used as a reference when inplenenting the
previ ous nmentioned RFCs and Internet Drafts.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 4, 2018.

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Tools Used

Al'l results presented in this docunent are collected by running the
OpenWBN firmavare [ OpenWsN] in sinulation node and capturing the
packets exchanged using the devel opnment branch of Wreshark. At the
time of witing this docunment, the dissection of the RFC 8138 and RFC
8025 inpl ementation has not been nerged into the master branch of
Wreshark but it will be by the tine of the 1st F-Interop 6Ti SCH
Interoperability Event.

These are the version of the source code used:

1. Wreshark dissector: https://github.conwi reshark/w reshark/
conmi t/ laa8ded9a3de8e6f b5b6a7b7dcca9d93bb50dcdd
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2. OpenWBN firmnare: https://github. conl openwsn- berkel ey/ openwsn-fw
conmi t / 4e05d8bc54b59632d5da771818bf 8b4a05b3cell

3. OpenWBN software: https://github. conf openwsn-berkel ey/ openwsn-
sw commi t/ e4cdf 73cbdbbe88bbelOaf 48e69abb7cf ed84f 0d9

2. Network Topol ogy

Net wor k prefix: bbbb::/64

MAC addr ess: 14- 15- 92- cc- 00- 00- 00- Ox
PDR=100% PDR=100%

E - + E - + E - +

I | x=2 | --eeee - | x=3 |

+--- - - + +--- - - + +--- - - +

DAG oot

3. Packet Exanpl es

3.1. Known Errors in These exanpl es

Looks for "FIXME" in the exanpl es bel ow.

3. 2. Enhanced Beacon

Enhanced Beacon sent by 1

== Di ssected packet ==

| EEE 802. 15. 4 Enhanced Beacon, Dst: Broadcast, Src: 14:15:92:cc:00: 00: 00: 01
Frame Control Field: Oxead40, Frame Type: Beacon, PAN | D Conpression, |nforma
tion Elenents Present, Destination Addressing Mdde: Short/16-bit, Frame Version
| EEE Std 802. 15. 4- 2015, Source Addressing Mde: Long/64-bit

. 000

.10 ...

5
Sequence Number: 90
Desti nati on PAN. Oxcafe
Destination: Oxffff

Frame Type: Beacon (0x0)

Security Enabl ed: Fal se

Frame Pendi ng: Fal se

Acknowl edge Request: Fal se

PAN | D Conpression: True

Sequence Nunber Suppression: Fal se

Information El ements Present: True

Destination Addressing Mode: Short/16-bit (0x2)
Frame Version: |EEE Std 802. 15.4-2015 (2)

Sour ce Addressing Mdde: Long/64-bit (0x3)

Ext ended Source: 14:15:92:cc:00:00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Header | Es, Header Ternination 1 |IE
Header Termination 1 |IE (Payload |IEs follow)
| E Header: O0x3f00, Type: Header, |d: Header Termination 1 IE, Length
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0... ... .... = Type: Header (0)
.011 11211 0... .... =1d: Header Termination 1 | E (0x7e)
. 000 0000 = Length: O
Payl oad | E
M.ME | E

Payl oad | E TLV: 0x881c, Type: Payload, Id: MME I E
... ... o L Type: Payl oad (1)
.000 1... .... .... Id: MLME | E (0x1)
. 000 0001 1100 Length: 28
Time Synchronization |E
Payl oad Sub | E (short): 0x1a06, Type: Short, Sub Id (Short): TSC
H Synchroni zation | E

0... ... .... = Type: Short (0)
.001 1010 .... = Sub Id (Short): TSCH Synchronization I
E (0Oxla)
... .... 0000 0110 = Length: 6
Absol ute Sl ot Number: 10098
Join Metric: O
TSCH Tinmeslot IE
Payl oad I E TLV: 0x1c03, Type: Short, Sub Id (Short): TSCH Ti nesl
ot 1E
0... .... .... = Type: Short (0)
.001 1100 .... = Sub Id (Short): TSCH Tineslot |IE (0xlc
)
.... .... 0000 0011 = Length: 3
Data: 0leb01
Channel Hopping IE
Payl oad Sub I E (long): 0xc801, Type: Long, Sub Id (Long): Channe
| Hopping IE
... .... = Type: Long (1)
.100 1... = Sub Id (Long): Channel Hopping IE (0x9
)

. 000 0000 0001 = Length: 1
Hoppi ng Sequence | D: 0x00
TSCH Slotframe and Link |E
Payl oad Sub | E (short): Ox1bOa, Type: Short, Sub Id (Short): TSC
H Slotframe and Link IE
0... ... ... Type: Short (0)
.001 1011 .... Sub Id (Short): TSCH Slotfrane and Lin

k 1E (0x1b)
.... .... 0000 1010
Nunmber of Slotframes: 1
Slotfranes [1]
Slotframe handle: 1
Slotframe size: 11
Nurmber of Links: 1
Li nk I nformation
Tinmeslot: O
Channel O fset: O
Li nk Options: 15
FCS: Oxfc89 (Correct)

Length: 10

== Raw Bytes ==

0000 40 ea 5a fe ca ff ff 01 00 00 00 cc 92 15 14 00
0010 3f 1c 88 06 1a 72 27 00 00 00 00 03 1c 01 eb 01
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0020 01 c8 00 Oa 1b 01 01 Ob 00 01 00 00 00 00 Of 89
0030 fc

Enhanced Beacon sent by 2
== Di ssected packet ==

| EEE 802. 15.4 Enhanced Beacon, Dst: Broadcast, Src: 14:15:92:cc:00: 00: 00: 02
Frame Control Field: Oxead40, Frame Type: Beacon, PAN I D Conpression, |nforma
tion Elenents Present, Destination Addressing Modde: Short/16-bit, Frame Version
| EEE Std 802. 15. 4-2015, Source Addressing Mdde: Long/64-bit
e . 000 Frame Type: Beacon (0x0)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknow edge Request: Fal se
PAN | D Conpression: True
Sequence Nunber Suppression: Fal se
Information El ements Present: True
Destinati on Addressing Mbde: Short/16-bit (0x2)
Frame Version: |EEE Std 802.15.4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

.10 ...,

11.. .. .. o
Sequence Nunber: 25
Destination PAN:. Oxcafe
Destination: Oxffff
Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Header | Es, Header Termination 1 IE

Header Term nation 1 IE (Payload I Es follow)

| E Header: O0x3f00, Type: Header, |d: Header Termination 1 IE, Length

o
1 T I I | I T T R 1

0
0... ... .... = Type: Header (0)
.011 11211 0... .... =1d: Header Termination 1 | E (0x7e)
. 000 0000 = Length: O
Payl oad I E
M.ME | E

Payl oad | E TLV: 0x881c, Type: Payload, Id: MME I E
1... .... .... .... = Type: Payload (1)
.000 1... .... .... =1d: MME IE (0Ox1)
. 000 0001 1100 = Length: 28
Time Synchronization IE
Payl oad Sub I E (short): 0xl1a06, Type: Short, Sub Id (Short): TSC
H Synchroni zation I E

0... ... .... = Type: Short (0)
.001 1010 .... = Sub Id (Short): TSCH Synchroni zation |
E (0Ox1la)
... .... 0000 0110 = Length: 6
Absol ute Sl ot Number: 10219
Join Metric: 1
TSCH Tineslot |IE
Payl oad I E TLV: 0x1c03, Type: Short, Sub Id (Short): TSCH Ti nesl
ot IE
0... ... ... = Type: Short (0)
.001 1100 .... = Sub Id (Short): TSCH Tineslot |E (0Oxlc
)
... .... 0000 0011 = Length: 3
Dat a: 01eb01
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Channel Hopping I E

Payl oad Sub I E (long): 0xc801, Type: Long, Sub Id (Long): Channe

| Hopping IE
... ...
.100 1. ..

. 000 0000 0001 =
Hoppi ng Sequence | D: 0x00
TSCH Slotframe and Link IE

Type: Long (1)
Sub Id (Long): Channel Hopping |IE (0x9

Length: 1

Payl oad Sub I E (short): Ox1lbOa, Type: Short, Sub Id (Short): TSC

H Slotfrane and Link IE
O... .... ....
.001 1011 ....

k I E (0x1b)
e 0000 1010 =
Nunmber of Slotframes: 1
Slotfranes [1]
Slotfrane handle: 1
Slotfrane size: 11
Nunber of Links: 1
Li nk I nformati on
Timeslot: O
Channel O fset: O
Li nk Options: 15
FCS: 0Oxclb4 (Correct)

== Raw Bytes ==
0000 40 ea 19 fe ca ff ff 02 00 00 00 cc
0010 3f 1c 88 06 1a eb 27 00 00 00 01 03
0020 01 c8 00 Oa 1b 01 01 Ob 00 01 00 0O
0030 c1

Enhanced Beacon sent by 3

== Di ssected packet ==

Type: Short (0)
Sub Id (Short): TSCH Slotfrane and Lin

Length: 10

92 15 14 00
1c 01 eb 01
00 00 Of b4

| EEE 802. 15.4 Enhanced Beacon, Dst: Broadcast, Src: 14:15:92:cc:00:00: 00: 03
Frame Control Field: Oxead40, Frame Type: Beacon, PAN I D Conpression, |nforma
tion Elenents Present, Destination Addressing Mdde: Short/16-bit, Frame Version
| EEE Std 802. 15. 4-2015, Source Addressing Mode: Long/64-bit

. 000 Frame Type:

Acknow edge

| nf or mat i on
. Desti nation
.10 .. ..
11.. ... ... ...
Sequence Nunber: 6
Desti nati on PAN. Oxcafe
Destination: Oxffff

o
1 T I I | I T T R 1

Beacon (0x0)

Security Enabl ed: Fal se
Frame Pendi ng: Fal se

Request: Fal se

PAN | D Conpression: True
Sequence Nunber Suppression: Fal se

El ements Present: True
Addr essing Mode: Short/16-bit (0x2)

Frame Version: |EEE Std 802.15.4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)
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Ext ended Source: 14:15:92:cc:00: 00: 00: 03 (14: 15: 92: cc: 00: 00: 00: 03)
Header | Es, Header Termination 1 IE
Header Term nation 1 IE (Payload I Es follow)
| E Header: O0x3f00, Type: Header, |d: Header Termination 1 IE, Length

0... .... ...
.011 1121 O0... ....
. 000 0000

Type: Header (0)
Id: Header Termination 1 |E (0x7e)
Length: O

Payl oad I E
M.ME | E
Payl oad | E TLV: 0x881c, Type: Payload, Id: MME I E
... .... .... .... = Type: Payload (1)
.000 1... .... .... =1d: MME IE (0Ox1)
. 000 0001 1100 = Length: 28
Time Synchronization IE
Payl oad Sub | E (short): 0xl1a06, Type: Short, Sub Id (Short): TSC
H Synchroni zation I E

0... ... .... = Type: Short (0)
.001 1010 .... = Sub Id (Short): TSCH Synchroni zation |
E (0Ox1la)
e 0000 0110 = Length: 6
Absol ute Sl ot Number: 10417
Join Metric: 31
TSCH Tineslot |IE
Payl oad I E TLV: 0x1c03, Type: Short, Sub Id (Short): TSCH Ti nesl
ot IE
0... ... ... = Type: Short (0)
.001 1100 .... = Sub Id (Short): TSCH Tineslot |E (0Oxlc
)
... .... 0000 0011 = Length: 3
Dat a: 01eb01
Channel Hopping IE
Payl oad Sub I E (long): 0xc801, Type: Long, Sub Id (Long): Channe
| Hopping IE
... .... = Type: Long (1)
.100 1... = Sub Id (Long): Channel Hopping IE (0x9
)

.. . 000 0000 0001
Hoppi ng Sequence |1 D: 0x00
TSCH Slotframe and Link |E
Payl oad Sub | E (short): Ox1lbOa, Type: Short, Sub Id (Short): TSC
H Slotframe and Link IE
0... .... ....
.001 1011 ....

Length: 1

Type: Short (0)
Sub Id (Short): TSCH Slotframe and Lin

k I E (0x1b)
.... .... 0000 1010
Nunmber of Slotframes: 1
Slotfranes [1]
Slotfrane handle: 1
Slotframe size: 11
Nunber of Links: 1
Li nk I nformation
Tinmeslot: O
Channel O fset: O
Li nk Options: 15
FCS: 0x65bf (Correct)

Length: 10
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== Raw Bytes ==

0000 40 ea 06 fe ca ff ff 03 00 00 00 cc 92 15 14 00
0010 3f 1c 88 06 1a bl 28 00 00 00 1f 03 1c 01 eb 01
0020 01 c8 00 Oa 1b 01 01 Ob 00 01 00 00 00 OO0 Of bf
0030 65

3.3. RPL DO
RPL DI O sent by 1
== Di ssected packet ==

| EEE 802. 15.4 Data, Dst: Broadcast, Src: 14:15:92:cc:00:00: 00: 01
Frame Control Field: 0xe84l, Frame Type: Data, PAN I D Conpression, Destinati
on Addressing Mbde: Short/16-bit, Frame Version: |EEE Std 802.15. 4-2015, Source
Addr essi ng Mode: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se

Acknowl edge Request: Fal se

c. PAN | D Conpression: True
..0 . Sequence Nunber Suppression: Fal se
.. 0. Information El enents Present: Fal se
10. . Desti nati on Addressi ng Mbde: Short/16-bit (0x2)

0

11.. ... oo L
Sequence Nunber: 93
Destinati on PAN. Oxcafe
Destination: Oxffff
Ext ended Source: 14:15:92:cc:00:00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
FCS: 0x04b3 (Correct)

6LOoWPAN

| PHC Header

011. .... = Pattern: |P header conpression (0x03)

..1 1.0 ... ... =Traffic class and flow | abel: Version, traffic cla

ss, and flow | abel conpressed (0x3)
.00 L = Next header: Inline
.10 ... Hop limt: 64 (0x2)
0... Context identifier extension: False
0. L. Sour ce address conpression: Statel ess
11 ... Sour ce address node: Conpressed (0x0003)
1... Mul ti cast address conpression: True
.0.. Destination address conpression: Stateless

I | Destination address node: 8-bits inline (0x0003)

[ Source context: fe80::]

[Destination context: fe80::]
Next header: | CWMPv6 (0x3a)
Source: fe80::1615:92cc:0:1
Destination: ff02::1a

Frame Version: |EEE Std 802.15. 4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

=
1 I A T A T A
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Internet Protocol Version 6, Src: fe80::1615:92cc:0:1, Dst: ff02::1a

0110 .... = Version: 6
.... 00000000 .... .... .... .... .... = Traffic Cass: 0x00 (DSCP: CsO, EC
N:  Not - ECT)
0000 00.. = Differentiated Services Codepo

int: Default (0)
e e .00 L

on: Not ECN- Capabl e Transport (0)

.e+e+e +.... .... 0000 0000 0000 0000 0000

Payl oad Length: 28

Next Header: | CMPv6 (58)

Hop Limt: 64

Source: fe80::1615:92cc:0:1

Destination: ff02::1a

[ Source Geol P: Unknown]

[ Destination Geol P. Unknown]
I nternet Control Message Protocol v6

Type: RPL Control (155)

Code: 1 (DODAG I nformation Object)

Checksum O0x171b incorrect, should be 0xd255

[ Checksum St at us: Bad]

RPLI nstancel D: O

Version: O

Rank: 256

Fl ags: 0x88, Grounded (G, Mde of Operation (MOP): Non-Storing Mde of Oper
ation

Explicit Congestion Notificati

F

ow Label : 0x00000

1... = Gounded (G : True
.0.. .... = Zero: False
.00 1 = Mode of Qperation (MOP): Non-Storing Mde of Operation (0x1)

.... .000 DODAG Preference: 0
Destination Advertisement Trigger Sequence Number (DTSN): 51
Fl ags: 0x00
Reserved: 00
DODAGQ D: bbbb::1415:92cc: 0: 1
== Raw Bytes ==
0000 41 e8 5d fe ca ff ff 01 00 00 00 cc 92 15 14 7a
0010 3b 3a la 9b 01 17 1b 00 00 01 00 88 33 00 00 bb
0020 bb 00 00 00 00 00 00 14 15 92 cc 00 00 00 01 b3
0030 04

RPL DI O sent by 2
== Di ssected packet ==

| EEE 802. 15.4 Data, Dst: Broadcast, Src: 14:15:92:cc:00:00: 00: 02
Frame Control Field: 0xe84l, Frame Type: Data, PAN | D Conpression, Destinati
on Addressing Mbde: Short/16-bit, Frame Version: |EEE Std 802.15. 4-2015, Source
Addr essi ng Mode: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: Fal se
PAN | D Conpression: True
Sequence Nunber Suppression: Fal se

o
[T T T I T T
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.. 0.
... 10..
0
11.. ... oo L
Sequence Nunber: 28
Destinati on PAN. Oxcafe
Destination: Oxffff
Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14: 15:92: cc: 00: 00: 00: 02)
FCS: Oxfc06 (Correct)
6LOoWPAN
| PHC Header
011. .... = Pattern: |P header conpression (0x03)
.. 1.0 ... .... =Traffic class and flow | abel: Version, traffic cla
ss, and flow | abel conpressed (0x3)
.00 L = Next header: Inline
.10 ... Hop limt: 64 (0x2)
0... Context identifier extension: False
0. L. Sour ce address conpression: Statel ess
11 ... Sour ce address node: Conpressed (0x0003)
1... Mul ti cast address conpression: True
. 0. Destination address conpression: Stateless
e e e Destination address node: 8-bits inline (0x0003)
[ Source context: fe80::]
[Destination context: fe80::]
Next header: | CWMPv6 (0x3a)
Source: fe80::1615:92cc:0:2
Destination: ff02::1a
Internet Protocol Version 6, Src: fe80::1615:92cc:0:2, Dst: ff02::1a

Information El ements Present: Fal se

Desti nati on Addressi ng Mbde: Short/16-bit (0x2)
Frame Version: |EEE Std 802.15.4-2015 (2)

Sour ce Addressing Mdde: Long/64-bit (0x3)

0110 .... = Version: 6
.... 0000 0000 .... = Traffic Cass: 0x00 (DSCP:. CSO, EC
N:  Not - ECT)
0000 00.. = Differentiated Services Codepo

int: Default (0)
0

on: Not ECN Capabl e Transport (0)

e+ +«... .... 0000 0000 0000 0000 0000

Payl oad Length: 28

Next Header: |CWMPv6 (58)

Hop Limt: 64

Source: fe80::1615:92cc:0:2

Destination: ff02::1a

[ Source Geol P: Unknown]

[Destination Geol P: Unknown]
Internet Control Message Protocol v6

Type: RPL Control (155)

Code: 1 (DODAG I nformation Object)

Checksum O0x16l1a incorrect, should be 0xd154

[ Checksum St at us: Bad]

RPLI nstancel D: O

Version: 0O

Rank: 512

Fl ags: 0x88, Grounded (G, Mde of Operation (MOP): Non-Storing Mde of Qper
ation

Explicit Congestion Notificati

Fl ow Label : 0x00000
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1... = Grounded (G : True
.0.. .... = Zero: False
.00 1... = Mode of Qperation (MOP): Non-Storing Mde of COperation (0x1)

.... .000 DODAG Preference: 0
Destination Advertisenent Trigger Sequence Nunmber (DTSN): 51
Fl ags: 0x00
Reserved: 00
DODAG D: bbbb: : 1415: 92cc: 0: 1

== Raw Bytes ==

0000 41 e8 1c fe ca ff ff 02 00 00 00 cc 92 15 14 7a
0010 3b 3a l1la 9b 01 16 1a 00 00 02 00 88 33 00 00 bb
0020 bb 00 00 00 00 00 00 14 15 92 cc 00 00 00 01 06
0030 fc

RPL DI O sent by 3
== Di ssected packet ==

| EEE 802. 15.4 Data, Dst: Broadcast, Src: 14:15:92:cc:00:00: 00: 03
Frame Control Field: 0xe84l, Frame Type: Data, PAN | D Conpression, Destinati
on Addressing Mbde: Short/16-bit, Frame Version: |EEE Std 802. 15. 4-2015, Source
Addr essi ng Mode: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: Fal se
PAN | D Conpression: True
Sequence Nunber Suppression: Fal se
Information El ements Present: Fal se
Desti nati on Addressi ng Mbde: Short/16-bit (0x2)
Frame Version: |EEE Std 802.15. 4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

.10 ...
11 . Cee
Sequence Nunber 8
Destinati on PAN. Oxcafe
Destination: Oxffff
Ext ended Source: 14:15:92:cc:00: 00: 00: 03 (14: 15: 92: cc: 00: 00: 00: 03)
FCS: Oxab62 (Correct)
6LOoWPAN
| PHC Header
011. .... = Pattern: |P header conpression (0x03)
..1 1., ... .... = Traffic class and flow | abel: Version, traffic cla
ss, and fl ow | abel conpressed (0x3)
.00 L Next header: Inline
.10 ... Hop limt: 64 (0x2)
0... Context identifier extension: False
0. L. Sour ce address conpression: Statel ess
11 ... Sour ce address node: Conpressed (0x0003)
1... Mul ti cast address conpression: True
.0.. Destination address conpression: Stateless

=
1 I A T A T A
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e+ vvvev v... ..11 = Destination address node: 8-bits inline (0x0003)
[ Source context: fe80::]
[Destination context: fe80::]

Next header: | CWMPv6 (0x3a)

Source: fe80::1615:92cc:0:3

Destination: ff02::1a

rnet Protocol Version 6, Src: fe80::1615:92cc:0:3, Dst: ff02::1a

0110 .... = Version: 6

0000 0000 ....

Traffic O ass: 0x00 (DSCP:. CSO, EC

.... 000000.. .... .... .... .... .... =Differentiated Services Codepo
Default (0)

Not ECN- Capabl e Transport (0)

+e+e+e +.... .... 0000 0000 0000 0000 0000 = F
Payl oad Length: 28

Next Header: |CMPv6 (58)

Hop Limt: 64

Source: fe80::1615:92cc:0:3

Destination: ff02::1a

[ Source Geol P: Unknown]

[ Destination Geol P. Unknown]

rnet Control Message Protocol v6

Type: RPL Control (155)

Code: 1 (DODAG I nformation Object)

Checksum 0x1519 incorrect, should be 0xd053

[ Checksum St at us: Bad]

RPLI nstancel D: O

Version: O

Rank: 768

Fl ags: 0x88, Grounded (G, Mde of Operation (MOP): Non-Storing Mde of Oper
n

Explicit Congestion Notificati

ow Label : 0x00000

1...
.0..

G ounded (G : True
ce Zero: Fal se
.00 1... Mode of Operation (MOP): Non-Storing Mdde of Operation (0x1)
.... .000 DODAG Preference: 0
Destination Advertisement Trigger Sequence Number (DTSN): 51
Fl ags: 0x00
Reserved: 00
DODAGQ D: bbbb: : 1415:92cc: 0: 1

== Raw Bytes ==

0000
0010
0020
0030

Muno

41 e8 08 fe ca ff ff 03 00 00 00 cc 92 15 14 7a
3b 3a 1a 9b 01 15 19 00 00 03 00 88 33 00 00 bb
bb 00 00 00 00 00 00 14 15 92 cc 00 00 00 01 62
ab
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3.4. RPL DAO

3.4.1. RPL DAO from 2
[RPL DAO from 2] 2->1

== Di ssected packet ==

| EEE 802. 15.4 Data, Dst: 14:15:92:cc:00:00:00:01, Src: 14:15:92:cc: 00:00: 00: 02
Frame Control Field: Oxec2l, Frame Type: Data, Acknow edge Request, Desti nat

i on Addressing Modde: Long/64-bit, Frame Version: |EEE Std 802. 15. 4-2015, Source

Addr essi ng Mode: Long/ 64-bit

e . 001 Frame Type: Data (0x1)

Security Enabl ed: Fal se

Frame Pendi ng: Fal se

Acknowl edge Request: True

PAN | D Conpression: Fal se

Sequence Nunber Suppression: Fal se

Information El ements Present: Fal se

Desti nati on Addressi ng Mbde: Long/64-bit (0x3)

Frame Version: |EEE Std 802.15. 4-2015 (2)

Sour ce Addressing Mdde: Long/64-bit (0x3)

.10 .. ..
11 Ce C
Sequence Nunber 43
Destinati on PAN. Oxcafe
Destination: 14:15:92:cc:00: 00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14: 15:92: cc: 00: 00: 00: 02)
FCS: 0xe370 (Correct)
6LOWWPAN

o
1 I A T A T A

0001 = Page Nunber: 1
6LOoRH: Routing Protocol Information
100. .... = Routing Header 6lo: Critical Routing Header (0x04)
.. e e Packet direction: UP fal se, DOM true: Fal se
Error detected: Fal se
No link to destination: False
Context identifier extension: True
Context identifier extension: True
6l oRH Type: Routing Protocol I|nformation (0x05)

=
[ T T I T T

Ce 0000 0101
RPL I nst ance: 0x00
Sender Rank: 0x02
| PHC Header
011. .... = Pattern: |P header conpression (0x03)
..1 1., ... .... =Traffic class and flow | abel: Version, traffic cla
ss, and flow | abel Conpressed (0x3)

0...
.0..
.01

Mul ti cast address conpression: Fal se
Destination address conpression: Stateless
Destination address node: 64-bits inline (0x0001)

0 P = Next header: Inline
.10 ... = Hop limt: 64 (0x2)
0... = Context identifier extension: False
.0.. .... = Source address conpression: Stateless
.01 .... = Source address node: 64-bits inline (0x0001)
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[ Source context: fe80::]
[Destination context: fe80::]
Next header: | CMPv6 (0x3a)
Source: fe80::1415:92cc:0:2
Destination: fe80::1415:92cc:0:1
Internet Protocol Version 6, Src: fe80::1415:92cc:0:2, Dst: fe80::1415:92cc:0:1

0110 .... = Version: 6
..... 00000000 .... .... .... .... .... =Traffic Cass: 0x00 (DSCP: CS0, EC
N:  Not - ECT)
0000 00.. = Differentiated Services Codepo

int: Default (0)
. ..00 ....
on: Not ECN-CapabIe Transport (0)
. 0000 0000 0000 0000 0000
Payload Length 66
Next Header: | CWMPv6 (58)
Hop Linmt: 64
Sour ce: fe80::1415:92cc:0:2
Destination: fe80::1415:92cc:0:1
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Internet Control Message Protocol v6
Type: RPL Control (155)
Code: 2 (Destination Advertisenent Cbject)
Checksum 0x69d6 incorrect, should be Oxe44b
[ Checksum St at us: Bad]
RPLI nst ancel D: O
Fl ags: 0x40, DODAG D Present (D)

Explicit Congestion Notificati

F

ow Label : 0x00000

0... = DAO ACK Request (K): Fal se
.1.. .... = DODAG D Present (D): True
.00 0000 = Reserved: O

Reserved: 00
DAO Sequence:
DODAGQ D: bbbb::1415:92cc: 0: 1
| CMPv6 RPL Option (RPL Target bbbb::1415: 92cc: 0: 3/ 128)
Type: RPL Target (5)
Length: 18
Reserved
Target Length: 128
Target: bbbb:: 1415:92cc: 0: 3
| CMPv6 RPL Option (Transit Information bbbb::1415:92cc: 0:1)
Type: Transit Information (6)
Length: 20
Fl ags: 0x00
Path Control: O
Pat h Sequence: 1
Path Lifetime: 170
Parent Address: bbbb::1415:92cc:0:1

o

== Raw Bytes ==
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0000 21 ec 2b fe ca 01 00 00 00 cc 92 15 14 02 00 00
0010 00 cc 92 15 14 f1 83 05 02 7a 11 3a 14 15 92 cc
0020 00 00 00 02 14 15 92 cc 00 00 00 01 9b 02 69 d6
0030 00 40 00 00 bb bb 00 00 00 00 00 00 14 15 92 cc
0040 00 00 00 01 05 12 00 80 bb bb 00 00 00 00 00 00
0050 14 15 92 cc 00 00 00 03 06 14 00 00 01 aa bb bb
0060 00 00 00 00 00 00 14 15 92 cc 00 00 00 01 70 e3

3.4.2. RPL DAO from3
[RPL DAO from 3] 3->2
== Di ssected packet ==

| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00: 00: 02
Src: 14:15:92: cc: 00: 00: 00: 03
Frame Control Field: Oxec2l, Frame Type: Data
e . 001 Frame Type: Data (0x0001)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: True
Intra-PAN: Fal se
Sequence Nunber Suppression: Fal se
Information El enents present: Fal se
Desti nati on Addressi ng Mode:
Long/ 64-bit (0x0003)
Frame Version: 2
Sour ce Addressi ng Mde:
Long/ 64-bit (0x0003)

o
I

..10 ...,
11..

Sequence Nunber: 5
Destinati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Ext ended Source: 14:15:92:cc: 00: 00: 00: 03 (14: 15: 92: cc: 00: 00: 00: 03)
FCS: 0x1640 (Correct)
6LOVWPAN
0001 = Page Nunber: 1
6LoRH: Routing Protocol |Information
100. .... = Routing Header 6lo: Critical Routing Header (0x04)

O I, = Packet direction
UP false, DOMN true: False
0... = Error detected: Fal se
.0.. = No link to destination: Fal se
I = Context identifier extension: True
.1 = Context identifier extension: True

.... .... 0000 0101
RPL | nstance: 0x00
Sender Rank: 0x21

| PHC Header

6l oRH Type: Routing Protocol Information

Munoz, et al. Expi res January 4, 2018 [ Page 15]



Internet-Draft

011.
.1

. Pat t
1...

O
.10 ...
0...
.0..

ol ...

[Source Context
[ Destination con

Next header: | CMPv6
Source: fe80::1415:9
Destination: fe80::1
I nternet Protocol Versio

0110 .... = Version
0000 0000 ...

0000 00..

.00 ....

.... 0000
Payload Iength 46
Next header: | CMPv6
Hop limt: 64
Source: fe80::1415:9
Destination: fe80::1

6ti sch- exanpl es July 2017
ern: | P header conpression (0x03)
= Traffic class and flow | abel : Version
traffic class, and flow | abel
conpressed (0x0003)
= Next header: Inline
= Hop limt: 64 (0x0002)
= Context identifier extension: False
= Sour ce address conpression: Stateless
= Source address node: 64-bits inline(0x01)
0... = Multicast address conpression: Fal se
.0.. = Dest address conpression: Stateless
01 = Dest address node: 64-bits inline (0x01)
fe80: :]
text: fe80::]
(0x3a)
2cc: 0: 3
415:92cc: 0: 1
n 6, Src: fe80::1415:92cc: 0: 3,
Dst: fe80::1415:92cc:0:1
6
= Traffic class:
0x00 (DSCP CSO, ECN: Not - ECT)
= Differentiated
SerV|ces Codepoint: Default (0)
e e . = Explicit Congestion
hbtification Not ECN-CapabIe Transport (0)
0000 0000 0000 0000 = FI ow abel : 0x00000000
(58)
2cc:0:3
415:92cc: 0: 1
Prot ocol v6

Internet Control Message
Type: RPL Control (1
Code: 2 (Destination
Checksum O0xd3la [in
RPLI nstancel D: O

55)
Advertisement bject)
correct, should be 0x4d90]

Fl ags: 0x40
0... = DAO ACK Request (K): Fal se
.1.. .... = DODAG D Present (D): True
.00 0000 = Reserved: O

Reserved: 00
DAO Sequence:
DODAGQ D: bbbb: : 1415

|CMPv6 RPL Option (T

o

Type: Transit

Length: 20

Fl ags: 0x00
Muinoz, et al.

92cc: 0: 1
ransit Information bbbb::1415:92cc: 0: 2)

I nformation (6)
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0... .... =
. 000 0000 =
Path Control: O
Pat h Sequence: 0
Path Lifetinme: 170
Parent Address: bbbb::1415:92cc:0:2

External : Not set
Reserved: 0

== Raw Bytes ==

0000 21 ec 05 fe ca 02 00 00 00 cc 92 15 14 03 00 00
0010 00 cc 92 15 14 f1 83 05 21 7a 11 3a 14 15 92 cc
0020 00 00 00 03 14 15 92 cc 00 00 00 01 9 02 d3 1a
0030 00 40 00 00 bb bb 00 00 00 00 00 00 14 15 92 cc
0040 00 00 00 01 06 14 00 00 00 aa bb bb 00 00 00 00
0050 00 00 14 15 92 cc 00 00 00 02 40 16

[RPL DAO from 3] 2->1
== Di ssected packet ==

| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00: 00: 01
Src: 14:15:92: cc: 00: 00: 00: 02
Frame Control Field: Oxec2l, Frame Type: Data
e . 001 Frame Type: Data (0x0001)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: True

o
I

c Intra-PAN: Fal se

..0 . Sequence Nunber Suppression: Fal se
.. 0. Information El enents present: Fal se
11. Desti nati on Addressi ng Mde:

Long/ 64-bit (0x0003)
Frame Version: 2

Sour ce Addressi ng Mde:
Long/ 64-bit (0x0003)

..10 ...,
11..

Sequence Nunber: 11
Destinati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14: 15:92: cc: 00: 00: 00: 02)
FCS: 0x2135 (Correct)
6LOVWPAN
.. 0001 = Page Nunber: 1
6LoRH: Routing Protocol Information
100. .... = Routing Header 6lo: Critical Routing Header (0x04)
...0 ... ... .... = Packet direction
UP fal se, DOMN true: Fal se
Error detected: False
No link to destination: False

O
I
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1o
.1
. 0000 0101
RPL I nstance: 0x00
Sender Rank: 0x03
| PHC Header
011. .... = Pattern: |P header conpression (0x03)
..1 1., ... ... = Traffic class and flow | abel: Version
traffic class, and flow | abel
conpressed (0x0003)
Next header: Inline
Hop limt: 64 (0x0002)
Context identifier extension: False
Sour ce address conpression: Stateless
Sour ce address node: 64-bits inline (0x01)
Mul ti cast address conpression: Fal se
Dest address conpression: Statel ess
e e e Dest address node: 64-bits inline (0x01)
[ Source context: fe80 ]
[Destination context: fe80::]
Next header: | CWMPv6 (0x3a)
Source: fe80::1415:92cc:0:3
Destination: fe80::1415:92cc:0:1
Internet Protocol Version 6, Src: fe80::1415:92cc: 0: 3,
Dst: fe80::1415:92cc:0:1

Context identifier extension: True
Context identifier extension: True
6l oRH Type: Routing Protocol Information

0110 .... = Version: 6
0000 0000 .... .... ... .... .. = Traffic class:
0x00 (DSCP CSO, ECN: Not - ECT)
0000 00.. .... .... .... .... = Differentiated
SerV|ces Codepoint: Default (0)
.00 ... L .. = Explicit Congestion

hbtification Not ECN- Capabl e Transport (0)
.... 0000 0000 0000 0000 0000 = Fl ow abel: 0x00000000
Payload Iength 46
Next header: |CMPv6 (58)
Hop limt: 64
Source: fe80::1415:92cc:0:3
Destination: fe80::1415:92cc:0:1
Internet Control Message Protocol v6
Type: RPL Control (155)
Code: 2 (Destination Advertisenent Object)
Checksum 0xd3la [incorrect, should be 0x4d90]
RPLI nstancel D: O

Fl ags: 0x40
0... .... = DAO ACK Request (K): Fal se
.1.. .... = DODAG D Present (D): True
.00 0000 = Reserved: O

Reserved: 00
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DAO Sequence: 0
DODAG D: bbbb: : 1415:92cc: 0: 1
| CMPv6 RPL Option (Transit

Type:

Length: 20
Fl ags:

Pat h Sequence:

0

0x00

Transi t

.000 0000
Pat h Control

[«

0

6ti sch- exanpl es

I nf ormati on bbbb:: 1415: 92cc: 0: 2)
I nformation (6)

Ext er nal
Reserved: 0

Path Lifetinme: 170
Par ent Address:

0b
92
00
00
00
14

== Raw Bytes
0000 21 ec
0010 00 cc
0020 00 00
0030 00 40
0040 00 00
0050 00 00
3.5. ACK

Munoz, et al.

bbbb: : 1415: 92cc:

00

92
00

00

00
05
cc
00

00

00

00
00

00

Not set

cc
Ta
00
00
aa
02

92

00
00

35

0:2

15
3a
01
00
bb
21

14 02 00
14 15 92
9b 02 d3
14 15 92
00 00 00

Expi res January 4, 2018
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cc
la
cc
00
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ACK

== Di ssected packet ==
| EEE 802. 15. 4 Ack, Sequence Nunber: 69, Dst: 14:15:92:cc:00:00:00:01, Src: 14:15
:92: cc: 00: 00: 00: 02
Frame Control Field: Oxee02, Frame Type: Ack, Information El ements Present,
Destination Addressi ng Mbde: Long/64-bit, Frame Version: |EEE Std 802. 15. 4- 2015,
Sour ce Addressing Mdde: Long/ 64-bit
e e . 010 Frame Type: Ack (0x2)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: Fal se

.. PAN | D Conpression: Fal se
..0 . Sequence Number Suppression: Fal se
oL Information El enents Present: True
S N Destination Addressing Mbde: Long/64-bit (0x3)
..10 ..., Frame Version: |EEE Std 802.15. 4-2015 (2)
11.. Sour ce Addressing Mode: Long/64-bit (0x3)

Sequence Number: 69
Desti nati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Ext ended Source: 14:15:92:cc:00:00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Header | Es, Time Correction | E
Tinme Correction |IE
| E Header: OxO0f 02, Type: Header, Id: Tine Correction |IE Length: 2
0... ... .. L Type: Header (0)
.000 1111 O... .... Id: Time Correction | E (Oxle)
... .... .000 0010 Length: 2
Time Sync Info: 0x0000, Tine Correction: 0, Nack: Acknow edgenent
0000 0000 0000 Time Correction: O[mcro]s
e e Nack: Acknow edgenent

FCS: Oxaa9c (Correct)
== Raw Bytes ==

0000 02 ee 45 fe ca 01 00 00 00 cc 92 15 14 02 00 00
0010 00 cc 92 15 14 02 Of 00 00 9c aa

3.6. 1 Cwv6 echo request/reply
3.6.1. ping 2
[ping 2] ICMPv6 echo request 1->2
== Di ssected packet ==
| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00:00: 02
Src: 14:15:92:cc: 00: 00: 00: 01

Frame Control Field: Oxec2l, Frame Type: Data
e .001 = Frane Type: Data (0x0001)
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Security Enabl ed: Fal se

Frame Pendi ng: Fal se

Acknow edge Request: True
Intra-PAN: Fal se

Sequence Nunber Suppression: Fal se
Information El enents present: Fal se
Desti nati on Addressi ng Mode:

Long/ 64-bit (0x0003)

Frame Version: 2

Sour ce Addressi ng Mde:

Long/ 64-bit (0x0003)

o
I T T I T T |

..10 ...,
11..

Sequence Nunber: 42

Destinati on PAN: Oxcafe

Destination: 14:15:92:cc:00:00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)

Ext ended Source: 14:15:92:cc:00: 00: 00: 01 (14:15:92:cc: 00: 00: 00: 01)
FCS: 0xd916 (Correct)

6LOVWPAN
.... 0001 = Page Number: 1
| PHC Header
011. .... = Pattern: |P header conpression (0x03)
..1 1., .... .... = Traffic class and flow | abel: Version

traffic class, and flow | abe
conpressed (0x0003)

Next header: Inline

Hop limt: Inline (0x0000)

Context identifier extension: False
Sour ce address conpression: Stateless
Sour ce address node: Inline (0x0000)
Mul ti cast address conpression: Fal se
Dest address conpression: Stateless
Dest address node: Inline (0x0000)

O
.00 ....
0...
O
.00 ....
0...
. 0.
e .. 00
Next header ICNPV6 (0x3a)
Hop limt: 64
Sour ce: bbbb::1
Desti nati on: bbbb::1415:92cc:0: 2
Internet Protocol Version 6, Src: bbbb::1, Dst: bbbb::1415:92cc:0: 2

0110 .... = Version: 6
0000 0000 .... .... .... .... .... =Traffic class: 0x00
(DSCP: CS0, ECN:. Not - ECT)
0000 00.. .... .... .... .... = Differentiated
SerV|ces Codepoint: Default (0)
.00 ... Lo .. = Explicit Congestion

hbtification hbt ECN-CapabIe Transport (0)
. .... 0000 0000 0000 0000 0000 = Fl ow abel : 0x00000000
Payload | ength: 64
Next header: |CMPv6 (58)
Hop limt: 64
Sour ce: bbbb::1
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Destination: bbbb::1415:92cc: 0: 2
rnet Control Message Protocol v6
Type: Echo (ping) request (128)
Code: O

Checksum Oxf 7be [correct]

I dentifier: 0Ox47c5

Sequence: 1

[ No response seen]

Data (56 bytes)

July 2017

Fal se
Fal se

0000 dO 27 b2 56 00 00 00 00 d5 52 Ob 00 00 00 00 00
0010 10 11 12 13 14 15 16 17 18 19 l1la 1b 1c 1d 1le 1f
0020 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
0030 30 31 32 33 34 35 36 37
Dat a: d027b25600000000d5520b00000000001011121314151617. .
[ Lengt h: 56]
== Raw Bytes ==
0000 21 ec 2a fe ca 02 00 00 00 cc 92 15 14 01 00 00
0010 00 cc 92 15 14 f1 78 00 3a 40 bb bb 00 00 00 00
0020 00 00 00 00 00 00 00 00 00 01 bb bb 00 00 00 00
0030 00 00 14 15 92 cc 00 00 00 02 80 00 f7 be 47 c5
0040 00 01 dO 27 b2 56 00 00 00 00 d5 52 Ob 00 00 00
0050 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d
0060 le 1f 20 21 22 23 24 25 26 27 28 29 2a 2b 2c¢ 2d
0070 2e 2f 30 31 32 33 34 35 36 37 16 d9
[ping 2] ICMPv6 echo reply 2->1
== Di ssected packet ==
| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00: 00: 01
Src: 14:15:92: cc: 00: 00: 00: 02
Frame Control Field: Oxec2l, Frame Type: Data
e .001 = Frame Type: Data (0x0001)
.. 0... = Security Enabl ed: Fal se
..0 . = Franme Pendi ng: Fal se
. L = Acknow edge Request: True
.. .0 = Intra-PAN:. Fal se
..0 . = Sequence Nunber Suppression
.. 0. = Informati on El enents present:
11. = Destinati on Addressi ng Mde:
Long/ 64-bit (0x0003)
..10 ..., = Frame Version: 2
11.. = Sour ce Addressing Mde:
Long/ 64-bit (0x0003)
Sequence Nunber: 48
Munoz, et al. Expi res January 4, 2018
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Desti nati on PAN. Oxcafe
Desti nati on:
Ext ended Sour ce:
FCS: 0xel05 (Correct)
6LoWPAN
.... 0001 = Page Number:
6LoRH: Routing Protoco

100. Rout i ng

. 0000 0101
RPL I nstance: 0x00
Sender Rank: 0x0338

| PHC Header
011.
.1

Patt ern:

1...

O
.10 .. ..
0...
O
.01 ...
0...
. 0.
c 01
[Source Context

6ti sch- exanpl es July 2017

14: 15: 92: cc: 00: 00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
14: 15: 92: cc: 00: 00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)

1
I nformati on
Header 6lo: Critical Routing Header (0x04)
= Packet direction:

UP false, DOMWN true: False

= Error detected: Fal se
= No |link to destination: False
= Context identifier extension: True
= Context identifier extension: False
= 6l oRH Type: Routing Protocol Information

| P header conpression (0x03)
= Traffic class and flow | abel:
traffic class, and flow | abel
conpressed (0x0003)

Next header: Inline

Hop limt: 64 (0x0002)
Context identifier extension: False
Source address conpression: Stateless

Sour ce address node: 64-bits inline (0x01)
Mul ti cast address conpression: Fal se

Dest address conpression: Statel ess

Dest address node: 64-bits inline (0x01)

Ver si on,

fe80: :]

[Destination context: fe80::]
Next header: | CWMPv6 (0x3a)
Source: fe80::1415:92cc:0:2
Destination: fe80::1
Internet Protocol Version 6, Src: fe80::1415:92cc:0:2, Dst: fe80::1
0110 .... = Version: 6
0000 0000 .... . = Traffic class:
0x00 (DSCP: CS0, ECN:. Not - ECT)
0000 00.. = Differentiated
SerV|ces Codepoint: Default (0)
.00 .... = Explicit Congestion

hbtification

Not ECN-CapabIe Transport (0)

. .... 0000 0000 0000 0000 0000 = Fl oW abel : 0x00000000
Payload | ength: 64
Next header: |CMPv6 (58)
Hop limt: 64
Sour ce: fe80::1415:92cc:0:2
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fe80::1
Message Protocol v6

Desti nati on:
rnet Contro

Type:
Code:

Echo (ping)

0

reply (129)

Checksum Oxf6be [incorrect,
Identifier:

Sequence:
Data (56 bytes)

1

0x47c5

shoul d be 0x7134]

do 27 b2 56 00 00 00 00 d5 52 Ob 00 00 00 00 00
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1f
20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f
30 31 32 33 34 35 36 37

Dat a: d027b25600000000d5520b00000000001011121314151617. . .
56]

[ Lengt h:

== Raw Bytes

0000
0010
0020
0030
0040
0050
0060

3. 6.

21
00
cc
be
00
1b
2b

ec
cc
00
47
00
1lc
2c

30
92
00
c5
00
1d
2d

2. ping 3

[ping 3]

| EEE 802. 15. 4 Dat a,

Muno

fe
15
00
00
00
le
2e

ca 01
14 f1
02 00
01 doO
00 10
1f 20
2f 30

Di ssected packet ==

Franme Contro

Sequence Nunber:

z, et al.

.10 ...

11. .

00
00
27
11

31

Dst :

Src:

Fi el d: Oxec2l1, Frane Type
Frame Type

34

00
00
b2
12

32

. 001

00
00
56
13

33

CccC
00
00
14

34

| CMPv6 echo request 1->2

92
7a
00
00
15

35

15
11
00
00
16

36

14
3a
01
00
17

37

02
14
81
d5
18

05

I ntra- PAN: Fal se

Sequence Nunber Suppression:
I nformation El ements present:
Desti nati on Addressi ng Mode:

00

00
52
19
29
el

14:15: 92: cc: 00: 00: 00: 02
14:15: 92: cc: 00: 00: 00: 01
Dat a
Data (0x0001)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request:

Long/ 64-bit (0x03)

Frame Version:
Sour ce Addressi ng Mde:

2

Long/ 64-bit (0x03)

Expi res January 4, 2018

00

fb6
Ob
la
2a

True

July 2017

Fal se
Fal se
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Destinati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Ext ended Source: 14:15:92:cc:00:00: 00: 01 (14:15:92:cc: 00: 00: 00: 01)
FCS: 0x0366 (Correct)
6LOoWPAN
.... 0001 = Page Number: 1
6LoRH: Routing Header 3, 8 byte conpression
100. .... = Routing Header 6lo: Critical Routing Header (0x04)
.0 0000 .... .... = 6l oRH Hop Nunber - 1: 0x0000
0000 0011 = 6l oRH Type: Routing Header 3,
8 byte conpression (0x0003)
Source/ 8, Delta: ::1415:92cc:0:2
| PHC Header

011. .... = Pattern: |P header conpression (0x03)

.1 1.0 ... ... =Traffic class and flow | abel : Version
traffic class, and flow | abe
conpressed (0x0003)

Next header: Inline
Hop limt: Inline (0x0000)
Context identifier extension: False
Sour ce address conpression: Stateless
Sour ce address node: Inline (0x0000)
Mul ti cast address conpression: Fal se
Dest address conpression: Stateless
cee .. 00 = Dest address node: Inline (0x00)

Next header ICNPV6 (0x3a)

Hop limt: 64

Source: bbbb::1

Destination: bbbb::1415:92cc:0: 3
Internet Protocol Version 6, Src: bbbb::1, Dst: bbbb::1415:92cc:0:3

00
.00 ....
0...
00
.00 ....
0...
. 0.

0110 .... = Version: 6
0000 0000 .... .... .... .... .... = Traffic class:
0x00 (DSCP: CS0, ECN:. Not - ECT)
0000 00.. .... .... .... .... = Differentiated
SerV|ces Codepoint: Default (0)
.00 ... Lo = Explicit Congestion

hbtification hbt ECN-CapabIe Transport (0)
.e+.+. +.... .... 0000 0000 0000 0000 0000 = Fl oW abel : 0x00000000
Payl oad | ength: 18
Next header: |CMPv6 (58)
Hop limt: 64
Source: bbbb::1
Destination: bbbb::1415:92cc:0: 3
Internet Control Message Protocol v6
Type: Echo (ping) request (128)
Code: O
Checksum 0x13f9 [correct]
Identifier: 0x3943
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Sequence: 1
Data (10 bytes)

0000 00 01 02 03 04 05 06 07 08 09
Dat a: 00010203040506070809
[ Lengt h: 10]

== Raw Bytes ==

0000 21 ec 22 fe ca 02 00 00 00 cc 92 15 14 01 00 0O
0010 00 cc 92 15 14 f1 80 03 14 15 92 cc 00 00 00 02
0020 78 00 3a 40 bb bb 00 00 00 00 00 00 00 00 00 00
0030 00 00 00 01 bb bb 00 00 00 00 00 00 14 15 92 cc
0040 00 00 00 03 80 00 13 f9 39 43 00 01 00 01 02 03
0050 04 05 06 07 08 09 66 03

[ping 3] ICWPv6 echo request 2->3
== Di ssected packet ==

| EEE 802. 15.4 Data, Dst: 14:15:92:cc:00:00: 00: 03,
Src: 14:15:92: cc: 00: 00: 00: 02
Frame Control Field: Oxec2l, Frame Type: Data
cee . 001 Frame Type: Data (0x0001)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: True
Intra-PAN:. Fal se
Sequence Nunber Suppression: Fal se
Information El enents present: Fal se
Desti nati on Addressi ng Mde:
Long/ 64-bit (0x03)
Frame Version: 2
Sour ce Addressi ng Mode:
Long/ 64-bit (0x03)

o
{1 L T T I T I T 1|

..10 ...,
11..

Sequence Number: 35
Destinati on PAN. Oxcafe
Destination: 14:15:92:cc:00:00: 00: 03 (14:15:92: cc: 00: 00: 00: 03)
Ext ended Source: 14:15:92:cc:00:00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
FCS: 0x793f (Correct)
6LoWPAN
| PHC Header

011. .... = Pattern: |P header conpression (0x03)

.1 1.0 ... .... =Traffic class and flow | abel : Version
traffic class, and flow | abe
conpressed (0x0003)

.0.. .... .... = Next header: Inline
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.00 ....
0...
00
.00 ....
0...
. 0.

Hop limt: Inline (0x0000)

Context identifier extension: False

Sour ce address conpression: Stateless

Sour ce address node: Inline (0x0000)

Mul ti cast address conpression: Fal se

Dest address conpression: Stateless
cee .. 00 = Dest address node: Inline (0x0000)

Next header ICNPV6 (0x3a)

Hop limt: 64

Source: bbbb::1

Destination: bbbb::1415:92cc:0: 3

rnet Protocol Version 6, Src: bbbb::1, Dst: bbbb::1415:92cc:0:3
0110 .... = Version: 6
0000 0000 .... .... .... .... ... = Traffic cl ass:
0x00 (DSCP: CS0, ECN:. Not - ECT)
0000 00.. .... .... .... .... = Differentiated
SerV|ces Codepoint: Default (0)
.00 ... Lo = Explicit Congestion

hbtification hbt ECN-CapabIe Transport (0)
.e+e+v +.... .... 0000 0000 0000 0000 0000 = Fl oW abel : 0x00000000
Payl oad | ength: 18
Next header: |CMPv6 (58)
Hop limt: 64
Source: bbbb::1
Destination: bbbb::1415:92cc:0: 3
rnet Control Message Protocol v6
Type: Echo (ping) request (128)
Code: O
Checksum 0x13f9 [correct]
Identifier: 0x3943
Sequence: 1

Data (10 bytes)

0000 00 01 02 03 04 05 06 07 08 09

Dat a: 00010203040506070809

[ Lengt h: 10]
== Raw Bytes ==
0000 21 ec 23 fe ca 03 00 00 00 cc 92 15 14 02 00 00
0010 00 cc 92 15 14 78 00 3a 40 bb bb 00 00 00 00 00
0020 00 00 00 00 00 00 00 00 01 bb bb 00 00 00 00 00
0030 00 14 15 92 cc 00 00 00 03 80 00 13 f9 39 43 00
0040 01 00 01 02 03 04 05 06 07 08 09 3f 79
[ping 3] ICMPv6 echo reply 3->2
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== Di ssected packet ==
| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00: 00: 02
Src: 14:15:92: cc: 00: 00: 00: 03
Frame Control Field: Oxec2l, Frame Type: Data
.001 = Frane Type: Data (0x0001)
.. 0... = Security Enabl ed: Fal se
..0 . = Franme Pendi ng: Fal se
oL = Acknow edge Request: True
.. .0.. = Intra-PAN: Fal se
..0 . = Sequence Nunber Suppression: Fal se
.. 0. = Information El enents present: Fal se
11. = Destinati on Addressi ng Mde:
Long/ 64-bit (0x03)
..10 ..., = Frame Version: 2
11.. = Sour ce Addressi ng Mde:
Long/ 64-bit (0x03)
Sequence Nunber: 23

Desti nati on PAN. Oxcafe
Desti nati on:
Ext ended Sour ce:
FCS: 0x84f7 (Correct)
6LoWPAN
.... 0001 = Page Number:
6LORH: Routing Protocol |

100. Rout i ng

. 0000 0101
RPL I nstance: 0x00
Sender Rank: 0x07
| PHC Header
011.
.1

Patt ern:

1...

_16....

.oi....

01

Munoz, et al.

Header

Expi res January 4, 2018

14: 15: 92: cc: 00: 00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
14:15:92:

cc: 00: 00: 00: 03 (14:15:92:cc:00:00:00: 03)

1

nformati on

6lo: Critica
Packet direction:
UP false, DOMN true
Error detected: Fal se
No link to destination: False
Context identifier extension
Context identifier extension:
6l oRH Type: Routing Protocol

Rout i ng Header (0x04)

Fal se

True
True
I nf or mati on

| P header conpression (0x03)
= Traffic class and flow | abel:
traffic class, and flow | abel
conpressed (0x03)

Next header: Inline

Hop limt: 64 (0x0002)
Context identifier extension: False

Sour ce address conpression: Stateless

Sour ce address node: 64-bits inline (0x01)
Mul ti cast address conpression: Fal se

Dest address conpression: Statel ess

Dest address node: 64-bits inline (0x01)

Ver si on,
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[ Source context: fe80::]
[Destination context: fe80::]
Next header: | CMPv6 (0x3a)
Source: fe80::1415:92cc:0:3
Destination: fe80::1
Internet Protocol Version 6, Src: fe80::1415:92cc:0:3, Dst: fe80::1
0110 .... = Version: 6
0000 0000 .... ... = Traffic class:
0x00 (DSCP: CS0, ECN: Not - ECT)
0000 00.. = Differentiated
SerV|ces Codepoint: Default (0)
.00 .... = Explicit Congestion

Noti fication:
0000 0000 0000 0000 0000

Fl ow abel :

Payl oad | ength: 18
Next header: |CMPv6 (58)
Hop limt: 64
Source: fe80::1415:92cc:0:3
Destination: fe80::1

Internet Control Message Protocol v6
Type: Echo (ping) reply (129)
Code: O

Checksum 0x12f9 [incorrect,

[ Expert |
I dentifier:
Sequence: 1

shoul d be 0x8d6e]
nfo (Warn/ Checksum): | CWPv6 Checksum | ncorrect

0x3943

Data (10 bytes)

0000 00 01 02 03 04 05 06 07 08 09
Dat a: 00010203040506070809

[ Lengt h: 10]
== Raw Bytes ==
0000 21 ec 17 fe ca 02 00 00 00 cc 92 15 14 03 00 00
0010 00 cc 92 15 14 f1 83 05 07 7a 11 3a 14 15 92 cc
0020 00 00 00 03 00 00 OO OO 00 00 OO 01 81 00 12 f9
0030 39 43 00 01 00 01 02 03 04 05 06 07 08 09 f7 84
[ping 3] ICVMPv6 echo reply 2->1

| EEE 802. 15. 4 Dat a,

Franme Contro

Munoz, et al.

Di ssect ed packet

Dst: 14:15:92:cc:00:00:00: 01
Src: 14:15:92:cc:00:00: 00: 02
Fi el d: Oxec2l, Frane Type: Data
.001 = Frane Type: Data (0x0001)

0... Security Enabl ed: Fal se

Expi res January 4, 2018

Not.ECN-Capable Transport (0)
0x00000000
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Frame Pendi ng: Fal se

Acknowl edge Request: True

I ntra-PAN: Fal se

Sequence Nunber Suppression: Fal se
Information El enents present: Fal se
Destinati on Addressi ng Mode:

Long/ 64-bit (0x03)

Frame Version: 2

Sour ce Addressi ng Mde:

Long/ 64-bit (0x03)

o
[T T T I T T

..10 ...,
11..

Sequence Nunber: 36
Destinati on PAN. Oxcafe
Destination: 14:15:92:cc:00: 00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14: 15:92: cc: 00: 00: 00: 02)
FCS: 0Ox7dbc (Correct)
6LOoWPAN
0001 = Page Nunber: 1
6LORH: Routing Protocol Information
100. .... = Routing Fbader 6l o: Critical Routing Header (0x04)
R O Packet direction:
UP fal se, DOM true: Fal se
Error detected: False
No link to destination: False
Context identifier extension: True
Context identifier extension: True
6l oRH Type: Routing Protocol Information

|
I nn

A, 0000 0101
RPL I nstance: 0x00
Sender Rank: 0x03

| PHC Header

011. .... = Pattern: |P header conpression (0x03)

.o 1.0 ... ... = Traffic class and flow | abel: Version
traffic class, and fl ow | abel
conmpressed (0x0003)

O Next header: Inline
.10 ... Hop limt: 64 (0x0002)

0... Context identifier extension: False
.00 L. Sour ce address conpression: Statel ess
.01 .. .. Source address node: 64-bits inline (0x01)

0... Mul ti cast address conpression: Fal se
. 0. Dest address conpression: Stateless
.. 01 Dest address npde: 64-bits inline (0x01)
[Source context fe80::]
[Destination context: fe80::]
Next header: | CWMPv6 (0x3a)
Sour ce: fe80::1415:92cc:0:3
Destination: fe80::1
Internet Protocol Version 6, Src: fe80::1415:92cc:0:3, Dst: fe80::1
0110 .... = Version: 6
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0000 0000 .... .... .... .... .... =Traffic class:
0x00 (DSCP: CS0, ECN:. Not - ECT)
0000 00.. .... .... .... .... = Differentiated
SerV|ces Codepoint: Default (0)
.00 ... oL L ... = Explicit Congestion

hbtification hbt ECN- Capabl e Transport (0)
.e++ +.... .... 0000 0000 0000 0000 0000 = Fl ow abel : 0x00000000
Payl oad | ength: 18
Next header: |CMPv6 (58)
Hop limt: 64
Source: fe80::1415:92cc:0:3
Destination: fe80::1
Internet Control Message Protocol v6
Type: Echo (ping) reply (129)
Code: O
Checksum 0x12f9 [incorrect, should be 0x8d6e]
[ Expert Info (Warn/ Checksum): | CMPv6 Checksum I ncorrect]
Identifier: 0x3943
Sequence: 1
Data (10 bytes)

0000 00 01 02 03 04 05 06 07 08 09
Dat a: 00010203040506070809
[Lengt h: 10]

== Raw Bytes ==

0000 21 ec 24 fe ca 01 00 00 00 cc 92 15 14 02 00 00
0010 00 cc 92 15 14 f1 83 05 03 7a 11 3a 14 15 92 cc
0020 00 00 00 03 00 00 OO OO0 OO OO OO 01 81 00 12 f9
0030 39 43 00 01 00 01 02 03 04 05 06 07 08 09 bc 7d

3.7. 6Top Commands and Reponses
6t op Conmand ADD 2->1

| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00:00:01, Src: 14:15:92:cc:00:00: 00: 02
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
ion Elenents Present, Destination Addressing Mde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mdde: Long/ 64-bit
Cee 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknow edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
Information Elements Present: True
Destination Addressing Mdde: Long/64-bit (0x3)
Frame Version: |EEE Std 802. 15. 4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)
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Sequence Nunber: 224
Desti nati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Ext ended Source: 14:15:92:cc:00:00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Header | Es, Header Ternination 1 |IE
Header Termination 1 |E (Payload |IEs follow)
| E Header: 0x3f00, Type: Header, 1d: Header Termination 1 |IE, Length

0... .... ....
.011 1111 O0... ....
. 000 0000

Type: Header (0)
Id: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payl oad I E, | ETF IE, Length: 21
Payl oad | E TLV: 0xa815, Type: Payload, 1d: IETF IE

1 = Type: Payload (1)
.010 1... .... .... =1d: |ETF I E (0x5)
.... .000 0001 0101 = Length: 21
Sub-1D: 201
6top IE
0000 = 6P Version: O
..00 .... = Type: Request (0x0)
00. . = Reserved: 0x0

Code: 0x01 (ADD)

SFI D (6top Scheduling Function ID): 0x00
.... 0000 = SegNum O

0000 .... = GEN: Clear (0)

Met adat a: 0x0100

Cell Options: TX (0x01)

...1 = Transmt (TX) Cell: Ox1
..0. = Receive (RX) Cell: 0xO0
.... .0.. = SHARED Cell: 0x0
0000 0... = Reserved: 0x00
Nunber of Cells: 1

Cel | Li st
Cel | : 08000200
Slot Ofset: 0x0008
Channel O fset: 0x0002
Cell: 07000200
Slot O fset: 0x0007
Channel O fset: 0x0002
Cell: 06000200
Slot Ofset: 0x0006
Channel O fset: 0x0002
FCS: 0x455a (Correct)
== Raw Bytes ==

0000 21 ee e0 fe ca 01 00 00 00 cc 92 15 14 02 00 00

0010 00 cc 92 15 14 00 3f 15 a8 c9 00 01 00 00 00 O1
0020 01 01 08 00 02 00 07 00 02 00 06 00 02 00 5a 45
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6t op Response to ADD 1->2
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| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00:00:02, Src: 14:15:92:cc:00:00: 00: 01
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
ion Elenents Present, Destination Addressing Mde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mdde: Long/ 64-bit
Cee . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknow edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
Information Elements Present: True
Destination Addressing Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15. 4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

.10 ...

11.. ... oo
Sequence Nunber: 210
Destinati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00:00: 02 (14:15:92: cc: 00: 00: 00: 02)

Ext ended Source: 14:15:92:cc:00: 00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Header |Es, Header Ternmination 1 IE
Header Termination 1 IE (Payload | Es follow)
| E Header: O0x3f00, Type: Header, |Id: Header Termination 1 IE, Length

0... .... ....
.011 1111 O... ....
. 000 0000

Type: Header (0)
I d: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payload IE, IETF IE, Length: 9
Payl oad I E TLV: 0xa809, Type: Payload, Id: IETF IE

... ... ... = Type: Payload (1)
.010 1... .... .... =1d: IETF I E (0x5)
.... .000 0000 1001 = Length: 9
Sub-1D: 201
6top IE
0000 = 6P Version: O
..01 .... = Type: Response (0x1)
00.. = Reserved: O0xO0

Code: 0x00 ( SUCCESS)
SFID (6top Scheduling Function ID): 0x00
.... 0000 SegNum O
0000 .... GEN: Clear (0)
Cel | Li st
Cel | : 08000200
Slot O fset: 0x0008
Channel O fset: 0x0002
FCS: 0xa534 (Correct)

== Raw Bytes ==
0000 21 ee d2 fe ca 02 00 00 00 cc 92 15 14 01 00 00

0010 00 cc 92 15 14 00 3f 09 a8 c9 10 00 00 00 08 00
0020 02 00 34 a5
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6t op Conmand COUNT 2->1

| EEE 802. 15.4 Data, Dst: 14:15:92:cc:00:00:00:01, Src: 14:15:92:cc: 00:00: 00: 02
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
i on El enents Present, Destination Addressing Mdde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mde: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
I nformation El enents Present: True
Desti nati on Addressi ng Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15.4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

0

11.. ... oo L
Sequence Nunber: 125
Destinati on PAN. Oxcafe
Destination: 14:15:92:cc:00: 00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14: 15:92: cc: 00: 00: 00: 02)
Header |Es, Header Termination 1 IE

Header Termination 1 IE (Payload | Es follow)

| E Header: O0x3f00, Type: Header, |d: Header Termination 1 IE, Length

o
1 I A T A T A

0... ... ...
.011 11211 O0... ....
. 000 0000

Type: Header (0)
Id: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payload IE, |ETF IE, Length: 8
Payl oad | E TLV: 0xa808, Type: Payload, Id: |ETF I E

... .... .... .... = Type: Payload (1)
.010 1... .... .... = 1d: IETF I E (0x5)
.... .000 0000 1000 = Length: 8
Sub-1D: 201
6top IE
.. 0000 = 6P Version: O
..00 .... = Type: Request (0x0)
00. . = Reserved: 0x0

Code: 0x04 (COUNT)

SFI D (6top Scheduling Function ID): 0x00
.... 0001 = SegqNum 1

0001 .... = GEN: Lollipop Counter Value (1)
Met adat a: 0x0000

Cell Options: TX (0x01)

1 = Transmit (TX) Cell: Ox1
..0. = Receive (RX) Cell: 0xO0
0 = SHARED Cel | : 0x0

0000 0. . .
FCS: 0x0e78 (Correct)

Reserved: 0x00

== Raw Bytes ==
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0000 21 ee 7d fe ca 01 00 00 00 cc 92 15 14 02 00 00
0010 00 cc 92 15 14 00 3f 08 a8 c9 00 04 00 11 00 OO

0020 01 78 Oe
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6t op Response to COUNT 1->2

| EEE 802. 15.4 Data, Dst: 14:15:92:cc:00:00:00:02, Src: 14:15:92:cc:00:00: 00: 01
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
i on El enents Present, Destination Addressing Mdde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mde: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
I nformation El enents Present: True
Desti nati on Addressi ng Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15.4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

0

11.. ... oo L
Sequence Nunber: 99
Destinati on PAN. Oxcafe
Destination: 14:15:92:cc:00: 00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Ext ended Source: 14:15:92:cc:00:00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Header |Es, Header Termination 1 IE

Header Termination 1 IE (Payload | Es follow)

| E Header: O0x3f00, Type: Header, |d: Header Termination 1 IE, Length

o
1 I A T A T A

0... ... ...
.011 11211 O0... ....
. 000 0000

Type: Header (0)
Id: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payload IE, |ETF IE, Length: 7
Payl oad | E TLV: 0xa807, Type: Payload, Id: |ETF I E

... .... .... .... = Type: Payload (1)
.010 1... .... .... = 1d: IETF I E (0x5)
.... .000 0000 0111 = Length: 7
Sub-1D: 201
6top IE
.. 0000 = 6P Version: O
..01 .... = Type: Response (0x1)
00. . = Reserved: 0x0

Code: 0x00 ( SUCCESS)
SFI D (6top Scheduling Function ID): 0x00
.... 0001 = SegqNum 1
0001 .... = GEN: Lollipop Counter Value (1)
Total Number of Cells: 1
FCS: 0x711c (Correct)
== Raw Bytes ==

0000 21 ee 63 fe ca 02 00 00 00 cc 92 15 14 01 00 00
0010 00 cc 92 15 14 00 3f 07 a8 c9 10 00 00 11 01 0O
0020 1c 71

6t op Conmmand DELETE 2->1

Muinoz, et al. Expi res January 4, 2018 [ Page 37]



Internet-Draft 6ti sch- exanpl es July 2017

| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00:00:01, Src: 14:15:92:cc:00:00: 00: 02
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
ion Elenents Present, Destination Addressing Mde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mdde: Long/ 64-bit
Cee . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknow edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
Information Elements Present: True
Destination Addressing Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15. 4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

.10 ...

11.. ... oo
Sequence Nunber: 174
Destinati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00:00: 01 (14:15:92:cc: 00:00: 00: 01)

Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Header |Es, Header Ternmination 1 IE
Header Termination 1 IE (Payload | Es follow)
| E Header: O0x3f00, Type: Header, |Id: Header Termination 1 IE, Length

0... .... ....
.011 1111 O... ....
. 000 0000

Type: Header (0)
I d: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payload I E, |IETF IE, Length: 13
Payl oad I E TLV: 0xa80d, Type: Payload, Id: IETF IE

... ... ... = Type: Payload (1)
.010 1... .... .... =1d: IETF I E (0x5)
.... .000 0000 1101 = Length: 13
Sub-1D: 201
6top IE
.. 0000 = 6P Version: O
..00 .... = Type: Request (0x0)
00.. = Reserved: O0xO0

Code: 0x02 (DELETE)

SFID (6top Scheduling Function ID): 0x00
0011 SegNum 3

0001 .... = GEN:. Lollipop Counter Value (1)

Met adat a: 0x0000

Cell Options: TX (0x01)

1 = Transnit (TX) Cell: Ox1
..0. = Receive (RX) Cell: 0xO0
.... .0.. = SHARED Cell: 0x0
0000 O0... = Reserved: 0x00
Nunber of Cells: 1

Cel | Li st
Cel |l : 08000200
Slot OFfset: 0x0008
Channel O fset: 0x0002
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FCS: 0x99e7 (Correct)
== Raw Bytes ==
0000 21 ee ae fe ca 01 00 00 00 cc 92 15 14 02 00 00
0010 00 cc 92 15 14 00 3f 0d a8 c9 00 02 00 13 00 00
0020 01 01 08 00 02 00 e7 99

6t op Response to DELETE 1->2
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| EEE 802.15.4 Data, Dst: 14:15:92:cc:00:00:00:02, Src: 14:15:92:cc:00:00: 00: 01
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
ion Elenents Present, Destination Addressing Mde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mdde: Long/ 64-bit
Cee . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknow edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
Information Elements Present: True
Destination Addressing Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15. 4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

.10 ...

11.. ... oo
Sequence Number: 88
Destinati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00:00: 02 (14:15:92: cc: 00: 00: 00: 02)

Ext ended Source: 14:15:92:cc:00: 00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Header |Es, Header Ternmination 1 IE
Header Termination 1 IE (Payload | Es follow)
| E Header: O0x3f00, Type: Header, |Id: Header Termination 1 IE, Length

0... .... ....
.011 1111 O... ....
. 000 0000

Type: Header (0)
I d: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payload IE, IETF IE, Length: 9
Payl oad I E TLV: 0xa809, Type: Payload, Id: IETF IE

... ... ... = Type: Payload (1)
.010 1... .... .... =1d: IETF I E (0x5)
.... .000 0000 1001 = Length: 9
Sub-1D: 201
6top IE
0000 = 6P Version: O
..01 .... = Type: Response (0x1)
00.. = Reserved: O0xO0

Code: 0x00 ( SUCCESS)
SFID (6top Scheduling Function ID): 0x00
.... 0011 SegNum 3
0001 .... GEN: Lol lipop Counter Value (1)
Cel | Li st
Cel | : 08000200
Slot O fset: 0x0008
Channel O fset: 0x0002
FCS: 0x23c5 (Correct)
== Raw Bytes ==

0000 21 ee 58 fe ca 02 00 00 00 cc 92 15 14 01 00 0O
0010 00 cc 92 15 14 00 3f 09 a8 c9 10 00 00 13 08 00
0020 02 00 c5 23
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6t op Command RELOCATE 2->1

| EEE 802. 15.4 Data, Dst: 14:15:92:cc:00:00:00:01, Src: 14:15:92:cc: 00:00: 00: 02
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
i on El enents Present, Destination Addressing Mdde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mde: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
I nformation El enents Present: True
Desti nati on Addressi ng Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15.4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

0

11.. ... oo L
Sequence Nunber: 218
Destinati on PAN. Oxcafe
Destination: 14:15:92:cc:00: 00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14: 15:92: cc: 00: 00: 00: 02)
Header |Es, Header Termination 1 IE

Header Termination 1 IE (Payload | Es follow)

| E Header: O0x3f00, Type: Header, |d: Header Termination 1 IE, Length

o
1 I A T A T A

0... ... ...
.011 11211 O0... ....
. 000 0000

Type: Header (0)
Id: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payload IE, |ETF IE, Length: 29
Payl oad | E TLV: Oxa81d, Type: Payload, Id: |ETF I E

... .... .... .... = Type: Payload (1)
.010 1... .... .... = 1d: IETF I E (0x5)
.... .000 0001 1101 = Length: 29
Sub-1D: 201
6top IE
.. 0000 = 6P Version: O
..00 .... = Type: Request (0x0)
00. . = Reserved: 0x0

Code: 0x03 ( RELOCATE)

SFI D (6top Scheduling Function ID): 0x00
.... 1001 = SeqNum 9

0100 .... = GEN: Lollipop Counter Value (4)
Met adat a: 0xc400

Cell Options: TX (0x01)

1 = Transmit (TX) Cell: Ox1
..0. = Receive (RX) Cell: 0xO0
.... .0.. = SHARED Cel |l : 0x0
0000 0... = Reserved: 0x00
Nurmber of Cells: 2

Rel . Cel | Li st
Cand. Cel | Li st
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FCS: Oxbae5 (Correct)
== Raw Bytes ==

0000 21 ee da fe ca 01 00 00 00 cc 92 15 14 02 00 00
0010 00 cc 92 15 14 00 3f 1d a8 c9 00 03 00 49 00 c4
0020 01 02 Oa 00 02 00 09 00 02 00 05 00 02 0O 08 00
0030 02 00 07 00 02 00 e5 ba

6t op Response to RELOCATE 1->2

| EEE 802. 15.4 Data, Dst: 14:15:92:cc:00:00:00:02, Src: 14:15:92:cc:00:00: 00: 01
Frame Control Field: Oxee2l, Frane Type: Data, Acknow edge Request, | nfornmat
ion Elenents Present, Destination Addressing Mde: Long/64-bit, Frane Version:
EEE Std 802.15. 4- 2015, Source Addressing Mde: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknow edge Request: True
PAN | D Conpression: Fal se
Sequence Number Suppression: Fal se
Information El enents Present: True
Destination Addressing Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15. 4-2015 (2)
Sour ce Addressing Mde: Long/64-bit (0x3)

0

1
Sequence Nunber: 245
Desti nati on PAN: Oxcafe
Destination: 14:15:92:cc:00:00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Ext ended Source: 14:15:92:cc:00:00: 00: 01 (14:15:92:cc: 00: 00: 00: 01)
Header | Es, Header Ternination 1 |IE

Header Termination 1 |E (Payload |IEs foll ow)

| E Header: O0x3f00, Type: Header, 1d: Header Termination 1 |IE, Length

0... .... ....
.011 1111 O0... ....
. 000 0000

Type: Header (0)
Id: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payload I E, |IETF IE, Length: 13
Payl oad | E TLV: 0xa80d, Type: Payload, Id: IETF IE

... ... = Type: Payload (1)
.010 1... .... .... =1d: |ETF I E (0x5)
.... .000 0000 1101 = Length: 13
Sub-1D: 201
6top IE
0000 = 6P Version: O
..01 .... = Type: Response (0x1)
00. . = Reserved: 0x0

Code: 0x00 ( SUCCESS)

SFI D (6top Scheduling Function ID): 0x00
.... 1001 SegNum 9

0100 .... GEN: Lol lipop Counter Value (4)
Cel | Li st
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08000200
Slot OFfset: 0x0008
Channel O fset: 0x0002
05000200
Slot OFfset: 0x0005
Channel O fset: 0x0002

FCS: 0xd405 (Correct)

== Raw Bytes ==

0000 21 ee f5 fe ca 02 00 00 00 cc 92 15 14 01 00 0O
0010 00 cc 92 15 14 00 3f 0d a8 c9 10 00 00 49 08 00

0020 02 00 05 00 02 00 05 d4
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6t op Conmand CLEAR 2->1

| EEE 802. 15.4 Data, Dst: 14:15:92:cc:00:00:00:01, Src: 14:15:92:cc: 00:00: 00: 02
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
i on El enents Present, Destination Addressing Mdde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mde: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
I nformation El enents Present: True
Desti nati on Addressi ng Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15.4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

0

11.. ... oo L
Sequence Nunber: 156
Destinati on PAN. Oxcafe
Destination: 14:15:92:cc:00: 00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Ext ended Source: 14:15:92:cc:00: 00: 00: 02 (14: 15:92: cc: 00: 00: 00: 02)
Header |Es, Header Termination 1 IE

Header Termination 1 IE (Payload | Es follow)

| E Header: O0x3f00, Type: Header, |d: Header Termination 1 IE, Length

o
1 I A T A T A

0... ... ...
.011 11211 O0... ....
. 000 0000

Type: Header (0)
Id: Header Termination 1 |E (0x7e)
Length: O

Payl oad | E
Payload IE, |ETF IE, Length: 7
Payl oad | E TLV: 0xa807, Type: Payload, Id: |ETF I E

... .... .... .... = Type: Payload (1)
.010 1... .... .... = 1d: IETF I E (0x5)
.... .000 0000 0111 = Length: 7
Sub-1D: 201
6top IE
.. 0000 = 6P Version: O
..00 .... = Type: Request (0x0)
00. . = Reserved: 0x0

Code: 0x06 (CLEAR)
SFI D (6top Scheduling Function ID): 0x00
.... 1101 = SegNum 13
0101 .... = GEN. Lollipop Counter Value (5)
Met adat a: 0xOf 00
FCS: 0x4962 (Correct)
== Raw Bytes ==

0000 21 ee 9c fe ca 01 00 00 00 cc 92 15 14 02 00 00

0010 00 cc 92 15 14 00 3f 07 a8 c9 00 06 00 5d 00 Of
0020 62 49

Miunoz, et al. Expi res January 4, 2018 [ Page 44]



Internet-Draft 6ti sch- exanpl es July 2017

6t op Response to CLEAR 1->2

| EEE 802. 15.4 Data, Dst: 14:15:92:cc:00:00:00:02, Src: 14:15:92:cc:00:00: 00: 01
Frame Control Field: Oxee2l, Frame Type: Data, Acknow edge Request, I|nformat
i on El enents Present, Destination Addressing Mdde: Long/64-bit, Frane Version:
EEE Std 802. 15. 4- 2015, Source Addressing Mde: Long/ 64-bit
e . 001 Frame Type: Data (0x1)
Security Enabl ed: Fal se
Frame Pendi ng: Fal se
Acknowl edge Request: True
PAN | D Conpression: Fal se
Sequence Nunber Suppression: Fal se
I nformation El enents Present: True
Desti nati on Addressi ng Mbde: Long/64-bit (0x3)
Frame Version: |EEE Std 802.15.4-2015 (2)
Sour ce Addressing Mdde: Long/64-bit (0x3)

0

11.. ... oo L
Sequence Nunber: 150
Destinati on PAN. Oxcafe
Destination: 14:15:92:cc:00: 00: 00: 02 (14:15:92: cc: 00: 00: 00: 02)
Ext ended Source: 14:15:92:cc:00:00: 00: 01 (14:15:92: cc: 00: 00: 00: 01)
Header |Es, Header Termination 1 IE

Header Termination 1 IE (Payload | Es follow)

| E Header: O0x3f00, Type: Header, |d: Header Termination 1 IE, Length

o
1 I A T A T A

0
0... ... .... = Type: Header (0)
.011 1111 0... .... =1d: Header Termination 1 I E (0x7e)
. 000 0000 = Length: O
Payl oad | E
Payload IE, IETF IE, Length: 5

Payl oad | E TLV: 0xa805, Type: Payload, Id: |ETF I E
... .... .... .... = Type: Payload (1)
.010 1... .... .... = 1d: IETF I E (0x5)
.... .000 0000 0101 = Length: 5

Sub-1D: 201

6top IE

.. 0000 = 6P Version: O
..01 .... = Type: Response (0x1)
00.. .... = Reserved: 0xO0
Code: 0x00 ( SUCCESS)
SFI D (6top Scheduling Function ID): 0x00
.... 1101 = SegNum 13
0101 .... = GEN. Lollipop Counter Value (5)
FCS: 0xc52b (Correct)
== Raw Bytes ==

0000 21 ee 96 fe ca 02 00 00 00 cc 92 15 14 01 00 0O
0010 00 cc 92 15 14 00 3f 05 a8 c9 10 00 00 5d 2b c5
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4. | ANA Consi derations

This meno includes no request to | ANA
5. Security Considerations

This meno only presents exanpl e packets exchanged. It does not

define any protocol; there are hence no security considerations in

this docunent.
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