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Abst ract

Thi s docunment specifies a new type for the 6LOWPAN routing header
containing the delivery deadline tine for data packets. The deadline
time enabl es forwardi ng and scheduling decisions for tine critica

| oT M2M applications that need determ nistic delay guarantees over
constrai ned networks and operate within tine-synchroni zed networks.
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provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
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1. Introduction

Low Power and Lossy Networks (LLNs) are likely to be depl oyed for
real tine industrial applications requiring end-to-end del ay
guarantees [|-D. grossman-detnet-use-cases]. A Deterministic Network
("detnet") typically requires sone data packets to reach their
receivers within strict time bounds. Internedi ate nodes use the
deadline information to nmake appropri ate packet forwardi ng and
schedul i ng decisions to neet the tine bounds.

The draft [I-D.ietf-roll-routing-dispatch] specifies the 6LoOWPAN
Rout i ng Header (6LoRH), conpression schemes for RPL routing (source
routing) operation [RFC6554], header conpression of RPL Packet

I nformation [ RFC6553], and I P-in-1P encapsulation. This docunent
specifies a new Deadl i ne-6LORHE type for the 6LOWPAN Di spatch Page 1,
so that the deadline time of data packets can be included within the
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6LOWPAN routing header. This docunment al so specifies handling of the
deadl i ne time when packets traverse through tinme-synchronized
networ ks operating in different timezones or distinct reference

cl ocks.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Thi s docunent uses terni nol ogy consistent with the termn nol ogy used
in [RFC6550] and [I-D.ietf-6tisch-termnology]. Also, inthis
docunent, the terns "expiration tinme", "delivery deadline tinme", and
"deadl i ne" are used interchangeably with the sane neaning.

3. 6LoRHE Generic Fornat

Note: this section is not normative. It is included for convenience,
and may be deleted in a later revision of this docunent. The generic
header format of the 6LoRHE is specified in
[I-D.ietf-roll-routing-dispatch]. Figure 1 illustrates the 6LORHE
generic format.

0 1

0123456789012345

Rl o o o T S SR SR S S S S SR S R -+
| 1] 0] 1] Length | Type |

B T Tk s S S S S S T S S -+

<-- | engt h S
Figure 1: 6LoRHE for mat

0 Length: Length of the 6LORHE expressed in bytes, excluding the
first 2 bytes. This enables a node to skip a 6LoRHE if the Type
i s not recogni zed/ support ed.

o Type: Type of the 6LoRHE

o length: variable

4. Deadl i ne- 6LoRHE
The Deadl i ne- 6LORHE (see Figure 2) is an elective 6LoRH (i.e., a
6l oRHE) that provides the deadline tine (DT) for an I Pv6 datagramin

a conpressed form Along with the deadline, the header can include
the packet Origination Time (OT), to enable a close estimate of the
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5.

total delay incurred by a packet. The OT field is initialized by the
sender using the current tine at the outgoing network interface
t hrough whi ch the packet is forwarded.

The deadline field contains the value of the delivery deadline tine
for the packet. The packet SHOULD be delivered to the Receiver
before this tine.

packet deadline_time = packet_origination_tine + nax_del ay

Al'l nodes within the network SHOULD process the Deadline-6LoRHE in
order to support delay-sensitive deterninistic applications. The
packet deadline time (DT) and origination time (OT) are represented
intime units determned by a scaling parameter in the routing
header. One of the time units is the Network ASN (Absol ute Sl ot
Nunber) which can be used in case of a tine slotted synchronized
network, for instance a 6Ti SCH network, where global tine is

mai ntained in the units of slot lengths of a certain resolution.

The del ay experienced by packets in the network is a useful metric
for network diagnostics and performance nonitoring. Wenever the
packets crosses into a network using a different reference clock, the
Oigination Tine field is updated to represent the sane Origination
Time as expressed using the reference clock of the outgoing interface
into the new network. This is the same as the current tinme when the
packet is transnmitted into the new network, minus the delay already
experienced by the packet, say 't’. In effect, to the newWly entered
network, the packet will appear to have originated 't’ time units
earlier with respect to the reference clock of the new network.

Oigination Tine in new network = current_tinme_i n_new_network -
del ay_al ready_experi enced_i n_previ ous_net wor k(s)

Deadl i ne- 6LORHE For mat

0 1 2 3
01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S

| 1]0] 1] Length | 6LoRH Type |Q D DTL | OTL | TU EXP | Rsv
B T i S S i S T h T i S S S S e
| DT (variable | ength) | Or(variabl e |Iength)(optional)
B E e r e s i s i o T T s S S S S 2

Fi gure 2: Deadline-6LoRHE format

Length (5 bits): Length represents the total |ength of the Deadline-
6LORHE type neasured in octets.
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6LORH Type: TBD

O flag (1bit): Indicates the presence of Oigination Tine field. 1
means the OT field is present, and 'O neans it is absent.

Dflag (1 bit): The 'D flag, set by the Sender, indicates the action
to be taken when a 6LR detects that the deadline tinme has el apsed.
If "D bit is 1, then the 6LR SHOULD drop the packet if the deadline
time is elapsed. If "D bit is 0, then the 6LR MAY ignore the
deadline tinme and forward the packet.
DTL (3 bits): Length of DT field.
OrL (3 bits) : Length of Or field.
For exanple, DIL = 000 neans the deadline tine in the 6LORHE is 1
octet (8 bits) long. Similarly, OIL = 111 neans the origi nation
time is 8 octets (64 bits) |ong.
TU (2 bits) : Indicates the time units for DT and OT fields
00 : Time represented in nmcroseconds
01 : Time represented in seconds
10 : Network ASN
11 : Reserved
EXP (3 bits) : Miultiplication factor expressed as exponent of 10.
The value of the DT fieldis nultiplied by 10 to this power, to
get the actual deadline tine in the units represented by TU  The
default value of EXP is 000, so that the DT field is unaffected.
Rsv (3 bits) : Reserved
DT Value (8..64-bit) : Deadline Tine val ue
Ol Value (8..64-bit) : Oigination Tinme val ue

Whenever a sender initiates the IP datagram it includes the
Deadl i ne- 6LoRHE al ong with other 6LoRH i nfornation.

Exanpl e: Consider a 6Ti SCH network with time-slot |length of 10mns.
Let the current ASN when the packet is originated be 54400, and the
maxi mum al | owabl e del ay (nmax_del ay) for the packet delivery is 1
second fromthe packet origination, then:

deadline_tinme = packet _origination_tinme + nmax_del ay
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55400 + 100 (in Network ASNs)
55500( Net wor k ASNs)

Deadl i ne- 6LORHE encoding with 'O flag set to 1 :
DTL = 001, OIL = 001, TU = "10", EXP = 2, DT = 0x22B, OI = 0Ox22A
6. Deadline-6LoRHE in Three Network Scenari os

In this section, Deadline-6LoRHE operation is described for 3 network
scenarios. Figure 3 depicts a constrained tine-synchronized LLN t hat
has two subnets N1 and N2, connected through LBRs

[I-D.ietf-6l o-backbone-router] with different reference clock tines
T1 and T2.

S +
| Tinme Synchronized
[ Net wor k |
N I +
I
|
I
. . +
I I
e + e +
| | Backbone | | Backbone
0 | | router | | router
+-- - - - + +-- - - - +
0 0 0
0 o o 0O 0O O O o0 O
o] LLN o] o LLN o o
o o 0 0 00O 0o o

6LOoWPAN Net wor k (subnet N1) 6LOoWPAN Net wor k (subnet N2)
Figure 3: Intra-network Tinezone Scenario
6.1. Scenario 1: Endpoints in the same DODAG (Nl) in non-storing node.

In scenario 1, shown in Figure 4, the Sender 'S has an | P datagram
to be routed to a Receiver 'R wthin the sane DODAG For the route
segnment from Sender to 6LBR, the Sender includes a Deadline-6LoRHE by
encodi ng the deadline tinme contained in the i nband- OAM header
extension. Then 6LR begi ns hop-by-hop operation to forward the
packet towards the 6LBR. Once 6LBR receives the |IP datagram it
generates a I Pv6-in-1Pv6 encapsul ated packet when sendi ng the packet
downwards to the Receiver [I-D.ietf-roll-useofrplinfo]. The 6LBR
copi es the Deadline-6LoRHE fromthe Sender originated |IP header to
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the outer | P header. The Deadline-6LoRHE contained in the inner |IP
header is elided.

E SR +
A | 6LBR | |
I I I I
| oo * |
Defaul t | (F)/ I\ | IP-in-IP
routing | [\ A | Encapsul ati on
I / \ (91 (D |
| (A 4= R A A
AR [ \: (B) : R |
S: : o\ Y

Figure 4: End points within same DODAG subnet N1)

At the tunnel endpoint of |Pv6-in-1Pv6 encapsul ation, the Deadline-
6LORHE i s copied back fromthe outer header to inner header, and the
i nner | P packet is delivered to 'R .

6.2. Scenario 2: Endpoints in Networks with Dissimlar L2 Technol ogi es

In scenario 2, shown in Figure 5, the Sender 'S (belonging to DODAG
1) has IP datagramto be routed to a Receiver 'R over a tine-
synchroni zed | Pv6 network. For the route segment from’'S to 6LBR
'S includes a Deadline-6LoRHE. Subsequently, 6LR will perform hop-
by-hop operation to forward the packet towards the 6LBR  Once the IP
dat agram reaches 6LBR of DODAGL, it encodes the deadline tinme (and,

if available, the origination tine) into the |In-band OAM header
extension, [I-D.brockners-inband-oam data] and passes the datagramto
the I Pv6 layer for further routing.

Lijo Thonmas, et al. Expi res January 4, 2018 [ Page 7]



Internet-Draft 6l o Delivery Deadline Tine July 2017

Fommmmm e e +
| Tine |
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| Network [
e +
I
I
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I
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routing | Fommmm - ++
| (F)/ ]\
| I\ /] \
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AR [\: (B
S: : o\

Figure 5: Packet transmission in Dissimlar L2 Technol ogi es or
I nt er net

The I P datagramis routed to another tine synchronized determnistic
network following its own distinct reference clock, so the deadline
time in In-band OAM has to be updated according to the neasurenent of
the current time in the new network.

Scenario 3: Packet transnission across different DODAGs (N1 to
N2) .

Consi der the scenario depicted in Figure 6, in which the Sender 'S
(belonging to DODAG 1) has an | P datagramto be sent to Receiver 'R
bel ongi ng to anot her DODAG (DODAG 2). The operation of this scenario
can be deconposed into conbination of case 1 and case 2 scenari o0s

For the route segnent from'S to 6LBR 'S includes the Deadline-
6LORHE. Subsequently, each 6LR will perform hop-by-hop operation to
forward the packet towards the 6LBR.  Once the |IP datagramreaches
6LBR1 of DODAGL, it applies the same rule as described in Case 2
while routing the packet to LBR2 over a (likely) time synchronized

wi red backhaul. The wired side of LBR2 can be napped to receiver of
Case 2. Once the packet reaches LBR2, it updates the Deadline-6LoRHE
by adding the current tinme of DODA®&. Further, it generates an | Pv6-
i n-1Pv6 encapsul at ed packet when sending the packet downstreamto the
Receiver [I-D.ietf-roll-useofrplinfo].
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Ti me Synchroni zed Network

o +-
DODAGL +———L———+ +———L———+ DODAG2
Instance 1 | 6LBR1 | | 6LBR2 | Instance 2
R L]
(F)/ ]\ (F)/ ]\ |
I\ /] \ I\ /] \ |
/ \ (O | (D / \ (O | (D |IP-in-IP
(A (B) / | /7 |\ (A (B) / | / |\ | Encapsulation
I\ | \: (E) [\ [ \: (B : ]
S:: : [\ Do : [\ |
: : : R \%
Network N1, time zone T1 Net Wrk N2, time zone T2

Fi gure 6: Packet transmission in different DODAGS(N1 to N2)

Consi der an exanple of a 6Ti SCH network in which S in DODAGL
generates the packet at ASN 20000 to R in DODAG. Let the maximum
al | owabl e delay be 1 second. The time-slot |length in DODAGL and
DODAR2 is assuned to be 10nms. Once the deadline tinme is encoded in
Deadl i ne- 6LORHE, the packet is forwarded to LBR of DODAGL. Suppose
t he packet reaches LBR of DODAGL at ASN 20050.

current _time = ASN at LBR * slot_I|ength_val ue

remaining tine = deadline tine - current _tine

((packet _origination_tine + nax_delay) - current tine)
(20000 + 100) - 20050

50 (in Network ASNs)

50 * 1073 m|liseconds.

The remaining tine is encoded in In-Band OAM (see Case 2) and
forwarded to LBR2 over a different L2-interface, typically wred.
Once the packet reaches LBR2, the deadline tine in Deadline-6LoRHE is
adj usted by adding or subtracting the difference between the

ref erence cl ocks of the two networks, before forwarding the packet to
its connected 6Ti SCH net wor k.

| ANA Consi der ati ons

Thi s docunment defines a new 6LOWPAN Ti nest anp Header Type, and
assigns a value (TBD) fromthe 6LoWPAN Di spatch Pagel nunber space.
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Figure 7: Deadline-6LoRHE type
8. Security Considerations

The security considerations of [RFC4944], [RFC6282] and [ RFC6553]
apply. Using a conpressed fornat as opposed to the full in-line
format is logically equival ent and does not create an opening for a
new t hreat when conpared to [ RFC6550], [RFC6553] and [ RFC6554].
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