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1.

2

3.

3.

TODCs

0 Source Prefix sub-TLV type: TBD
o check references (Section) for BABEL in 6126bis

I ntroduction and background

Sour ce-specific routing (other known as Source Address Dependant
Routing, SAD Routing or SADR) is an extension to traditional next-hop
routi ng where packets are routed according to both their destination
and their source address. This docunment describes the source-
specific routing extension to the Babel routing protocol as defined
in 6126bis [BABEL]. It notably requires the sub-TLV mandatory bit.

Background i nformati on about source-specific routing is provided in
[ SS- ROUTI NG .

Data Structures

This extension adds sone data to the data structures naintained by a
Babel node.

1. The Source Tabl e

Every Babel node nmintains a source table, as described in [ BABEL],
Section 3.2.5. A source-specific Babel node extends this table with
the following field:

o the source prefix (sprefix, splen) specifying the source address
of packets to which this entry applies.

If a source table entry has a zero length source prefix (splen equals
to 0), then the entry is a non-source-specific entry, and is treated
just like a source table entry defined by the original Babe

pr ot ocol

Wth this extension the route entry contains a source which itself
contains a source prefix. Notwithstanding the accidental simlarity
in their nanes, these are two very different concepts, and shoul d not
be confused.

2. The Route Table
Every Babel node nmintains a route table, as described in [BABEL],

Section 3.2.6. Wth this extension, this table is indexed by the
5-tuple (prefix, plen, source prefix, source plen, router-id)
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obtained fromthe associated source table entry.

If aroute table entry has a zero | ength source prefix, then the
entry is a non-source-specific entry, and is treated just like a
route table entry defined by the origi nal Babel protocol

3.3. The Table of Pendi ng Requests

Every Babel node naintains a table of pending requests, as described
in [BABEL], Section 3.2.7. A source-specific Babel node extends this
table with the follow ng entry

0 the source prefix being requested.

4., Data Forwarding

In next-hop routing, if two routing table entries overlap, then one
is necessarily nore specific than the other; the "longest prefix
rul e" specifies that the nost specific applicable routing table entry
i s chosen.

Wth source-specific routing, there might no | onger be a nost
specific applicable prefix: two routing table entries mght match a
gi ven packet w thout one necessarily being nore specific than the
other. Consider for exanple the followi ng fragment of a routing
tabl e:

(2001:DB8:0:1::/64, ::/0, A
(::/0, 2001:DB8:0:2::/64, B)

This specifies that all packets with destination in 2001:DB8:0:1::/64
are to be routed through A while packets with a source in 2001: DBS:
0:2::/64 are to be routed through B. A packet wi th source 2001: DBS: O:
2::42 and destination 2001:DB8:0: 1::57 matches both rules, although
neither is nore specific than the other. A choice is necessary, and
unl ess the choice being made is the same on all routers in a routing
domai n, persistent routing | oops may occur.

A Babel inplenentation MJUST choose routing table entries by using the
so-cal l ed destination-first ordering, where a routing table entry Rl
is preferred to a routing table entry R2 when either Rl’s destination
prefix is nmore specific than R2's, or the destination prefixes are
equal and R1's source prefix is nore specific than R2’s.  (In nore
formal terms, routing table entries are conpared using the

| exi cographi ¢ product of the destination prefix ordering by the
source prefix ordering.)
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In practice, this neans that a source-specific Babel inplenentation
must take care that any |ower |ayer that performs packet forwarding
obey this semantics. In particular

o |If the lower layers inplenment the destination-first ordering, then
the Babel inplenentation MAY use themdirectly;

o If the lower layers can hold source-specific routes, but not with
the right semantics, then the Babel inplenentation MJST
di sanbi guate the routing table by using a suitabl e di sanbi guati on
al gorithm (see [SS-ROQUTING for such an algorithm;

o |If the lower layers cannot hold source-specific routes, then a
Babel inplenmentation MUST silently ignore any source-specific
routes.

5. Protocol Qperation

Thi s extension does not fundanentally change the operation of the
Babel protocol. W only described the fundanental differences
between the original protocol and the extension in this section. The
ot her nechani sns described in [BABEL] (Section 3) may be infered by
using pairs of (destination, source) prefixes instead of just
(destination) prefixes.

5.1. Source-specific nessages

A route of this extension with a zero-length source prefix is the
same than a route w thout source prefix (a route of the classica
Babel ). In both of the cases, packets are accepted i ndependantly of
their source address. Thus, a route is said source-specific only if
its source prefix has a non-zero |ength.

Three nessages are used to conmunicate informtions on routes:
Updates, Route Requests and Seqno Requests. Wth this extension

t hese nessages carry an additionnal source prefix if (and only if)
the corresponding route is source-specific. Mre formally, an
Update, a Route Request and a Segno Request MUST carry a source
prefix if they concern a source-specific route (non-zero length
source prefix) and MJUST NOT carry a source prefix otherw se (zero

| ength source prefix). A nmessage which carry a source prefix is said
source-specific.

5.2. Route Acquisition

When a non-source-specific Babel node receives a source-specific
update, it just ignores it.

On receipt of a source-specific update (id, prefix, source prefix,
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segno, netric), a source-specific Babel node behaves as described in
[ BABEL] Section 3.5.4 though indexing entries by (neigh, id, prefix,
source prefix). Wen a source-specific Babel node receives a non-
source-specific update, it MJST consider this update as carrying a
zero length source prefix.

5.3. Wldcard requests
TODO behavi our to be defined.
5.3.1. Proposal 1

The origi nal Babel protocol states that when a node receives a

wi | dcard route request, it SHOULD send a full routing table dunp.
Thi s extension does not change this statement: a source-specific node
SHOULD send a full routing table dunp when receiving a wldcard
request.

Sour ce-specific wildcard requests does not exist: a wldcard request
SHOULD NOT carry a source prefix.

5.3.2. Proposal 2

We assunme that a nmandatory sub-TLV has a correspondi ng non- mandat ory
sub-TLV. This proposal is |ike Proposal 3 but instead of having
multiple wildcard request TLVs, one for each kind of routes
under st ood, we use one w | dcard request with sub-TLVs correspondi ng
to the extension. To have a full routing table dunp, a node sends a
wi | dcard requests with a non-nmandatory Source sub-TLV.

A source-specific node SHOULD al ways attach a non-nandatory Source
sub-TLV to its wildcard requests.

This proposal has been rejected because it inplies to share the space
of non-mandat ory and mandatory sub- TLVs.

5.3.3. Proposal 3

The Babel protocol provides the ability to request a full routing
tabl e dunp by sending a "wildcard request”, a route request with the
AE field set to 0. As the original protocol has no source-specific
routes, such a request nmay only concern non-source-specific routes.
Thi s extension does not nodify the semantics of wildcard requests in
that sense: a wildcard request pronpts the receiver to send its non-
source-specific routes only, and a Babel node SHOULD NOT send any
source-specific updates in reply to a wildcard request.

To obtain a dunp of the source-specific routes, a source-specific
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wi | dcard request MJST be used. A source-specific wildcard request is
a wildcard request carrying a zero |l ength source prefix.

When a node receives a source-specific wildcard request, it SHOULD

send a dunp of its routes which are source-specific "only". It
SHOULD NOT send any non-source-specific routes in reply to a source-
specific wildcard request. |t SHOULD NOT send any source-specific

routes which are under the effect of a future extension. Such
ext ensi on shoul d detail how to handl e the possi bl e conbi nati ons.

I n consequence, a node requiring a full routing table dunp nust send
bot h a non-source-specific wildcard request and a source-specific
wi | dcard request.

5.3.4. Proposal 4

Wl dcard requests are deprecated. Either deprecate it in 6126bis, or
say the follow ng.

A node receiving a wildcard request SHOULD ignore it.

This proposal has been rejected because w |l dcard requests speeds up
the convergence of the network on boot. This is considered
i mportant.

5.3.5. Note on Overhead between (1) and (3)

Sendi ng one wildcard request (1) instead of a few sonething-specific
wi | dcard requests (3) in a negligible gain.

Non- sour ce-speci fi c nodes sending requests to source-specific nodes
may reduce the gl obal overhead with (3). But, if the network has no
source-specific route, there is no overhead to reduce; if there is
only a few source-specific routes (like in a honme network), the
overhead woul d be negligible. Thus, the interesting case is when
there is a |lot of source-specific routes.

We can imagine a network with a source-specific backbone announcing a
default route and catching all trafic. Good old routers not
supporting this extensions would be put at sone backbone leafs. |Is
sbabel d part of that use case ?

Couldn’t we just send a Route Request for *default* ?

6. Backwards conpatibility

The protocol extension defined in this docunment is, to a great
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extent, interoperable with the base protocol defined in [BABEL] (and
all its known extensions). More precisely, if non-source-specific
routers and source-specific routers are mxed in a single routing
domai n, Babel’s | oop-avoi dance properties are preserved, and, in
particular, no persistent routing |oops will occur.

TODO Should we put a warning to say it’s not the case with the
Experimental Track Babel ?

6.1. Loop-avoi dance

The extension defined in this protocol uses a new Mandatory sub-TLV
to carry the source prefix information. As discussed in Section 4.4
of [BABEL], this encoding ensures that non-source-specific routers
will silently ignore the whole TLV, which is necessary to avoid
persistent routing |loops in hybrid networks.

Consi der two nodes A and B, with A source-specific announcing a route
to (D, S). Suppose that B ignhores the source prefix information when
it receives the update, and reannounces it as D. This is reannounced
to A, which treats it as (D, ::/0). Packets destined to D but not
sourced in Swll be forwarded by Ato B, and by Bto A causing a
persi stent routing |oop:

(D9 (D
<-- <- -

6.2. Starvation and Bl ackhol es

In general, discarding of source-specific routes by non-source-
specific routers will cause routing starvation. Intuitively, unless
there are enough non-source-specific routes in the network, non-
source-specific routers will suffer starvation, and discard packets
for destinations that are only announced by source-specific routers.

A simple yet sufficient condition for avoiding starvation is to build
a connected source-specific backbone that includes all of the edge
routers, and announce a (non-source-specific) default route towards

t he backbone. However, introducing such a default route in the
network may in the sanme tinme introduce a blackhole. This tradeoff is
let to the adm nistrator.
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7. Protocol Encoding
Thi s extension defines a new sub-TLV used to carry a source prefix by
the three follow ng existing nessages: Update, Route Request and
Segno Request.

7.1. Source Prefix sub-TLV

0 1 2 3

01234567890123456789012345678901

B i i S S i I e i S S R L e e e e

| Type = TBD | Length | Source Plen | Source Prefix

B e o I T e i ek i TR T TR S e e S e e i e e

Fi el ds:

Type Set to TBD to indicate a Source Prefix sub-TLV.

Length The I ength of the body, exclusive of the Type and Length
fields.

Source Plen The length of the advertised source prefix. This MJST
NOT be O.

Source Prefix The source prefix being advertised. This field s size
is (Source Plen)/8 rounded upwards.

The Source Prefix field s encoding is the same than the Prefix’'s. It
is defined by the AE field of the correspondi ng TLV.

Remark that this sub-TLV is a Mandatory sub-TLV. The whol e TLV MJST
be ignored if that TLV is not recognized. Oherw se, routing |oops
may occur.

7.2. Source-specific Update

The source-specific Update is an Update TLV with a Source Prefix sub-
TLV. 1t advertises or retracts source-specific routes in the sanme
manner than routes with non-source-specific Updates (see [ BABEL])
except for wildcard updates.

W dcard updates MJST NOT carry any source prefix. WIdcard updates
(in fact, wildcard retraction) are used when a Babel node stops: a
receiver retracts all routes announced by the announci ng node. There
is no use case for source-specific wildcard updates. A source-

speci fic Babel node receiving a (legacy) w ldcard update MJST
retracts all routes it learns fromthis node (including source-

speci fic ones).

Contrary to the destination prefix, this extension does not conpress

the source prefix attached to Updates. The destination prefix uses
conmpression as defined in [BABEL] for Updates with Mandatory
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ext ensi ons.

However, as defined in [ BABEL] (Section 4.5), the conpression is

all owed for the destination prefix of source-specific routes. Legacy
i mpl ementation will correctly update their parser state, while

i gnoring the whole TLV afterwards.

7.3. Source-specific (Route) Request

TODO A source-specific Route Request pronpts the receiver to send an
update for a given pair of destination and source prefixes. |t MJST

NOT be used to request a full routing table dunp. The Source Prefix

sub-TLV of a wildcard source-specific Route Request (Request with AE

equals to 0 and a Source Prefix sub-TLV) M GHT be ignored: a receiver
M GHT reply by a full routing table dunp.

7.4. Source-Specific Segno Request
A source-specific Seqgno Request is just |like a Segno Request for a
source-specific route. It uses the sane nmechani snms described in
[ BABEL] .

8. | ANA Consi derati ons

IANA is instructed to add the following entry to the "Babel sub-TLV
Types" registry:

S e . S +
| Type | Name | Reference |
e . e +
| TBD | Source Prefix | (this document)

Homm - - e e e o e e e e e oo - +

9. Security considerations
The extension defined in this docunent adds a new sub-TLV to three

TLVs already present in the original Babel protocol. It does not by
itself change the security properties of the protocol

10. References
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