I nternet Engi neering Task Force T. Mzrah
I nternet-Draft MARVEL L
I ntended status: |nformational E. G ossnman, Ed.
Expi res: January 3, 2018 DOLBY
A. Hacker
M STI Q

S. Das

Appl i ed Communi cation Sci ences

J. Dowdel |

Ai rbus Defence and Space

H. Austad

Cisco Systens

K. Stanton

| NTEL

N. Finn

HUAWEI

July 2, 2017

Determ ni stic Networking (DetNet) Security Considerations
draft-sdt-detnet-security-01

Abst ract

A deternministic network is one that can carry data flows for real -
time applications with extrenely | ow data | oss rates and bounded

| atency. Determnistic networks have been successfully deployed in
real -tinme operational technology (OTI) applications for sone years
(for exanple [ ARINC664P7]). However, such networks are typically

i solated fromexternal access, and thus the security threat from
external attackers is low |ETF Determ nistic Networking (DetNet)
specifies a set of technologies that enable creation of determnistic
net wor ks on | P-based networks of potentially wi de area (on the scale
of a corporate network) potentially bringing the O network into
contact with Information Technology (IT) traffic and security threats
that lie outside of a tightly controlled and bounded area (such as
the internals of an aircraft). These DetNet technol ogi es have not
previ ously been depl oyed together on a wi de area |P-based network,
and thus can present security considerations that may be new to I P-
based wi de area network designers. This draft, intended for use by
Det Net network designers, provides insight into these security
considerations. In addition, this draft collects all security-

rel ated statements fromthe various DetNet drafts (Architecture, Use
Cases, etc) into a single location Section 7.
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1. Introduction

Security is of particularly high inportance in DetNet networks
because many of the use cases which are enabl ed by Det Net
[I-D.ietf-detnet-use-cases] include control of physical devices
(power grid components, industrial controls, building controls) which
can have high operational costs for failure, and present potentially
attractive targets for cyber-attackers.

This situation is even nore acute given that one of the goals of

Det Net is to provide a "converged network", i.e. one that includes
both IT traffic and OT traffic, thus exposing potentially sensitive
OT devices to attack in ways that were not previously comon (usually
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because they were under a separate control systemor otherw se
isolated fromthe IT network). Security considerations for OT
networks is not a new area, and there are many Ol networ ks today that
are connected to wide area networks or the Internet; this draft
focuses on the issues that are specific to the DetNet technol ogies
and use cases.

The Det Net technol ogi es include ways to:

0 Reserve data plane resources for DetNet flows in sone or all of
the internmedi ate nodes (e.g. bridges or routers) along the path of
the flow

0 Provide explicit routes for DetNet flows that do not rapidly
change with the network topol ogy

o Distribute data from Det Net flow packets over tinme and/or space to
ensure delivery of each packet’s data’ in spite of the loss of a
pat h

This draft includes sections on threat nodeling and anal ysis, threat
i mpact and nmitigation, and the association of various attacks with
various use cases both by industry and based on the Use Case Commobn
Thenmes section of the DetNet Use Cases draft
[1-D.ietf-detnet-use-cases].

This draft also provides context for the DetNet security

consi derations by collecting into one place Section 7 the various
remar ks about security fromthe various DetNet drafts (Use Cases,
Architecture, etc). This text is duplicated here prinarily because
the Det Net working group has elected not to produce a Requirenents
draft and thus collectively these statements are as cl ose as we have
to "DetNet Security Requirenents”.

2. Abbreviations
I T I nformation technol ogy (the application of conmputers to
store, study, retrieve, transmt, and mani pul ate data or information
often in the context of a business or other enterprise - Wkipedia).
or Qperational Technol ogy (the hardware and software
dedi cated to detecting or causing changes in physical processes
t hrough direct nonitoring and/or control of physical devices such as
val ves, punps, etc. - WKkipedia)
MTM Man in the Mddle

SN Sequence Numnber
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STRI DE Addresses risk and severity associated with threat
categories: Spoofing identity, Tanpering with data, Repudiation
I nformation disclosure, Denial of service, Elevation of privilege.

DREAD Conpares and prioritizes risk represented by these threat
categories: Danage potential, Reproducibility, Exploitability, how
many Affected users, Discoverability.

PTP Precision Tinme Protocol [I|EEE1588]
3. Security Threats

This section presents a threat nodel, and anal yzes the possible
threats in a Det Net-enabl ed network.

We di stinguish control plane threats fromdata plane threats. The
attack surface may be the same, but the types of attacks are
different. For exanple, a delay attack is nore relevant to data

pl ane than to control plane. There is also a difference in terms of
security solutions: the way you secure the data plane is often
different than the way you secure the control plane.

3.1. Threat Model

The threat nodel used in this nenp is based on the threat nodel of
Section 3.1 of [RFC7384]. This nodel classifies attackers based on
two criteria:

o Internal vs. external: internal attackers either have access to a
trusted segment of the network or possess the encryption or
aut henti cation keys. External attackers, on the other hand, do
not have the keys and have access only to the encrypted or
aut henticated traffic.

o Man in the Mddle (MTM vs. packet injector: MTM attackers are
located in a position that allows interception and nodification of
in-flight protocol packets, whereas a traffic injector can only
attack by generating protocol packets.

Det Net - Servi ce, one of the service scenarios described in

[1-D. varga-detnet-service-nodel], is the case where a service
connects Det Net networking islands, i.e. two or nore otherw se

i ndependent Det Net network domains are connected via a link that is
not intrinsically part of either network. This inplies that there
could be DetNet traffic flowi ng over a non-DetNet |ink, which may
provide an attacker with an advantageous opportunity to tanper with
Det Net traffic. The security properties of non-DetNet |inks are
outside of the scope of DetNet Security, but it should be noted that
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use of non-Det Net services to interconnect DetNet networks nerits
security analysis to ensure the integrity of the DetNet networks
i nvol ved.

3.2. Threat Analysis
3.2.1. Delay
3.2.1.1. Delay Attack

An attacker can naliciously delay DetNet data flow traffic. By
delaying the traffic, the attacker can conprom se the service of
applications that are sensitive to high delays or to high del ay
vari ation.

3.2.2. DetNet Flow ldentification
3.2.2.1. DetNet Flow Mdification or Spoofing

An attacker can nodify some header fields of en route packets in a
way that causes the DetNet flow identification nechanisns to

m sclassify the flow Alternatively, the attacker can inject traffic
that is tailored to appear as if it belongs to a legitimte Det Net
flow. The potential consequence is that the DetNet flow resource

al | ocati on cannot guarantee the performance that is expected when the
flow identification works correctly.

Note that in sone cases there nmay be an explicit DetNet header, but
in some cases the flow identification nmay be based on fields fromthe
L3/ L4 headers. |If L3/L4 headers are involved, for purposes of this
draft we assunme they are encrypted and/or integrity-protected from
external attackers.

3.2.3. Resource Segnentation or Slicing

3.2.3.1. Inter-segnent Attack
An attacker can inject traffic, consum ng network device resources,
thereby affecting DetNet flows. This can be performed using non-
Det Net traffic that affects DetNet traffic, or by using DetNet
traffic fromone DetNet flow that affects traffic fromdifferent
Det Net fl ows.

3.2.4. Packet Replication and Elimnation

M zrahi, et al. Expi res January 3, 2018 [ Page 7]



Internet-Draft Det Net Security July 2017

3.2.4.1. Replication: Increased Attack Surface

Redundancy is intended to increase the robustness and survivability
of DetNet flows, and replication over nultiple paths can potentially
mtigate an attack that is limted to a single path. However, the
fact that packets are replicated over nmultiple paths increases the
attack surface of the network, i.e., there are nore points in the
network that may be subject to attacks.

3.2.4.2. Replication-rel ated Header WManipul ation

An attacker can manipulate the replication-related header fields
(R-TAG. This capability opens the door for various types of
attacks. For exanpl e:

o0 Forward both replicas - malicious change of a packet SN (Sequence
Nunber) can cause both replicas of the packet to be forwarded.
Note that this attack has a sinilar outcome to a replay attack

o Elimnate both replicas - SN manipul ati on can be used to cause
both replicas to be elimnated. In this case an attacker that has
access to a single path can cause packets fromother paths to be
dropped, thus conpronising some of the advantage of path
r edundancy.

o Flow hijacking - an attacker can hijack a DetNet flow with access
to a single path by systematically replacing the SNs on the given
path with higher SN values. For exanple, an attacker can replace
every SN value S with a higher value S+C, where Cis a constant
integer. Thus, the attacker creates a false illusion that the
attacked path has the | owest delay, causing all packets from other
paths to be elinmnated. Once the flow is hijacked the attacker
can either replace en route packets with malicious packets, or
simply injecting errors, causing the packets to be dropped at
their destination.

3.2.5. Path Choice
3.2.5.1. Path Manipul ati on

An attacker can naliciously change, add, or renove a path, thereby
af fecting the corresponding Det Net flows that use the path.

3.2.5.2. Pat h Choi ce: |Increased Attack Surface

One of the possible consequences of a path nanipulation attack is an
i ncreased attack surface. Thus, when the attack described in the
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previ ous subsection is inplenented, it may increase the potential of
other attacks to be perforned.

3.2.6. Control Plane

3.2.6.1. Control or Signaling Packet Mdification

An attacker can nmaliciously nodify en route control packets in order
to disrupt or mani pul ate the Det Net path/resource allocation

3.2.6.2. Control or Signaling Packet Injection

An attacker can naliciously inject control packets in order to
di srupt or mani pul ate the Det Net path/resource allocation

3.2.7. Scheduling or Shaping
3.2.7.1. Reconnai ssance

A passive eavesdropper can gather information about en route DetNet
flows, e.g., the nunber of DetNet flows, their bandw dths, and their
schedul es. The gathered infornmation can | ater be used to invoke

ot her attacks on sone or all of the flows.

3.2.8. Tine Synchronization Mechani sms

An attacker can use any of the attacks described in [ RFC7384] to
attack the synchronization protocol, thus affecting the Det Net
servi ce.

3.3. Threat Summary

A summary of the attacks that were discussed in this section is
presented in Figure 1. For each attack, the table specifies the type
of attackers that may invoke the attack. |In the context of this
summary, the distinction between internal and external attacks is
under the assunption that a correspondi ng security nechanismis being
used, and that the correspondi ng network equi pnent takes part in this
mechani sm

M zrahi, et al. Expi res January 3, 2018 [ Page 9]



Internet-Draft Det Net Security July 2017

T s e e
At t ack | At t acker Type |
Fomm e o Fomm e o +

I
|
[ | I nternal |External |
| [IMTMInj.|MTMInj.|

oo e e e e e e e e e e e e e e e e e eee e B e T gy
| Del ay attack | + | | + | |
o B T S
| Det Net Fl ow Modification or Spoofing | + | + | | |
e B T g
| I nter-segnent Attack | + | + | | |
oo e e e e e e e e e e e e e e e e e eee e B e T gy
| Replication: Increased Attack Surface | + | + | + | + |
o B T S
| Replication-rel ated Header Manipulation | + | | | |
e B T g
| Pat h Mani pul ati on | + | + | | |
oo e e e e e e e e e e e e e e e e e eee e B e T gy
| Pat h Choice: Increased Attack Surface | + | + | + | + |
o B T S
| Control or Signaling Packet Mdification | + | | | |
e B T g
| Control or Signaling Packet Injection | | + | | |
oo e e e e e e e e e e e e e e e e e eee e B e T gy
| Reconnai ssance | + | |+ | |
o B T S
| Attacks on Time Sync Mechani sns | + | + | + | + |
e B T g

Figure 1: Threat Analysis Summary
4. Security Threat |npacts

This section describes the inpact of the attacks described in
Section 3. Mtigations are discussed further in Section 5.

In conputer security, the inpact (or consequence) of an incident can
be nmeasured in loss of confidentiality, integrity or availability of
information. |In other words, this section describes the effect of a
successful attack. The scope is linmted to the effect of a
successful attack on DetNet itself, not the applications that _use_
Detnet as this is highly application specific.

4.1. Del ay-Attacks
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4.1.1. Data Plane Delay Attacks

Dr opped nessages can result in streaminstability. |If only a single
path is used, the entire streamcan be disrupted. In a nmultipath
scenario, large delays on one streamcan |lead to increased buffer and
CPU resources on the elinination bridge.

If the attack is carried out on a sole link (i.e. no multipath), the
Det Net stream can be interrupted and result in outages.

4.1.2. Control Plane Delay Attacks

In and of itself, this is not directly a threat, the effects of
del ayi ng control nessages can have quite adverse effects later.

Del ayed nessages for tear-down can lead to resource |eakage if a
streamis not torn down at the correct tine. This can in turn result
in failure to allocate new streans giving rise to a denial of service
att ack.

In the case where an End-point should be added to a nulticast,
failure to deliver said signalling nmessage will prevent the new EP
fromreceiving expected franes.

Li kewi se, when an EP should be renmoved froma multicast group
del ayi ng such nessages can lead to | oss of privacy as the EP will
continue to receive nessages even after it is renoved

4.2. Flow ldentification and Spoofing
4.2.1. Flowidentification

O all the attacks, this is one of the nost difficult to detect and
counter. Oten, an attacker will start out by observing the traffic
goi ng through the network and use the know edge gathered in this
phase to mount future attacks.

The attacker can, at their |eisure, observe over tinme all aspects of
the messagi ng and signalling, |earning the intent and purpose of al
traffic flows. At sone |ater date, possibly at an inportant tine in
an operational context, the attacker can launch a nmulti-faceted
attack, possibly in conjunction with some demand for ransom

The flowid in the header of the data pl ane-nessages gives an

attacker a very reliable identifier for DetNet traffic, and this
traffic has a high probability of going to lucrative targets.
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4.2.2. Spoofing
4.2.2.1. Dataplane Spoofing

Spoof i ng dat apl ane nessages can result in increased resource
consunptions on the bridges throughout the network as it wll

i ncrease buffer usage and CPU utilization. This can lead to resource
exhausti on and/or increased del ay.

If the attacker nanages to create valid headers, the fal se nessages
can be forwarded through the network, using part of the allocated
bandwi dth. This in turn can cause legitinate nessages to be dropped
when the budget has been exhaust ed.

Finally, the endpoint will have to deal with invalid messages being
delivered to the endpoint instead of (or in addition to) a valid
nessage

4.2.2.2. Control Plane Spoofing

A successful control plane spoofing-attack has a very |arge

potential. It can do anything from nodifying existing streans by
changi ng the avail abl e bandwi dt h, add or renobve endpoints or drop the
stream altogether. It would also be possible to falsely create new

streanms, which could give an attacker the ability to exhaust the
systens resources, or just enable a high quality DetNet stream
out si de the Network engineer’s control

4.3. Segnentation attacks (injection)
4.3.1. Data Plane Segnentation

Injection of false messages in a DetNet streamcould lead to
exhaustion of the available bandwidth for a streamif the bridges
accounts fal se nessages to the streanis budget.

In a nultipath scenario, injected nessages will cause an increased
CPU utilization on elimnation bridges and if enough paths are
subject to malicious injection, the legitimte nmessages coul d be
dropped. Likewise it can cause an increase in buffer usage. In
total, this will consunme nore resources on the bridges than nornal,
giving rise to a potential resource exhaustion attack on the bridges.

If a streamis interrupted, the end application will be affected by
what is now a non-determnistic stream
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4.3.2. Control Plane segnentation

A successful Control Plane segmentation attack will cause contro
messages to be interpreted by nodes in the network. This has the
potential to create new streans (exhausting resources), drop existing
(deni al of service), add/renove end-stations to a nulticast group
(loss of privacy) or nmodify the streamattributes (reducing avail abl e
bandwi dth, or increasing it so that new streans cannot reserve a
pat h) .

In short, this neans that you cannot trust the streamreservation
properties or the network itself.

As with spoofing, if an attacker is able to inject control-plane
messages and the receiving end does not detect it, the receiving
station nmust be able to.

4.4. Replication and Elimnation

The Replication and Elimnation is relevant only to Data Pl ane
messages as Signalling is not subject to nultipath routing.

4.4.1. Increased Attack Surface
Covered briefly in Section 4.3

4.4.2. Header Manipulation at Elimnation Bridges
Covered briefly in Section 4.3

4.5. Inpact of Attacks to Path Choice

This is covered in part in Section 4.3, and as with Replication and
Elimnation (Section 4.4, this is relevant for DataPl ane nessages.

4.6. Inpact of Attacks by Use Case |ndustry

This section rates the severity of various conponents of the inpact
of a successful vulnerability exploit to use cases by industry as
described in [I-D.ietf-detnet-use-cases], including Pro Audio,

El ectrical Uilities, Building Automation, Wreless for Industrial
Cel lul ar Radio, and Industrial M2M (split into two areas, MM Data
Gat hering and M2M Control Loop).

Conponents of Inpact (left colum) include Criticality of Failure,
Effects of Failure, Recovery, and Det Net Functional Dependence.
Criticality of failure summari zes the seriousness of the inpact. The
i mpact of a resulting failure can affect many different nmetrics that
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vary greatly in scope and severity. In order to reduce the nunber of
vari ables, the follow ng were included: Financial, Health and Safety,
Peopl e well being, Affect on a single organization, and affect on

mul tiple organi zations. Recovery outlines howlong it would take for
an affected use case to get back to its pre-failure state (Recovery
time objective, RTO, and how nuch of the original service would be
lost in between the time of service failure and recovery to origina
state (Recovery Point (bjective, RPO. DetNET dependence maps how
much the followi ng DetNet service objectives contribute to inpact of
failure: Tine dependency, data integrity, source node integrity,
availability, latency/jitter

The scal e of the Inpact mappings is low, nedium and high. |In sone
use cases there may be a nultitude of specific applications in which
Det NET is used. For sinplicity this section attenpts to average the
varied inpacts of different applications. This section does not
address the overall risk of a certain inpact which would require the
l'ikelihood of a failure happening.

In practice any such ratings will vary fromcase to case; the ratings
shown here are given as exanpl es.
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o e e o - oo e e e e e e e e e e e e e e eem oo +--- - - +
| | Pro A| Wil | Bldg |Wre- | Cell | MM | MM |
| | | | | less | | Data | Ctrl

e e e e oo oo o mm o e e e e e e e e e e e e e e e e e oo +-- - - - +
| Criticality | Med | Hi | Low | Med | Med | Med | Med |
o e e e o - oo e e e e e e e e e e e e e e e e e eee e +--- - - +
| Effects

s o mm e e e e e e e e e e e e e e e e e e e e e e e +----- +
| Financial | Med | Hi | Md | Med | Low | Med | Med |
e e e e oo oo o mm o e e e e e e e e e e e e e e e e e oo +-- - - - +
| Health/Safety | Med | Hi | Hi | Med | Med | Med | Med |
o e e e o - oo e e e e e e e e e e e e e e e e e eee e +--- - - +
| People WB | Med | Hi | Hi | Low | Hi | Low | Low |
s o mm e e e e e e e e e e e e e e e e e e e e e e e +----- +
| Effect 1 org | Hi | Hi | Med | Hi | Med | Med | Med |
e e e e oo oo o mm o e e e e e e e e e e e e e e e e e oo +-- - - - +
| Effect >1 org | Med | Hi | Low | Med | Med | Med | Med |
o e e e o - oo e e e e e e e e e e e e e e e e e eee e +--- - - +
| Recovery

s o mm e e e e e e e e e e e e e e e e e e e e e e e +----- +
| Recov Time Qb | Med | Hi | Med | Hi | Hi | H | H |
e e e e oo oo o mm o e e e e e e e e e e e e e e e e e oo +-- - - - +
| Recov Point Obj | Med | Hi | Low | Med | Low | H | H |
o e e e o - oo e e e e e e e e e e e e e e e e e eee e +--- - - +
| Det Net Dependence

s o mm e e e e e e e e e e e e e e e e e e e e e e e +----- +
| Tinme Dependency | Hi | Hi | Low | Hi | Med | Low | H |
e e e e oo oo o mm o e e e e e e e e e e e e e e e e e oo +-- - - - +
| Latency/Jitter | Hi | Hi | Md | Med | Low | Low | H |
o e e e o - oo e e e e e e e e e e e e e e e e e eee e +--- - - +
| Data Integrity | Hi | Hi | Med | Hi | Low | H | Low
s o mm e e e e e e e e e e e e e e e e e e e e e e e +----- +
| Src Node Integ | Hi | Hi | Med | Hi | Md | H | H |
e e e e oo oo o mm o e e e e e e e e e e e e e e e e e oo +-- - - - +
| Availability | Hi | Hi | Med | Hi | Low | H | H |
o e e e o - oo e e e e e e e e e e e e e e e e e eee e +--- - - +

Figure 2: Inpact of Attacks by Use Case Industry
5. Security Threat Mtigation

This section describes a set of neasures that can be taken to
nmtigate the attacks described in Section 3. These nitigations
shoul d be viewed as a toolset that includes several different and
di verse tools. Each application or systemw || typically use a
subset of these tools, based on a systemspecific threat analysis.
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5.1. Path Redundancy
Description

A DetNet flow that can be forwarded sinultaneously over nultiple
paths. Path replication and elimnation
[I-D.ietf-detnet-architecture] provides resiliency to dropped or
del ayed packets. This redundancy inproves the robustness to
failures and to man-in-the-m ddl e attacks.

Rel at ed attacks

Pat h redundancy can be used to nitigate various man-in-the-niddle
attacks, including attacks described in Section 3.2.1
Section 3.2.2, Section 3.2.3, and Section 3.2.8.

5.2. Integrity Protection
Descri ption

An integrity protection nechanism such as a Hash-based Message
Aut henti cati on Code (HMAC) can be used to mtigate nodification
attacks. Integrity protection can be used on the data pl ane
header, to prevent its nodification and tanpering. Integrity
protection in the control plane is discussed in Section 5.5.

Rel at ed attacks
Integrity protection nitigates attacks related to nodification and
tanpering, including the attacks described in Section 3.2.2 and
Section 3.2.4.

5.3. DetNet Node Authentication

Description
Source authentication verifies the authenticity of DetNet sources,
allowing to nitigate spoofing attacks. Note that while integrity
protection (Section 5.2) prevents internedi ate nodes from
nodi fying i nformation, authentication verfies the source of the
i nformation.

Rel at ed attacks
Det Net node authentication is used to nmitigate attacks related to

spoofing, including the attacks of Section 3.2.2, and
Section 3.2.4.
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5. 4.

Encrypti on

Description

Det Net flows can be forwarded in encrypted form

Rel at ed attacks

5.5.

Wil e confidentiality is not considered an inportant goal wth
respect to DetNet, encryption can be used to mitigate recon
attacks (Section 3.2.7).

Control and Signaling Message Protection

Description

Control and sigaling nessages can be protected using
aut hentication and integrity protection nechanisns.

Rel ated attacks

5. 6.

These nechani sns can be used to mitigate various attacks on the
control plane, as described in Section 3.2.6, Section 3.2.8 and
Section 3.2.5.

Dynami ¢ Performance Anal ytics

Description

Re

I nformati on about the network perfornmance can be gathered in real -
time in order to detect anomalies and unusual behavi or that may be
the synptom of a security attack. The gathered information can be
based, for exanple, on per-flow counters, bandw dth neasurenent,
and nonitoring of packet arrival tines. Unusual behavior or
potentially malicious nodes can be reported to a nanagenent

system or can be used as a trigger for taking corrective actions.
The informati on can be tracked by Det Net end systens and transit
nodes, and exported to a nmanagenent system for exanple using
NETCONF.

ated attacks
Performance anal ytics can be used to mitigate various attacks,

i ncluding the ones described in Section 3.2.1, Section 3.2.3, and
Section 3.2.8.
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5.7. Mtigation Summary

The following table maps the attacks of Section 3 to the inpacts of

Section 4, and to the mitigations of the current section. Each row
specifies an attack, the inpact of this attack if it is successfully
i mpl ement ed, and possible nmitigation nethods.

e e e e e e e e e e e e e e e e o e e e e e e e e o +
| Attack [ | mpact [ M tigations [
oo e e e e e e oo oo oo +
| Del ay Attack -Non-deterministic - Pat h redundancy

| del ay - Per f or mance

-l ncreased resource

I I I
I _ _ I _ I
| -Data disruption | anal ytics |
| | |
| consunption [ [

| Det Net Fl ow Modificat-|-1ncreased resource - Pat h redundancy |

I I
| ion or Spoofing | consunption |-Integrity protection|
| | -Data disruption | - Det Net Node |
| | | authentication |
Fom e e e e oo Fom e e e e oo oo Fom e e e e oo oo +
| I nter-Segnent Attack |-lncreased resource |-Path redundancy |
| | consunption | - Performance |
[ | -Data disruption | anal ytics [
o e e e e e e e e e oo Fom e e e e e e e e oo Fom e e e e e e e e oo +
| Replication: Increased|-Al inpacts of other|-Integrity protection|
| attack surface | attacks | - Det Net Node [
| | | authentication |
o e e e e e e aa oo o e e e o e e e +
| Replication-rel ated | - Non-deterministic |-Integrity protection|
| Header Mani pul ation | del ay | - Det Net Node |
| | -Data disruption | authentication |
Fom e e e e oo Fom e e e e oo oo Fom e e e e oo oo +
| Pat h Mani pul ati on | - Enabl er for other | - Control nessage |
| | attacks | protection [
oo e e e a oo oo Fom e e e oo Fom e e e oo +
| Pat h Choice: Increased|-Al inpacts of other|-Control nessage |
| Attack Surface | attacks | protection |
Fom e e e e oo Fom e e e e oo oo Fom e e e e oo oo +

| Control or Signaling -Increased resource
| Packet Mbdification consunpti on

| | - Control nessage
| |
| | -Non-determnistic |
| |
| |

protection

| del ay

| -Data disruption

Fom e e e e oo Fom e e e e oo oo Fom e e e e oo oo +
| Control or Signaling |-Increased resource |-Control message |
| Packet 1njection | consunption | protection |
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-Non-deterni ni stic

I I I I
| | delay _ | |
| | -Data disruption | |
Fom e e e e oo Fom e e e e oo oo Fom e e e e oo oo +
| Reconnai ssance | - Enabl er for other | - Encryption |
[ | attacks | |
oo e e e a oo oo Fom e e e oo Fom e e e oo +

| Attacks on Time Sync |-Non-determnistic | - Pat h redundancy |
| Mechani sns | del ay | - Control nessage |
[ | -1 ncreased resource | protection [
| consunption | - Performance |
| -Data disruption | anal ytics |

Figure 3: Mapping Attacks to Inpact and Mtigations
6. Association of Attacks to Use Cases
6.1. Use Cases by Common Thenes

Different attacks can have different inpact and/or mitigation

dependi ng on the use case, so we would like to make this association
in our analysis. However since there is a potentially unbounded Ii st
of use cases, we categorize the attacks with respect to the conmon
themes of the use cases as identified in the Use Case Common Thenes
section of the DetNet Use Cases draft [I-D.ietf-detnet-use-cases].
We describe each thenme and its associ ated attacks, inpacts and
mtigations.

6.1.1. Network Layer - AVB/ TSN Et hernet

Presumably it will be possible to run DetNet over other underlying
network | ayers besides Ethernet, but Ethernet is explicitly
supported. 1Is the attack specific to the Ethernet AVB/ TSN protocol s?
Does the threat affect only Ethernet, or any underlying network

| ayer?

6.1.2. Central Admi nistration

A DetNet network is expected to be controlled by a centralized
network configuration and control system Such a systemnay be in a
single central location, or it may be distributed across nultiple
control entities that function together as a unified control system
for the network. 1Is the attack directed at threat the central
control systemof the network? Does it interfere with CAM?
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6.1.3. Hot Swap

A DetNet network is not expected to be "plug and play" - it is
expected that there is sone centralized network configuration and
control system However, the ability to "hot swap" conponents (e.qg.
due to mal function) is simlar enough to "plug and play" that this

ki nd of behavi or may be expected in Det Net networks, depending on the
i npl ementation. Does the attack target "hot swap" ("plug and play")
operation in the network?

6.1.4. Data Flow Informati on Mddel s

Data Fl ow Informati on Mddels specific to Det Net networks are to be
specified by DetNet. Thus they are "new' and thus potentially
present a new attack surface. Does the threat take advantage of any
aspect of our new Data Flow I nfo Mdel s?

6.1.5. L2 and L3 Integration

A DetNet network is intended to integrate between Layer 2 (bridged)
network(s) (e.g. AVB/TSN LAN) and Layer 3 (routed) network(s) (e.g.
usi ng | P-based protocols). Does the attack target L2? L3? Both?
The interaction between the two?

6.1.6. End-to-End Delivery

Packets sent over DetNet are guaranteed not to be dropped by the
network due to congestion. (Packets nay however be dropped for

i ntended reasons, e.g. per security neasures). Does the attack
result in packets (which should be delivered) not being delivered?
Does it result in packets that should not be delivered being

del i vered?

6.1.7. Proprietary Determ nistic Ethernet Networks

There are many proprietary non-interoperable deterninistic Ethernet-
based networks currently available; DetNet is intended to provide an
open- st andards-based alternative to such networks. Does the threat
relate to a specific such network that is being "emul ated" or

"repl aced" by DetNet, for exanple by exploiting specific conmmands
specific to that network protocol?

6.1.8. Replacenent for Proprietary Fiel dbuses
There are many proprietary "field buses" used in today's industria
and other industries; DetNet is intended to provide an open-

st andar ds-based alternative to such buses. Does the threat relate to
a specific fieldbus that is being "emulated" or "replaced" by Det Net,
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for exanple by exploiting specific conmands specific to that network
pr ot ocol ?

6.1.9. Determnistic vs Best-Effort Traffic

Det Net is intended to support coexistence of tine-sensitive
operational (OT, determnistic) traffic and information (1T, "best
effort”) traffic on the same ("unified") network. Does the attack
affect only IT or only OT or both types of traffic? Does the threat
affect any interaction between IT and OT traffic, e.g. by changing
relative priority or handling of IT vs. OT packets?

6.1.10. Determnistic Flows

Reserved bandwi dth data flows (determ nistic flows) nust be isol ated
fromeach other and frombest-effort traffic, so that even if the
network is saturated with best-effort and/or reserved bandw dth
traffic the configured flows are not adversely affected. Does the
attack affect the isolation of one (reserved) flow from anot her?

6.1.11. Unused Reserved Bandwi dth

I f bandwi dth reservations are nmade for a stream but the associated
bandwi dth is not used at any point in tinme, that bandwidth is nade
avail abl e on the network for best-effort traffic. |If the owner of

the reserved streamthen starts transnmitting again, the bandwidth is
no | onger available for best-effort traffic, on a noment-to-nonent
basis. (Such "tenporarily avail abl e" bandwi dth is not available for
tinme-sensitive traffic, which nust have its own reservation). Does
the attack affect the systenis ability to allocate unused reserved BW
to best-effort traffic?

6.1.12. Interoperability

The Det Net network specifications are intended to enabl e an ecosystem
in which multiple vendors can create interoperable products, thus
pronoting device diversity and potentially higher nunmbers of each
devi ce manufactured. Does the threat take advantage of differences
in inplementation of "interoperable" products made by different
vendor s?

6.1.13. Cost Reductions
The Det Net network specifications are intended to enabl e an ecosystem
in which multiple vendors can create interoperable products, thus

pronoting hi gher nunbers of each device manufactured, pronoting cost
reduction and cost conpetition anong vendors. Does the threat take
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advant age of "low cost" HWor SWconponents or other "cost-rel ated
shortcuts" that m ght be present in devices?

6.1.14. Insufficiently Secure Devices

The Det Net network specifications are intended to enabl e an ecosystem
in which multiple vendors can create interoperable products, thus
pronoting device diversity and potentially higher nunbers of each
devi ce manufactured. Does the threat attack "naivete" of SW for
exanpl e SWthat was not designed to be sufficiently secure (or secure
at all) but is deployed on a DetNet network that is intended to be
highly secure? (For exanple |oT exploits like the Mrai video-canera
botnet ([MRAI]).

6.1.15. DetNet Network Size

Det Net networks range in size fromvery small, e.g. inside a single
i ndustrial nmachine, to very large, for exanple a Uility Gid network
spanni ng a whol e country, and involving many "hops" over various
kinds of links for exanple radio repeaters, nicrowave |inks, fiber
optic links, etc.. Does the attack affect DetNet networks of only
certain sizes, e.g. very large networks, or very small? This night
be related to how the attack is introduced into the network, for
exanple if the entire network is local, there is a threat that power
can be cut to the entire network. |If the network is |arge, perhaps
only a part of the network is attacked. Does the threat take

advant age of attack vectors that are specific to network size?

6.1.16. Miltiple Hops

Det Net networks range in size fromvery small, e.g. inside a single

i ndustrial machine, to very large, for example a Uility Gid network
spanni ng a whol e country, and involving many "hops" over various
kinds of links for exanple radio repeaters, nicrowave |inks, fiber
optic links, etc.. Does the attack exploit the presence of nore than
one "hop"? Does the threat exploit the presence of nore than one
type of "hop", e.g. between radio and microwave |inks? Does the
threat exploit a specific type of "hop", e.g. sonething specific to
a fiber optic link, or other type of |ink?

6.1.17. Level of Service

A DetNet is expected to provide neans to configure the network that

i ncl ude querying network path | atency, requesting bounded | atency for
a given stream requesting worst case maxi mum and/ or m ni mrum | at ency
for a given path or stream and so on. It is an expected case that
the network cannot provide a given requested service level. In such
cases the network control system should reply that the requested
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service level is not available (as opposed to accepting the paraneter
but then not delivering the desired behavior). Does the attack

af fect any querying or replying to such service-level-rel ated
traffic? Can the attack cause incorrect responses fromthe system
regarding timng-related configuration? For exanple replying that a
requested | evel of service is available when it isn't, or that the
requested | evel of service is not available when it actually is
avai |l abl e?

6.1.18. Bounded Latency

Does the threat affect the network’s ability to deliver packets
wi thin the agreed-upon | atency boundari es?

6.1.19. Low Latency

Applications may require "extrenely |ow | atency" however depending on
the application these may nmean very different |atency val ues; for
exanple "low | atency” across a Uility grid network is on a different
time scale than "low latency” in a nmotor control loop in a small
machine. The intent is that the nechanisns for specifying desired

| atency include wi de ranges, and that architecturally there is
nothing to prevent arbitrarily | ow |latencies from being inpl enented
in a given network. Does the threat affect the network’s ability to
del i ver packets within the agreed-upon | ow | atency?

6.1.20. Symetrical Path Del ays

Sone applications would like to specify that the transit delay tine
val ues be equal for both the transnmit and return paths. Does the
attack affect the network’s ability to provide matched transmit and
return path delays (Il atencies)?

6.1.21. Reliability and Availability

Det Net based systens are expected to be inplenmented with essentially
arbitrarily high availability (for exanple 99.9999% up tine, or even
12 nines). The intent is that the DetNet designs should not make any
assunptions about the level of reliability and availability that may
be required of a given system and should define paraneters for
communi cating these kinds of nmetrics within the network. Does the
attack affect the reliability of the DetNet network? 1Is it a large
or small change, e.g. the difference between conpletely taking down
the network for some period of time, vs reducing its reliability by
just one "nine"? Does the threat affect the availability of the

Det Net network?
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6.1.22. Redundant Paths

Det Net based systens are expected to be inplemented with essentially
arbitrarily high reliability/availability. A strategy used by Det Net
for providing such extraordinarily high levels of reliability is to
provi de redundant paths that can be seam essly switched between, al
the while maintaining the required performance of that system Does
the attack affect the configuration or operation of redundant paths?

6.1.23. Security Measures
A Det Net network must be nmade secure agai nst devices failures
attackers, m sbehaving devices, and so on. Does the threat affect
such security neasures thenselves, e.g. by attacking SWdesigned to
prot ect agai nst device failure?

6.2. Attack Types by Use Case Common Thene
The following table lists the attacks of Section 3, assigning a

nunber to each type of attack. That nunber is then used as a short
formidentifier for the attack in Figure 5.
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T U - +
| | Attack | Section |
o e o m e e e e e e e e e e e e e e e e e e e e ea oo e e e e e e e e +
| 1| Del ay Attack | Section 3.2.1 [
. O +
| 2| Det Net Fl ow Modification or Spoofing | Section 3.2.2 |
o T +
| 3]Inter-Segnent Attack | Section 3.2.3 |
o e o m e e e e e e e e e e e e e e e e e e e e ea oo e e e e e e e e +
| 4| Replication: Increased attack surface | Section 3.2.4.1 [
. O +
| 5| Replication-rel ated Header Manipulation | Section 3.2.4.2 |
N e T +
| 6] Path Mani pul ati on | Section 3.2.5.1 |
o e o m e e e e e e e e e e e e e e e e e e e e ea oo e e e e e e e e +
| 7| Path Choice: Increased Attack Surface | Section 3.2.5.2 [
.. O +
| 8] Control or Signaling Packet Modification| Section 3.2.6.1 |
N o T +
| 9] Control or Signaling Packet Injection | Section 3.2.6.2 |
o e o m e e e e e e e e e e e e e e e e e e e e ea oo e e e e e e e e +
| 10| Reconnai ssance | Section 3.2.7 [
.. O +
| 11| Attacks on Time Sync Mechani sns | Section 3.2.8 [
N I hrrrrrrhreeeess T +

Figure 4: List of Attacks

The following tabl e maps the use case thenes presented in this neno
to the attacks of Figure 4. Each row specifies a thenme, and the
attacks relevant to this theme are marked with a ' +'.

| Thene I Attack |
| oo e e e e e e e e e e e e e e e
| | 1] 2| 3| 4] 5] 6] 7| 8] 9]10]11]

B B S R o I SISREI DI YRR Y
| Net work Layer - AVB/ TSN Eth.| +| +| +| +| +| + + +| +| + 4
e B T S T S T e
| Central Adninistration I 1 1 1 1 |+ o+ o+ +H] ] A
o e e e e e e e i B T T i S i S
| Hot  Swap I T A O IR R A
B B S R o I SISREI DI YRR Y
| Data Flow Information Models| | | | | | | | | | | |
e B T S T S T e
| L2 and L3 Integration I 1+ +
o e e e e e e e i B T T i S i S
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| End-to-end Delivery [+ +F
B B S R o I SISREI DI YRR Y
| Proprietary Determnistic |1 1+ | | +H +H + |
| Et her net Net wor ks N N (R I I R A
o m e e e e e e e i B T S
| Repl acenent for Proprietary | | | + | | + + + + | |
| Fi el dbuses [ T Y R Y R R I R
B B S R o I SISREI DI YRR Y
| Determ nistic vs. Best- 1 1+ 1 & " 1 1 1 1 |
| Effort Traffic N N (R I I R A
o m e e e e e e e i B T S
| Determnistic Flows I 1 1+ 1 " " 1 1 1 |
o B T T S S e
| Unused Reserved Bandwi dt h I 1 1+ 1 & 1 1 1 1 |
oot e e e e e e oo - - B I T g R S R S I
| I nteroperability N R R R A e e B B
o m e e e e e e e i B T S
| Cost Reductions I Y (R (N N I I
o B T T S S e
| Insufficiently Secure 1 1 1 1 " 1 1 1 1 |
| Devi ces N N O Y I I D A
e B T S T S T e
| Det Net Network Size I+ 1 1 1 |+ + 1 1 | +
o e e e e e e e i B T T i S i S
| Mul'tipl e Hops [+ 0+ + T
B B S R o I SISREI DI YRR Y
| Level of Service I 1 1 1 1 | | |+ + + |
e B T S T S T e
| Bounded Lat ency e Y R R R R I R
o e e e e e e e i B T T i S i S
| Low Lat ency e I Y N R N R R
B B S R o I SISREI DI YRR Y
| Symmetric Path Del ays I+ 1 1 1 | | 1 1 1 #
e B T S T S T e
| Reliability and Availability| +| +| +| + +| + + +| +| +| +
o e e e e e e e i B T T i S i S
| Redundant Pat hs I 1 1 1 4+ | 1+ +
B B S R o I SISREI DI YRR Y
| Security Measures 1 1 1 1 " " 1 1 1 |
e B T S T S T e

Fi gure 5: Mapping Between Thenes and Attacks
7. Appendix A DetNet Draft Security-Related Statenents
This section collects the various statenments in the currently

exi sting Det Net Working Group drafts. For each draft, the section
nane and nunber of the quoted section is shown. The text shown here
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is the work of the original draft authors, quoted verbatimfromthe
drafts. The intention is to explicitly quote all relevant text, not
to sunmarize it.

7.1. Architecture (draft 8)
7.1.1. Fault Mtigation (sec 4.5)

One key to building robust real-tinme systens is to reduce the
infinite variety of possible failures to a nunber that can be

anal yzed with reasonabl e confidence. DetNet aids in the process by
providing filters and policers to detect DetNet packets received on
the wong interface, or at the wong time, or in too great a vol une,
and to then take actions such as discarding the offendi ng packet,
shutting down the of fending DetNet flow, or shutting down the

of fending interface.

It is also essential that filters and service remarking be enpl oyed
at the network edge to prevent non-Det Net packets from bei ng m staken
for DetNet packets, and thus inpinging on the resources allocated to
Det Net packets.

There exi st techni ques, at present and/or in various stages of
standardi zation, that can performthese fault nmitigation tasks that
deliver a high probability that nisbehaving systenms will have zero

i mpact on wel | -behaved Det Net flows, except of course, for the
receiving interface(s) i mediately downstream of the mi sbehaving
device. Exanples of such techniques include traffic policing
functions (e.g. [RFC2475]) and separating flows into per-flow rate-
limted queues.

7.1.2. Security Considerations (sec 7)

Security in the context of Deterministic Networking has an added

di mension; the tine of delivery of a packet can be just as inportant
as the contents of the packet, itself. A man-in-the-m ddle attack,
for exanple, can inpose, and then systematically adjust, additiona
delays into a link, and thus disrupt or subvert a real-tinme
application w thout having to crack any encryption nethods enpl oyed.
See [ RFC7384] for an exploration of this issue in a related context.

Furthernmore, in a control systemwhere mllions of dollars of

equi prent, or even human lives, can be lost if the DetNet QS is not
delivered, one must consider not only sinple equiprment failures,
where the box or wire instantly becones perfectly silent, but bizarre
errors such as can be caused by software failures. Because there is
essential no limt to the kinds of failures that can occur

protecting against realistic equipnment failures is indistinguishable,
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in nost cases, fromprotecting agai nst malicious behavior, whether
accidental or intentional

Security nust cover:
o Protection of the signaling protoco
0 Authentication and authorization of the controlling nodes
0 ldentification and shaping of the flows
7.2. Data Plane Alternatives (draft 4)
7.2.1. Security Considerations (sec 7)

Thi s docunment does not add any new security considerations beyond
what the referenced technol ogi es al ready have.

7.3. Problem Statenent (draft 5)
7.3.1. Security Considerations (sec 5)

Security in the context of Deterministic Networking has an added

di mension; the tine of delivery of a packet can be just as inportant
as the contents of the packet, itself. A man-in-the-m ddle attack,
for exanple, can inmpose, and then systematically adjust, additiona
delays into a link, and thus disrupt or subvert a real-time
application w thout having to crack any encryption nethods enpl oyed.
See [ RFC7384] for an exploration of this issue in a related context.

Typical control networks today rely on conplete physical isolation to
prevent rogue access to network resources. DetNet enables the
virtualization of those networks over a converged | T/ OrT
infrastructure. Doing so, DetNet introduces an additional risk that
flows interact and interfere with one another as they share physica
resources such as Ethernet trunks and radi o spectrum The
requirenent is that there is no possible data |leak fromand into a
determnistic flow, and in a nore general fashion there is no
possi bl e i nfl uence what soever fromthe outside on a deternministic
flow The expectation is that physical resources are effectively
associated with a given flow at a given point of tine. |In that

nmodel , Time Sharing of physical resources becones transparent to the
i ndi vi dual flows which have no clue whether the resources are used by
other flows at other tines.

Security nust cover:

0o Protection of the signaling protoco
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0 Authentication and authorization of the controlling nodes
0o ldentification and shaping of the flows

o0 Isolation of flows from|eakage and other influences from any
activity sharing physical resources

Use Cases (draft 11)

1. (Uility Networks) Security Current Practices and Linmitations
(sec 3.2.1)

Gid nonitoring and control devices are already targets for cyber
attacks, and | egacy tel ecormunications protocols have many intrinsic
network-related vulnerabilities. For exanple, DNP3, Mbdbus,
PROFI BUS/ PROFI NET, and ot her protocols are designed around a conmon
par adi gm of request and respond. Each protocol is designed for a
mast er device such as an HM (Human Machine Interface) systemto send
conmands to subordinate slave devices to retrieve data (reading

i nputs) or control (witing to outputs). Because many of these
protocol s | ack authentication, encryption, or other basic security
nmeasures, they are prone to network-based attacks, allowing a
mal i ci ous actor or attacker to utilize the request-and-respond system
as a mechani sm for commuand-and-control |ike functionality. Specific
security concerns common to nost industrial control, including
utility tel ecomunication protocols include the foll ow ng:

0 Network or transport errors (e.g. malforned packets or excessive
| at ency) can cause protocol failure.

0 Protocol conmands may be avail able that are capable of forcing
sl ave devices into inoperable states, including powering-off
devices, forcing theminto a listen-only state, disabling
al ar m ng.

o Protocol commands rmay be avail able that are capable of restarting
conmuni cations and otherw se interrupting processes.

o Protocol conmmands may be avail abl e that are capable of clearing,
erasing, or resetting diagnostic information such as counters and
di agnostic registers.

0 Protocol conmands may be avail abl e that are capabl e of requesting

sensitive informati on about the controllers, their configurations,
or other need-to-know information
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0 Mbst protocols are application |ayer protocols transported over
TCP; therefore it is easy to transport commands over non-standard
ports or inject comrands into authorized traffic flows.

o Protocol commands nmay be avail able that are capabl e of
broadcasti ng nmessages to nmany devices at once (i.e. a potentia
DoS)

o Protocol conmmands nmay be available to query the device network to
obtain defined points and their values (i.e. a configuration
scan).

o Protocol commands rmay be available that will list all available
function codes (i.e. a function scan).

0 These inherent vulnerabilities, along with increasing connectivity
between I T an OT networks, nake network-based attacks very
feasi bl e.

o Sinple injection of malicious protocol comrmands provides contro
over the target process. Altering legitimte protocol traffic can
al so alter information about a process and disrupt the legitimte
controls that are in place over that process. A man-in-the-niddle
attack could provide both control over a process and
ni srepresentati on of data back to operator consol es.

7.4.2. (Uility Networks) Security Trends in Utility Networks (sec
3.3.3)

Al t hough advanced tel econmuni cati ons networks can assist in
transformng the energy industry by playing a critical role in

mai ntai ning high levels of reliability, performance, and

manageabi lity, they also introduce the need for an integrated
security infrastructure. Many of the technol ogi es bei ng depl oyed to
support smart grid projects such as smart neters and sensors can
increase the vulnerability of the grid to attack. Top security
concerns for utilities mgrating to an intelligent smart grid

tel econmuni cations platformcenter on the follow ng trends:

0 Integration of distributed energy resources

o Proliferation of digital devices to enabl e nanagenent, automation,
protection, and control

0 Regul atory nmandates to comply with standards for critica
infrastructure protection
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0o Magration to new systens for outage nmanagenent, distribution
aut omati on, condition-based maintenance, |oad forecasting, and
smart netering

o0 Denmand for new | evel s of custoner service and energy nanagenent

Thi s devel opment of a diverse set of networks to support the
integration of mcrogrids, open-access energy conpetition, and the
use of network-controlled devices is driving the need for a converged
security infrastructure for all participants in the smart grid,
including utilities, energy service providers, |arge commercial and
industrial, as well as residential custoners. Securing the assets of
el ectric power delivery systens (fromthe control center to the
substation, to the feeders and down to custonmer neters) requires an
end-to-end security infrastructure that protects the nyriad of

tel econmuni cati ons assets used to operate, nonitor, and control power
fl ow and neasurenent.

"Cyber security" refers to all the security issues in automation and
tel econmuni cations that affect any functions related to the operation
of the electric power systens. Specifically, it involves the
concepts of:

o Integrity : data cannot be altered undetectably

0 Authenticity : the tel ecomruni cati ons parties involved nust be
val i dat ed as genui ne

0 Authorization : only requests and commands fromthe authorized
users can be accepted by the system

o Confidentiality : data nmust not be accessible to any
unaut henti cated users

When desi gni ng and depl oyi ng new smart grid devices and

tel econmuni cations systens, it is inperative to understand the
various inpacts of these new conponents under a variety of attack
situations on the power grid. Consequences of a cyber attack on the
grid tel ecomuni cati ons network can be catastrophic. This is why
security for smart grid is not just an ad hoc feature or product,
it’s a conplete framework integrating both physical and Cyber
security requirenments and covering the entire smart grid networks
fromgeneration to distribution. Security has therefore becone one
of the main foundations of the utility tel ecomnetwork architecture
and nust be considered at every layer with a defense-in-depth
approach. Mgrating to | P based protocols is key to address these
chal | enges for two reasons:
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0 |P enables a rich set of features and capabilities to enhance the
security posture

o0 |P is based on open standards, which allows interoperability
bet ween di fferent vendors and products, driving down the costs
associated with inplenenting security solutions in OT networks.

Securing OT (Operation technol ogy) tel econmuni cati ons over packet-
switched I P networks follow the same principles that are foundationa
for securing the IT infrastructure, i.e., consideration nust be given
to enforcing electronic access control for both person-to-nachi ne and
machi ne-t o- machi ne communi cati ons, and providing the appropriate

| evel s of data privacy, device and platformintegrity, and threat
detection and mtigation.

7.4.3. (BAS) Security Considerations (sec 4.2.4)

When BAS field networks were devel oped it was assuned that the field
net wor ks woul d al ways be physically isolated from external networks
and therefore security was not a concern. In today’s world many BASs
are managed renotely and are thus connected to shared |IP networks and
so security is definitely a concern, yet security features are not
available in the najority of BAS field network depl oynents .

The managerment network, being an | P-based network, has the protocols
avail abl e to enable network security, but in practice many BAS
systens do not inplenment even the avail able security features such as
devi ce authentication or encryption for data in transit.

7.4.4. (6TiSCH) Security Considerations (sec 5.3.3)

On top of the classical requirements for protection of contro
signaling, it nust be noted that 6Ti SCH netwirks operate on limted
resources that can be depleted rapidly in a DoS attack on the system
for instance by placing a rogue device in the network, or by
obt ai ni ng managenent control and setting up unexpected additiona

pat hs.

7.4.5. (Cellular radio) Security Considerations (sec 6.1.5)

Establ i shing tine-sensitive streams in the network entails reserving
net wor ki ng resources for long periods of tine. It is inportant that
these reservation requests be authenticated to prevent nalicious
reservation attenpts fromhostile nodes (or accidenta

m sconfiguration). This is particularly inportant in the case where
the reservation requests span adm nistrative domains. Furthernore,
the reservation information itself should be digitally signed to
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7. 4.

10.

reduce the risk of a legitinmte node pushing a stale or hostile
configuration into another networking node.

Note: This is considered inportant for the security policy of the
networ k, but does not affect the core DetNet architecture and design.

6. (Industrial MM Conmunication Today (sec 7.2)

I ndustrial network scenarios require advanced security sol utions.
Many of the current industrial production networks are physically
separated. Preventing critical flows frombe | eaked outside a donain
is handl ed today by filtering policies that are typically enforced in
firewalls.

| ANA Consi derations
This meno includes no requests from | ANA.
Security Considerations

The security considerations of DetNet networks are presented
t hroughout this docunent.
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