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Abst r act

Thi s docunent reports on formatting errors, uses cases, and

i nconsi stencies found in various standards specifications related to
the Dianeter interface requirements. Reconmendations are nade to
reduce errors, support conmon use cases and build specifications in
such a way that programmatic verification of Dianeter specifications
can be done with minimal to no errors.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 31, 2017
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunent may contain material from | ETF Docunents or |ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to allow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1. Introduction

Thi s docunent identifies common errors and uses of Dianmeter in order
to docunent requirenents and possible extensions to the Dianeter
Conmand Code Format (CCF) and other formats, e.g. G ouped Attribute
Val ue Pair (AVP) format defined in [RFC6733]. It is by no means an
exhaustive anal ysis of all Di aneter specifications but provides a
survey of a few dozen RFCs and 3GPP Techni cal Specifications to
determi ne what inprovenents can be nmade in Dianeter specifications.

There are no issues with respect to over the wire comunication of

D aneter as evidenced by the successful inplenentation of Dianeter
appl i cations based upon the specifications surveyed in this docunent.
However, the devel opnent and inplenentation tine of D aneter
applications can be significantly inproved when errors and

i nconsi stenci es of the nessage format as docunented in the
specifications are mnimzed or non-existent. An automated tool was
devel oped and used to performthe survey analysis of the technica
specifications. The tool would perform autonated checki ng, syntax
val idation, and | anguage generation and was ran agai nst the various
specifications to set a benchmark on the current state and quality of
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the Dianmeter specifications. The '.dia format of a fork of the
di af uzzer project (https://github.con Orange- OpenSour ce/ di af uzzer)
was used. It is a sinple, determnistic format that provides
semantic cross checks of Dianmeter specifications.
Wth the goal of automated '.dia’ format in mind a survey of various
D aneter related RFCs and 3GPP Techni cal Specifications was executed.
During the process several issues, errors, om ssions and usage
patterns were discovered, and they are outlined in section 4
(Specification Survey) of this docunent.
D anmeter Applications Design Guidelines [ RFC7423] does an excel |l ent
job of noting common di aneter desing use cases but it does not
describe how the CCF or related gramers may represent sonme of these
scenarios. To do this the '.dia format was extended. A few new use
cases were also identified that were not covered in [ RFC7423].

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Survey of Existing Specifications

The tool was ran against the foll owi ng standards specifications for
di amet er applications:

RFC 4004 [ RFC4004]

RFC 4006 bis [I-D.bertz-di me-rfc4006bi s]
RFC 4950 [ RFC4950]

RFC 5447 [ RFC5447]

RFC 5777 [ RFC5777]

RFC 5778 [ RFC5778]

D anmeter Load (draft) [I-D.ietf-dine-Ioad]
RFC 6733 [ RFC6733]

RFC 7155 [ RFC7155]

RFC 7683 [ RFC7683]
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3.1. Summary of Challenges and Errors

Enuneration i ssues have their own section below General issues
include but are not linmted to:

Spel ling and spacing errors.

I nconsi stent Table formats over tine. Arguably this reflects the
changes in Dianeter but these inconsistencies occur with docunents
released in close tine frames. There are also too many formats to
claimit is a 'change over time’ and not just an inconsistency

i ssue.

M ssing AVPs and/or AVP Code val ues.
Case Sensitive inconsistencies.

The wong nanme for AVPs in Tables, referenced across specs, etc.
that have the same AVP Code

Claimng an AVP is defined in a spec when in fact it is
ref erenced.

I ncorrect references.

Not noting an AVP is referenced at all but including it in a
G ouped AVP or Command.

Sone AVPs nentioned in G ouped AVPs and not defined anywhere.
Thi s happened a few tinmes in accounting related 3GPP
speci fications.

Enuner ati ons do not have a specific format in the base specificaton

[ RFC6733]. Over the wire the | abels thensel ves are not used as the
value is transported in integer formats. Wen received by a dient
or Server the value is checked against a list of valid values. The

| abel only appears in displayed information for errors, |ogging, etc.
However, many of the specifications used varying case, spaces and
formats such as parenthesis around nunbers, tables, nunbers then

| abel s, | abels then nunbers, etc.

An al gorithm keying off of the expression 'is of type Enunerated was
used to figure out the text between enunmerations. A function was
then used to attenpt to parse various | abel patterns, generate a

| abel that may be acceptable to a coding | anguage and capture the

val ue assigned to the label. This yielded partial success. 1In sone
cases, especially billing in 3GPP, hand edits were required to fix
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duplicate |l abels and formats that were inconsistent with the rest of
the docunent’s enunerations.

A few cases even referenced their values as coning fromother enuns
or registries associated with the | ETF or other standards

organi zations. These were renoved in sone cases due to their size
whil e others were copied fromthe existing enuneration file in the
di afuzzer project if it had al ready been generat ed.

Al t hough enunerations are now available in the internediate '.dia’
format, many of the labels will not be valid in specific programing
| anguages. Mre work is required regarding enunerations to
accommodat e these situations

3.2. Summary of Indirect Use Cases

Several Use Cases appeared that where the dia fornmat was extended to
capture them

3.2.1. Ref i nenent s

Ref i nement (Extension) of Commands and Grouped AVPs. This is a case
where the sanme AVP/ Command is referenced, i.e. sane code or vendor/
code conbination but the underlying nmenbers of the structure are
different. Two variants of this were found:

The base (original definition) of the structure was refined. In
this case, the "Refines’ Statenment in the header may not include
the application.

A refinenent of a refinenent. |In this case the specific
refinement (AVP + App IDit was specified in) was the part of the
refinement cl ause.

Note: this is not inheritance. In inheritance the children also
inherit the attributes (AVPs) of the parent. In nany cases the new
definition renoved sone of the parents AVPs or further limted the
occurrence anount of the AVPs.

Refi nements can only occur if the Command/ Grouped AVP is extensible
i.e. it includes *[AVP] in its definition.

The rationale for this can be shown by example. A value of 2[ AVP]
woul d not be considered extensible and its behavior is undefined.

Can soneone limt the nunber of AVPs present in a Comrand/ G ouped AVP
when that value is less than the total sum of the upper bounds of al
menber AVPs. For exanple, if a Grouped AVP pernits at nost 2
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occurrences of AVP menber "X' and 2 of AVP menber "Y', how why coul d/
would one limt the Grouped AVP to no nore than 3 AVPs?

In the dia format Refinenment is captured by adding ' Refines
[application id]’ at the end of the header/ G ouped AVP definition

3.2.2. Enunerations
Enuner ati on use cases included definitions that referenced
ot her Enumerati ons
registries found on the web
In the second case the Enuneration was typically renoved.
In a few cases Enunerations referenced other enunerations and then
in Notes, limted the values (was a proper subset). The opposite
case (a proper superset) never presented itself.
Later specifications assigned Unsigned32 as a value in what appears
to be an attenpt to avoid registries or provide sone pseudo
extensibility. The exact purpose is actually unclear
3.3. Summary of Ingestion Barriers
Errors, inconsistencies and Use Cases that could not be easily
fulfilled aside. Format differences hanpered our ability to quickly
i ngest Dianeter strcutures fromspecifications. The following is a

list of patterns for just AVP header tables:

Pattern 1: Parses the original table format for AVPs defined in an
| ETF spec.

The header for an RFC is
AVP Section | | | SHLD] MUST| |
Attribute Name Code Defined Data Type | MUST| MAY | NOT| NOT | Encr

Pattern 2: Parses the original table format for AVPs defined in a
3GPP spec

Attribute Nanme| AVP Code| Section defi ned| Val ue Type| Must | May| Shoul d -
not| Must not | May Encr. |

Pattern 3: Parses the original table format for AVPs defined for

freedi aneter is BUT sone rows define a spec boundary
such as the row bel ow the header in this exanple
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| Attri bute Nane| Code| Secti on| Dat a]| MUST| MAY| SHLD NOT| MUST NOT| Encr

Pattern 4: Parses the original table format for AVPs defined in
| ater | ETF specs.

The header for an RFC is
| | AVP | Section | [ | MUST
| Attribute Name | Code | Defined | Data Type | MJUST| NOT |

An AVP can be 2-line
Account i ng- 483 9.8.7 Enunerated | M | V |
Real ti me- Requi red | | |

Pattern 5: Parses the original table format for AVPs defined in
some | ETF specs |ike RFC 7155.

The header for an RFC is
| | Section | | MUST |
| Attribute Name | Defined | MUST| NOT |

Pattern 6: Parses the original table format for AVPs defined in sone
| ETF specs that don't define applications.

The header for an RFC is
| | AVP | Section | |
| Attribute Name | Code | Defined | Data Type |

Pattern 7: Parses the original table format for AVPs defined in
an | ETF spec.

The header for an RFC is
AVP Section | | MUST|
Attribute Name Code Defined Data Type | MUST| NOT|

Pattern 8: Parses the original table format for AVPs defined in
| ater | ETF specs.

The header for an RFC i s
| | AVP | Section | | | MAY | MUST |
| Attribute Name | Code | Defined | Data Type | MJUST| | NOT |

An AVP can be 2-line
Account i ng- 483 9.8.7 Enumerated | M | V |
Real ti me- Requi r ed | | |

Pattern 9: Parses the original table format for AVPs defined in a

3GPP spec
Attribute Nanme| AVP Code| O ause defi ned| Val ue Type| Must | May| Shoul d -
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4.

4.

1.

not | Must not |

Pattern 10: Parses the original table format for AVPs defined in a
3GPP spec

Attribute Name| AVP Code| Val ue Type| Must | May| Shoul d not | Must not |

Figure 1: Table Patterns

Even with the patterns present sone cleanup for "Notes..." was
required to get the headers parsable.
Not all specifications used an inport table. |In fact sone inter-

m xed the tables used to note AVPs defined in the spec and those that
were referenced. Sone colunns were renoved to ensure that they fit
within known formats as well. |In other words, there are nore formats
in the specifications than shown here but with sone mani pul ation they
can be reduced to this core set.

For AVP inports a 3-columm and 4-columm fornmat were comon. Further
they often had references that needed to be renpoved (an enhancenent
is planned to overconme this in the test code.

Mul tiple application specific AVP tables that occurred in a single
spec and unified. This was for research conveni ence but will hanper
the generation of snmall dictionaries.

Command codes have a long name and three letter acronymtypically in
a table. However, neither of those were used in the definition. For
exanple, it is quite common to see Re-Authorization-Request and RAR
but Re- Aut h- Request in the command code definition

There is no easy, progranmatic way to identify an application and
relations to conmand codes or result codes.

Speci fication Survey
Survey Process

The current process for perforning validation is to performthe
foll owi ng tasks:

Separate AVP and AVP inport tables. The primary goal of this was
to study the table formats to devel op code to process them
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4.

4.

4.

2.

2.

2.

Save the file in a text format. This docunent is then nodified to
correct the errors.

"Repair’ enunerations as required through the use of a separate
enumfile that is nodified as issues are di scovered.

Create a filter format file that captured data that was hard to
find in the specifcation related to Di anmeter Applications.

The tine spent for each docunent is the total anpunt of tine from
start to finish where the various files were split as descri bed above
and the software was then ran. As errors were discovered they were
docunented and then, as required, repaired. |In sonme cases new

sof tware was devel oped to acconmodate new use cases or formats. That
was added to the total processing tinme for the document unless

ot herwi se not ed.

Sunmary of Errors And Use Cases
1. RFC 4004

For RFC 4004 [ RFC4004], processing took approxi nately 20 m nutes.
Def ect corrections were approxi mately an hour.

The AVP Table is a unique format. Line continuations of the table
are not consistent.

Enunerati ons are backwards - # Label

Sone issues were noted but not resolved in 4004. See
https://wwv. i etf.org/ mail-archive/ web/di me/current/nsg02053. ht i

Note that M P-M\-FA-SPI, M P-M\-HA-SPI and M P-HA-to- M\-SPI are
m ssing in the specification. They were renoved fromtheir
respecti ve Grouped AVPs.

M P-Nonce is in the AVP definition but MP-nonce (|l owercase 'n’
for nonce) in Gouped definitions

2. RFC 4006 bis (draft 03)

For RFC 4006 bis [I|-D. bertz-di me-rfc4006bis], processing took
approxi mately 25 m nutes.

The AVP tabl e contains inconsistent continuation |ines.

No i nport tables have been provided and had to be constructed.

Bertz Expi res Decenber 31, 2017 [ Page 11]



Internet-Draft Di amet er Specificati on Recommendati ons June 2017

4.

4.

4.
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Had to change the User-Equi prent -1 nfo-Type AVP to the format of

"AVP (AVP Code XXX) is of type Enunerated’ to keep the pattern to

one type.

Had to stub in TBD val ues

M sspelling of IPFiltrRule in table.

Many enuns referenced to registry values in the spec.
Section 8.6 renpves dashes for Check Bal ance Result

Redi r ect - Addr ess- Type Enunerati ons have spaci ng so appear as
dupl i cat es.

CC- Sessi on-Fai |l over was phrased as 'is type of Enunerated instead

of "is of type Enunerated
2.3. RFC 4950

For RFC 4950 [ RFC4950], processing took approximately 15 m nutes.
maj or i ssues were found.

2.4. RFC 5447

For RFC 5447 [ RFC5447], processing took approximately 10 m nutes.
maj or issues were found.

2.5. RFC 5777
For RFC 5777 [ RFC5777], processing took approximately 3 hours.
A uni que AVP table format.
Had to hand enter ALL Enum formats.

The approach taken for enum processing is not correct for this
docurnent .

Treatnment-Action listed as G ouped in AVP table
| P-Bit-Mask-Wdth not present in table

4.1.7.7 and table are inconsistent with AVP definition used in
groups 'I P-Bit-Mask-Wdth' vs. 'I|P-Msk-Bit-Msk-Wdth’

Filter-Rule's use of ';' for coment is unconventional in parsing
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4.2.6.

For

4,2.7.
For
in
not

4.2.8.

For

RFC 5778

RFC 5778 [ RFC5778], processing took 24 m nutes.
Continuations in AVP tables are inconsistent which required hand
editing. The continuation '-' sonetinmes appears on the first line
or not until the second which will require nore conplex code to
deal with the situation

I nports of AVPs were nixed in with the table definitions
specification. This took the nost tinme work out.

Subtype field of the M\-HA and M\- AAA aut hentication nmobility
options are not defined in spec and needed to be stitched in
(corrected) later.
Al t hough noted properly in text, M P-Session-Key, MP-A gorithm
Type, M P-Repl ay- Mode was not |listed as being inported froman RFC
in the AVP table.
Draft Dianmeter Load
Di ameter Load [I-D.ietf-dine-load], processing conpleted by hand
10 minutes. |ANA allocations have occurred but the docunent has
left editors queue which neans scripts would not work anyway
RFC 6733
RFC 6733 [ RFC6733], processing took approxinmately 15 m nutes.

Conti nuati ons were inconsistent.

The spec does not follow its own CCF.

4.2.9. RFC 7155
For RFC 7155 [ RFC7155], processing took several hours. The origina
RFC was used to fill in many of the gaps in the AVP tabl e code.

Bertz

AVPs only used for conpatibility are in the nessages but not
mentioned in the docunent, e.g. NAS-ldentifier is still present.

RA- XXX to Re- Auth but Command acronyns, nanmes and custom nanmes are
inter-mxed which is a bit confusing and nakes it problemtic to
aut onmat e.

Hand stitched the enum val ues which often pointed to entire
registries
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4.2.10. RFC 7683
For RFC 7683 [ RFC7683], processing took approxi mately 40 m nutes.
The AVP table has a unique fornat.
Continuations were on the second line requiring | ook ahead | ogic.
4.2.11. RFC 7944

For RFC 7944 [ RFC7944], processing took approxinmately 10 minutes. No
maj or i ssues were found.

4.2.12. 3CGPP TS 29. 214

For TS 29.214 [TGPP. 29.214], processing took approxi mately 45
n nut es.

In the AVP tables a dot is used as a separator instead of a comma.

In the Specific-Action AVP, the Label ’'Void occurs twice. A hand
nodi fi cati on was made

The Service-Info-Status AVP has spaces between the nanes in the
| abel s. This was corrected.

4.2.13. 3CGPP TS 29. 229

For TS 29.229 [TGPP. 29.229], processing this took 2 hours; 20
m nut es.

Many AVPs are listed as being DEFINED in the specification but
they are references.

It does not inport RFC 4005, 7155 or 4006 despite using their
AVPs.

Al t hough restored in Dec 2011 in a change request, W/ dcarded-I| WU
was not added back to the AVP table Table 6.3.1: D aneter
Mul ti media Application AVPs

Li ne-ldentifier also does not appear in the Table and this AVP has
Vendor |d ETSI (13019)
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4.2.14. 3CGPP TS 29. 468
For TS 29.468 [TGPP. 29. 468], processing took approximately 60 m nutes
Anot her AVP Tabl e fornmat.
The Conmmands were abbreviated in a manner not seen el sewhere in
the docunent, e.g. GA-Request is only used in the conmand
definition.

AVP Definitions table renpves dashes of the G ouped AVPs.

Duplicate AVP nanes with different codes for MBVS- G SSM | P-
Address and MBMS- GV SSM | pv6- Addr ess.

TMA - Nunber in the Gouped AVP but it is defined in the table as
TM3A Nunber .

4.2.15. 3GPP TS 29. 345
For TS 29. 345 [TGPP. 29. 345], processing took approximtely 70 m nutes

AVP Table inter-mxes '.” and ',’ separation in the flags fields.
Code was finally witten to overcone this.

In the AVP Tabl e, App-ldentifier was typed as ' G oup’ and not
" & ouped’ .

In the AVP Table, ’'Assistance-info’ was incorrect case for 'Info’.
Section 6.3.31, WFi-P2P-Assistance-linfo has an extra 'i’ init
User-ldentity’s, ProSe-Response-Code’s and ProSe- Query-Code’ s
origin are unclear. They is not in a reference section but in

several groups.

Di scovery- Aut h- Request and Match-Report-Info use incorrect case -
Pr oSe- App- | D.

Pr oSe- Query- Code and ProSe- Response- Code are noted in G ouped AVPs
but do not exist el sewhere in the spec.

4.2.16. 3GPP TS 29. 344
For TS 29.344 [TGPP. 29. 344], processing took approximately 50 m nutes

Pr oSe- Subscri ber-1 nfornati on-Request is the nane for ProSe-
Initial-Location-Infornmation-Request.
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Aut hori zed- Di scovery- Range was not |isted as a defined AVP and has
no val ues assigned. Filled in as 3708 but these sections are not
present in 29.230 at all
4.2.17. 3CPP TS 29. 343
For TS 29.343 [TGPP. 29. 343], processing took approxinmately 10 m nutes
No i ssues.
4.2.18. 3CGPP TS 29. 338
For TS 29.338 [TGPP. 29. 338], processing took approxi mately 55 m nutes

Tabl e 6.3.2.2/1: Conmand- Code val ues for SGd/ Gdd has spaces in the
comrand nanes.

Send- Routi ng-i nfo-for-SM Answer in the conmand definition is
| owercase and can’t be linked to the command tabl e.

Not an i ssue but an observation. There is no Load Control draft
ref erence

SGSN- Absent - User - Di agnostic SM has a space in it in the AVP table
SM Del i very- Fail ure-Cause has spacing issue in table
SMSM - Correl ation-1D has dash issues in its definition.

SM Del i very-Not -1 ntended has values as a list with ending of ',
and period. Simlar issues for SM RP-MII

MMVE- SM Del i very-Qut cone- There is an extra > at the end of the
header definition

SMt Enunrer at ed- Del i very- Fai l ure-Cause used ',’ and '.’' for the
list. Also the data type 'Enunerated’ was not capitalized causing
a mss in the system
MBI SDN i nport is from 29.329 and not 23.329
4.2.19. 3GPP TS 29. 337
For TS 29.337 [TGPP. 29. 337], processing took approximately 20 m nutes

No i ssues.
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4.2.20. 3GPP TS 29. 336

For TS 29.336 [TGPP. 29. 336], processing took approximtely 9 hours as
it was used for testing.

Spaci ng i ssues in AVP tables for Maxinmum Latency, Maxi mum Response
Ti me

Schedul ed- communi cation-tinme definition is | ower case.
Periodic-Tinme is |lowercase in the AVP Tabl e.
Found a '/’ in the Flags portion of the AVP Tabl e.

eNodeB- 1 D and Extended-eNodeB-ID in this spec but "Id in defining
spec . 217

4.2.21. 3GPP TS 29. 329

For TS 29.329 [TGPP. 29. 329], processing took approximately a billion
nm nut es

Spaci ng i ssues in AVP User- Dat a- Request conmand.
Does not specify the Supported-Features, Feature-List, Feature-
Li st-1 D, Supported-Applications, Server-Nane, Public-ldentity from
anot her app in the AVP table.
4.2.22. 3GPP TS 32.299

For TS 32.399 [TGPP. 32.299], processing took approximately 9 hours
Uni que Tabl e format.
Required to renove inported AVPs and create a new table.

UTF8string case incorrect in AVP table for a nunber of entries.

ProSe- Di rect - Communi cati on- Transm ssi on- Dat a- Cont ai ner and
St at us- AS- Code have spaces.

LCS-dient-1D changed to LCS-Cient-Id.
ProSe- Di rect - Communi cati on- Transm ssi on- Dat a- Cont ai ner
Rel at ed- Change-Condition- I nformation

Trunk- G oup-1D was Trunk-G oup-1d in AVP table.
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Bertz

Wote nore software to deal with the values flipped in enuns (int
first then | abel)

Enuns were a |large issue so hand editing had to take place to
cl ean up the val ues.

"is of type of Enunerated’ and 'is of type enunerated were
present in the docunent

AoC- Servi ce-Type had to be repaired by hand as the al gorithm
pi cked up the overl oaded Change-Condition val ues

MBMSB- User - Ser vi ce- Type

Node- Functional ity needs fixing

Onl i ne-Charging-Flag had to be corrected
Oiginator had nissing elenents

Voi d nunbers get caught in enuns

PoC- Event - Type used seni col ons
ProSe-Direst - Di scovery- Mde spelling issue
ProSe- Rol e-O -UE spacing i ssue

Partici pant-Access-Priority uses colons in enum |l abels and m xed
descriptions

Changed Type- Nunber Unsigned32 as the registry is too difficult to
code

Subni ssi on- Ti mest anp not defi ned
PoC- User-Rol e-1ds instead of PoC-User-Rol e-IDs

Renmoved [ Monitored-HPLMN-Identifier ] as it nmade no sense and was
not defined

[ Prose-Function-PLM\-Identifier ] renmoved
[ VASP-Id ] &[ VAS-Id ] renoved from MVS-1 nformation

Servi ce-CGeneric-Informati on renoved from Service-1nformation
defined in OVA-DDS- Charging _Data [223].
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[ 3GPP-Session-Stop-Indicator ] renoved

IMInformation DCD-I nfornmati on renoved from Service-Infornation
defined in OVA- DDS- Chargi ng_Data [ 223]

ePDG- Address vs EPDG Address
MM | nformation renoved from Service-Information as it was m ssing

SM Devi ce-Trigger-Information’s Reference-Nunber renoved since it
was m ssing

I ncom ng- Trunk- G oup-1D renoved

4.2.23. 3CGPP TS 29. 154

For TS 29.154 [TGPP. 29. 154], processing took approxinately 10 m nutes

Vari ance of a later Table format.

Conmand Codes were abbreviated in such a way that they had to be
changed so the software could match them up properly

Ti me-wi ndow grouped AVP definition corrected to Ti ne-W ndow

4.2.24. 3CGPP TS 29. 215

For TS 29.215 [TGPP. 29. 215], processing took approxinately 60 m nutes

Bertz

S9a* reference table has a TS reference instead of 3GPP TS.
UE- Local -1 Pv6-Prefix type in AVP table is all |ower case.

Note that ' is of type of Enunerated" was corrected to allow the
software to catch the Subsession-Operati on and DRA- Bi ndi ng.

I mports are m ssing.
Change Franed-|pv6-Prefix to Framed-1Pv6-Prefix.
Logi cal - Access-1D to Logical - Access-I1d

Physi cal - Access-1 D to Physical - Access-1d
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4.2.25. 3GPP TS 29. 368
For TS 29.368 [TGPP. 29. 368], processing took approximtely 20 m nutes
TS used in inported AVP tabl es.

Conmand Codes were abbreviated in such a way that they had to be
changed so the software could nmatch them up properly.

" Feat ure- Supported-1n-Final-Target AVP' in the AVP definitions
tabl e.

External -1d used instead of External-ldentifier.
4.2.26. 3GPP TS 29. 128
For TS 29.128 [TGPP. 29. 128], processing took approxinately 30 m nutes
Result Codes were not found
DRWP definitions are not handl ed.
Non-| P-Data had type of COctetString
4.2.27. 3GPP TS 29.173
For TS 29.173 [TGPP. 29.173], processing took approximately 25 m nutes
4.2.28. 3GPP TS 29.217
Processi ng took approxi mately 43 m nutes.

The Modi fy-Uecont ext - Request / Answer conmand definitions did not
mat ch anything in the Conmand Tabl e.

4.2.29. 3CGPP TS 29.273
For TS 29.273 [TGPP. 29.273], processing took 60 m nutes.
The AN-Trusted enumwasn’t picked up by the code.

Transport-Acess-Type - misspelling resulting in loss in the
docunent .

Case issue - Subscription-1D vs Subscription-Id

M P6- Feat ur e- Vector shows as 64 bit in the docunent but 32 in RFC
5447.
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4,2.30. 3GPP TS 29.272
For TS 29.272 [TGPP. 29.272], processing took approximtely 3 hours.
Multiple issues were found but this docunent was used as a reference
for devel opnent and not considered in processing efficiencies
cal cul ati ons

Table 7.3.1/1: S6al/ S6d, S7a/S7d and S13/S13' specific D aneter
AVPs Al ert-Reason has type of ' Enunerate’

Pr oSe- Subscri pti on-Data G ouped AVP has a type ID of ' xxx
Support ed- Servi ces AVP has a type of ’'zzzz

" Subscri ber Status’ AVP needs a dash

"Notification- To-UE-User’ has a space.

"IDR- Flags’ has a space.

"Monitoring Event Report’ has nultiple spaces.

"eNodeB-1D and ' Extended-eNodeB-I1D in this spec but '1d in
defining spec .217

Clains QoS-Capability as a defined AVP but it is part of RFC 5777
Trace-Depth is an enumin 32.422 and had to be nmanual |y added.

Job- Type reference vague. Fromthe specification, 'The possible
val ues are those defined in 3GPP TS 32.422 [23] for Job-Type.

"Report Interval’ has a space.

Pref erred-Dat a- Mbde was listed as a G ouped type but is
Unsi gned32.

4.2.31. 3GPP TS 29.061
For TS 29.2061 [ TGPP. 29.061], processing took approxi mately 2 hours.
Enums use ' AVP code’ vs. ' AVP Code
3 AVP tables created for 4 of the apps

Enuns have to be added by hand as they are not tied by application
I D
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Messages did not have App IDs in the CCF headers as they are
ext ensi ons

MBMB- Sessi on- Repetition-Nunber has "MV (’.’ instead of conmm)

MBMB- User - Dat a- Mbde- | ndi cati on Enunerati on uses spaces for its
| abel val ues

3BPP- PDP- Type - Enum defined as RADIUS; not available to parser in
Di amet er

4.2.32. 3GPP TS 29.212

For TS 29.212 [TGPP. 29.212], processing took approximately 7 hours.

Bertz

Logi cal - Access-1 D and Physi cal - Access-1 D have case inconsi stencies
with ot her specifications.

Acronyms in the conmand code |ines but they do not correlate to
previously described acronyms in the docunent.

Table 5c¢.6.1.1 is inconplete.
Periods, '.’, were used as separators in AVP tables, e.g. "MV .

Sd and St use TS-Request and TS- Answer but they are don’t have
appl i cation assigned codes.

"Enunerated’ appears in a type definition

Incorrect reference of 7863 vs 7683

Manual correction was required in the docunent. Sonehow PCC- Rul e-
Status did not got the enuns it needed. It appears no spacing
created an error. Hopefully software can be updated to overcone
this.

Pre-enption Vulnerability (in the Section’s first |ine) spacing
kills the correct name identification

In many Enunerations there is an extra space between 'of type' and
" Enuner at ed’

PCC- Rul e- Status has a | abel of ' TEMPORARI LY | NACTI VE
Bearer-Control -Mbde 'is of type of Enunerated issue

Net wor k- Request - Support Label spaces
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For the Default-Access AVP - ' The values defined in the Default-
Access AVP are the sane as the ones defined in | P-CAN Type AVP.’

Al so, nentions '3GPP-EPS | P-CAN as an option but it is not an
option in the referenced type.

CS- Servi ce- QoS- Request - Operation 'is type of Enumerated,

CS- Servi ce- Resour ce- Fai | ure- Cause AVP ( AVP code2814) has a spacing
i ssue

" Logi cal - Access-1D to ’'Logical -Access-1d’

CS- Servi ce- QoS- Request-ldentifier is in table as CS- Service- Qos-
Request -1 dentifier

Sone enunerations with duplicate |abels, e.g. Specific-Action

5. Recommendations for Specification |nprovenent and Automation

5. 1.

Error Reduction

The overall recomendations are as foll ows:

5.1.1.

The nane of all AVPs, Conmands and G ouped AVPs appear
consi stently throughout the docunent.

The letter case MJST be consistent for all nanes.
No spaces shoul d appear in the nanes.

Use of underscores is discouraged except for line continuations in
t abl es.

Defi ned AVPs

This section addresses AVPs defined in the specification. The
foll owi ng recommendati ons are made:

Bertz

Tabl es MUST include the foll owi ng col ums:
Attribute Nane
AVP Code
Section Defined

Data Type
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AVP Fl ag Rules for MJST and MJUST NOT
Tabl es MAY i nclude Notes and other notations in the colunmm headers
but MJST NOT exceed nore than 8 lines of text to describe the
header .

The colums may be separated by space, |’ or both when in text
format that follows one of the follow ng styles.

Al'l colums except AVP Fl ags are separated by whitespace and
Fl ag col uimm boundari es are pipe delimted.

Pi pe delinmted colums with the exception of the first col um.
AVP Nanes MJUST NOT have spaces or underscores

Use '." or ',’” as Flag separators. Although no space is also
accept abl e.

Use of two lines for an AVP is permitted. The follow ng
condi tions apply.

An underscore MJST be used at the end of the first |ine or at
t he begi nning of the second (not both).

An underscore is not a part of the AVP name
Al'l other columms except the Nanme MJUST appear on the sane |ine.

Al'l Defined AVP Tables in the specification MIJST use the sane
header fornmat.

I mported or Re-used AVPs MJUST NOT be present in defined AVP
t abl es.

Bertz Expi res Decenber 31, 2017 [ Page 24]



Internet-Draft Di amet er Specificati on Recommendati ons June 2017

Exanpl e One

AVP Section | | MUST |
Attribute Name Code Defined Data Type | MJST| NOT |
aerem 5 982 Unsigneds2 | M | V|
Exanpl e Two

| AVP | Section | [ | MUST |
Attribute Nanme | Code | Defined | Data Type | MJUST| NOT |
w1 e U eez | neignedsz | M| V|

Figure 2: Accepted Table Patterns

An open question exists when nultiple AVPs tables are present and
associated with a specific application within the specification. How
the application can be associated to the table is an open question.

5.1.2. Inported AVPs
| nported or Re-used AVPs MJUST be included in the specification. A
table MUST be present if AVPs are re-used/inported.
The table MJUST include the AVP and Source document col ums.
The table MAY include a Comment col um.
An Mbit colum MAY be present as required.
The table MJUST be pipe delinited when in text fornmat.

5.1.3. G ouped AVPs
When a Grouped AVP is refined a Refine keyword is appended to the end
of the header. It MJST include an application identifier of the
G ouped AVP it refines if that application was not the original
specification or "version’ of the Gouped AVP. When the G ouped AVP
refines the original definition of the Gopued AVP it SHOULD i ncl ude
the referenced application identifier.
The refined G ouped AVP MJUST be included in the AVP Inport table and
NOT in the defined AVPs table.
Open question, should the vendor and application identifiers of the
application that created be in the G ouped AVP header?
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When refining a Gouped AVP the follow ng conditions apply:

The original AVP MJST be extensible, i.e. it MJST have the
"*[ AVP] ' nenber.

Any refinement of an AVP present in the refined Goup MJUST adhere
to the restrictions, if any, that were defined by inherited

G oups. For exanple, if a Gouped AVP refines an attribute ' Foo’
to the range X*Y and 'Foo' x is defined in the original AVP with a
range of A*B then X >= A and Y <= B.

AVPs retained without further restriction of the nunber of
occurrences MJST be kept in the Refining AVP' s definition

otherw se they are assunmed to be dropped fromthe new AVP
definition. Oherwise, it is inpossible to determne the Author’s
intent.

Open question, can a Grouped AVP have a range linmited [ AVP] nmenber,
e.g. *5[AVP]?

Figure Figure 3 shows an exanple refinenent. In it all but the User-
Nanme AVP are dropped in the new definition.

From TS 29. 336
User-ldentifier ::= <AVP-Header: 3102, 10415>
[ User - Name]
[ MSI SDN|
[External -ldentifier]
[ LivsI ]
*[ AVP]

From TS 29. 128

User-ldentifier ::= <AVP-Header: 3102, 10415, Refines>
[ User - Name]
* [ AVP]

Figure 3: Refined AVP from TS 29. 128 and TS 29. 336
5.1.4. Command Errors
The | argest issue with Conmands is the inconsistent val ues between
the nane, three letter acronymdefined in the table and the actual
name used in the conmand definition. Mintaining consistency wll
resol ve this issue.
Li ke Grouped AVP refinenent, a Refine keyword is appended to the end

of the header. It MJUST include an application identifier of the
Conmand it refines if that application was not the original

Bertz Expi res Decenber 31, 2017 [ Page 26]



Internet-Draft Di amet er Specificati on Recommendati ons June 2017

5.

5.

specification or 'version' of the Command. Wen the Command refines
the original definition of the Command it SHOULD include its
application identifier.

When refining a Command the follow ng conditions apply:

The origi nal Command MJUST be extensible, i.e. it MJST have the
"*[ AVP] ' menber.

Any refinenment of an AVP present in the refined Comand MJST
adhere to the restrictions, if any, that were defined by inherited
Commands. For exanple, if a Conmand refines an attribute ’'Foo’ to
the range X*Y and 'Foo’ is defined in the original Conmand with a
range of A*B then X >= A and Y <= B.

Commands retained without further restriction of the nunber of
occurrences MJST be kept in the Refining Conmand’ s definition
otherwi se they are assuned to be dropped fromthe new Conmands
definition. Oherwise, it is inpossible to deternmine the Author’s
i ntent.

1.5. Enuneration Errors

Enuner ati on Val ue Names MJST adhere to al phanuneric and underscore
characters.

Enuner ati on Val ue Names MJST not begin with an underscore.

When being defined the format MJST include the |abel and the val ue
assigned with the | abel enclosed in parenthesis on a single.

O herwise, this will confusion when the |abel values end in integers
and are close to the numeric value. For exanple, 'speed_10 10" is
okay, ’'speed_1010" is a error. This can be avoided by requiring the
encl osure of the values in parenthesis, e.g. 'speed_10 (10)’' and
"speed_10(10)'. The last exanple may not be as readable as desired
but it can be understood.

2. Formats for automated validation

This section discusses ways by which further clarity can be defined
in a specification and automated validation can occur for a dianeter
appl i cation.

Fol | owi ng the recomrendations in the previous section will reduce
errors but there are still many pieces of information that cannot be
programmatical ly validated. This includes the foll ow ng:

GAP 1: The application identifier and name of an application
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GAP 2: The application and vendor identifiers associated with a
defined AVP table.

GAP 3: The application and vendor identifiers associated with
Comands.

GAP 4: Reused and newly defined result codes for an application
GAP 5: Easily parsed enunerations that cover all use cases.

The following formats show an exanpl e of how infornmation could be
added to an Appendix to cl ose these gaps.

AppFoo ::= <Diameter Application: 10415 101010>
Conmandl- Nane- Request CIR
Commandl- Name- Answer ClA

Resul t- Codes ::= <Di aneter Result-Codes: 101010>
NEW RESULT (4999)
| MPORTED_RESULT | MPORT (4010)

NoghRwNE

Figure 4: Exanple Application and Result Code Formats

GAP 1 is closedinline 1. GAP 3 is closed inlines 1 through 3
while GAP 4 is closed by lines 5 through 7

GAP 2 can be cl osed by using a conmon di scernabl e Tabl e Nane format,
e.g. AppFoo defined AVPs. 1In this case the Application Nane can be
| ooked up and associated to the defined AVP table.

Gap 5 can be partially closed by following a pattern sinmilar to
Resul t - Codes but this does not resolve all uses cases.

Resul t - Codes ::= <Di ameter Enuneration: 123, 45678>
Label 1 (0)
LABEL_Two (2)
Fi gure 5: Exanpl e Enuneration AVP

Further work is required to conprehensively cover all Enuneration Use
Cases.

| ANA Consi der ati ons
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7.

8.

8.

8.

Security Considerations

This docunment is informational and provides sonme gui dance on issues
related to formatting and possi bl e extensions of the Dianeter CCF to
i mprove understandi ng and code generation capabilities. It has no

i npact to the Security of Dianmeter or Dianmeter applications.
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