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Abst ract

The DNS-SD Service Registration Protocol provides a way to perform
DNS- Based Service Di scovery using only unicast packets. This

el i m nates the dependency on Milticast DNS as the foundation | ayer

whi ch has worked well in sone environnents, like the sinplest of hone
networ ks, but not in others, like large enterprise netwrks (where
mul ti cast does not scale well to thousands of devices) and nesh

net wor ks (where multicast and broadcast are supported poorly, if at
all). Broadly speaking, the DNS-SD Service Registration Protocol is
DNS Update, with a few additions.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

1. Introduction

DNS- Based Service Discovery [RFC6763] is a component of Zero
Configuration Networking [ RFC6760] [ZC] [ Roadnap].

There are two facets of DNS-Based Service Discovery to consider

how rel evant information nakes its way into the DNS nanespace
(how a server offers its services to interested clients) and how
clients access that information (how an interested client discovers
and uses a service instance).

This docunent is concerned with the first of those two facets:
how rel evant information nakes its way into the DNS nanespace.

In the DNS-Based Service Discovery specification [RFC6763] Section 10
"Populating the DNS with Information" briefly di scusses ways that

rel evant information can nake its way into the DNS nanespace. |n the
case of Multicast DNS [ RFC6762], the relevant information trivially
becones visible in the ".local" nanmespace by virtue of devices
answering for thenselves. For unicast DNS names, ways that

i nformati on makes its way into the DNS nanespace include nanua
configuration of DNS zone files, possibly assisted using tools such
as the "dns-sd -Z" command, automated tools such as a Discovery Proxy

[DisProx], or explicit registration by the services thenselves. It
is the last option -- explicit registration by the services
thenselves -- that is the subject of this docunent.
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2. Service Registration Protocol

The DNS-SD Service Registration Protocol is largely built on DNS
Update [ RFC2136] [ RFC3007], with sone additions.

When a device advertises services using Miulticast DNS, the parent
domain is inplicitly ".local"

When a device advertises services in the traditional unicast DNS
nanespace, it needs to know the parent domain nanme for its services
This parent donain can be manual |y configured by a hunan operator, or
| earned fromthe network. |n the DNS-SD specification [ RFC6763]
section 11, "Discovery of Browsing and Registration Donmai ns (Domain
Enuneration)", describes how a client device can | earn a recomended
default registration domain fromthe network.

In the renai nder of this docunent, Section 3 covers cleanup of stale
data, and Section 4 covers advertising services on behal f of devices
that are sleeping to reduce power consunption.

The final question is security. Mst dynam c DNS servers will not

accept unauthenticated updates. 1In the case of nanual configuration
of registration donmain by a hunan operator, the human operator can
al so configure an appropriate TSI G security key. In the case of

automatic configuration via DNS-SD Donai n Enuneration queries, it
woul d be nice to al so have zero-configuration security. Wile at
first glance zero-configuration security may seemto be a self-
contradiction, this docunent proposes a sinple first-conme first-
served security mechani sm described below in Section 5.
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3.

Cl eanup of Stale Data

The traditional DNS Update nechani sns [ RFC2136] [ RFC3007] implicitly
assune they are being used by a hunman operator. |f a human operator
uses DNS Update (perhaps via the 'nsupdate’ conmand) to create a
record, then that record should stay created until the human operator
decides to renove it.

The sane assunptions do not apply to nachi ne-generated records. |If a
nmobi | e device creates one or nore records using DNS Update, and | ater
uncerenoni ously departs the network, then those stale records should

eventual ly be renoved

The mechani sm proposed here is nodel ed on DHCP. Just |ike a DHCP
address | ease, a record created using DNS Update has a lifetine. |If
the record is not refreshed before its lifetine expires, then the
record is del eted.

When a client perfornms a DNS Update, it includes a EDNS(0) Update
Lease option [DNS-UL]. The DNS Update Lease option indicates the
requested lifetime of the records created or updated in the

associ ated DNS Update nessage. |In the DNS Update reply, the server
returns its own EDNS(0) Update Lease option indicating the granted
lifetime, which may be shorter, the same, or longer than the client
requested. |If the records are not refreshed before the granted
lifetime expires, then the records are del eted.

DNS servers may be configured to refuse DNS Updates that do not
i nclude a DNS Update Lease option
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4.

Sl eep Proxy

Anot her use of Service Registration Protocol is for devices that
sl eep to reduce power consunption

In this case, in addition to the DNS Update Lease option [ DNS-UL]
descri bed above, the device includes an EDNS(0) OAMNER Option [ Omer].

The DNS Update Lease option constitutes a pronise by the device that
it will wake up before this tine el apses, to renewits records and
thereby denonstrate that it is still attached to the network. If it
fails to renew the records by this tine, that indicates that it is no
| onger attached to the network, and its records shoul d be del eted.

The EDNS(0) OMNER Option indicates that the device will be asleep
and will not be receptive to normal network traffic. Wen a DNS
server receives a DNS Update with an EDNS(0) OWNER Option, that
signifies that the DNS server should act as a proxy for any |Pv4 or

| Pv6 address records in the DNS Update nessage. This neans that the
DNS server should send ARP or ND nmessages claim ng ownership of the
I Pv4 and/or |1 Pv6 addresses in the records in question. |In addition
the DNS server should answer future ARP or ND requests for those | Pv4
and/ or |1 Pv6 addresses, claimng ownership of them Wen the DNS
server receives a TCP SYN or UDP packet addressed to one of the |Pv4
or I Pv6 addresses for which it proxying, it should then wake up the
sl eepi ng device using the information in the EDNS(0) OANER Opti on.

At present version 0 of the OANER Option specifies the "Wake-on-LAN
Magi ¢ Packet" that needs to be sent; future versions could be
extended to specify other wakeup nechani sns.
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5.

First-Cone First-Served Nam ng

In sone environnments, such as home networks with an appropriate
border gateway, it nmay be preferable to have sonme linmted security on
the protected internal network rather than no security at all

Users have shown limted willingness to endure conplicated
configuration for their networked home devices. It is rare for hone
users to change even the factory-default nane for their wreless
printer, so it’s questionable whether it’s reasonable to expect them
to configure passwords or security keys.

Thi s docunent presents a zero-configuration first-cone first-served
nam ng nechani sm

Instead of requiring a preconfigured key installed by manua

adm nistration, a new device optinistically creates its DNS Service
Di scovery records, plus a DNS SIG 0) public key, using a DNS Update
signed with its DNS SI G 0) private key.

The DNS server validates the signature on the message using the
SI G 0) key already stored on the nane, if present, and otherwise with
the key sent in the update, if the requested nane is not yet present.
The server may check that the two public keys are the same before
validating, and refuse the update if they are not, to avoid the cost
of verifying the signature

The lifetinme of the DNS-SD PTR, SRV and TXT records [RFC6763] is
typically set to two hours. That way, if a device is disconnected
fromthe network, its stale data does not persist for too |ong,
advertising a service that is not accessible.

However, the lifetime of its DNS SI0) public key should be set to a
much longer tinme, typically 14 days. The result of this is that even
t hough a device may be tenporarily unplugged, disappearing fromthe
network for a few days, it nakes a claimon its nanme that |asts much
| onger.

This way, even if a device is unplugged fromthe network for a few
days, and its services are not available for that tine, no other
rogue device can cone along and immediately claimits name the nonent
it disappears fromthe network. It takes a much longer tinme before
an abandoned name becones avail able for re-use.

When using this first-cone first-served security mechani sm the
server accepting or rejecting the updates utilizes know edge of the
DNS- Based Service Discovery semantics [RFC6763]. Specifically, for
all records aside from PTR records, the update nust be validly signed
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using the SIG0) key with the same DNS resource record owner nane
(the nane on the left in a traditional textual zone file). For
additions or deletions of PTR records, the update nust be validly
signed using the SIG0) key with the sane DNS resource record owner
nane as the rdata in the PTR record (the name on the right in a
traditional textual zone file).

6. Security Considerations

To be conpl et ed.
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