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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 4, 2018.
Copyright Notice
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TBD ... [RFC7252] ... [I-D.ietf-core-resource-directory] DNS- SD
Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in
[RFC2119]. The term"byte" is used in its now customary sense as a

synonym for "octet"

This specification requires readers to be famliar with all the terns
and concepts that are discussed in [ RFC5988] and [ RFC6690]. Readers
shoul d also be familiar with the ternms and concepts discussed in

[ RFC7252] .

To describe the REST interfaces defined in this

specification, the URI Tenplate format is used [ RFC6570].

This specification nakes use of the term nol ogy of
[I-D.ietf-core-resource-directory].
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This specification nakes use of the follow ng additional term nology:
TBD: TBD
TBD: TBD

New Li nk- Format Attributes

When using the CoRE Link Format to describe resources being

di scovered by or posted to a resource directory service, additiona

i nformati on about those resources is useful. This specification
defines the following new attributes for use in the CoRE Link Fornat
[ RFC6690] :

I'i nk- ext ension = ( "ins" "=" (ptoken | quoted-string) )
; The token or string is max 63 bytes
I i nk- ext ension = ( "exp" )

1. Resource Instance attribute 'ins
The Resource Instance "ins" attribute is an identifier for this
resource, which nakes it possible to distinguish it from other

simlar resources. This attribute is sinmilar in use to the

<l nstance> portion of a DNS-SD record (see Section 3.1, and SHOULD be
uni que across resources with the same Resource Type attribute in the
domain it is used. A Resource Instance m ght be a descriptive string
like "Ceiling Light, Room 3", a short IDIlike "AF39" or a unique UU D
or iNunber. This attribute is used by a Resource Directory to

di stingui sh between nmultiple instances of the sane resource type
within the directory

This attribute MIJST be no nore than 63 bytes in length. The resource
identifier attribute MJST NOT appear nore than once in a link
description. This attribute MAY be used as a query paraneter in the
RD Lookup Function Set defined in Section 7

2. Export attribute 'exp

The Export "exp" attribute is used as a flag to indicate that a link
description MAY be exported by a resource directory to externa
directories.

The CoRE Link Format is used for many purposes between CoAP
endpoints. Sone are useful mainly locally, for exanple checking the
observability of a resource before accessing it, determ ning the size
of a resource, or traversing dynam c resource structures. However,
other links are very useful to be exported to other directories, for
exanpl e the entry point resource to a functional service. This
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attribute MAY be used as a query paraneter in the RD Lookup Function
Set defined in Section 7.

3. DNS-SD Mappi ng

CoRE Resource Discovery is intended to support fine-grained discovery
of hosted resources, their attributes, and possibly other resource
rel ations [ RFC6690]. |In contrast, service discovery generally refers
to a coarse-grained resolution of an endpoint’s |IP address, port
nunber, and protocol

Resource and service discovery are conplementary in the case of |arge
networ ks, where the latter can facilitate scaling. This docunent
defines a mappi ng between CoRE Link Format attributes and DNS-Based
Service Discovery [RFC6763] fields that permits discovery of CoAP
services by either nethod.

3.1. DNS-based Service discovery

DNS- Based Service Di scovery (DNS-SD) defines a conventional nethod of
configuring DNS PTR, SRV, and TXT resource records to facilitate

di scovery of services (such as CoAP servers in a subdomain) using the
existing DNS infrastructure. This section gives a brief overview of
DNS- SD; see [RFC6763] for a detailed specification

DNS- SD service nanes are limted to 255 octets and are of the form
Servi ce Nane = <l nstance>. <Servi ceType>. <Domai n>

The service name is the | abel of SRV/ TXT resource records. The SRV
RR specifies the host and the port of the endpoint. The TXT RR
provi des additional information in the form of key/val ue pairs.

The <Donmi n> part of the service nane is identical to the gl obal (DNS
subdonmi n) part of the authority in URIs that identify servers or
groups of servers.

The <ServiceType> part is conposed of at |least two |labels. The first
| abel of the pair is the application protocol name [ RFC6335] preceded
by an underscore character. The second |abel indicates the transport
and is always " _udp" for UDP-based CoAP services. |In cases where
narrowi ng the scope of the search may be useful, these | abels nmay be
optionally preceded by a subtype nane foll owed by the "_sub" | abel

An exanple of this nore specific <ServiceType> is
"l'ight. _sub. _dali._udp".

A default <Instance> part of the service nane may be set at the
factory or during the commi ssioning process. |t SHOULD uni quely
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identify an instance of <ServiceType> within a <Domai n>.  Taken
together, these three elements conprise a unique name for an SRV/ TXT
record pair within the DNS subdomai n.

The granularity of a service name MAY be that of a host or group, or
it could represent a particular resource within a CoAP server. The
SRV record contains the host nane (AAAA record nane) and port of the
service while protocol is part of the service nane. |In the case
where a service nane identifies a particular resource, the path part
of the URI nust be carried in a corresponding TXT record.

A DNS TXT record is in practice limted to a few hundred octets in
I ength, which is indicated in the resource record header in the DNS
response nessage. The data consists of one or nmore strings
conmprising a key=value pair. By convention, the first pair is

t xt ver =<nunber> (to support different versions of a service
description).

3.2. mapping ins to <Instance>

The Resource Instance "ins" attribute maps to the <lnstance> part of
a DNS-SD service nane. It is stored directly in the DNS as a single
DNS | abel of canonical preconposed UTF-8 [ RFC3629] " Net - Uni code"

(Uni code Nornalization Form C) [RFC5198] text. However, to the
extent that the "ins" attribute may be chosen to match the DNS host
nane of a service, it SHOULD use the syntax defined in Section 3.5 of
[ RFC1034] and Section 2.1 of [RFC1123].

The <l nstance> part of the nane of a service being offered on the
net wor k SHOULD be configurable by the user setting up the service, so
that he or she may give it an informative name. However, the device
or service SHOULD NOT require the user to configure a nane before it
can be used. A sensible choice of default name can allow the device
or service to be accessed in many cases wi thout any manua
configuration at all. The default name should be short and
descriptive, and MAY include a collision-resistant substring such as
the lower bits of the device's MAC address, serial nunber,
fingerprint, or other identifier in an attenpt to nmake the nane

rel atively unique.

DNS | abels are currently linmted to 63 octets in length and the
entire service nane nay not exceed 255 octets.

3.3. Mapping rt to <ServiceType>
The resource type "rt" attribute is mapped into the <ServiceType>

part of a DNS-SD service name and SHOULD conformto the reg-rel-type
production of the Link Format defined in Section 2 of [RFC6690]. The
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"rt" attribute MJUST be conposed of at |east a single Net-Unicode text
string, wthout underscore ' ' or period ’'.’” and linted to 15 octets
in length, which represents the application protocol nanme. This
string is mapped to the DNS-SD <Servi ceType> by prependi ng an
underscore and appending a period followed by the " udp" |abel. For

exanple, rt="dali" is nmapped into " _dali._udp"

The application protocol nane may be optionally foll owed by a period
and a service subtype nane consisting of a Net-Unicode text string,
wi t hout underscore or period and linmted to 63 octets. This string
is mapped to the DNS-SD <Servi ceType> by appending a period followed
by the " sub" |abel and then appending a period followed by the
service type | abel pair derived as in the previous paragraph. For
exanple, rt="dali.light" is mapped into "light._sub. _dali._udp"

The resulting string is used to formlabels for DNS-SD records which
are stored directly in the DNS

3.4. Domain nmapping

DNS domai ns nmay be derived fromthe "d" attribute. The domain
attribute may be suffixed with the zone nane of the authoritative DNS
server to generate the domain nane. The "ep" attribute is prefixed
to the domain nane to generate the FQDN to be stored into DNS with an
AAAA RR.

3.5. TXT Record key=val ue strings

A nunber of [RFC6763] key/value pairs are derived fromlink-fornmat
information, to be exported in the DNS-SD as key=val ue strings in a
TXT record ([RFC6763], Section 6.3).

The resource <URI > is exported as key/val ue pair "path=<URl >"

The Interface Description "if" attribute is exported as key/val ue
pair "if=<Interface Description>"

The DNS TXT record can be further popul ated by inporting any ot her
resource description attributes as they share the sanme key=val ue
format specified in Section 6 of [RFC6763].

3.6. Inporting resource links into DNS-SD

Assuming the ability to query a Resource Directory or multicast a GET
(?exp) over the local link, CoAP resource discovery may be used to
popul ate the DNS-SD database in an automated fashion. CoAP resource
descriptions (links) can be exported to DNS-SD for exposure to
service discovery by using the Resource Instance attribute as the
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basis for a unique service name, conposed with the Resource Type as
the <ServiceType>, and registered in the correct <Domai n>  The agent
responsi ble for exporting records to the DNS zone file SHOULD be
authenticated to the DNS server. The follow ng exanple, using the
exanpl e | ookup | ocation /rd-Iookup, shows an agent discovering a
resource to be exported:

Req: GET /rd-1ookup/res?exp

Res: 2. 05 Content
<coap://[FDFD:: 1234] :5683/1ight/ 1>
exp;rt="dali.light";ins="Spot";

d="of fi ce"; ep="nodel"

The agent subsequently registers the followi ng DNS-SD RRs, assum ng a
zone nane "exanple.com' prefixed with "office"

nodel. of fi ce. exanpl e. com I N AAAA FDFD: : 1234
_dali._udp.office.exanpl e.com IN PTR

Spot. _dali._udp.of fice.exanpl e.com
light. sub. dali. _udp.exanple.com IN PTR

Spot. dali._udp.of fice.exanple.com

Spot. dali. udp.office.exanple.comIN SRV 0 0 5683
nodel. of fi ce. exanpl e. com

Spot . _dali._udp. office.exanple.comIN TXT
txtver=1;path=/1ight/1

In the above figure the Service Nane is chosen as

Spot. dali. _udp.office.exanple.comw thout the Iight. sub service
prefix. An alternative Service Nane woul d be:

Spot . light._sub. _dali._udp. office. exanpl e.com

4. Exanpl es

4.1. DNS entries
It may be profitable to discover the Iight groups for applications,
whi ch are unaware ot the existence of the RD. An agent needs to

query the RD to return all groups which are exported to be inserted
i nto DNS.
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7.

1.

Req: GET /rd-I1 ookup/ gp?exp

Res: 2.05 Content

<coap://[FF05::1]/>; exp; gp="grp_R2-4-015; i ns="grpl234";
ep="I m R2-4-015_wndw"';
ep="I m R2-4-015_door

The group with FQDN grp_R2-4-015. bc. exanpl e.com can be entered into
the DNS by the agent. The acconpanying instance name is grpl234.
The <ServiceType> is chosen to be _group. _udp. The agent enters the
following RRs into the DNS.

grp_R2-4-015. bc. exanpl e. com I N AAAA FFO5::1
_group. _udp. bc. exanpl e. com IN PTR
grpl234. group. _udp. bc. exanpl e. com
grpl234. group. _udp. bc. exanple.com IN SRV 0 0 5683
grp_R2-4-015_door. bc. exanpl e. com
grpl234. _group. _udp. bc. exanpl e.com | N TXT
txtver=1; path=/1ight/grpl

From then on applications, not famliar with the existence of the RD,
can use DNS to access the lighting group.
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TBD
Security considerations
TBD
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