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Abst r act

Thi s docunent proposes a device pairing nechani smthat establishes a
rel ati on between two devices by agreeing on a secret and nanual |y
verifying the secret’s authenticity using an SAS (short

aut hentication string). Pairing has to be performed only once per
pair of devices, as for a re-discovery at any later point in tineg,

t he exchanged secret can be used for nutual authentication

The proposed pairing nethod is suited for each application area where
human operated devices need to establish a relation that allows
configurationless and privacy preserving re-di scovery at any |ater
point in tinme. Since privacy preserving applications are the main
suitors, we especially care about privacy.
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I nt roducti on

To engage in secure and privacy preserving conmuni cation, hosts need
to differentiate between authorized peers, which nust both know about
the host’'s presence and be able to decrypt nessages sent by the host,
and ot her peers, which nust not be able to decrypt the host’s
messages and ideally should not obtain information that could be used
to identify the host. The necessary relation between host and peer
can be established by a centralized service, e.g. a certificate
authority, by a web of trust, e.g. PGP, or -- wthout using gl oba
identities -- by device pairing.

Thi s docunment proposes a device pairing nmechani smthat provides hunman
operated devices with pairw se authenticated secrets, allow ng mnutual
automatic re-discovery at any later point in time along with nutua
private authentication. W especially care about privacy and user-
friendliness. This pairing systemcan provide the pairing secrets
used in DNSSD Privacy Extensions [I-D.ietf-dnssd-privacy].

Hui tema & Kai ser Expires April 18, 2019 [ Page 2]



Internet-Draft Devi ce Pairing Cct ober 2018

The proposed pairing nechani smconsists of three steps needed to
establish a rel ationship between a host and a peer:

1. Discovering the peer device. The host needs a neans to di scover
networ k paraneters necessary to establish a connection to the
peer. During this discovery process, neither the host nor the
peer mnust disclose its presence.

2. Agreeing on pairing data. The devices have to agree on pairing
data, which can be used by both parties at any later point in
time to generate identifiers for re-discovery and to prove the
authenticity of the pairing. The pairing data can e.g. be a
shared secret agreed upon via a Diffie-Hellmn key exchange.

3. Authenticating pairing data. Since in nbst cases the nessages
necessary to agree upon pairing data are send over an insecure
channel, neans that guarantee the authenticity of these nessages
are necessary; otherwise the pairing data is in turn not suited
as a neans for a later proof of authenticity. For the proposed
pai ri ng mechani sm we use manual authentication involving an SAS
(short authentication string) to proof the authenticity of the
pai ri ng data.

The design of this protocol is based on the analysis of pairing
protocol s issues presented in [I-D.ietf-dnssd-pairing-info] and in
[ K17].

Many pairing scenarios involve cell phones equi pped with caneras
capabl e of reading a QR code. |In these scenarios, scanning QR codes
nm ght be nore user friendly than selecting nanmes or readi ng short
aut hentication strings fromon screen nenus. An optional use of R
codes in pairing protocols is presented is Section 3.

DNSSD privacy requirenents are analyzed in [I-D.ietf-dnssd-prireq]
and scaling considerations are reviewed in
[I-D.ietf-dnssd-privacyscaling]. Further work on these two drafts
may | ead to review ng the nechani sm proposed here.

1.1. Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Hui tema & Kai ser Expires April 18, 2019 [ Page 3]



Internet-Draft Devi ce Pairing Cct ober 2018

1.2. Docunent Organization

NOTE TO RFC EDI TOR. renpve or rewite this section before
publi cati on.

The original version of this docunent was organized in two parts.

The first part presented the pairing need, the list of requirements
that shall be net. This first part was informational in nature. The
second part conposed the actual specification of the protocol

In his early review, Steve Kent observed that the style of the first
part seens inappropriate for a standards track docunent, and
suggested that the two parts should be split into two docunents, the
first part becomng an informational document, and the second
focusing on standard track specification of the protocol, naking
reference to the informational docunment as appropriate.

The DNS- SD wor ki ng group approved this split during its nmeeting in
Prague in July 2017. This version of the document inplenents the
split, only retaining the specification part.

2. Protocol Specification

In the proposed pairing protocol, we will consider the device that
initiates the pairing as the "client" and the device that responds as
the "server". The server will publish a "pairing service". The
client will discover the service instance during the discovery phase,
as explained in Section 2.1. The pairing service itself is specified
in Section 2.3.

We divide pairing in three parts: discovery, agreenent, and
aut hentication, detailed in the foll owi ng subsections.

2.1. Discovery

The goal of the discovery phase is establishing a connection, which
is later used to exchange the pairing data between the two devices
that are about to be paired in an I P network wi thout any prior

know edge and without publishing any private information

When the pairing service starts, the server will advertise the

pai ring service according to DNS-SD [ RFC6763] over nDNS [ RFC6762] .

In conformance with DNS-SD, the service is described by an SRV record
and by and enpty TXT record. These records will be organized as
fol | ows:

1. The pairing service is identified in DNS-SD as " _pairing. _tcp".
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2. The instance nane will be a text chosen by the server. It MAY be
a randomstring if the server does not want to advertise its
identity in the local environment, or the user friendly name of
the server in other cases.

3. The priority and weight fields of the SRV record SHOULD be set
according to [ RFC6763].

4. The host nanme MJIST be set to the host nane advertised by the
server in nDNS. The server MAY use a random zed host nane as
explained in [I-D.ietf-dnssd-privacy], provided that this nane is
properly published in nDNS

5. The port number MJST be set to the number at which the server is
listening for the pairing service. This port number SHOULD be
randonm y picked by the server.

The di scovery proceeds as foll ows:

1. The server advertises an instance of the above described pairing
service and displays its instance name on the server’s screen

2. The client discovers all the instances of the pairing service
avail able on the local network. This nmay result in the discovery
of several instance nanes.

3. Anong these avail abl e i nstance nanes, the client’s user selects
the nane that matches the nane displayed by the server

4. Per DNS-SD, the client then retrieves the SRV record of the
sel ected instance, retrieves the correspondi ng server’s A (or
AAAA) record, and establishes the connection

2.2. Agreenent on a Shared Secret

Once the server has been selected at the end of the discovery phase,
the client connects to it without further user intervention. Cient
and server use this connection for exchanging data that allows them
to agree on a shared secret by using TLS and a key exporter

Devi ces inplenenting the service MJST support TLS 1.2 [RFC5246], and
MAY negotiate TLS 1.3 when it becones avail able. Wen using TLS, the
client and server MJUST negotiate a ciphersuite providing forward
secrecy (PFS), and strong encryption (256 bits symetric key). All

i mpl ement ations using TLS 1.2 MJST be able to negotiate the cipher
suite TLS DH anon_W TH_AES 256_CBC_SHA256.
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Once the TLS connection has been established, each party extracts the
pairing secret S p fromthe connection context per [RFC5705], using
the follow ng paraneters:

Di sanbi guating | abel string: "PAI R NG SECRET"
Cont ext val ue: enpty.
Length value: 32 bytes (256 bits).

The secret "S p" will be authenticated in the authentication part of
t he protocol.

2.3. Authentication

The pairing protocol inplenented on top of TLS allows the users to
aut henticate the shared secret established in the "Agreenent" phase,
and to nmininize the risk of interference by a third party like a
"man-in-the-niddle". The pairing protocol is built using TLS. The
foll owi ng description uses the presentation | anguage defined in
section 4 of [RFC5246]. The protocol uses five nessage types,
defined in the foll owing enum

enum {
ClientHash(1),
Ser ver Randon( 2),
c i ent Random( 3) ,
Server Success(4),
Cl i ent Success(5)

} PairingMessageType;

Once S p has been obtained, the client picks a random nunber R c,
exactly 32 bytes long. The client then selects a hash algorithm
whi ch MUST be the sane algorithmas negotiated for building the PRF
in the TLS connection. The client then conputes the hash value Hc
as:

H c = HVAC hash(S p, R c)

Where "HMAC hash" is the HVAC function constructed with the
sel ected al gorithm

The client transmts the selected hash function and the conputed
value of Hc in the dient Hash nessage, over the TLS connecti on:

Hui tema & Kai ser Expires April 18, 2019 [ Page 6]



Internet-Draft Devi ce Pairing Cct ober 2018

struct {
Pai ri ngMessageType messageType;
hashAl gorithm hash;
ui nt 8 hashlLengt h;
opaque H c[hashLength];
} dient HashMessage;

messageType: Set to "dientHash".

hash: The code of the selected hash algorithm per definition of
HashAl gorithmin section 7.4.1.1.1 of [RFC5246].

hashLength: The length of the hash H c, which MJST be consistent
with the selected algorithm "hash".

H c: The value of the client hash.

Upon reception of this nessage, the server stores its value. The
server picks a random number R s, exactly 32 bytes |ong, and
transmits it to the client in the server random nessage, over the TLS
connecti on:

struct {
Pai ri ngMessageType nessageType;
opaque R s[32];

} Server RandomVessage;

messageType Set to "Server Randont'.
R s: The value of the random nunber chosen by the server.

Upon reception of this nessage, the client discloses its own random
nunber by transmitting the client random nessage:

struct {
Pai ri ngMessageType nessageType;
opaque R c[32];

} dient Randomessage;

messageType Set to "dient Randont'.

R c: The value of the random nunber chosen by the client.

Upon reception of this nessage, the server verifies that the nunber
R ¢ hashes to the previously received value Hc. |If the nunber does

not match, the server MJUST abandon the pairing attenpt and abort the
TLS connecti on.
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At this stage, both client and server can conpute the short hash SAS
as:

SAS = first 20 bits of HVMAC hash(S_p, Rc || R.S)

Where "HMAC hash" is the HVAC function constructed with the hash
al gorithm selected by the client in the CientHashMessage.

Both client and server display the SAS as a 7 digit decinmal integer

i ncluding | eading zeroes, and ask the user to conpare the values. |If
the SASes match, each user enters an agreenent, for exanple by
pressing a button | abeled "OK", which results in the pairing being
renenbered. |f they do not match, each user should cancel the
pairing, for exanple by pressing a button |abel ed " CANCEL".

If the values do match and both users agree, the protocol continues
with the exchange of nanes, both server and client announcing their
own preferred name in a Success nessage

struct {
Pai ri ngMessageType messageType;
ui nt 8 nanmelLengt h;
opaque nane[ nanelLengt h];

} dientSuccessMessage;

messageType: Set to "dientSuccess” if transmitted by the client,
"ServerSuccess" if by the server.

naneLength: The length of the string encoding the sel ected nane.

nanme: The selected nane of the client or the server, encoded as a
string of UTF8 characters.

After receiving these nmessages, client and servers can orderly cl ose
the TLS connection, termnating the pairing exchange.

3. Optional Use of (R Codes
When QR codes are supported, the discovery process can be independent
of DNS-SD, because QR codes allow the transm ssion of a sufficient
anount of data. The agreenent process can al so be streanlined by the
scanni ng of a second QR code.

3.1. Discovery Using QR Codes
If QR code scanning is avail able as out-of-band channel, the

di scovery data is directly transmtted via QR codes instead of DNS-SD
over nDNS. Leveragi ng QR codes, the discovery proceeds as follows:
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1. The server displays a QR code containing the connection data
otherwi se found in the SRV and A or AAAA records: |Pv4 or |Pv6
address, port number, and optionally host nane.

2. The client scans the QR code retrieving the necessary information
for establishing a connection to the server

[[TODO W should precisely specify the data |layout of this QR code.
It could either be the wire format of the correspondi ng resource
records (which would be easier for us), or a nore efficient
representation. |If we chose the wire fornat, we could use a fixed
name as instance nane.]]

3.2. Agreenment with QR Codes

When QR codes are avail able, the agreenent on a shared secret
proceeds exactly as in the general case.

3.3. Authentication with QR Codes
The availability of QR codes does not change the required network
messages or the conputation of the SAS, which will perfornmed exactly
as specified in Section 2.3, but when QR codes are supported, the SAS
may al so be represented as QR code.

In the general case, both client and server display the SAS as a

deci mal integer, and ask the user to conpare the values. |[If the
server supports QR codes, the server displays a QR code encodi ng the
decinmal string representation of the SAS. |If the client is capable

of scanning QR codes, it nmay scan the value and conpare it to the
| ocal Iy conputed val ue.

Once user agreement has been obtained, the protocol continues as in
the general case presented in Section 2.3.

4. Security Considerations

We need to consider two types of attacks against a pairing system
attacks that occur during the establishnment of the pairing rel ation,
and attacks that occur after that establishment.

During the establishment of the pairing system we are concerned with
privacy attacks and with MtM attacks. Privacy attacks reveal the
exi stence of a pairing between two devices, which can be used to
track graphs of relations. MtMattacks result in conprom sed

pai ring keys. The discovery procedures specified in Section 2.1 and
the aut hentication procedures specified in Section 2.3 are
specifically designed to nitigate such attacks, assunming that the
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7.

client and user are in close, physical proximty and thus a human
user can visually acquire and verify the pairing information.

The establishnment of the pairing results in the creation of a shared
secret. After the establishment of the pairing relation, attackers
who conpromi se one of the devices could access the shared secret.
This will enable themto either track or spoof the devices. To
mtigate such attacks, nodes MJST store the secret safely, and MJST
be able to quickly revoke a conprom sed pairing.

| ANA Consi derations
This draft does not require any | ANA action.
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