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Abst r act

The DNS-SD Sl eep Proxy Service uses a nmessage format identical to
that used by standard DNS Update, with two additional pieces of
information: the identity of the sleeping server to which the records
bel ong, and the Wake-on-LAN Magi ¢ Packet bit pattern which should be
used to wake the sleeping server. This docunent specifies the EDNSO
option used to carry that additional information.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

The EDNSO ' Omer’ Option is used by the DNS-SD Sl eep Proxy Service.
The DNS-SD Sl eep Proxy Service [ RFC6762] [RFC6763] uses a nessage
format identical to that used by standard DNS Update [ RFC2136]

[ RFC3007], with two additional pieces of information: the identity of
the sl eeping server to which the records bel ong, and t he Wake-on-LAN
Magi ¢ Packet [WL] bit pattern which should be used to wake the

sl eeping server. This docunent specifies the EDNSO option [ RFC2671]
used to carry that additional information.

The EDNSO " Omer’ Option is specified here with reference to the
DNS- SD Sl eep Proxy Service, but could also be used for other purposes
not related to the Sl eep Proxy Service.

2. Conventions and Terninol ogy Used in this Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenent Levels" [RFC2119].

3. EDNSO ' Omner’ Option

When a server that supports the DNS-SD Sl eep Proxy protocol goes to
sl eep, it conmunicates rel evant DNS records, which describe its role
on the network, to the Sleep Proxy, in one or nore DNS Update
messages [ RFC2136] [ RFC3007]. Typically these record registrations
with the Sl eep Proxy do not |last forever; they have a finite
l'ifetime, communi cated using EDNSO option 2 "DNS Update Lease”

[ DNS- UL] .

When the Sl eep Proxy observes traffic on the network which warrants
waki ng the sl eeping server, it does so by sending a \Wake-on-LAN
"Magi ¢ Packet" [WL].

A Wake-on-LAN "Magi ¢ Packet" consists of the followi ng bit-pattern:
0 Sync sequence: 48 binary 1s (i.e. 6 bytes of OxFF)

0 Sixteen repetitions of the 48-bit MAC address of the sl eeping
server’s network interface

0 Optional 32-bit or 48-bit ’'password’
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When the Sl eep Proxy determines that the sleeping server has awoken,
it can cease proxying for that server.

The Sl eep Proxy needs to know the 48-bit MAC address (and possibly
32-bit or 48-bit 'password’) to use to wake the sl eeping server

It al so needs a way to deternmi ne when the sl eeping server has awoken.
Because, when a sl eeping server wakes it may be attached to the
network via a different interface (e.g. 802.11 wirel ess instead of

Et hernet), nerely observing the source MAC address in the packets it
sends may not be sufficient to identify that this server on wreless
is the same server that noments earlier went to sleep while attached
via Ethernet. Also, nerely observing packets apparently originating
fromthe sl eeping server may not be sufficient to conclude reliably
that it has woken -- since these could be old packets, frombefore it
slept, that were delayed in transit.

The necessary information is comunicated in the EDNSO ' Oaner’
option:

0 The 48-bit MAC address of the sleeping server’s network interface
0 Optional 32-bit or 48-bit ’'password’

0 A 48-bit value that uniquely identifies this machi ne regardl ess of
which interface it is using. Typically the MAC address of the
machine’s "primary’ interface is used for this purpose.

0 A sl eep/wake sequence nunber. Each time the server wakes and
begi ns a new period of wakeful ness, this sequence nunber is
incremented. |If the Sleep Proxy observes the server send a packet
with the sane sl eep/ wake sequence nunmber as it saw in the proxy
registration, this is an old packet delayed in the network and
does not constitute evidence that the server has awoken. |[If the
Sl eep Proxy observes the server send a packet with a different
sl eep/ wake sequence nunber then the Sl eep Proxy can concl ude that
the server has awoken and the proxy need not continue answering
for it.
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3.1. EDNSO ' Owner’ Option Format

A full EDNSO ' Omer’ option has the follow ng fornmat:

B i e i o S i ik e T S B TR e
| Opt| Len| V| S| Primary MAC| Wakeup MAC | Password [
B S i T e e e O S T e I et i S e S S s

The two-byte EDNSO Option code "Opt’ for the "Oaner’ option is 4.

The two-byte length field 'Len’” for this optionis 24 in the full-
| ength case, or |ess when using the "conpact" variants described
bel ow.

The one-byte version field 'V is currently zero. 1In the current
versi on of the protocol, senders MJST set this field to zero on
transm ssion, and receivers receiving an EDNSO option 4 where the
version field is not zero MIST ignore the entire option

The one-byte sequence nunber field 'S is set to zero the first tine
this option is used after boot, and then after that increnmented each
time the machi ne awakens from sl eep.

The six-byte Primary MAC field identifies the machine. Typically,
the MAC address of the machine's '"primary’ interface is used for this
pur pose.

The six-byte pattern to be repeated 16 tines in the wakeup packet.
This SHOULD be the MAC address of the interface through which the
packet containing this 'Omer’ option is being sent.

The six-byte 'password’ to be appended after the sixteen repetitions
of the MAC address.
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3.

2.

Conpact EDNSO ' Omer’ Option Formats

Where the 'password’ is only four bytes, a shorter format is used,
identified by the length field 'Len” having the val ue 22:

B T S s i S S
| Opt| Len| V| S| Primary MAC| WAkeup MAC | Passwd | (Len = 22)
B Tt T ol I S S S ST S S S e S

When the 'password’ is not required, it can be omtted entirely,
identified by the length field 'Len’ having the val ue 18:

T el o b ol S TR R T R e S
| Opt | Len| V| S| Primary MAC| Wakeup MAC | (Len = 18)
B T o S S il i S S S S

In the common case where the 'password’ is not required and the
Primary MAC and Wakeup MAC are the sane, both Wakeup MAC and password
may be onmitted, identified by the length field 'Len’ having the val ue
12:

Bl o I T S S S e e &
| Opt| Len| V| S| Primary MAC| (Len = 12)
B e T i e e e e =
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4. Acknow edgenents
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contributions to this docunent.

5. Security Considerations

When a Wake-on-LAN Magi c Packet is sent to wake a machine up, it is
sent in the clear, making it vul nerable to eavesdropping.

6. | ANA Consi derations

The EDNSO OPTI ON CODE 4 has been assigned for this DNS extension.
No additional |ANA services are required by this docunent.
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