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Abst ract

The DNS-SD Service Registration Protocol uses the standard DNS Update
mechani smto enabl e DNS-Based Service Di scovery using only unicast
packets. This elimnates the dependency on Multicast DNS as the
foundation | ayer, which greatly inproves scalability and inproves
performance on networks where nulticast service is not an opti nal
choice, particularly 802.11 (W-Fi) and 802.15.4 (10T) networKks.

DNS- SD Service registration uses public keys and SIG0) to allow
services to defend their registrations agai nst attack
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

DNS- Based Service Discovery [RFC6763] is a component of Zero
Configuration Networking [ RFC6760] [ZC] [I-D.cheshire-dnssd-roadmap].

Thi s docunent describes an enhancenent to DNS-Based Service Di scovery
[ RFC6763] that allows services to autonmatically register their
services using the DNS protocol rather than using nDNS. There is
already a large installed base of DNS-SD clients that can do service
di scovery using the DNS protocol. This extension makes it nuch
easier to take advantage of this existing functionality.

This docunment is intended for three audi ences: inplenentors of

sof tware that provides services that should be advertised using DNS-
SD, inplenentors of DNS servers that will be used in contexts where
DNS- SD regi stration is needed, and adm nistrators of networks where
DNS-SD service is required. The docunent is intended to provide
sufficient information to allow interoperabl e inplenentation of the
registration protocol

DNS- Based Service Discovery (DNS-SD) all ows services to advertise the
fact that they provide service, and to provide the information
required to access that service. Cients can then discover the set
of services of a particular type that are available. They can then
sel ect a service fromanong those that are avail able and obtain the
information required to use it.

The DNS-SD Service Registration protocol, described in this docunent,
provi des a reasonably secure nechanismfor publishing this
informati on. Once published, these services can be readily

di scovered by clients using standard DNS | ookups.

In the DNS-Based Service Discovery specification [RFC6763] Section 10
"Populating the DNS with Information” briefly di scusses ways that
services can publish their information in the DNS nanespace. 1In the
case of Multicast DNS [ RFC6762], it allows services to publish their
informati on on the local link, using nanmes in the ".local" nanespace,
whi ch nakes their services directly discoverable by peers attached to
that same local |ink

RFC6763 also allows clients to discover services using the DNS

protocol [RFCL035]. This can be done by having a system
adm ni strator nmanually configure service information in the DNS, but
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manual | y popul ati ng DNS authoritative server databases is costly and
potentially error-prone, and requires a know edgabl e network

adm nistrator. Consequently, although all DNS-SD client

i mpl ement ati ons of which we are aware support DNS-SD usi ng DNS
queries, in practice it is used nmuch less frequently than nDNS. The
Di scovery Proxy [I-D.ietf-dnssd-hybrid] provides one way to
automatically popul ate the DNS nanespace, but is only appropriate on
net wor ks where services are already advertised using nDNS. This
docunent describes a solution nore suitable for networks where
multicast is inefficient, or undesirable for other reasons, by
supporting both offering of services, and discovery of services,
usi ng uni cast.

2. Service Registration Protocol

Services that inplenent the DNS-SD Service Registration Protocol use
DNS Updat e [ RFC2136] [ RFC3007] to publish service infornmation in the
DNS. Two variants exist, one for full-featured devices, and one for
devi ces designed for "Constrai ned- Node Networks" [RFC7228].

Ful | -featured devices are either configured manually, or use the
"dr. _dns-sd. _udp" query [RFC6763] to learn the default registration
domain fromthe network. Using the chosen service registration
domain, full-featured devices construct the nanes of the SRV, TXT,
and PTR records describing their service(s). For these names they
then discover the zone apex of the closest enclosing DNS zone using
SQA queries [I-D.ietf-dnssd-push]. Having discovered the encl osing
DNS zone, they query for the " _dns-update. udp<zone>" SRV record to
di scover the server to which they should send DNS updat es.

For devi ces designed for "Constrai ned- Node Networks" [RFC7228] sone
simplifications are used. |Instead of being configured with (or

di scovering) the service registration domain, the (proposed) special
use donmmi n nanme [RFC6761] "services.arpa" is used. Instead of

| earning the server to which they should send DNS updates, a fixed
| Pv6 anycast address is used (value TBD). It is the responsibility
of a "Constrai ned- Node Network" supporting DNS-SD Service

Regi stration Protocol to provide appropriate anycast routing to
deliver the DNS updates to the appropriate server. It is the
responsibility of the DNS-SD Service Registration server on a
"Constrai ned- Node Network" to handl e the updates appropriately. In
some network environnments, updates nay be accepted directly into a
| ocal "services.arpa" zone, which has only local visibility. In

ot her network environnments, updates for names ending in
"services.arpa” may be rewitten internally to names wi th broader
visibility.

Cheshire & Lenobn Expi res January 15, 2019 [ Page 3]



Internet-Draft Servi ce Registration Protocol July 2018

The reason for these different assunptions is that "Constrained-Node
Net wor ks" generally require special egress support, and Anycast
packets captured at the "Constrai ned- Node Networ k" egress can be
assuned to have originated locally. Low power devices that typically
use "Constrai ned- Node Networks" nmay have very limted battery power.
The additional DNS | ookups required to discover a registration server
and then communicate with it will increase the power required to
advertise a service; for |ow power devices, the additiona

flexibility this provides does not justify the additional use of
power .

General networks have the potential to have nore conplicated

topol ogies at the Internet layer, which nakes anycast routing nore
difficult. Such networks may or may not have the infrastructure
required to route anycast to a server that can process it. However,
they can be assuned to be able to provide registration donain

di scovery and routing. By requiring the use of TCP, the possibility
of off-network spoofing is elim nated.

We will discuss several parts to this process: how to know what to
publish, how to know where to publish it (under what nanme), how to
publish it, howto secure its publication, and how to maintain the
i nformati on once publi shed.

2.1. VWhat to publish

We refer to the nessage that services using the DNSSD Regi stration
Protocol send as a Registration. Three types of updates appear in a
Regi stration: Service Discovery records, Service Description records,
and Host Description records.

0 Service Discovery records are one or nore PTR RRs, mapping from
the generic service type (or subtype) to the specific Service
I nst ance Name.

0 Service Description records are exactly one SRV RR, and one or
nmore TXT RRs, both with the sane nane, the Service Instance Nane
([ RFC6763] section 4.1). In principle Service Description records
can include other record types, with the sane Service |nstance
Nane, though in practice they rarely do. The Service |Instance
Nane MUST be referenced by one or nore Service Discovery PTR
records, unless it is a placeholder service registration for an
intentionally non-di scoverabl e service nane.

0 The Host Description records for a service are a KEY RR, used to
cl ai m excl usi ve ownership of the service registration, and one or
nmore RRs of type A or AAAA giving the IPv4 or | Pv6 address(es) of
the host where the service resides.
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RFC 6763 describes the details of what each of these types of updates
contains and is the definitive source for infornmation about what to
publish; the reason for mentioning it here is to provide the reader

wi th enough informati on about what will be published that the service
regi stration process can be understood at a high | evel wthout first
learning the full details of DNS-SD. Al so, the "Service |nstance
Nane" is an inportant aspect of first-come, first-serve naning, which
we describe later on in this docunent.

2.2. \Were to publish it

Mul ticast DNS uses a single nanespace, ".local", which is valid on
the local link. This convenience is not available for DNS-SD using
the DNS protocol: services nmust exist in some specific unicast
namespace.

As described above, full-featured devices are responsible for know ng
in what domain they should register their services. Devices made for
"Constrai ned- Node Networks" register in the (proposed) special use
domai n nane [ RFC6761] "services.arpa", and |l et the DNS-SD Service
Regi stration server handle rewiting that to a different domain if
necessary.

2.3. Howto publish it

It is possible to issue a DNS Update that does several things at
once; this neans that it’s possible to do all the work of adding a
PTR resource record to the PTR RRset on the Service Nane if it

al ready exists, or creating one if it doesn't, and creating or
updating the Service |Instance Name and Host Description in a single
transacti on.

A Registration is therefore inplemented as a single DNS Update
message that contains a service's Service Discovery records, Service
Description records, and Host Description records.

Updat es done according to this specification are somewhat different
than regul ar DNS Updates as defined in RFC2136. RFC2136 assunes that
updating is a fairly heavywei ght process, so you might first attenpt
to add a nane if it doesn't exist, and then in a second nessage
update the name if it does exist but nmatches certain preconditions.
Because the registration protocol uses a single transaction, sone of
this adaptability is |ost.

In order to allow updates to happen in a single transaction

Regi strations do not include update constraints. The constraints
specified in Section 2.4.2 are inplicit in the processing of
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3.

Regi strations, and so there is no need for the service sending the
Regi stration to put in any explicit constraints.

1. How DNS-SD Service Registration differs from standard RFC2136
DNS Updat e

DNS- SD Service Registration is based on standard RFC2136 DNS Updat e,
with sonme differences:

o It inplenents first-conme first-served nane allocation, protected
using SIGO0).

o It enforces policy about what updates are all owed.

o It optionally performs rewiting of "services.arpa" to some other
donai n.

o It optionally perfornms automatic popul ati on of the address-to-nane
reverse mappi ng donai ns

0 A DNS-SD Service Registration server is not required to inplenent
general DNS Update prerequsite processing.

o Sinplified clients are allowed to send updates to an anycast
address, for names ending in "services. arpa"

2. Testing using standard RFC2136-conpliant servers

It may be useful to set up a DNS server for testing that does not

i mpl ement the Registration protocol. This can be done by configuring
the server to listen on the anycast address, or advertising it in the
_dns-update. _udp SRV record. It nust be configured to be
authoritative for "services.arpa”, and to accept updates from hosts
on local networks for nanmes under "services. arpa" wthout

aut henti cati on.

A server configured in this way will be able to successfully accept
and process Registrations fromservices that send Regi strations.
However, no constraints will be applied, and this neans that the test
server will accept internally inconsistent Registrations, and wll
not stop two Registrations, sent by different services, that claim
the sane nane(s), fromoverwiting each other
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2.3.3. Howto allow services to update standard RFC2136-conpl i ant
servers

Odinarily Registrations will fail when sent to any non-Registration
Prot ocol server because the zone being updated is "services. arpa"

and no DNS server that is not a Registration Protocol server should
normal |y be configured to be authoritative for "services. arpa"
Therefore, a service that sends a Registration can tell that the
recei ving server does not support the Registration Protocol, but does
support RFC2136, because the RCODE will either be NOTZONE, NOTAUTH or
REFUSED, or because there is no response to the update request (when
usi ng the anycast address)

In this case a service MAY attenpt to register itself using regular
RFC2136 DNS updates. To do so, it must discover default registration
zone and the DNS server designated to receive updates for that zone,
as described earlier using the _dns-update. udp SRV record. It can
then make the update using the port and host pointed to by the SRV
record, and shoul d use appropriate constraints to avoid overwiting
competing records. Such updates are out of scope for the DNSSD

Regi stration Protocol, and a service that inplenents the DNSSD

Regi stration Protocol MJUST first attenpt to use the Registration
Protocol to register itself, and should only attenpt to use RFC2136
backwards compatibility if that fails.

2. 4. How to secure it

Traditional DNS update is secured using the TSI G protocol, which uses
a secret key shared between the client (which issues the update) and
the server (which authenticates it). This nodel does not work for
automatic service registration.

The goal of securing the DNS-SD Registration Protocol is to provide
the best possible security given the constraint that service
registration has to be automatic. It is possible to |layer nore
operational security on top of what we describe here, but what we
describe here inproves upon the security of nDNS. The goal is not to
provide the |l evel of security of a network managed by a skilled
oper at or.

2.4.1. First-Conme First-Served Nani ng

First-Cone First-Serve naming provides a linited degree of security:
a service that registers its service using DNS-SD Regi stration
protocol is given ownership of a nanme for an extended period of tine
based on the key used to authenticate the DNS Update. As long as the
regi stration service renenbers the Service Instance Nane and the key
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used to register that Service Instance Nane, no other service can add
or update the information associated with that Service |nstance Nane.

2.4.1.1. Service Behavior

The service generates a public/private key pair. This key pair MJST
be stored in stable storage; if there is no witable stable storage
on the client, the client MJST be pre-configured with a public/
private key pair that can be used.

When sendi ng DNS updates, the service includes a KEY record

contai ning the public portion of the key in each Host Description
update. The update is signed using SI0), using the private key
that corresponds to the public key in the KEY record. The lifetines
of the records in the update is set using the EDNS(0) Update Lease
option.

The lifetime of the DNS-SD PTR, SRV, A, AAAA and TXT records
[RFC6763] is typically set to two hours. This neans that if a device
i s disconnected fromthe network, it does not appear in the user
interfaces of devices |ooking for services of that type for too |ong.

However, the lifetime of its KEY record should be set to a nuch
longer time, typically 14 days. The result of this is that even

t hough a device nmay be tenporarily unplugged, disappearing fromthe
network for a few days, it makes a claimon its nanme that |asts nuch
| onger.

This way, even if a device is unplugged fromthe network for a few
days, and its services are not available for that tinme, no other
rogue device can conme along and imrediately claimits name the nonent
it disappears fromthe network. In the event that a device is

unpl ugged fromthe network and permanently di scarded, then its name
is eventually cleaned up and nade avail able for re-use.

2.4.2. Registration Server Behavi or

The Registration server checks each update in the Registration to see
that it contains a Service Discovery update, a Service Description
update, and a Host Description update.

An update is a Service Discovery update if it contains

exactly one RRset update,

which is for a PTR RR

whi ch points to a Service |Instance Nane

for which an update is present in the Registration

O O0OO0Oo
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An update is a Service Description update if, for the appropriate
Service Instance Nanme, it contains

exactly one "Delete all RRsets froma nane" update

exactly one SRV RRset update,

one or nore TXT RRset updates,

and the target of the SRV record update references a hostnane for
which there is a Host Description update in the Registration

O o0Oo0oo

An update is a Host Description update if, for the appropriate
hostnanme, it contains

0 exactly one "Delete all RRsets froma name" update

0 A or AAAA RR update(s)

0 a KEY RR update that adds a KEY RR that contains the public key
corresponding to the private key that was used to sign the
nessage

o0 there is a Service Instance Name update in the Registration that
updates an SRV RR so that it points to the hostnane being updated
by this update.

A Regi stration MJST include at |east one Service Nanme update, at

| east one Service Description update, and exactly one Host
Description update. An update nessage that does not is not a

Regi stration. An update nessage that contains any other updates, or
any update constraints, is not a Registration. Such nessages should
ei ther be processed as regul ar RFC2136 updates, including access
control checks and constraint checks, if supported, or else rejected
wi t h RCODE=REFUSED.

Note that if the definitions of each of these update types are

foll owed carefully, this means that many things that | ook very nuch
Ii ke Registrations nevertheless are not. For exanple, a Registration
that contains an update to a Service Nanme and an update to a Service
I nstance Name, where the Service Nanme does not reference the Service
I nstance Name, is not a valid Registration nessage, but nmay be a
valid RFC2136 update.

Assum ng that an update nessage has been validated with these
conditions and is a valid Registration, the server checks that the

nane in the Host Description update exists. |f so, then the server
checks to see if the KEY record on the name is the sane as the KEY
record in the update. If it is not, then the server MJST reject the

Regi stration with the YXDOVAI N RCODE.
O herwi se, the server validates the update using SIG0) on the public

key in the KEY record of the Host Description update. |f the
validation fails, the server MIST reject the rejectration rejected
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with the REFUSED RCODE. O herwi se, the update is considered valid
and authentic, and is processed according to the method described in
RFC2136. The status that is returned depends on the result of
processi ng the update.

The server MAY add a Reverse Mapping that corresponds to the Host
Description. This is not required because the Reverse Mappi ng serves
no protocol function, but it may be useful for debugging, e.g. in
annot ati ng network packet traces or |ogs.

The server MAY apply additional criteria when accepting updates. In
some networks, it nmay be possible to do out-of-band registration of
keys, and only accept updates frompre-registered keys. 1In this
case, an update for a key that has not been registered should be
rejected with the REFUSED RCODE

There are at |least two benefits to doing this rather than sinply
usi ng normal SI G 0) DNS updates. First, the same registration
protocol can be used in both cases, so both use cases can be
addressed by the sane service inplenentation. Second, the

regi stration protocol includes maintenance functionality not present
with normal DNS updat es.

Note that the semantics of using the Registration Protocol in this
way are different than for typical RFC2136 inplenentations: the KEY
used to sign the update in the Registration Protocol only allows the
client to update records that refer to its Host Description. RFC2136
i mpl ementations do not normally provide a way to enforce a constraint
of this type

The server nmay al so have a dictionary of names or nane patterns that
are not permtted. |If such alist is used, updates for Service

I nstance Names that match entries in the dictionary are rejected with
YXDOVAI N.

2.5. TTL Consi stency

All RRs within an RRset are required to have the same TTL
(Carifications to the DNS Specification [ RFC2181], Section 5.2). In
order to avoid inconsistencies, the Registration Protocol places
restrictions on TTLs sent by services and requires that Registration
Prot ocol Servers enforce consistency.

Services sending Registrations MJST use consistent TTLs in all RRs
wi thin the Registration.
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Regi stration Protocol servers MJST check that the TTLs for all RRs
within the Registration are the sane. |If they are not, the
Regi stration MJUST be rejected with a REFUSED RCODE

Additionally, when adding RRs to an RRset, for exanple when
processing Service Discovery records, the server MIST use the sane
TTL on all RRs in the RRset. How this consistency is enforced is up
to the inplenmentation.

2.6. Mintenance
2.6.1. dCdeaning up stale data

Because the DNS-SD registration protocol is automatic, and not
managed by humans, some additional bookkeeping is required. When an
update is constructed by the client, it MJST include include an
EDNS(0) Update Lease Option [I-D.sekar-dns-ul]. The Update Lease
Option contains two | ease tinmes: the Update Lease Tine and the

I nstance Lease Ti ne.

These | eases are promises, simlar to DHCP | eases [ RFC2131], fromthe
client that it will send a new update for the service registration
before the lease tine expires. The Update Lease tinme is chosen to
represent the tinme after the update during which the registered
records other than the KEY record should be assuned to be valid. The
Instance Lease tinme represents the tinme after the update during which
the KEY record should be assuned to be valid.

The reasoning behind the different |ease tinmes is discussed in the
section on first-come, first-served nam ng Section 2.4.1. DNS-SD
Regi stration Protocol servers may be configured with linits for these
values. A default Iimt of two hours for the Update Lease and 14
days for the SIG0) KEY are currently thought to be good choices.
Clients that are going to continue to use nanmes on which they hold

| eases should update well before the | ease ends, in case the
registration service is unavail able or under heavy | oad.

The Registration Protocol server MJST include an EDNS(0) Update Lease
option in the response if the | ease tine proposed by the service has

been shortened. The service MJST check for the EDNS(0) Update Lease

option in the response and MJUST use the |ease tines fromthat option

in place of the options that it sent to the server when deci di ng when
to update its registration

Clients should assune that each | ease ends N seconds after the update
was first transmitted, where Nis the | ease duration. Servers should
assune that each | ease ends N seconds after the update that was
successfully processed was received. Because the server wll always
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receive the update after the client sent it, this avoids the
possi bility of mi sunderstandings.

DNS- SD Regi stration Protocol servers MJST reject updates that do not
i nclude an EDNS(0) Update Lease option. Dual-use servers MAY accept
updates that don't include | eases, but SHOULD differentiate between
DNS- SD regi strati on protocol updates and ot her updates, and MJST
reject updates that are known to be DNS-SD Regi stration Protoco
updates if they do not include |eases.

2.6.2. Sleep Proxy

Anot her use of Service Registration Protocol is for devices that
sl eep to reduce power consunption

In this case, in addition to the DNS Update Lease option
[1-D. sekar-dns-ul] described above, the device includes an EDNS(0)
OMER Option [I-D.cheshire-edns0-owner-option].

The EDNS(0) Update Lease option constitutes a promi se by the device
that it will wake up before this tinme elapses, to renewits

regi stration and thereby denonstrate that it is still attached to the
network. If it fails to renewthe registration by this tine, that
indicates that it is no longer attached to the network, and its
registration (except for the KEY in the Host Description) should be
del et ed.

The EDNS(0) OMER Option indicates that the device will be asl eep,
and will not be receptive to normal network traffic. Wen a DNS
server receives a DNS Update with an EDNS(0) OANER Option, that
signifies that the Registration Protocol server should set up a proxy
for any IPv4 or | Pv6 address records in the DNS Update nessage. This
proxy should send ARP or ND nessages cl ainmng ownership of the |Pv4
and/ or 1 Pv6 addresses in the records in question. 1In addition, proxy
shoul d answer future ARP or ND requests for those | Pv4 and/or |Pv6
addresses, claimng ownership of them Wen the DNS server receives
a TCP SYN or UDP packet addressed to one of the IPv4 or |Pv6
addresses for which it proxying, it should then wake up the sl eeping
device using the information in the EDNS(0) OAMNER Option. At present
version 0 of the OMER Option specifies the "Wke-on-LAN Mgic
Packet" that needs to be sent; future versions could be extended to
speci fy other wakeup nechani sns.

Note that although the authoritative DNS server that inplements the

DNSSD Servi ce Registration Protocol function need not be on the same
link as the sl eeping host, the Sleep Proxy nust be on the same |ink
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3.

Security Considerations

DNS- SD Servi ce Regi stration Protocol updates have no authorization
semantics other than first-come, first-served. This nmeans that if an
attacker from outside of the adninistrative domain of the server
knows the server’'s |P address, it can in principle send updates to
the server that will be processed successfully. Servers should
therefore be configured to reject updates from source addresses
outside of the adnministrative domain of the server

For Anycast updates, this validation nust be enforced by every router
that connects the CDN to the unconstrained portion of the network

For TCP updates, the initial SYN SYN+ACK handshake prevents updates
being forged fromoff-network. |In order to ensure that this
handshake happens, Service Di scovery Protocol servers MJST NOT accept
0- RTT TCP payl oads.

Note that these rules only apply to the validation of DNS-SD

regi stration protocol updates. A server that accepts updates from
DNS- SD regi stration protocol clients may al so accept ot her DNS

updat es, and those DNS updates may be validated using different
rules. However, in the case of a DNS service that accepts automatic
updates, the intersection of the DNS-SD service registration update
rul es and whatever other update rules are present nust be considered
very carefully.

For exanple, a normal, authenticated RFC2136 update to any RR that
was added using the Registration protocol, but that is authenticated
using a different key, could be used to override a pronise nade by
the registration protocol, by replacing all or part of the service
registration information with information provided by a different
client. An inplenentation that allows both kinds of updates shoul d
not allow updates to records added by Registrations using different
aut henti cation and authorization credential s.

Privacy Considerations
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