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1.

I nt roducti on

The Di scovery Proxy for Milticast DNS-Based Service Di scovery
[I-D.ietf-dnssd-hybrid] is a nmechani smfor discovering services on a
subnetted network through the use of Discovery Proxies, which issue
Mul ticast DNS (nDNS) requests [RFC6762] on various multicast links in
the network on behalf of a renote host perforn ng DNS-Based Service
Di scovery [ RFC6763] .

In the original Discovery Proxy specification, it is imagined that
for every multicast link on which services will be discovered, a host
will be present running a full Discovery Proxy. This docunent

i ntroduces a |ightweight Discovery Relay which can be used to provide
di scovery services on a nmulticast link without requiring a ful

Di scovery Proxy on every multicast |ink.

The Discovery Relay operates by |listening for TCP connections from

Di scovery Proxies. \When a Discovery Proxy connects, the connection
is authenticated and secured using TLS. The Di scovery Proxy can then
specify one or nmore nmulticast links fromwhich it wi shes to receive
nDNS traffic. The Discovery Proxy can al so send nessages to be
transmtted on its behalf on one or nore of those nulticast |inks.
DNS Stateful Operations (DSO [I-D.ietf-dnsop-session-signal] is used
as a framework for conveying interface and | P header information
associ ated with each nessage.

The Discovery Relay functions essentially as a set of one or nore
renote virtual interfaces for the D scovery Proxy, one on each

mul ticast link to which the Discovery Relay is connected. In a
conplex network, it is possible that nore than one Discovery Rel ay
will be connected to the same nulticast link; in this case, the

Di scovery Proxy ideally should only be using one such Relay Proxy per
mul ticast link, since using nore than one will generate duplicate
traffic.

How such duplication is detected and avoided is out of scope for this
docunent; in principle it could be detected using HNCP [ RFC7788] or
configured using sone sort of orchestration software in conjunction
wi th NETCONF [ RFC6241] or CPE WAN Managenent Protocol [TR-069].

Since the primary purpose of a Discovery Relay is providing renote
virtual interface functionality to Discovery Proxies, this docunent
is witten with that usage in mnd, and this docunent tal ks about

Di scovery Rel ays receiving requests from Di scovery Proxies. However,
in principle, a Discovery Relay could be used by any properly
authorized client, so it should be understood that in this docunent
the term "Discovery Proxy," potentially neans, "any properly

aut hori zed client."
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Ter ni nol ogy
The follow ng definitions may be of use:
nDNS Agent A host which sends and/or responds to nDNS queri es.

Di scovery Proxy A network service which receives well -forned
questions using the DNS protocol, perforns nulticast DNS queries
to answer those questions, and responds with those answers using
the DNS protocol

Di scovery Relay A network service which relays received nDNS
messages to a Discovery Proxy, and can transnit nDNS nessages on
behal f of that Di scovery Proxy.

multicast link A maximal set of network connection points, such that
any host connected to any connection point in the set nay send a
packet with a link-local nulticast destination address
(specifically the nDNS |ink-l1ocal multicast destination address
[ RFC6762]) that will be received by all hosts connected to al
ot her connection points in the set. Note that it is becom ng
increasingly common for a nulticast link to be snmaller than its
correspondi ng unicast link. For exanple it is beconing comobn to
have nmultiple W-Fi Access Points on a shared Ethernet backbone,
where the nmultiple W-Fi Access Points and their shared Ethernet
backbone forma single unicast link (a single |Pv4 subnet, or
single 1 Pv6 prefix) but not a single nmulticast link. Unicast
packets between two hosts on that |Pv4 subnet or |IPv6 prefix are
correctly delivered, but nulticast packets are not forwarded
bet ween the various W-Fi Access Points. G ven the slowness of
W-Fi nulticast, the decision to not forward nulticast packets
between W-Fi Access Points is reasonable, and that further
supports the need for technologies |ike Discovery Proxy and
Di scovery Relay to facilitate discovery on these networks.

Whi

telist A list of one or nore | P addresses from which a Discovery
Rel ay may accept connecti ons.

silently discard Wen a nessage that is not supported or not
permitted is received, and the required response to that nessage
is to "silently discard" it, that nmeans that no response is sent
by the service that is discarding the nessage to the service that
sent it. The service receiving the nmessage may | og the event, and
may al so count such events: "silently" does not preclude such

behavi or.
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3. Protocol Overview

Thi s docunent describes a way for Di scovery Proxies to comunicate
with nDNS agents on renpote nulticast |inks to which they are not
directly connected, using a Discovery Relay. As such, there are two
parts to the protocol: connections between Di scovery Proxies and

Di scovery Rel ays, and conmuni cations between Di scovery Rel ays and
nDNS agents.

3.1. Connections between Proxies and Rel ays (overview)

Di scovery Relays listen for incom ng connection requests.

Connecti ons between Di scovery Proxies and Di scovery Relays are
establi shed by Discovery Proxies. Connections are authenticated and
encrypted using TLS, with both client and server certificates.
Connections are long-lived: a Discovery Proxy is expected to send
many queries over a single connection, and Di scovery Relays wll
forward all nDNS traffic from subscribed interfaces over the
connecti on.

The stream encapsulated in TLS will carry DNS frames as in the DNS
TCP protocol [RFCL035] Section 4.2.2. However, all nmessages will be
DSO nessages [|-D.ietf-dnsop-session-signal]. There will be three
types of such nessages between Di scovery Proxy and Discovery Rel ay:

o0 Control messages from Proxy to Rel ay

o0 nDNS nessages from Proxy to Rel ay

o nDNS nessages from Relay to Proxy

Subscri be messages fromthe Discovery Proxy to the Di scovery Rel ay
indicate to the Discovery Relay that nDNS nessages from one or nore
specified nulticast Iinks are to be relayed to the Discovery Proxy.
nDNS nmessages froma Discovery Proxy to a Discovery Relay cause the
Di scovery Relay to transnit the nDNS nessage on one or nore nulticast
links to which the Discovery Relay host is directly attached.

nDNS nessages froma Discovery Relay to a Discovery Proxy are sent
whenever an nDNS nessage is received on a nulticast link to which the
Di scovery Rel ay has subscri bed.

During periods with no traffic flowing, D scovery Proxies are

responsi bl e for generating any necessary keepalive traffic, as stated
in the DSO specification [I-D.ietf-dnsop-session-signal].
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3.2. nDNS Messages On Multicast Links

Di scovery Relays listen for nDNS traffic on all configured multicast
Iinks that have at |east one active subscription froma Discovery
Proxy. Wen an nDNS nessage is received on a multicast link, it is

f orwarded on every open Di scovery Proxy connection that is subscribed
to nDNS traffic on that nmulticast link. 1In the event of congestion
where a particular D scovery Proxy connection has no buffer space for
an nDNS nessage that woul d otherwi se be forwarded to it, the nDNS
message is not forwarded to it. Nornmal nDNS retry behavior is used
to recover fromthis sort of packet |loss. Discovery Relays are not
expected to buffer nore than a few nDNS packets. Excess nDNS packets
are silently discarded. In reality this is expected to be a

noni ssue. Particularly on networks like W-Fi, multicast packets are
transmitted at rates ten or even a hundred tines slower than unicast
packets. This neans that even at peak nulticast packets rates, it is
likely that a unicast TCP connection will able to carry those packets
with ease.

Di scovery Proxi es send nDNS nessages they wi sh to have sent on their
behal f on renote nulticast link(s) on which the Discovery Proxy has
an active subscription. A Discovery Relay will not transmt nDNS
packets on any nulticast link on which the renote D scovery Proxy
does not have an active subscription, since it nmakes no sense for a
Di scovery Proxy to ask to have a query sent on its behalf if it’s not
able to receive the responses to that query.

4. Connections between Proxies and Rel ays (details)

When a Discovery Relay starts, it opens a passive TCP listener to
recei ve incom ng connection requests from Di scovery Proxies. This
listener may be bound to one or nore source | P addresses, or to the
wi | dcard address, depending on the inplenmentation. Wen a connection
is received, the relay nust first validate that it is a connection to
an | P address to which connections are allowed. For exanple, it may
be that only connections to ULAs are allowed, or to the | P addresses
configured on certain interfaces. |If the listener is bound to a
specific | P address, this check is unnecessary.

If the relay is using an | P address whitelist, the next step is for
the relay to verify that that the source | P address of the connection
is onits whitelist. |[|f the connection is not pernitted either
because of the source address or the destination address, the

Di scovery Relay responds to the TLS dient Hello message fromthe

Di scovery Proxy with a TLS user_canceled alert ([I-D.ietf-tls-tlsl13]
Section 6.1).
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O herwi se, the Discovery Relay will attenpt to conplete a TLS
handshake with the Di scovery Proxy. Discovery Proxies are required
to send the post_handshake auth extension ([I-D.ietf-tls-tls13]
Section 4.2.5). |If a Discovery Relay receives a ClientHello nessage
with no post handshake auth extension, the Discovery Relay rejects
the connection with a certificate_required alert
([1-D.ietf-tls-tls13] Section 6.2).

Once the TLS handshake is complete, the Di scovery Relay MJST request
post - handshake authentication as described in ([I-D.ietf-tls-tlsl3]
Section 4.6.2). |If the Discovery Proxy refuses to send a
certificate, or the key presented does not nmatch the key associ ated
with the I P address from which the connection originated, or the
CertificateVerify does not validate, the connection is dropped with
the TLS access_denied alert ([I-D.ietf-tls-tls13] Section 6.2).

Once the connection is established and authenticated, it is treated
as a DNS TCP connection [ RFC1035].

Al'i veness of connections between Di scovery Proxies and Relays is

mai nt ai ned as described in Section 4 of
[I-D.ietf-dnsop-session-signal]. Discovery Proxies nust al so honor
the "Retry Delay’ TLV (section 5 of [I-D.ietf-dnsop-session-signal])
if sent by the Discovery Relay.

Di scovery Proxies may establish nore than one connection to a
specific Discovery Relay. This would happen in the case that a TCP
connection stalls, and the Di scovery Proxy is able to reconnect
before the previous connection has tinmed out. It could al so happen
as a result of a server restart. It is not likely that two active
connections fromthe same Di scovery Proxy woul d be present at the
same time, but it must be possible for additional connections to be
established. The Discovery Relay may drop the ol d connection when
the new one has been fully established, including a successful TLS
handshake. What it nmeans for two connections to be fromthe sane
Di scovery Proxy is that the connections both have source addresses
that belong to the sane Discovery Proxy, and that they were

aut henticated using the sanme client certificate.

5. Traffic fromRelays to Proxies

The mere act of connecting to a Discovery Relay does not result in
any nDNS traffic being forwarded. 1In order to request that nDNS
traffic froma particular multicast link be forwarded on a particul ar
connection, the Discovery Proxy nust send one or nore DSO nessages,
each containing a single nDNS Li nk Request TLV (Section 8.1)
indicating the nulticast link fromwhich traffic is requested.
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When such a nmessage is received, the Discovery Relay validates that
the specified nulticast link is available for forwarding, and that
forwarding is enabled for that nmulticast |link. For each such nmessage
the Discovery Relay validates the nulticast |ink specified and
includes, in a single response, RCODE O if the multicast |ink
specified is valid, or RCODE 3 (NXDOVAIN / Nane Error -- Nanmed entity
does not exist) otherwi se. For each valid nmulticast link, it begins
forwarding all nDNS traffic fromthat link to the D scovery Proxy.
Delivery is not guaranteed: if there is no buffer space, packets wll
be dropped. It is expected that regular nDNS retry processing wll
take care of retransnission of |ost packets. The anount of buffer
space is inplenentation dependent, but generally should not be nore
than the bandwi dth del ay product of the TCP connection [RFC1323].

The Discovery Relay should use the TCP_NOTSENT_LOWMAT nechani sm

[ NOTSENT] [PRIQ or equivalent, to avoid building up a backlog of data
in excess of the anmount necessary to have in flight to fill the
bandwi dt h del ay product of the TCP connection

nDNS nessages from Rel ays to Proxies are franmed within DSO nessages.
Each DSO nessage can contain nultiple TLVs, but only a single nDNS
message i s conveyed per DSO nessage. Each forwarded nDNS nessage is
contained in an nDNS Message TLV (Section 8.4). The |ayer two source
address of the nmessage, if known, MAY be encoded in a Layer Two
Source TLV (Section 8.5). The source |IP address and port of the
message MUST be encoded in an I P Source TLV (Section 8.6). The

mul ticast |ink on which the nessage was received MIST be encoded in a
Link Identifier TLV (Section 8.3). The Discovery Proxy MJST silently
i gnore unrecogni zed TLVs in nDNS nessages, and MJST NOT di scard nDNS
messages that include unrecogni zed TLVs.

A Discovery Proxy may discontinue listening for nDNS nessages on a
particular multicast |link by sending a DSO nessage contai ning an nDNS
Li nk Di scontinue TLV (Section 8.2). Subsequent messages fromthat
link that had previously been queued nmay arrive after |istening has
been di scontinued. The Discovery Proxy should silently discard such
messages. The Discovery Relay MJST di scontinue generating such
nmessages as soon as the request is received. The Discovery Rel ay
does not respond to this nessage other than to discontinue forwarding
nDNS nmessages fromthe specified |inks.

6. Traffic fromProxies to Rel ays

Like nDNS traffic fromrelays, each nDNS nessage sent by a Di scovery
Proxy to a Discovery Relay is encapsulated in an nDNS Message TLV
(Section 8.4) within a DSO nessage. Each nmessage MJST contai n one or
nmore Link ldentifier TLVs (Section 8.3). The Discovery Relay will
transmit the nessage to the nDNS port and nulticast address on each
link specified in the nessage using the specified | P address fanily.
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7. Discovery Proxy Behavi or

Di scovery Proxies treat multicast links for which D scovery Rel ay
service is being used as if they were virtual interfaces; in other
words, a Discovery Proxy serving nmultiple nulticast |inks using

mul tiple Discovery Rel ays behaves the sane as a Di scovery Proxy
serving rmultiple nulticast links using multiple physical network
interfaces. 1In this section we refer to nulticast |inks served
directly by the Discovery Proxy as |ocally-connected |inks, and

mul ticast |inks served through the Discovery Relay as rel ay-connected
I'i nks.

What this means is that when a Discovery Proxy receives a DNSSD query
froma client via unicast, it will generate nDNS query nessages on
the relevant nulticast link(s) for which it is acting as a proxy.

For locally-connected link(s), those query nessages will be sent
directly. For relay-connected link(s), the query nessages wll be
sent through the Discovery Relay that is being used to serve that

mul ticast |ink.

Responses from devi ces on | ocally-connected |inks are processed
normal ly. Responses from devices on rel ay-connected links are
received by the Discovery Relay, encapsul ated, and forwarded to the
Di scovery Proxy; the Discovery Proxy then processes these nessages
using the link-identifying information included in the encapsul ation

Di scovery Proxies do not generally respond to nDNS queries on rel ay-
connected links. The one exception is responding to the Donain
Enuneration queries used to bootstrap uni cast service discovery
("I'b. _dns-sd. _udp.local", etc.) [RFC6763]. Apart fromthese Donain
Enumer ation queries, if any other nDNS query is received froma

Di scovery Relay, the Discovery Proxy silently discards it.

In principle it could be the case that sone device is capable of
perform ng service discovery using Milticast DNS, but not using
tradi tional unicast DNS. Responding to nDNS queries received from
the Di scovery Relay could address this use case. However, continued
reliance on nulticast is counter to the goals of the current work in
service discovery, and to benefit from w de-area service di scovery
such client devices should be updated to support service discovery
usi ng uni cast queri es.
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8. DSO TLVs
Thi s docunent defi nes a nodest nunber of new DSO TLVs.
8.1. nDNS Link Request

The nDNS Li nk Request TLV conveys a link identifier fromwhich a

Di scovery Proxy is requesting that a Discovery Relay forward nDNS
traffic. The link identifier cones fromthe provisioning
configuration (see Section 9). The DSO TYPE for this TLV is TBD-R
DSO- LENGTH i s always 5. DSO DATA is the 8-bit address famly
followed by the 32-bit link identifier, in network byte order, as
described in Section 9. An address fanily value of 1 indicates |Pv4
and 2 indicates |Pv6, as recorded in the | ANA Registry of Address
Fam |y Numbers [ AdFan .

The nDNS Li nk Request TLV can only be used as a primary TLV, and
requi res an acknow edgenent.

At nost one nDNS Link Request TLV may appear in a DSO nessage. To
request multiple link subscriptions, multiple separate DSO nessages
are sent, each containing a single nDNS Li nk Request TLV.

8.2. nDNS Link D scontinue

The nDNS Link Discontinue TLV is used by Discovery Proxies to
unsubscri be to nDNS nessages on the specified nulticast |link. DSO
TYPE is TBD-D. DSO LENGIH is always 5. DSO DATA is the 8-bit
address fanmly followed by the 32-bit link identifier, in network
byte order, as described in Section 9.

The nDNS Link Di scontinue TLV can only be used as a primary TLV, and
is not acknow edged.

At nost one nDNS Link Discontinue TLV may appear in a DSO nessage.
To unsubscribe fromnmultiple links, multiple separate DSO nessages
are sent, each containing a single nDNS Link Di scontinue TLV.

8. 3. Link Identifier

This option is used both in DSO nessages from Di scovery Relays to

Di scovery Proxies that contain recei ved nDNS nessages, and from

Di scovery Proxies to Discovery Relays that contain nDNS nessages to
be transmitted on the multicast link. 1In the forner case, it

i ndicates the nmulticast |link on which the nessage was received; in
the latter case, it indicates the nulticast |link on which the nessage
should be transmtted. DSO TYPE is TBD-L. DSO LENGIH is al ways 5.
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DSO DATA is the 8-bit address fanmly followed by the 32-bit |ink
identifier, in network byte order, as described in Section 9.

The Link ldentifier TLV can only be used as an additional TLV.
8.4. nDNS Message

The nDNS Message TLV is used to encapsul ate an nDNS nessage that is
being forwarded froma nulticast link to a Discovery Proxy, or is

bei ng sent froma Discovery Proxy for transm ssion on a nulticast
link. Only the application |ayer payload of the nDNS nessage is
carried in the DSO nDNS Message TLV, i.e., just the DNS nessage
itself, beginning with the DNS Message I D, not the IP or UDP headers.
The DSO TYPE for this TLV is TBD-M DSO LENGIH is the |l ength of the
encapsul at ed nDNS nessage. DSO DATA is the content of the

encapsul at ed nDNS nessage.

The nDNS Message TLV can only be used as a primary TLV, and is not
acknow edged.

8.5. Layer Two Source Address

The Layer Two Source Address TLV is used to report the |ink-Iayer
address from whi ch an nDNS nessage was received. This TLV is
optionally present in DSO nessages from Di scovery Relays to Di scovery
Proxi es that contain nDNS nessages when the source |ink-layer address
is known. The DSO TYPE is TBD-2. DSO LENGTH i s vari abl e, depending
on the Iength of link-layer addresses on the link fromwhich the
message was received. DSO DATA is the link-layer address as it was
recei ved on the link.

The Layer Two Source Address TLV can only be used as an additional
TLV.

8. 6. | P Source

The I P Source TLV is used to report the | P source address and port
fromwhi ch an nDNS nessage was received. This TLV is present in DSO
messages from Di scovery Relays to Discovery Proxies that contain nDNS
messages. DSO TYPE is TBD-A. DSO LENGTH is either 6, for an | Pv4
address, or 18, for an |IPv6 address. DSO DATA is the source port,
followed by the IP Address, in network byte order.

The I P Source TLV can only be used as an additional TLV.
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9. Provisioning

In order for a Discovery Proxy to use Discovery Relays, it nust be
configured with sufficient information to identify nulticast |inks on
whi ch service discovery is to be supported and connect to discovery
rel ays supporting those nmulticast links, if it is not running on a
host that is directly connected to those nulticast |inks.

A Di scovery Relay nmust be configured both with a set of nulticast
links to which the host on which it is running is connected, on which
nDNS rel ay service is to be provided, and also with a |ist of one or
nmore Di scovery Proxies authorized to use it.

On a network supporting DNS Service Discovery using Discovery Rel ays,
nmore than one different Discovery Relay inplenentation is likely be
present. Wiile it nmay be that only a single Discovery Proxy is
present, that inplenentation will need to be able to be configured to
interoperate with all of the D scovery Relays that are present.
Consequently, it is necessary that a standard set of configuration
paraneters be defined for both Discovery Proxies and Di scovery

Rel ays.

DNS Service Discovery generally operates within a constrai ned set of
links, not across the entire internet. This section assunes that
what will be configured will be a limted set of |links operated by a
single entity or small set of cooperating entities, anong which
services present on each link should be available to users on that
link and every other link. This could be, for exanple, a home
network, a small office network, or even a network covering an entire
building or small set of buildings. The set of Discovery Proxies and
Di scovery Relays within such a network will be referred to in this
section as a ’'Di scovery Domain’

Dependi ng on the context, several different candi dates for
configuration of Discovery Proxies and Discovery relays nay be
applicable. The sinplest such mechanismis a nanual configuration
file, but regardl ess of provisioning nechanism certain configuration
i nformati on needs to be conmunicated to the devices, as outlined

bel ow.

9.1. Provisioned hjects

Three types of objects nust be described in order for Discovery
Proxi es and Di scovery Relays to be provisioned: Discovery Proxies,

Mul ticast Links, and D scovery Relays. "Human-readabl e" bel ow neans
actual words or proper nanes that will nake sense to an untrained
human bei ng. "Machi ne-readabl e" neans a nane that will be used by

machines to identify the entity to which the name refers. Each
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entity must have a machi ne-readabl e nane and may have a hunman-
readable name. No two entities can have the same human-readabl e
nane. Simlarly, no two entities can have the sane machi ne-readabl e
narne.

9.1.1. Milticast Link
The description of a multicast link consists of:

link-identifier A 32-bit identifier that uniquely identifies that
link within the D scovery Domain. Each |link MJST have exactly one
such identifier. Link Identifiers do not have any specia
semantics, and are not intended to be human-readabl e.

| dh-name A fully-qualified domain name for the nmulticast |ink that
is used to forman LDH donmain name as described in section 5.3 of
the Discovery Proxy specification [I-D.ietf-dnssd-hybrid]. This
nane is used to identify the Iink during provisioning, and nust be
present.

hr-name A human-readabl e user-friendly fully-qualified domain name
for the nulticast link. This nane MJST be unique within the
Di scovery Domain. Each multicast |ink MUST have exactly one such
nane. The hr-name MAY be the sane as the | dh-nanme. (The hr-name
is allowed to contain spaces, punctuation and rich text, but it is
not required to do so.)

The | dh-nanme and hr-nanme can be used to formthe LDH and human-
readabl e donmai n nanmes as described in [I-D.ietf-dnssd-hybrid],
section 5. 3.

Note that the | dh-name and hr-name can be used in two different ways

On a small hone network with little or no human admini strative

configuration, link nanes nmay be directly visible to the user. For
exanple, a search in "hone.arpa’ on a snmall hone network may discover
services on both ethernet. hone.arpa and wi -fi.honme.arpa. In the case

of a home user who has one Ethernet-connected printer and one W-Fi -
connected printer, discovering that they have one printer on

et hernet. hone. arpa and another on w -fi.hone.arpa i s understandabl e
and neani ngful .

On a large corporate network with hundreds of W-Fi Access Points,
the individual |ink names of the hundreds of nulticast |links are |ess
likely to be useful to end users. |In these cases, Discovery Broker
functionality [I-D. sctl-discovery-broker] is used to translate the
many |ink nanes to sonet hing nore neaningful to users. For exanple,
in a building with 50 W-Fi Access Points, each with their own |ink
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nanes, services on all the different physical |inks may be presented
to the user as appearing in 'headquarters.exanple.com. |In this
case, the individual |ink names can be thought of simlar to MAC

addresses or | Pv6 addresses. They are used internally by the
software as unique identifiers, but generally are not exposed to end
users.

9.1.2. Discovery Proxy
The description of a Discovery Proxy consists of:

name a machi ne-readabl e nane used to reference this Discovery Proxy
i n provisioning.

hr-name an optional human-readabl e nane which can appear in
provi sioning, nonitoring and debuggi ng systens. Mist be uni que
within a Discovery Donain.

public-key a public key that identifies the Discovery Proxy. This
key can be shared across services on the D scovery Proxy Host.
The public key is used both to uniquely identify the Discovery
Proxy and to authenticate connections fromit.

private-key the private key corresponding to the public key.

source-i p-addresses a list of | P addresses that may be used by the
Di scovery Proxy when connecting to Discovery Relays. These
addresses shoul d be addresses that are configured on the D scovery
Proxy Host. They should not be tenporary addresses. All such
addresses nust be reachable within the Discovery Domain.

public-ip-addresses a list of |IP addresses that nmay be used to
submit DNS queries to the Discovery Proxy. This is not used for
interoperation with Discovery Relays, but is nentioned here for
conpl eteness: this list of addresses may differ fromthe 'source-
i p-addresses’ list. |f any of these addresses are reachable from
outside of the Discovery Donain, services in that domain will be
di scover abl e outside of the domain.

multicast links a list of nmulticast links on which this Discovery
Proxy is expected to provide service

The private key should never be distributed to other hosts; all of

the other information describing a Discovery Proxy can be safely
shared with Discovery Rel ays
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9.1.3. Discovery Relay
The description of a Discovery Relay consists of:

nane a required machi ne-readable identifier used to reference the
rel ay

hr-name an optional human-readabl e nane which can appear in
provi sioning, nonitoring and debuggi ng systens. Mist be uni que
within a Discovery Donmain.

public-key a public key that identifies the Discovery Relay. This
key can be shared across services on the Discovery Relay Host.
Indeed, if a Discovery Proxy and Di scovery Relay are running on
the sane host, the sane key may be used for both. The public key
uniquely identifies the Discovery Relay and is used by the
Di scovery Proxy to verify that it is talking to the intended
Di scovery Relay after a TLS connection has been establ i shed.

private-key the private key corresponding to the public key.

connect-tuples a list of I P address/port tuples that nay be used to
connect to the Discovery Relay. The relay nay be configured to
listen on all addresses on a single port, but this is not
required, so the port as well as the address nust be specified.

multicast links a list of nmulticast links to which this relay is
physi cal |y connect ed.

The private key should never be distributed to other hosts; all of
the other information describing a Discovery Relay can be safely
shared with Di scovery Proxies

9.2. Configuration Files

For this discussion, we assune the sinplest possible neans of
configuring Discovery Proxies and Di scovery Rel ays: the configuration
file. Any environment where changes will happen on a regular basis
will either require some automatic nmeans of generating these
configuration files as the network topol ogy changes, or will need to
use a nore autonmatic nmethod for configuration, such as HNCP

[ RFC7788] .

There are many different ways to organi ze configuration files. This
di scussi on assunmes that nmulticast |links, relays and proxies will be
specified as objects, as described above, perhaps in a master file,
and then the specific configuration of each proxy or relay wll
reference the set of objects in the naster file, referencing objects
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by name. This approach is not required, but is sinply shown as an
exanple. In addition, the private keys for each proxy or relay nust
appear only in that proxy or relay’ s configuration file.

The master file contains a |ist of Discovery Relays, D scovery
Proxi es and Multicast Links. Each object has a nane and all the
other data associated with it. W do not fornally specify the format
of the file, but it might |ook sonething Iike this:

Rel ay upstairs
public-key xxx
connect-tuple 192.0.2.1 1917
connect-tuple fd0O::1 1917
link upstairs-wifi
link upstairs-wired
Rel ay downstairs
public-key yyy
connect-tuple 192.51.100.1 2088
connect-tupl e fd00O::2 2088
I'ink downstairs-wfi
Iink downstairs-wred
Proxy main
public-key zzz
address 203.1.113.1
Li nk upstairs-wfi
id1
nane Upstairs Wi
Li nk upstairs-wred
id 2
hr-name Upstairs Wred
Li nk downstairs-wifi
id 3
nane Downstairs Wfi
Li nk downstairs-wired
id 4
hr-name Downstairs Wred
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9.3. Discovery Proxy Configuration

The Di scovery Proxy configuration contains enough information to
identify which D scovery Proxy is being configured, enunerate the
list of multicast Ilinks it is intended to serve, and provide keying
information it can use to authenticate to Discovery Relays. It may
al so contain custominformati on about the port and/or | P address(es)
on which it will respond to DNS queri es.

An exanpl e configuration, follow ng the convention used in this
section, mght | ook sonething like this:

Proxy main
private-key zzz
subscri be upstairs-wfi
subscri be downstairs-wifi
subscri be upstairs-wired
subscri be downstairs-wred

When conbined with the master file, this configuration is sufficient
for the Discovery Proxy to identify and connect to the relay proxies
that serve the links it is configured to support.

9.4. Discovery Relay Configuration
The di scovery relay configuration just needs to tell the discovery
relay what name to use to find its configuration in the master file,
and what the private key is corresponding to its public key in the
master file. For exanple:

Rel ay Downstairs
private-key yyy
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10. Security Considerations
11. | ANA Consi derations

The 1ANA is kindly requested to update the DSO Type Codes Registry
[I-D.ietf-dnsop-session-signal] by allocating codes for each of the
TBD type codes listed in the follow ng table, and by updating this
docunent, here and in Section 8  Each type code should list this
docunent as its reference docunent.

| | Standard | nDNS Li nk Request |
| | Standard | nDNS Di scontinue |
| TBD-L | Standard | Link Identifier [
I I I I
I I I I
I I I I

TBD- M St andard nDNS Messsage
TBD- 2 St andard Layer Two Source Address
TBD- A St andard | P Source

Fomm e - - Fomm e e e o - Fo e e e e e e eam o +

DSO Type Codes to be allocated
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