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Abst r act

Thi s docunment defines a security protocol providing end to end data
integrity and confidentiality services for the Bundle Protocol
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material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 2, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
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Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Bi rrane & McKeever Expi res January 2, 2018 [ Page 1]



Internet-Draft Bundl e Protocol Security Specification

Tabl e of Contents

1.

9.

e e

NN NN

10.
11. .
11.1. Bundl e Bl ock Types .

12. References .
12.1. Normative Ref erences .o
12.2. Informmtive References .
Appendi x A.  Acknow edgenents .

W0 WWwwwww o

I ntroduction .
Supported Securi ty SerV| ces .
Speci fication Scope .

Rel at ed Docunents .

1
2
3
.4. Term nol ogy .
De

si gn Deci si ons e

1 Bl ock-Level Granularity .
2 Mul tiple Security Sources .
3 M xed Security Policy . . . .
4 User - Sel ected Ci pher Suites .
5 Det erni ni stic Processing
Security Bl ocks . .
1. Block Definitions .
2 Uni queness . .
3 Tar get MJ|'[Ip|ICI'[y .

4 Target ldentification .

5 Bl ock Representation

6 Abstract Security Block .

7 Bl ock Integrity Block . . .
8. Block Confidentiality Bl ock .
9. Block Interactions

.10. Ci pher Suite Paraneter and Resul t I d.en'.[ i fi .ca'.[i .on.
.11. BSP Bl ock Exanple .

Canoni cal Forns .
Security Processing .

.1. Bundl es Received f.rom Gher Nodes

5.1.1. Receiving BCB Bl ocks
5.1.2. Receiving BIB Bl ocks

.2. Bundle Fragnentation and Reassenbly .

Key Minagemant
Security Policy ConS| deratl ons
Security Considerations .

.1. Attacker Capabilities and OOJ ect | ves

Attacker Behaviors and BPSec Mtigations
2.1. Eavesdroppi ng Attacks .
2.2. Modification Attacks
2.3. Topology Attacks
2.4. Message Injection . .
pher Suite Aut horship Consi deratl ons
Defining Other Security Bl ocks
| ANA Consi derations . .

2
8.
8.
8.
8.
G

Bi rrane & McKeever Expi res January 2, 2018

July 2017

OO N~NOOOUTOTh WW



Internet-Draft Bundl e Protocol Security Specification July 2017

1.

1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . . ... ... 32
I nt roducti on

Thi s docunment defines security features for the Bundl e Protocol (BP)
[BPBIS] and is intended for use in Delay Tol erant Networks (DTNs) to
provi de end-to-end security services.

The Bundl e Protocol specification [BPBIS] defines DIN as referring to
"a networking architecture providing communications in and/or through
hi ghly stressed environnents" where "BP nmay be viewed as sitting at
the application | ayer of some nunber of constituent networks, formng
a store-carry-forward overlay network". The term"stressed"
environnment refers to nultiple challenging conditions including
intermttent connectivity, |large and/or variable delays, asymretric
data rates, and high bit error rates.

The BP ni ght be depl oyed such that portions of the network cannot be
trusted, posing the usual security challenges related to
confidentiality and integrity. However, the stressed nature of the
BP operating environment inposes unique conditions where usua
transport security nechani sns may not be sufficient. For exanple,
the store-carry-forward nature of the network may require protecting
data at rest, preventing unauthorized consunption of critica
resources such as storage space, and operating w thout regular
contact with a centralized security oracle (such as a certificate
aut hority).

An end-to-end security service is needed that operates in all of the
envi ronnments where the BP operates.

1. Supported Security Services

BPSec provides end-to-end integrity and confidentiality services for
BP bundl es.

Integrity services ensure that protected data within a bundle are not
changed fromthe tine they are provided to the network to the tine
they are delivered at their destination. Data changes may be caused
by processing errors, environnental conditions, or intentiona
mani pul ati on.

Confidentiality services ensure that protected data is unintelligible
to nodes in the DTN, except for authorized nodes possessing speci al
information. Confidentiality, in this context, applies to the
contents of protected data and does not extend to hiding the fact
that protected data exist in the bundle.
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NOTE: Hop-by-hop authentication is NOT a supported security service
in this specification, for three reasons.

1. The term "hop-by-hop" is anbiguous in a BP overlay, as nodes that
are adjacent in the overlay nmay not be adjacent in physica
connectivity. This condition is difficult or inpossible to
detect and therefore hop-by-hop authentication is difficult or
i mpossi bl e to enforce.

2. Networks in which BPSec nay be depl oyed may have a mi xture of
security-aware and not-security-aware nodes. Hop-by-hop
aut henti cation cannot be deployed in a network if adjacent nodes
in the network have different security capabilities.

3. Hop-by-hop authentication is a special case of data integrity and
can be achieved with the integrity nechanisns defined in this
specification. Therefore, a separate authentication service is
not necessary.

1.2. Specification Scope

This docunent defines the security services provided by the BPSec.
This includes the data specification for representing these services
as BP extension blocks, and the rules for adding, renoving, and
processing these bl ocks at various points during the bundle’'s
traversal of the DTN

BPSec applies only to those nodes that inplenent it, known as
"security-aware" nodes. There night be other nodes in the DTN that
do not inplement BPSec. While all nodes in a BP overlay can exchange
bundl es, BPSec security operations can only happen at BPSec security-
awar e nodes.

This specification does not address individual cipher suite

i npl ementations. Different networking conditions and operationa
consi derations require varying strengths of security nechani sm such
that nmandating a cipher suite in this specification may result in too
much security for sone networks and too little security in others

It is expected that separate docunents will be standardized to define
ci pher suites conpatible with BPSec, to include operational cipher
suites and interoperability cipher suites.

This specification does not address the inplenentation of security
policy and does not provide a security policy for the BPSec. Simlar
to cipher suites, security policies are based on the nature and
capabilities of individual networks and network operational concepts.
This specification does provide policy considerations when building a
security policy.
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Thi s specification does not address how to conbine the BPSec security
bl ocks with other protocols, other BP extension blocks, or other best
practices to achieve security in any particular network

i mpl enent ati on.

1.3. Related Docunents

Thi s docunment is best read and understood within the context of the
foll owi ng other DTN docunents:

"Del ay- Tol erant Networking Architecture" [RFC4838] defines the
architecture for DINs and identifies certain security assunptions
made by existing Internet protocols that are not valid in a DTN

The Bundl e Protocol [BPBIS] defines the format and processing of
bundl es, defines the extension block format used to represent BPSec
security bl ocks, and defines the canonicalization algorithns used by
this specification.

The Bundl e Security Protocol [RFC6257] and Streanlined Bundl e
Security Protocol [SBSP] documents introduced the concepts of using
BP extension bl ocks for security services in a DINN. The BPSec is a
continuation and refinenment of these docunents.

1.4. Ternmninol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

This section defines term nol ogy either unique to the BPSec or
ot herwi se necessary for understanding the concepts defined in this
speci fication.

0 Bundle Source - the node which originates a bundle. The Node ID
of the BPA originating the bundle.

o0 Forwarder - any node that transmits a bundle in the DIN. The Node
I D of the Bundle Protocol Agent (BPA) that sent the bundle on its
nost recent hop

0 Internedi ate Receiver, Waypoint, or "Next Hop" - any node that

receives a bundle froma Forwarder that is not the Destination
The Node I D of the BPA at any such node.
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o0 Path - the ordered sequence of nodes through which a bundl e passes
on its way from Source to Destination. The path is not
necessarily known in advance by the bundle or any BPAs in the DTN

0 Security Block - a BPSec extension block in a bundle.

0 Security Operation - the application of a security service to a
security target, notated as OP(security service, security target).
For exanple, OP(confidentiality, payload). Every security
operation in a bundl e MUST be uni que, neaning that a security
service can only be applied to a security target once in a bundle.
A security operation is inplenented by a security bl ock.

0 Security Service - the security features supported by this
specification: integrity and confidentiality.

0 Security Source - a bundle node that adds a security block to a
bundl e. The Node ID of that node.

0 Security Target - the block within a bundle that receives a
security-service as part of a security-operation

2. Design Decisions

The application of security services in a DINis a conplex endeavor
that must consi der physical properties of the network, policies at
each node, and various application security requirenents. This
section identifies those desirable properties that guide design
decisions for this specification and are necessary for understandi ng
the format and behavi or of the BPSec protocol

2.1. Block-Level Ganularity

Security services within this specification MJUST allow different
bl ocks within a bundle to have different security services applied to
t hem

Bl ocks within a bundle represent different types of information. The
primary bl ock contains identification and routing information. The
payl oad bl ock carries application data. Extension blocks carry a
variety of data that nmay augnent or annotate the payl oad, or
otherw se provide informati on necessary for the proper processing of
a bundle along a path. Therefore, applying a single level and type
of security across an entire bundle fails to recognize that blocks in
a bundle may represent different types of information with different
security needs.
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For exanple, a payload block night be encrypted to protect its
contents and an extension bl ock containing sumrmary information
related to the payload mght be integrity signed but unencrypted to
provi de waypoi nts access to payl oad-rel ated data w thout providing
access to the payl oad.

2.2. Miltiple Security Sources

A bundl e MAY have multiple security bl ocks and these bl ocks MAY have
different security sources.

The Bundl e Protocol allows extension blocks to be added to a bundl e
at any tine during its existence in the DIN. Wen a waypoi nt adds a
new extension block to a bundle, that extension block nay have
security services applied to it by that waypoint. Simlarly, a
waypoi nt may add a security service to an existing extension block
consistent with its security policy. For exanple, a node
representing a boundary between a trusted part of the network and an
untrusted part of the network may wi sh to apply payl oad encryption
for bundles leaving the trusted portion of the network.

When a waypoi nt adds a security service to the bundle, the waypoint
is the security source for that service. The security block(s) which
represent that service in the bundle may need to record this security
source as the bundle destination mght need this information for
processing. For exanple, a destination node mght interpret policy
as it related to security blocks as a function of the security source
for that bl ock.

2.3. Mxed Security Policy
The security policy enforced by nodes in the DIN MAY differ

Sone waypoi nts nay not be security aware and will not be able to
process security blocks. Therefore, security bl ocks MJST have their
processing flags set such that the block will be treated
appropriately by non-security-aware waypoints

Sone waypoints will have security policies that require evaluating
security services even if they are not the bundle destination or the
final intended destination of the service. For exanple, a waypoint
may choose to verify an integrity service even though the waypoint is
not the bundl e destination and the integrity service will be needed
by ot her node al ong the bundl e’ s path.

Sone waypoints will determ ne, through policy, that they are the

i ntended recipient of the security service and terninate the security
service in the bundle. For exanple, a gateway node nay determ ne

Bi rrane & McKeever Expi res January 2, 2018 [ Page 7]



Internet-Draft Bundl e Protocol Security Specification July 2017

that, even though it is not the destination of the bundle, it should
verify and renove a particular integrity service or attenpt to
decrypt a confidentiality service, before forwardi ng the bundl e al ong
its path.

Sone waypoi nts nmay understand security blocks but refuse to process
them unl ess they are the bundl e destination

2.4. User-Selected G pher Suites

The security services defined in this specification rely on a variety
of cipher suites providing integrity signatures, cipher-text, and
other information necessary to popul ate security blocks. Users MAY
select different cipher suites to inplement security services. For
exanpl e, sone users mght prefer a SHA2 hash function for integrity
whereas other users nmay prefer a SHA3 hash function instead. The
security services defined in this specification MIST provide a
mechani sm for identifying what cipher suite has been used to popul ate
a security bl ock.

2.5. Deterministic Processing

Whenever a node determines that it nust process nore than one
security block in a received bundle (either because the policy at a
waypoi nt states that it should process security blocks or because the
node is the bundle destination) the order in which security bl ocks
are processed MIST be determnistic. Al nodes MJST inpose this same
determnistic processing order for all security blocks. This
specification provides determinismin the application and eval uation
of security services, even when doing so results in a |oss of
flexibility.

3. Security Bl ocks
3.1. Block Definitions

This specification defines two types of security block: the Bl ock
Integrity Block (BIB) and the Block Confidentiality Bl ock (BCB).

The BIB is used to ensure the integrity of its security target(s).
The integrity information in the BI B MAY be verified by any node
in between the BIB security source and the bundl e destination
Security-aware waypoints may add or renove BIBs frombundles in
accordance with their security policy.

The BCB indicates that the security target(s) have been encrypted

at the BCB security source in order to protect its content while
intransit. The BCB may be decrypted by security-aware nodes in
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3.

3.

2

3.

the network, up to and including the bundl e destination, as a
matter of security policy.

Uni queness

Security operations in a bundle MJST be unique - the sanme security
service MJUST NOT be applied to a security target nore than once in a
bundle. Since a security operation is represented as a security
block, this limts what security bl ocks may be added to a bundle: if
adding a security block to a bundl e would cause sone other security

bl ock to no | onger represent a unique security operation then the new
bl ock MUST NOT be added.

If multiple security blocks representing the sane security operation
were allowed in a bundle at the sane tinme, there would exi st

anbi guity regardi ng bl ock processing order and the property of
determnistic processing bl ocks would be | ost.

Using the notation OP(service,target), several exanples illustrate
thi s uni queness requirenent.

0 Signing the payload twice: The two operations OP(integrity,
payl oad) and OP(integrity, payload) are redundant and MJUST NOT
both be present in the sane bundle at the same tine.

0 Signing different blocks: The two operations OP(integrity,
payl oad) and OP(integrity, extension_block 1) are not redundant
and both nay be present in the sanme bundle at the sane tine.
Sinmlarly, the two operations OP(integrity, extension_block 1) and
OP(integrity, extension_block_2) are al so not redundant and may
both be present in the bundle at the same tine.

o Different Services on sane bl ock: The two operations
OP(integrity, payl oad) and OP(confidentiality, payload) are not
i nherently redundant and may both be present in the bundle at the
same time, pursuant to other processing rules in this
speci fication.

Target Multiplicity

Under special circunstances, a single security block may represent
mul tiple security operations as a way of reducing the overall nunber
of security blocks present in a bundle. In these circunstances,
reduci ng the nunber of security blocks in the bundle reduces the
anount of redundant information in the bundle.

A set of security operations may be represented by a single security
block if and only if the follow ng conditions are true.
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0 The security operations apply the same security service. For
exanple, they are all integrity operations or all confidentiality
oper ati ons.

0 The cipher suite paraneters and key information for the security
operations are identical

0 The security source for the security operations is the sane.
Meani ng the set of operations are bei ng added/renmoved by the sane
node.

0 No security operations have the same security target, as that
woul d violate the need for security operations to be unique.

0 None of the security operations conflict with security operations
al ready present in the bundle.

When representing multiple security operations in a single security
bl ock, the information that is common across all operations is
represented once in the security block, and the information which is
different (e.g., the security targets) are represented individually.
When the security block is processed all security operations
represented by the security bl ock MJST be applied/eval uated at that
tinme.

3.4. Target ldentification
A security target is a block in the bundle to which a security
service applies. This target MJUST be uni quely and unanbi guously
identifiable when processing a security block. The definition of the
ext ensi on bl ock header from[BPBIS] provides a "Bl ock Nunber" field
suitable for this purpose. Therefore, a security target in a
security bl ock MJST be represented as the Bl ock Number of the target
bl ock.

3.5. Block Representation
Each security bl ock uses the Canonical Bundle Block Format as defined
in [BPBIS]. That is, each security block is conprised of the
foll owi ng el enents:
o Block Type Code
o Bl ock Number
o Block Processing Control Flags

0 CRC Type and CRC Field (if present)
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o Block Data Length
o Block Type Specific Data Fields

Security-specific information for a security block is captured in the
"Bl ock Type Specific Data Fields"

3.6. Abstract Security Block

The structure of the security-specific portions of a security block
is identical for both the BIB and BCB Bl ock Types. Therefore, this
section defines an Abstract Security Block (ASB) data structure and
di scusses the definition, processing, and other constraints for using
this structure. An ASB is never directly instantiated within a
bundle, it is only a mechani smfor discussing the common aspects of
Bl B and BCB security bl ocks.

The fields of the ASB SHALL be as follows, listed in the order in
whi ch they MUST appear

Security Targets:
This field identifies the block(s) targetted by the security
operation(s) represented by this security block. Each target
block is represented by its unique Block Nunber. This field
SHALL be represented by a CBOR array of data itenms. Each
target within this CBOR array SHALL be represented by a CBOR
unsigned integer. This array MJST have at least 1 entry and
each entry MJST represent the Bl ock Nunber of a block that
exists in the bundle. There MJST NOT be duplicate entries in
this array.

C pher Suite ld:
This field identifies the cipher suite used to inplenent the
security service represented by this block and applied to each
security target. This field SHALL be represented by a CBOR
unsi gned i nt eger

C pher Suite Fl ags:
This field identifies which optional fields are present in the
security block. This field SHALL be represented as a CBOR
unsi gned integer containing a bit field of 5 bits indicating
the presence or absence of other security block fields, as
fol | ows.

Bit 1 (the nost-significant bit, 0x10): reserved.

Bit 2 (0x08): reserved
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Bit 3 (0x04): reserved.
Bit 4 (0x02): Security Source Present Flag.

Bit 5 (the least-significant bit, 0x01): Ci pher Suite
Paraneters Present Fl ag.

In this field, a value of 1 indicates that the associ ated
security block field MIUST be included in the security block. A
value of 0 indicates that the associated security block field
MUST NOT be in the security bl ock

ty Source (Optional Field):

This field identifies the Endpoint that inserted the security
block in the bundle. |If the security source field is not
present then the source MAY be inferred fromother information
such as the bundl e source or the previous hop, as defined by
security policy. This field SHALL be represented by a CBOR
array in accordance with [BPBIS] rules for representing
Endpoint ldentifiers (ElIDs).

Ci pher Suite Paraneters (Optional Field):

This field captures one or nore cipher suite paraneters that
shoul d be provided to security-aware nodes when processing the
security service described by this security block. This field
SHALL be represented by a CBOR array. Each entry in this array
is a single cipher suite parameter. A single cipher suite
paraneter SHALL al so be represented as a CBOR array conpri sing
a 2-tuple of the id and value of the paraneter, as foll ows.

* Paraneter Id. This field identifies which cipher suite
paraneter is being specified. This field SHALL be
represented as a CBOR unsigned integer. Paraneter ids are
sel ected as described in Section 3.10.

* Paranmeter Value. This field captures the val ue associ ated
with this paraneter. This field SHALL be represented by the
appl i cabl e CBOR representation of the paraneter, in
accordance with Section 3.10.

The | ogical |ayout of the cipher suite paranmeters array is
illustrated in Figure 1.
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T T + T +
| Paraneter 1 | Paraneter 2 | | Parameter N |
Homm - - Fomm e o Homm - - Fomm e o + Homm - - Fomm e o +
| Id | Value | 1d | Value | | Id | Value |
. N . N + . N +

Figure 1: Cipher Suite Paraneters

Security Results:
This field captures the results of applying a security service
to the security targets of the security block. This field
SHALL be represented as a CBOR array of target results. Each
entry in this array represents the set of security results for
a specific security target. The target results MJST be ordered
identically to the Security Targets field of the security
bl ock. This nmeans that the first set of target results in this
array corresponds to the first entry in the Security Targets
field of the security block, and so on. There MJST be one
entry in this array for each entry in the Security Targets
field of the security bl ock.

The set of security results for a target is also represented as
a CBOR array of individual results. An individual result is
represented as a 2-tuple of a result id and a result val ue,
defined as foll ows.

* Result Id. This field identifies which security result is
bei ng specified. Sone security results capture the prinary
output of a cipher suite. Oher security results contain
addi tional annotative information from cipher suite
processing. This field SHALL be represented as a CBOR
unsigned integer. Security result ids will be as specified
in Section 3.10.

* Result Value. This field captures the value associated with
the result. This field SHALL be represented by the
appl i cabl e CBOR representation of the result value, in
accordance with Section 3. 10.

The | ogical layout of the security results array is illustrated
in Figure 2. In this figure there are N security targets for
this security block. The first security target contains M
results and the Nth security target contains K results.
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T + T +
| Target 1 | | Target N |
Fom e e o Fomm e e e e oo - + o mm e e e e e e e e e aa o n +
| Result 1 | | Result M | ... | Result 1 | | Result K |
N e + N e + N e + N e +
| Id | Value | | Id | Value | | Id | Value | | Id | Value

ST R + ST R + ST R + ST R +

Figure 2: Security Results
3.7. Block Integrity Bl ock
A BIB is a bundle extension block with the follow ng characteristics.
o The Bl ock Type Code value is as specified in Section 11.1

o0 The Block Type Specific Data Fields follow the structure of the
ASB.

0 A security target listed in the Security Targets field MJST NOT
reference a security block defined in this specification (e.g., a
BIB or a BCB).

o The Cipher Suite Id MJST be docunented as an end-to-end
aut henti cation-ci pher suite or as an end-to-end error-detection-
ci pher suite.

0 An ElIDreference to the security source MAY be present. If this
field is not present, then the security source of the block SHOULD
be inferred according to security policy and MAY default to the
bundl e source. The security source nmay al so be specified as part
of key information described in Section 3.10.

Not es:

o It is RECOMMENDED that cipher suite designers carefully consider
the effect of setting flags that either discard the block or
delete the bundle in the event that this block cannot be
pr ocessed.

0 Since OP(integrity, target) is allowed only once in a bundl e per
target, it is RECOMMENDED t hat users wi shing to support multiple
integrity signatures for the sane target define a nmulti-signature
ci pher suite.

o For sone cipher suites, (e.g., those using asynmmetric keying to

produce signatures or those using synmetric keying with a group
key), the security information MAY be checked at any hop on the
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8.

way to the destination that has access to the required keying
i nformation, in accordance with Section 3.9.

0 The use of a generally available key is RECOWENDED i f custodia
transfer is enployed and all nodes SHOULD verify the bundl e before
accepting custody.

Bl ock Confidentiality Bl ock
A BCB is a bundle extension block with the follow ng characteristics.
The Bl ock Type Code value is as specified in Section 11.1

The Bl ock Processing Control flags value can be set to whatever
val ues are required by local policy, except that this block MJST
have the "replicate in every fragnent" flag set if the target of
the BCB is the Payl oad Block. Having that BCB in each fragnent
indicates to a receiving node that the payl oad portion of each
fragment represents cipher-text.

The Bl ock Type Specific Data Fields follow the structure of the
ASB.

A security target listed in the Security Targets field MAY
reference the payl oad bl ock, a non-security extension block, or a
BI B bl ock. A BCB MUST NOT include another BCB as a security
target. A BCB MJUST NOT target the primary bl ock.

The Cipher Suite Id MJUST be docunented as a confidentiality cipher
sui te.

Any additional bytes generated from applying the cipher suite to a
security target (such as additional authenticated text) MAY be

pl aced in an appropriate security result (e.g., an Integrity Check
Val ue) in accordance with ci pher suite and security policy.

An EID-reference to the security source MAY be present. |If this
field is not present, then the security source of the bl ock SHOULD
be inferred according to security policy and MAY default to the
bundl e source. The security source nmay al so be specified as part
of key information described in Section 3.10.

The BCB nodifies the contents of its security target(s). Wen a BCB
is applied, the security target body data are encrypted "in-pl ace"
Fol I owi ng encryption, the security target Bl ock Type Specific Data

Fi el ds contains cipher-text, not plain-text. Qher block fields
remai n unnodi fied, with the exception of the Block Data Length field,
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whi ch may be changed if the BCB is allowed to change the | ength of
the bl ock (see bel ow).

Fragnent ati on, reassenbly, and custody transfer are adversely

af fected by a change in size of the payl oad bl ock due to anmbiguity
about what byte range of the block is actually in any particul ar
fragment. Therefore, when the security target of a BCB is the bundle
payl oad, the BCB MUST NOT alter the size of the payl oad bl ock body
data. This "in-place" encryption allows fragnentation, reassenbly,
and custody transfer to operate wi thout know edge of whether or not
encryption has occurred.

If a BCB cannot alter the size of the security target (e.g., the
security target is the payload bl ock or block I ength nodifications
are disallowed by policy) then differences in the size of the cipher-
text and plain-text MUST be handled in the following way. |f the
cipher-text is shorter in length than the plain-text, padding nust be
used in accordance with the cipher suite policy. |If the cipher-text
is larger than the plain-text, overflow bytes MJST be placed in
overflow paranmeters in the Security Result field.

Not es:

o It is RECOMMENDED that cipher suite designers carefully consider
the effect of setting flags that either discard the block or
delete the bundle in the event that this block cannot be
pr ocessed.

o0 The BCB bl ock processing control flags MAY be set independently
fromthe processing control flags of the security target(s). The
setting of such flags SHOULD be an i npl enentation/policy decision
for the encrypting node.

0 A BCB MAY include information as part of additional authenticated
data to address parts of the target block that are not converted
to ci pher-text.

Bl ock I nteractions

The security block types defined in this specification are designed
to be as independent as possible. However, there are sone cases
where security blocks may share a security target creating processing
dependenci es.

If confidentiality is being applied to a target that already has
integrity applied to it, then an undesirabl e condition occurs where a
security aware waypoi nt would be unable to check the integrity result
of a block because the block contents have been encrypted after the
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integrity signature was generated. To address this concern, the
foll owi ng processing rules MIST be foll owed.

o If confidentiality is to be applied to a target, it MJST al so be
applied to any integrity operation already defined for that
target. This neans that if a BCB is added to encrypt a bl ock
anot her BCB MJST al so be added to encrypt a BIB al so targeting
t hat bl ock.

0 An integrity operation MJST NOT be applied to a security target if
a BCB in the bundl e shares the sane security target. This
prevents anbiguity in the order of evaluation when receiving a BIB
and a BCB for a given security target.

0 An integrity value MJIST NOT be evaluated if the BIB providing the
integrity value is the security target of an existing BCB block in
the bundle. In such a case, the BIB data contai ns ci pher-text as
it has been encrypted.

0 An integrity value MJUST NOT be evaluated if the security target of
the BIBis also the security target of a BCB in the bundle. 1In
such a case, the security target data contains cipher-text as it
has been encrypted.

0 As nentioned in Section 3.7, a BIB MJUST NOT have a BCB as its
security target. BCBs may enbed integrity results as part of
security results.

These restrictions on block interactions inpose a necessary ordering
when applying security operations within a bundle. Specifically, for
a given security target, BlIBs MJUST be added before BCBs. This
ordering MUST be preserved in cases where the current BPA is adding
all of the security blocks for the bundle or whether the BPAis a
waypoi nt addi ng new security bl ocks to a bundle that already contains
security bl ocks.

3.10. Cipher Suite Paraneter and Result Ildentification

C pher suite paraneters and security results each represent nmultiple
di stinct pieces of information in a security block. Each piece of
information is assigned an identifier and a CBOR encodi ng.
Identifiers MJST be unique for a given cipher suite but do not need
to be unique across all cipher suites. Therefore, paraneter ids and
security result ids are specified in the context of a cipher suite
definition.

I ndi vi dual BPSec ci pher suites SHOULD use existing registries of
identifiers and CBOR encodi ngs, such as those defined in [ COSE],
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whenever possible. Cipher suites MAY define their own identifiers
and CBOR encodi ngs when necessary.

A cipher suite MAY include nultiple instances of the sane identifier
for a paranmeter or result in a security block. Paraneters and
results are represented using CBOR, and any identification of a new
parameter or result MJST include how the value will be represented
using the CBOR specification. 1ds thenselves are always represented
as a CBOR unsigned integer.

3.11. BSP Bl ock Exampl e

An exanpl e of BPSec bl ocks applied to a bundle is illustrated in

Figure 3. In this figure the first colum represents blocks within a

bundl e and the second colum represents the Bl ock Nunber for the

bl ock, using the term nology Bl...Bn for the purpose of illustration
Bl ock in Bundl e I D

+ + +

| Primary Bl ock | Bl |

o mm e e e e e e e e e e e e e e oo +----+

| Bl B | B2 |

| OP(integrity, target=Bl) | |

e oot

[ BCB | B3 |

| OP(confidentiality, target=B4) | |

o mm e e e e e e e e e e e e e e oo +----+

| Ext ensi on Bl ock | B4

T T +o---t

[ Bl B | B5 |

| OP(integrity, target=B6) | |

o m e e e e e e e e e e e e e +----+

[ Ext ensi on Bl ock | B6 |

e oot

I BCB | B7 |

| OP(confidentiality,targets=B8, B9) | |

o m e m e e e e e e e e e e e e e e e e F--- -+

| BIB (encrypted by B7) | B8

| OP(integrity, target=B9) [ [

e +--- -

| Payl oad Bl ock | B9

T e oot

Figure 3: Sanple Use of BPSec Bl ocks

In this exanple a bundl e has four non-security-rel ated bl ocks: the
primary block (Bl), two extension blocks (B4,B6), and a payl oad bl ock
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(B9). The following security applications are applied to this
bundl e.

0 Anintegrity signature applied to the canonicalized primary bl ock
This is acconplished by a single BIB (B2).

o0 Confidentiality for the first extension block (B4). This is
acconpl i shed by a BCB bl ock (B3).

0 Integrity for the second extension block (B6). This is
acconplished by a BIB block (B5). NOTE: If the extension block B6
contains a representation of the serialized bundle (such as a hash
over all blocks in the bundle at the time of its |ast
transm ssion) then the BIB block is al so providing an
aut henti cati on service.

0 Anintegrity signature on the payload (B10). This is acconplished
by a BIB bl ock (B8).

o0 Confidentiality for the payload block and it’'s integrity
signature. This is acconplished by a BCB bl ock, B7, encrypting B8
and B9. In this case, the security source, key paraneters, and
service are identical, so a single security block MAY be used for
this purpose, rather than requiring two BCBs one to encrypt B8 and
one to encrypt B9.

4. Canoni cal Forns

Security services require consistency and deterninismin how
information is presented to cipher suites at the security source and
at a receiving node. For exanple, integrity services require that
the sane target information (e.g., the same bits in the sane order)
is provided to the cipher suite when generating an original signature
and when generating a conparison signature. Canonicalization
algorithnms are used to construct a stable, end-to-end bit
representation of a target bl ock

Canonical forms are not transmitted, they are used to generate input
to a cipher suite for security processing at a security-aware node.

The canoni calization of the primary block is as specified in [BPBIS].

Al'l non-primary bl ocks share the sanme bl ock structure and are
canoni cal i zed as specified in [BPBIS] with the follow ng exception

o |If the service being applied is a confidentiality service, then

the Bl ock Type Code, Bl ock Nunber, Block Processing Control Flags,
CRC Type and CRC Field (if present), and Block Data Length fields
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MUST NOT be included in the canonicalization. Confidentiality
services are used solely to convert the Block Type Specific Data
Fields fromplain-text to cipher-text.

0 Reserved flags MJST NOT be included in any canonicalization as it
is not known if those flags will change in transit.

These canonicalization algorithms assume that Endpoint |IDs do not
change fromthe time at which a security source adds a security bl ock
to a bundle and the tinme at which a node processes that security

bl ock.

Ci pher suites MAY define their own canonicalization algorithnms and
require the use of those algorithns over the ones provided in this
specification. In the event of conflicting canonicalization

al gorithms, cipher suite algorithns take precedence over this
speci fication.

Security Processing
This section describes the security aspects of bundl e processing.
1. Bundl es Received from & her Nodes

Security blocks MJST be processed in a specific order when received
by a security-aware node. The processing order is as follows.

o Al BCB blocks in the bundle MIST be eval uated prior to eval uating
any BIBs in the bundle. Wen BIBs and BCBs share a security
target, BCBs MJUST be evaluated first and Bl Bs second.

1.1. Receiving BCB Bl ocks

If a received bundl e contains a BCB, the receiving node MJST
determ ne whether it has the responsibility of decrypting the BCB
security target and renoving the BCB prior to delivering data to an
application at the node or forwarding the bundle.

If the receiving node is the destination of the bundle, the node MJST
decrypt any BCBs remaining in the bundle. If the receiving node is
not the destination of the bundle, the node MAY decrypt the BCB if
directed to do so as a matter of security policy.

If the security policy of a security-aware node specifies that a
bundl e shoul d have applied confidentiality to a specific security
target and no such BCB is present in the bundle, then the node MJST
process this security target in accordance with the security policy.
This MAY involve renoving the security target fromthe bundle. |[f
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the renoved security target is the payl oad bl ock, the bundl e MAY be
di scar ded

If an encrypted payl oad bl ock cannot be decrypted (i.e., the
decryption key cannot be deduced or decryption fails), then the
bundl e MUST be di scarded and processed no further. |If an encrypted
security target other than the payl oad bl ock cannot be decrypted then
the associated security target and all security bl ocks associ ated
with that target MJST be discarded and processed no further. In both
cases, requested status reports (see [BPBIS]) MAY be generated to
reflect bundle or block deletion.

When a BCB is decrypted, the recovered plain-text MIST replace the
cipher-text in the security target Bl ock Type Specific Data Fields.

If the Block Data Length field was nodified at the time of encryption
it MJUST be updated to reflect the decrypted bl ock | ength.

If a BCB contains nultiple security targets, all security targets
MUST be processed when the BCB is processed. FErrors and other
processing steps SHALL be made as if each security target had been
represented by an individual BCB with a single security target.

5.1.2. Receiving BIB Bl ocks

If a received bundl e contains a BIB, the receiving node MJST
determ ne whether it has the final responsibility of verifying the
BIB security target and renoving it prior to delivering data to an
application at the node or forwarding the bundle. If a BIB check
fails, the security target has failed to authenticate and the
security target SHALL be processed according to the security policy.
A bundl e status report indicating the failure MAY be generat ed.

O herwise, if the BIB verifies, the security target is ready to be
processed for delivery.

A BI B MUST NOT be processed if the security target of the BIBis also
the security target of a BCB in the bundle. Gven the order of
operations mandated by this specification, when both a BIB and a BCB
share a security target, it nmeans that the security target MJST have
been encrypted after it was integrity signed and, therefore, the BIB
cannot be verified until the security target has been decrypted by
processi ng the BCB

If the security policy of a security-aware node specifies that a
bundl e shoul d have applied integrity to a specific security target
and no such BIB is present in the bundle, then the node MJST process
this security target in accordance with the security policy. This
MAY involve renoving the security target fromthe bundle. |f the
renoved security target is the payload or primary block, the bundle
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MAY be discarded. This action may occur at any node that has the
ability to verify an integrity signature, not just the bundle
destinati on.

If a receiving node does not have the final responsibility of
verifying the BIBit MAY still attenpt to verify the BIB to prevent
the needl ess forwarding of corrupt data. |If the check fails, the
node SHALL process the security target in accordance to |oca

security policy. It is RECOMMENDED that if a payload integrity check
fails at a waypoint that it is processed in the sane way as if the
check fails at the destination. |f the check passes, the node MJST
NOT renove the BIB prior to forwarding

If a BIB contains nultiple security targets, all security targets
MUST be processed if the BIB is processed by the Node. Errors and
other processing steps SHALL be nmade as if each security target had
been represented by an individual BIB with a single security target.

5.2. Bundle Fragnentation and Reassenbly

If it is necessary for a node to fragnent a bundl e payl oad, and
security services have been applied to that bundle, the fragnentation
rul es described in [BPBIS] MJST be foll owed. As defined there and
summari zed here for conpl eteness, only the payl oad bl ock nmay be
fragmented; security blocks, like all extension blocks, can never be
f ragment ed.

Due to the conplexity of payload block fragnentation, including the
possibility of fragnenting payload bl ock fragnents, integrity and
confidentiality operations are not to be applied to a bundle
representing a fragnent. Specifically, a BCB or BI B MUST NOT be
added to a bundle if the "Bundle is a Fragnent" flag is set in the
Bundl e Processing Control Flags field.

Security processing in the presence of payload bl ock fragnmentation
MAY be handl ed by ot her nechani sns outside of the BPSec protocol or
by appl yi ng BPSec bl ocks in coordination with an encapsul ati on
mechani sm

6. Key Mnagenent

There exist a nyriad of ways to establish, conmunicate, and otherw se
manage key information in a DIN. Certain DTN depl oynents mi ght

foll ow established protocols for key nmanagenment whereas ot her DIN
depl oynents might require new and novel approaches. BPSec assunes
that key managenent is handled as a separate part of network
managenent and this specification neither defines nor requires a
speci fic key managenent strategy.
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Security Policy Considerations

When i npl ementi ng BPSec, several policy decisions nust be considered.
This section describes key policies that affect the generation
forwardi ng, and receipt of bundles that are secured using this
specification. No single set of policy decisions is envisioned to
work for all secure DTN depl oynents.

(0]

If a bundle is received that contains nore than one security
operation, in violation of BPSec, then the BPA nust deternine how
to handle this bundle. The bundle may be di scarded, the bl ock

af fected by the security operation nay be discarded, or one
security operation may be favored over another

BPAs in the network MJST understand what security operations they
shoul d apply to bundles. This decision may be based on the source
of the bundle, the destination of the bundle, or some other
information related to the bundle.

If a waypoint has been configured to add a security operation to a
bundl e, and the received bundl e already has the security operation
applied, then the receiver MJST understand what to do. The
receiver may di scard the bundl e, discard the security target and
associ at ed BPSec bl ocks, replace the security operation, or sone
ot her acti on.

It is recomended that security operations only be applied to the
bl ocks that absolutely need them |[If a BPA were to apply security
operations such as integrity or confidentiality to every block in
the bundl e, regardl ess of need, there could be downstream errors
processi ng bl ocks whose contents nust be inspected or changed at
every hop al ong the path.

Adding a BIB to a security target that has already been encrypted
by a BCB is not allowed. |If this condition is likely to be
encountered, there are (at |east) three possible policies that
could handle this situation.

1. At the tine of encryption, an integrity signature may be
generated and added to the BCB for the security target as
additional information in the security result field.

2. The encrypted block may be replicated as a new bl ock and
integrity signed.

3.  An encapsul ation schene may be applied to encapsul ate the
security target (or the entire bundle) such that the
encapsul ating structure is, itself, no longer the security
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target of a BCB and nmay therefore be the security target of a
Bl B.

Security Considerations

G ven the nature of DTN applications, it is expected that bundl es may
traverse a variety of environnents and devi ces which each pose uni que
security risks and requirenments on the inplenmentation of security
within BPSec. For these reasons, it is inportant to introduce key
threat nodels and describe the roles and responsibilities of the
BPSec protocol in protecting the confidentiality and integrity of the
data agai nst those threats. This section provides additiona

di scussion on security threats that BPSec will face and describes how
BPSec security nmechanisns operate to nmitigate these threats.

It should be noted that BPSEC addresses only the security of data
traveling over the DTN, not the underlying DINitself. Additionally,
BPSec addresses neither the fitness of externally-defined
cryptographi ¢ nethods nor the security of their inplenentation. It
is the responsibility of the BPSec inplenenter that appropriate

al gorithnms and nmet hods are chosen. Furthernore, the BPSec protoco
does not address threats which share conputing resources with the DIN
and/ or BPSec software inplenentations. These threats nay be
mal i ci ous software or conpronmised libraries which intend to intercept

data or recover cryptographic naterial. Here, it is the
responsibility of the BPSec inplenenter to ensure that any
cryptographic material, including shared secret or private keys, is

protected agai nst access within both nenory and storage devices.

The threat nodel described here is assuned to have a set of
capabilities identical to those described by the Internet Threat
Model in [RFC3552], but the BPSec threat nodel is scoped to
illustrate threats specific to BPSec operating within DIN
environnents and therefore focuses on man-in-the-nddle (MTM
att ackers.

1. Attacker Capabilities and bjectives

BPSec was designed to protect against MTMthreats which may have
access to a bundle during transit fromits source, Alice, to its
destination, Bob. A MTM node, Mallory, is a non-cooperative node
operating on the DIN between Alice and Bob that has the ability to
recei ve bundl es, exam ne bundl es, nodify bundles, forward bundl es,
and generate bundles at will in order to conprom se the
confidentiality or integrity of data within the DIN. For the

pur poses of this section, any MTM node is assuned to effectively be
security-aware even if it does not inplenent the BPSec protocol
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There are three classes of M TM nodes which are differenti ated based
on their access to cryptographic material :

o Unprivileged Node: Mallory has not been provisioned within the
secure environnent and only has access to cryptographic nmaterial
whi ch has been publicly-shared.

0 Legitinate Node: Mallory is within the secure environnent and
therefore has access to cryptographic material which has been
provisioned to Mallory (i.e., KM as well as nmaterial which has
been publicly-shared.

0 Privileged Node: Mallory is a privileged node within the secure
environnment and therefore has access to cryptographic materi al
whi ch has been provisioned to Mallory, Alice and/or Bob (i.e.
KM KA and/or KB) as well as material which has been publicly-
shar ed.

If Mallory is operating as a privileged node, this is tantamount to
conprom se; BPSec does not provide nechanisns to detect or renove

Mal lory fromthe DTN or BPSec secure environnent. It is up to the
BPSec i npl enenter or the underlying cryptographic nmechanisns to
provi de appropriate capabilities if they are needed. It should also

be noted that if the inplenmentation of BPSec uses a single set of
shared cryptographic material for all nodes, a legitinate node is
equi valent to a privileged node because K M == K A == K B.

A special case of the legitinmate node is when Mallory is either Alice
or Bob (i.e., KM= KAor KM==KB). Inthis case, Mallory is
able to inpersonate traffic as either Alice or Bob, which neans that
traffic to and fromthat node can be decrypted and encrypted,
respectively. Additionally, nmessages may be signed as originating
fromone of the endpoints.

8.2. Attacker Behaviors and BPSec Mtigations
8.2.1. Eavesdropping Attacks

Once Mallory has received a bundle, she is able to exam ne the
contents of that bundle and attenpt to recover any protected data or
cryptographic keying nmaterial fromthe bl ocks contained within. The
protection nmechani smthat BPSec provides against this action is the
BCB, which encrypts the contents of its security target, providing
confidentiality of the data. O course, it should be assuned that

Mal lory is able to attenpt offline recovery of encrypted data, so the
crypt ographi ¢ nechani sns sel ected to protect the data should provide
a suitable level of protection.
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When eval uating the risk of eavesdropping attacks, it is inportant to
consider the lifetinme of bundles on a DIN. Dependi ng on the network,
bundl es may persist for days or even years. |If a bundl e does persist
on the network for years and the cipher suite used for a BCB provides
i nadequate protection, Mallory nmay be able to recover the protected
data before that bundle reaches its intended destination

2. Modi fication Attacks

As a node participating in the DIN between Alice and Bob, Mllory
will also be able to nodify the received bundl e, including non-BPSec
data such as the primary bl ock, payload bl ocks, or block processing
control flags as defined in [BPBIS]. Millory will be able to
undertake activities which include nodification of data within the

bl ocks, replacenent of blocks, addition of blocks, or renoval of

bl ocks. Wthin BPSec, both the BIB and BCB provide integrity
protection nechanisns to detect or prevent data nmani pul ation attenpts
by Mallory.

The BIB provides that protection to another block which is its
security target. The cryptographic mechani snms used to generate the
Bl B shoul d be strong agai nst collision attacks and Mallory shoul d not
have access to the cryptographic material used by the originating
node to generate the BIB (e.g., KA). |If both of these conditions
are true, Mallory will be unable to nodify the security target or the
BIB and | ead Bob to validate the security target as originating from
Alice.

Si nce BPSec security operations are inplenented by placing blocks in
a bundle, there is no in-band nechanismfor detecting or correcting
certain cases where Mallory renoves blocks froma bundle. |If Mllory
renoves a BCB bl ock, but keeps the security target, the security
target remains encrypted and there is a possibility that there may no
| onger be sufficient information to decrypt the block at its
destination. |If Mallory renoves both a BCB (or BIB) and its security
target there is no evidence left in the bundle of the security
operation. Simlarly, if Mallory renoves the BIB but not the
security target there is no evidence left in the bundl e of the
security operation. |In each of these cases, the inplenentation of
BPSec MUJST be conbined with policy configuration at endpoints in the
net wor k whi ch describe the expected and required security operations
that nmust be applied on transm ssion and are expected to be present
on receipt. This or other simlar out-of-band information is
required to correct for removal of security information in the
bundl e.

Alimtation of the BIB nay exist within the inplenentation of BIB
validation at the destination node. |If Mallory is a |legitinmte node
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within the DIN, the BIB generated by Alice with K A can be replaced
with a new BIB generated with K Mand forwarded to Bob. |If Bob is
only validating that the BIB was generated by a legitimte user, Bob
wi || acknow edge the nessage as originating fromMallory instead of
Alice. In order to provide verifiable integrity checks, both a BIB
and BCB should be used. Alice creates a BIB with the protected data
bl ock as the security target and then creates a BCB with both the BIB
and protected data block as its security targets. In this
configuration, since Mallory is only a legitimte node and does not
have access to Alice’s key KA, Mallory is unable to decrypt the BCB
and replace the BIB

8.2.3. Topology Attacks

If Mallory is in a MTM position within the DIN, she is able to

i nfl uence how any bundl es that cone to her may pass through the
networ k. Upon receiving and processing a bundl e that nust be routed
el sewhere in the network, Mallory has three options as to howto
proceed: not forward the bundle, forward the bundl e as intended, or
forward the bundle to one or nore specific nodes wthin the network.

Attacks that involve re-routing the packets throughout the network
are essentially a special case of the nodification attacks descri bed
in this section where the attacker is nodifying fields within the
primary bl ock of the bundle. G ven that BPSec cannot encrypt the
contents of the primary block, alternate nmethods must be used to
prevent this situation. These nmethods MAY include requiring BlBs for
primary bl ocks, using encapsul ation, or otherw se strategically
mani pul ating prinmary block data. The specifics of any such
mtigation technique are specific to the inplenentation of the

depl oyi ng network and outside of the scope of this docunent.

Furt hernmore, routing rules and policies may be useful in enforcing
particular traffic flows to prevent topology attacks. Wile these
rules and policies nmay utilize sone features provided by BPSec, their
definition is beyond the scope of this specification

8.2.4. Message |njection

Mal lory is also able to generate new bundles and transmit theminto
the DTN at will. These bundl es nay either be copies or slight
nmodi fi cati ons of previously-observed bundles (i.e., a replay attack)
or entirely new bundl es generated based on the Bundl e Protocol

BPSec, or other bundle-related protocols. Wth these attacks
Mal I ory’ s objectives may vary, but may be targeting either the bundle
protocol or application-layer protocols conveyed by the bundle

pr ot ocol
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BPSec relies on cipher suite capabilities to prevent replay or forged
message attacks. A BCB used with appropriate cryptographic
mechani sms (e.g., a counter-based ci pher node) may provide repl ay
protection under certain circunstances. Alternatively, application
data itself nmay be augnented to include nechanisns to assert data

uni queness and then protected with a BIB, a BCB, or both along with
other block data. In such a case, the receiving node woul d be able
to validate the uni queness of the data.

9. Cipher Suite Authorship Considerations

Ci pher suite developers or inplenenters should consider the diverse
performance and conditions of networks on which the Bundl e Protoco
(and therefore BPSec) will operate. Specifically, the delay and
capacity of delay-tol erant networks can vary substantially. G pher
sui te devel opers should consider these conditions to better describe
the conditions when those suites will operate or exhibit

vul nerability, and selection of these suites for inplementation
shoul d be nade with consideration to the reality. There are key
differences that may limt the opportunity to | everage existing

ci pher suites and technol ogi es that have been devel oped for use in
traditional, nore reliable networks:

o Data Lifetine: Depending on the application environnment, bundles
may persist on the network for extended periods of time, perhaps
even years. Cryptographic algorithns should be selected to ensure
protection of data against attacks for a length of time reasonable
for the application.

0 One-VWay Traffic: Depending on the application environnent, it is
possi ble that only a one-way connection may exi st between two
endpoints, or if a two-way connection does exist, the round-trip
time may be extremely large. This may limt the utility of
session key generation nmechani sns, such as Diffie-Hellman, as a
two-way handshake may not be feasible or reliable.

0 Opportunistic Access: Depending on the application environnent, a
gi ven endpoi nt may not be guaranteed to be accessible within a
certain anount of time. This nmay nmake asymetric cryptographic
architectures which rely on a key distribution center or other
trust center inpractical under certain conditions.

When devel opi ng new ci pher suites for use with BPSec, the follow ng

informati on SHOULD be considered for inclusion in these
speci fications.
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(o]

10.

Ci pher Suite Paraneters. C pher suites MJST define their
paraneter ids, the data types of those paraneters, and their CBOR
encodi ng.

Security Results. Cipher suites MIUST define their security result
ids, the data types of those results, and their CBOR encodi ng.

New Canoni cal i zations. Cipher suites MAY define new
canoni cal i zation al gorithnms as necessary.

Defining Oher Security Bl ocks

O her security blocks (0CSBs) may be defined and used in addition to
the security blocks identified in this specification. Both the usage
of BIB, BCB, and any future OSBs MAY co-exist within a bundl e and MAY
be considered in confornance with BPSec if each of the follow ng
requirenents are net by any future identified security bl ocks.

(0]

O her security blocks (OSBs) MJST NOT reuse any enunerations
identified in this specification, to include the block type codes
for BIB and BCB

An OSB definition MJST state whether it can be the target of a BIB
or a BCB. The definition MIST al so state whether the OSB can
target a BIB or a BCB

An OSB definition MJST provide a determ nistic processing order in
the event that a bundle is received containing BlIBs, BCBs, and
OSBs. This processing order MUST NOT alter the BIB and BCB
processing orders identified in this specification

An OSB definition MJST provide a canonicalization algorithmif the
default non-primary-bl ock canonicalization al gorithm cannot be
used to generate a deternministic input for a cipher suite. This
requi renent MAY be waived if the OSB is defined so as to never be
the security target of a BIB or a BCB

An OSB definition MAY NOT require any behavior of a BPSEC- BPA t hat
isinconflict with the behavior identified in this specification
In particular, the security processing requirenents inposed by
this specification MIUST be consistent across all BPSEC-BPAs in a
net wor k.

The behavi or of an OSB when dealing with fragnentati on MIST be
specified and MJUST NOT | ead to anbi guous processing states. In
particular, an OSB definition should address how to receive and
process an OSB in a bundle fragnent that nay or nmay not al so
contain its security target. An OSB definition should also
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address whether an OSB nmay be added to a bundl e narked as a
fragment.

Additionally, policy considerations for the nmanagenent, nonitoring,
and configuration associated with bl ocks SHOULD be included in any
OSB definition.

NOTE: The burden of show ng conpliance with processing rules is
pl aced upon the standards defining new security blocks and the
identification of such blocks shall not, alone, require maintenance
of this specification

11. | ANA Consi derations
A registry of cipher suite identifiers will be required.

11.1. Bundl e Block Types

This specification allocates two block types fromthe existing
"Bundl e Bl ock Types" registry defined in [ RFC6255]

Additional Entries for the Bundl e Bl ock- Type Codes Registry:

Fom e e o m e e e e e e e e eaaa o o e oo +

| Val ue | Descri ption [ Ref erence

Fomm oo - B B +

| TBD | Bl ock Integrity Bl ock | This document |

| TBD | Block Confidentiality Block | This document |

Fom e e o m e e e e e e eeaa o o e oo +
Table 1
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