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Abst r act

In order to transmt

| Pv6 packets on | EEE 802. 11 networ ks run outside

the context of a basic service set (OCB, earlier "802.11p") there is
a need to define a few paraneters such as the recommended Maxi num

Transm ssion Unit size,
the Type value within it,

and ot hers.

the header format preceding the | Pv6 header,
Thi s docunent describes these

paraneters for | Pv6 and | EEE 802. 11 OCB networks; it portrays the
| ayering of 1 Pv6 on 802.11 OCB simlarly to other known 802.11 and

Et hernet |ayers -

by using an Ethernet Adaptation Layer.

In addition, the docunent attenpts to list what is different in
802. 11 OCB (802.11p) conpared to nore 'traditional’ 802.11la/b/g/n
| ayers, |l ayers over which I Pv6 protocols operates w thout issues.
Most notably, the operation outside the context of a BSS (OCB) has
i npact on | Pv6 handover behaviour and on | Pv6 security.

An exanpl e of an I Pv6 packet captured while transmtted over an | EEE

802.11 OCB |ink (802.11p)
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1. Introduction

Thi s docunent describes the transm ssion of | Pv6 packets on | EEE Std
802. 11 OCB networks (earlier known as 802.11p). This involves the

| ayering of 1Pv6 networking on top of the I EEE 802.11 MAC | ayer (with
an LLC layer). Conpared to running |IPv6 over the Ethernet MAC | ayer,
there is no nodification required to the standards: |Pv6 works fine
directly over 802.11 OCB too (with an LLC | ayer).

The term "802. 11p" is an earlier definition. As of year 2012, the
behavi our of "802.11p" networks has been rolled in the docunent |EEE
Std 802.11-2012. In this docunent the term 802. 11p di sappears.

I nstead, each 802.11p feature is conditioned by a flag in the
Managenent | nformati on Base. That flag is nanmed "OCBActi vat ed".
Whenever OCBActivated is set to true the feature it relates to
represents an earlier 802.11p feature. For exanple, an 802.11
STAti on operating outside the context of a basic service set has the
OCBActivated flag set. Such a station, when it has the flag set, it
uses a BSS identifier equal to ff:ff:ff:ff:ff:ff.

In the following text we use the term"802.11p" to nmean 802. 11-2012
QOCB.

The 1 Pv6 network | ayer operates on 802.11 OCB in the sane manner as
it operates on 802.11 WFi, with a few particul ar exceptions. The

I Pv6 network | ayer operates on WFi by involving an Ethernet
Adaptation Layer; this Ethernet Adaptation Layer maps 802. 11 headers

to Ethernet Il headers. The operation of IP on Ethernet is described
in [ RFC1042] and [RFC2464]. The situation of IPv6 networking |ayer
on Ethernet Adaptation Layer is illustrated bel ow
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B s o e T e e s i T St R S S R
| | Pv6 |
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[ Et hernet Adaptation Layer [
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| 802.11 WF MAC [
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| 802.11 WFi PHY |
B Th sl i S S S S T S i P S

(in the above figure, a WFi profile is represented; this is used
also for OCB profile.)

A nore theoretical and detailed view of |ayer stacking, and
interfaces between the IP layer and 802.11 OCB |l ayers, is illustrated
below. The IP | ayer operates on top of the EtherType Protocol
Discrimnation (EPD); this Discrimnation layer is described in | EEE
Std 802.3-2012; the interface between |Pv6 and EPD is the LLC SAP
(Link Layer Control Service Accesss Point).

B T i S S S e I i THE SR S S S A

| Pv6 [
+- - e e - R e i i T
{ LLC SAP } 802. 11 OCB
e Rk o = | }+-+-+-+-+-+-+-+ Boundary
I EPD I I I
I | MME | I
+-+-+-{ MAC SAP }+-+-+| MME_SAP |
[ MAC Subl ayer [ [ | 802.11 OCB
| and ch. coord. | | SME | Services
+-+-+-{ PHY _SAP }+-+-+-+- +- +- +- | |
I | PLME | I
| PHY Layer | PLME _SAP |
o o o e S i i o i

In addition to the description of interface between |IP and MAC using
"Et hernet Adaptation Layer" and "Ethernet Protocol Discrimnation
(EPD)" it is worth nentioning that SNAP [ RFC1042] is used to carry
the I Pv6 Ethertype.

However, there may be sonme depl oyment considerations hel ping optim ze
the performances of running | Pv6 over 802.11-OCB (e.g. in the case of
handovers between 802. 11 OCB-enabl ed access routers, or the
consideration of using the IP security layer [RFC4301]).
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There are currently no specifications for handover between OCB |i nks
since these are currently specified as LLC-1 links (i.e.

connectionl ess). Any handovers nust be perfornmed above the Data Link
Layer. Also, while there is no encryption applied bel ow the network
| ayer using 802.11p, 1609.2 does provide security services for
applications to use so that there can easily be data security over
the air without invoking |IPsec.

We briefly introduce the vehicul ar comruni cati on scenari os where | EEE
802.11-0OCB links are used. This is followed by a description of
differences in specification terns, between 802.11 OCB and

802. 11a/ b/ g/ n (and the sane differences expressed in terns of

requi renents to software inplenentation are listed in Appendix B.)

The docunent then concentrates on the paraneters of layering |IP over
802.11 OCB as over Ethernet: value of MIU, the contents of Frane
Format, the rules for forming Interface ldentifiers, the nechani sm
for Address Mapping and for State-less Address Auto-configuration
These are precisely the same as | Pv6 over Ethernet [RFC2464].

As an exanple, these characteristics of layering |Pv6 straight over
LLC over 802.11 OCB MAC are illustrated by dissecting an | Pv6 packet
captured over a 802.11 OCB link; this is described in the section
Section 6.

A coupl e of points can be considered as different, although they are
not required in order to have a working inplenentation of |Pv6-over-
802. 11-OCB. These points are consequences of the OCB operation which
is particular to 802.11 OCB (Qutside the Context of a BSS). First,

t he handovers between OCB |inks need specific behaviour for |P Router
Advertisenents, or otherw se 802.11 OCB s Tinme Advertisenent, or of
hi gher | ayer messages such as the 'Basic Safety Message’ (in the US)
or the ' Cooperative Awareness Message’ (in the EU) or the 'WAVE
Routing Advertisenent’; second, the IP security nechani sns are
necessary, since OCB neans that 802.11 is stripped of all 802.11
link-layer security; a small additional security aspect which is
shared between 802.11 OCB and other 802.11 links is the privacy
concerns related to the address formati on nmechani sns.

In the published literature, nany docunents descri be aspects rel ated
to running | Pv6 over 802.11 OCB
[1-D.jeong-ipwave-vehi cul ar- net wor ki ng- survey] .

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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RSU. Road Side Unit. A conputer equipped with at |east one | EEE

802. 11 interface operated in OCB node. This definition applies to
this docunment. An RSU nmay be connected to the Internet, and may be
equi pped with additional wired or wireless network interfaces running
I P.  An RSU MAY be an | P Router

OCB: outside the context of a basic service set (BSS): A node of
operation in which a STA is not a nenber of a BSS and does not
utilize IEEE Std 802.11 authentication, association, or data
confidentiality.

802.11-0CB, or 802.11 OCB: text in document |EEE 802.11-2012 that is
flagged by "dot 110CBActivated". This nmeans: |EEE 802.11e for quality
of service; 802.11j-2004 for half-clocked operations; and (what was
known earlier as) 802.11p for operation in the 5.9 GHz band and in
node OCB

3.  Conmuni cation Scenarios where | EEE 802. 11 OCB Links are Used
The | EEE 802.11 OCB Networks are used for vehi cul ar conmuni cati ons,
as 'Wreless Access in Vehicular Environnents’. The | P conmmunication
scenarios for these environnents have been described in severa
docunents, anobng which we refer the reader to one recently updated
[I-D. petrescu-its-scenarios-reqs], about scenarios and requirenents
for IPin Intelligent Transportation Systens.

4. Aspects introduced by the OCB node to 802.11
In the | EEE 802.11 OCB node, all nodes in the wirel ess range can
directly comruni cate with each other without authentication/
associ ation procedures. Briefly, the | EEE 802.11 OCB node has the
foll owi ng properties:

0 The use by each node of a "wildcard” BSSID (i.e., each bit of the
BSSID is set to 1)

o No | EEE 802. 11 Beacon franes transmitted
o No authentication required

o No associ ation needed

o0 No encryption provided

o0 Flag dot11CCBActi vated set to true

The followi ng nmessage exchange diagramillustrates a conparison
between traditional 802.11 and 802.11 in OCB node. The ’'Data
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messages can be | P nessages such as the nmessages used in Statel ess or
Stateful Address Auto-Configuration, or other |IP nmessages. O her
802. 11 managenent and control frames (non IP) may be transmitted, as
specified in the 802.11 standard. For information, the nanes of
these nessages as currently specified by the 802.11 standard are
listed in Appendi x D.

STA AP STAl STA2
I I I I
| <------ Beacon ------- | | <------ Data -------- >|
I I I I
| ---- Probe Req. ----- >| | <------ Data -------- >|
| <--- Probe Res. ------ | | |
I I | <------ Data -------- >|
|---- Auth Req. ------ >| [ [
| <--- Auth Res. ------- [ [ <------ Data -------- >|
I I I I
|---- Asso Req. ------ >| | <------ Data -------- >|
| <--- Asso Res. ------- | | |
| | | <----- Data -------- >|
| <--e-- Data -------- >| | |
| <------ Data -------- >| | <------ Data -------- >|
(a) 802.11 Infrastructure node (b) 802.11 OCB node

The link 802.11 OCB was specified in | EEE Std 802. 11p (TM -2010

[ eeeB802. 11p-2010] as an anendnent to |EEE Std 802.11 (TM -2007,

titled "Anendnent 6: Wreless Access in Vehicular Environnents".
Since then, this amendment has been included in | EEE 802. 11(TM - 2012
[i eee802.11-2012], titled "I EEE Standard for Information technol ogy--
Tel econmuni cati ons and informati on exchange between systens Local and
met ropol itan area networks--Specific requirenents Part 11: Wrel ess
LAN Medi um Access Control (MAC) and Physical Layer (PHY)

Speci fications"; the nodifications are diffused throughout various
sections (e.g. the Time Advertisenment nessage described in the
earlier 802.11 (TM p amendnent is now described in section ’'Frane
formats’, and the operation outside the context of a BSS described in
section 'M.ME ).

In docurment 802.11-2012, specifically anything referring
"OCBActivated", or "outside the context of a basic service set" is

actually referring to the 802. 11p aspects introduced to 802.11. Note
that in earlier 802.11p docunents the term "OCBEnabl ed" was used
instead of te current "OCBActivated".
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In order to delineate the aspects introduced by 802.11 OCB to 802. 11,
we refer to the earlier [ieee802.11p-2010]. The anendnent is
concerned with vehicul ar comruni cations, where the wireless link is
simlar to that of Wreless LAN (using a PHY | ayer specified by

802. 11a/ b/ g/ n), but which needs to cope with the high nobility factor
i nherent in scenarios of comunications between noving vehicles, and
bet ween vehicles and fixed infrastructure depl oyed al ong roads.

VWile 'p’ is a letter just like "a, b, g and 'n’" are, 'p’ is
concerned more with MAC nodifications, and a little with PHY
nodi fi cations; the others are mainly about PHY nodifications. It is
possible in practice to conbine a 'p° MACwith an 'a PHY by
operating outside the context of a BSS with OFDM at 5. 4GHz.

The 802.11 OCB links are specified to be compatible as nuch as

possi ble with the behaviour of 802.11a/b/g/n and future generation

| EEE WLAN |inks. Fromthe |IP perspective, an 802.11 OCB MAC | ayer
offers practically the sane interface to IP as the WFi and Ethernet
| ayers do (802.11a/b/g/n and 802. 3).

To support this simlarity statenent (IPv6 is |ayered on top of LLC
on top of 802.11 OCB simlarly as on top of LLC on top of

802. 11a/b/g/n, and as on top of LLC on top of 802.3) it is useful to
anal yze the differences between 802.11 OCB and 802. 11 specifications.
Wher eas the 802. 11p anendnent specifies relatively conplex and

numer ous changes to the MAC | ayer (and very little to the PHY | ayer),
we note there are only a few characteristics which may be inportant
for an inplementation transmtting | Pv6 packets on 802.11 OCB |i nks.

In the list below, the only 802.11 OCB fundanental points which
i nfluence I Pv6 are the OCB operation and the 12Miit/s nmaxi mum whi ch
may be afforded by the | Pv6 applications.

0 Operation Qutside the Context of a BSS (OCB): the (earlier
802. 11p) 802.11-CCB links are operated w thout a Basic Service Set
(BSS). This nmeans that the frames | EEE 802. 11 Beacon, Associ ation
Request/ Response, Aut hentication Request/Response, and simlar,
are not used. The used identifier of BSS (BSSID) has a
hexadeci mal val ue always Oxffffffffffff (48 '1° bits, represented
as MAC address ff:ff:ff:ff:ff:ff, or otherwi se the 'wldcard
BSSI D), as opposed to an arbitrary BSSID val ue set by
adm nistrator (e.g. ' M-Hone-AccessPoint’). The OCB operation -
namely the | ack of beacon-based scanning and | ack of
aut hentication - has a potentially strong inpact on the use of the
Mobil e | Pv6 protocol [RFC6275] and on the protocols for |IP |ayer
security [ RFC4301].

o Timng Advertisenent: is a new nessage defined in 802.11-CCB
whi ch does not exist in 802.1l1a/b/g/n. This nessage is used by
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stations to informother stations about the value of time. It is
simlar to the tine as delivered by a G\SS system (Galil eo, GPS,
...) or by a cellular system This nmessage is optional for

inpl ementation. At the date of witing, an experienced reviewer
considers that currently no field testing has used this nessage.
Anot her inplenentor considers this feature inplenmented in an
initial manner. In the future, it is speculated that this nessage
may be useful for very sinple devices which may not have their own
hardware source of time (Galileo, GPS, cellular network), or by
vehi cul ar devices situated in areas not covered by such network
(in tunnels, underground, outdoors but shaded by foliage or

buil dings, in renote areas, etc.)

o Frequency range: this is a characteristic of the PHY layer, with
al rost no inpact to the interface between MAC and | P. However, it
is worth considering that the frequency range is regulated by a
regi onal authority (ARCEP, ETSI, FCC, etc.); as part of the
regul ati on process, specific applications are associated with
specific frequency ranges. 1In the case of 802.11-CCB, the
regul ator associates a set of frequency ranges, or slots within a
band, to the use of applications of vehicular comunications, in a
band known as "5.9GHz". This band is "5.9GH" which is different
fromthe bands "2.4GH#z" or "5GHz" used by Wreless LAN. However,
as with Wreless LAN, the operation of 802.11-0OCB in "5.9CHz"
bands is exempt fromowning a license in EU (in USthe 5.9GHz is a
i censed band of spectrum for the the fixed infrastructure an
explicit FCC autorization is required; for an onboard device a
"licensed-by-rule’ concept applies: rule certification confornmity
is required); however technical conditions are different than
t hose of the bands "2.4GH#z" or "5GHz". On one hand, the allowed
power levels, and inplicitly the maxi mum al |l owed di st ance bet ween
vehicles, is of 33dBm for 802.11-COCB (in Europe), conpared to 20
dBm for Wreless LAN 802. 11a/b/g/n; this leads to a maxi num
di stance of approximtely 1km conpared to approximately 50m On
the other hand, specific conditions related to congestion
avoi dance, jamm ng avoi dance, and radar detection are inposed on
the use of DSRC (in US) and on the use of frequencies for
Intelligent Transportation Systems (in EU), conpared to Wreless
LAN (802. 11a/ b/ g/ n).

o Prohibition of IPv6 on sone channels relevant for | EEE 802. 11- OCB
as opposed to | Pv6 not being prohibited on any channel on which
802. 11a/ b/ g/ n runs:

* Some channels are reserved for safety communications; the |IPv6
packets should not be sent on these channels.
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5.

5.

* At the time of witing, the prohibition is explicit at higher
| ayer protocols providing services to the application; these
hi gher | ayer protocols are specified in | EEE 1609 docunents.

* National or regional specifications and regul ations specify the
use of different channels; these regulations nust be followed.

0o ’'Half-rate' encoding: as the frequency range, this paraneter is
related to PHY, and thus has not nuch inpact on the interface
between the I P | ayer and the MAC | ayer

0 |In vehicular comunications using 802.11-OCB |inks, there are
strong privacy requirenents with respect to addressing. Wile the
802. 11- OCB st andard does not specify anything in particular with
respect to MAC addresses, in these settings there exists a strong
need for dynam c change of these addresses (as opposed to the non-
vehi cul ar settings - real wall protection - where fixed MAC
addresses do not currently pose sone privacy risks). This is
further described in section Section 7. A relevant function is
described in | EEE 1609. 3-2016, clause 5.5.1 and | EEE 1609. 4- 2016
cl ause 6.7.

O her aspects particular to 802.11-0CB which are also particular to
802.11 (e.g. the ’'hidden node’ operation) nmay have an influence on
the use of transm ssion of |Pv6 packets on 802.11-OCB networks. The
subnet structure which may be assumed in 802.11-OCB networks is
strongly influenced by the nobility of vehicles.

Layering of |Pv6 over 802.11-0CB as over Ethernet
1. Maxi num Transmnission Unit (MIU)

The default MIU for | P packets on 802.11-CCB is 1500 octets. It is
the sane value as | Pv6 packets on Ethernet links, as specified in
[ RFC2464]. This value of the MIU respects the recommendation that
every link in the Internet nmust have a mnimum MU of 1280 octets
(stated in [RFC2460], and the recommendati ons therein, especially

with respect to fragmentation). |If |IPv6 packets of size larger than
1500 bytes are sent on an 802.11-COCB interface card then the I P stack
will fragment. |In case there are IP fragnents, the field "Sequence

nunber" of the 802.11 Data header containing the IP fragment field is
i ncreased.

Non-| P packets such as WAVE Short Message Protocol (WSMP) can be
delivered on 802.11-0OCB links. Specifications of these packets are
out of scope of this docunent, and do not inpose any linit on the MU
size, allowing an arbitrary nunber of 'containers’. Non-IP packets
such as ETSI ’'geonet’ packets have an MIU of 1492 bytes.
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The Equivalent Transnit Tine on Channel is a concept that may be used
as an alternative to the MIU concept. A rate of transnission may be
specified as well. The ETTC, rate and MIU may be in direct

rel ati onshi p.

5. 2. Frane For mat

| P packets are transmitted over 802.11-0OCB as standard Ethernet
packets. As with all 802.11 frames, an Ethernet adaptation |ayer is
used with 802.11-0CB as well. This Ethernet Adaptation Layer
performng 802. 11-to-Ethernet is described in Section 5.2.1. The

Et hernet Type code (EtherType) for IPv6 is 0x86DD (hexadeci mal 86DD
or otherw se #86DD) .

The Frame format for transmitting | Pv6 on 802.11-COCB networks is the
same as transmitting | Pv6 on Ethernet networks, and is described in
section 3 of [RFC2464]. The frane format for transmtting | Pv6
packets over Ethernet is illustrated bel ow

-Il-H
-Il-l\.)
-Il-OO
-I|-J>
-Il-U'I
+ O
-Il-l\.)
-Il-OO
-I|-J>
-Il-U'I

— 4+ +— +— +

~ N
o+on—\
=]

+H

3+00

9
+
t

7 -

ati

Et her net

Addr ess
e S S i S SN SN S S
Sour ce

Et her net

Addr ess
B T S S i i
100001101101 110 1]
B R e ettt o i i
| Pv6

header

and

S+ + T+ 4+ T+ +—+—+—+—+0O
1

I
1
~+— +— +—

payl oad ...
B i S S S i i T S N S
(Each tic mark represents one bit.)
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5.

Et hernet |1 Fields:

Desti nati on Et hernet Address
t he MAC destinati on address.

Source Ethernet Address
t he MAC source address.

1000011011011101
bi nary representation of the EtherType val ue 0x86DD.

| Pv6 header and payl oad
the 1 Pv6 packet containing |IPv6 header and payl oad.

2.1. FEthernet Adaptation Layer

In general, an 'adaptation’ layer is inserted between a MAC | ayer and
the Networking layer. This is used to transform sonme paraneters
between their form expected by the IP stack and the form provi ded by
the MAC | ayer. For exanple, an 802.15.4 adaptation |layer may perform
fragmentation and reassenbly operati ons on a MAC whose naxi num Packet
Data Unit size is smaller than the mininmum MIU recogni zed by the | Pv6
Net wor ki ng | ayer. O her exanples involve |ink-layer address
transformati on, packet header insertion/renoval, and so on.

An Et hernet Adaptation Layer nakes an 802.11 MAC |l ook to IP

Net working | ayer as a nore traditional Ethernet |ayer. At reception,
this layer takes as input the |IEEE 802.11 Data Header and the

Logi cal -Li nk Layer Control Header and produces an Ethernet || Header.
At sending, the reverse operation is perforned.

-------------------- T T T T T T TR U up U
802.11 Data Header | LLC Header | | Pv6 Header | Payload |.11 Trailer|
-------------------- T T S e
\ / \ /
S P S
802. 11-to- Et hernet Adaptati on Layer
I
%
T . I +
Et hernet |l Header | |Pv6 Header | Payl oad |
e e e e e e e e o TSRS Fomm e o +
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The Receiver and Transmitter Address fields in the 802.11 Data Header
contain the sane values as the Destination and the Source Address
fields in the Ethernet Il Header, respectively. The value of the
Type field in the LLC Header is the sane as the value of the Type
field in the Ethernet |1 Header.

The ".11 Trailer" contains solely a 4-byte Frame Check Sequence.

The Ethernet Adaptation Layer perforns operations in relation to IP
fragmentation and MIU. One of these operations is briefly described
in section Section 5.1

In OCB node, |Pv6 packets can be transmitted either as "I EEE 802. 11
Data" or alternatively as "I EEE 802.11 QoS Data", as illustrated in
the following figure

S S S S — S —_ +
| 802.11 Data Header | LLC Header | |1Pv6 Header | Payload |.11 Trailer

Fom e e e e e e e e oo o m e e oo o - o m e e oo o - Fomm e oo - B +
or

S S S S — S —_ +
| 802.11 QS Data Hdr| LLC Header | |1Pv6 Header | Payload |.11 Trailer|
Fom e e e e e e e e oo o m e e oo o - o m e e oo o - Fomm e oo - B +

The distinction between the two formats is given by the value of the
field "Type/ Subtype". The value of the field "Type/ Subtype" in the
802. 11 Data header is 0x0020. The value of the field "Type/ Subtype"
in the 802.11 QS header is 0x0028.

The mappi ng between qos-related fields in the | Pv6 header (e.qg.
"Traffic Cass", "Flow label") and fields in the "802.11 QS Data
Header" (e.g. "QoS Control") are not specified in this docunent.
Qui dance for a potential mapping is provided in
[I-D.ietf-tsvwg-ieee-802-11], although it is not specific to OCB
nmode.

5.3. Link-Local Addresses
The i nk-1ocal address of an 802.11-OCB interface is fornmed in the

same manner as on an Ethernet interface. This manner is described in
section 5 of [RFC2464].
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5.4. Address Mapping

For unicast as for multicast, there is no change fromthe uni cast and
mul ti cast address mapping format of Ethernet interfaces, as defined
by sections 6 and 7 of [RFC2464].

5.4.1. Address Mapping -- Unicast

The procedure for mapping | Pv6 uni cast addresses into Ethernet |ink-
| ayer addresses is described in [RFC4861]. The Source/ Target Link-
| ayer Address option has the following formwhen the link-layer is
Et her net .

0 1
0123456789012345
B S O g S S S S
| Type | Length |
B B T S T S M T S S S
I

+- Et her net -
I

+- Addr ess -

I
+
I
+
I
T T S D

Option fields:

Type
1 for Source Link-layer address.
2 for Target Link-Iayer address.

Length
1 (inunits of 8 octets).

Et her net Address
The 48 bit Ethernet | EEE 802 address, in canonical bit order.

5.4.2. Address Mapping -- Milticast

| Pv6 protocols often make use of IPv6 nulticast addresses in the
destination field of |IPv6 headers. For example, an | CWv6 |i nk-
scoped Nei ghbor Advertisenent is sent to the IPv6 address ff02::1
denoted "all -nodes” address. \Wen transmtting these packets on
802.11-0OCB links it is necessary to map the I Pv6 address to a MAC
addr ess.
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The same nmapping requirenment applies to the link-scoped nulticast
addresses of other IPv6 protocols as well. |n DHCPv6, the

"All _DHCP_Servers" IPv6 nmulticast address ff02::1:2, and in OSPF the
"Al'l _SPF Routers" IPv6 nulticast address ff02::5, need to be napped
on a multicast MAC address.

An | Pv6 packet with a nulticast destination address DST, consisting

of the sixteen octets DST[1] through DST[16], is transnitted to the

| EEE 802. 11-OCB MAC nul ti cast address whose first two octets are the
val ue 0x3333 and whose | ast four octets are the |ast four octets of

DST.

T i S S Tk i S S A S
[001100112/001120011j
T S T S S S iy SHE S

[ DST[ 13] [ DST[ 14] [
T
|  DST[ 15] |  DST[ 16] |

I S S T S S e e e e o

A Goup ID TBD of length 112bits nmay be requested fromIANA;, this
Goup IDsignifies "All 802110CB Interfaces Address". Only the |east
32 significant bits of this "All 802110CB Interfaces Address"” will be
mapped to and froma MAC nul ticast address.

Transmitting | Pv6 packets to nulticast destinations over 802.11 |inks
proved to have sone performance issues

[1-D. perkins-intarea-mnulticast-ieee802]. These issues may be
exacerbated in OCB nbde. Solutions for these problens should

consi der the OCB node of operation.

5.5. Statel ess Autoconfiguration

The Interface ldentifier for an 802.11-0OCB interface is formed using
the same rules as the Interface lIdentifier for an Ethernet interface;
this is described in section 4 of [RFC2464]. No changes are needed,
but sonme care nust be taken when considering the use of the SLAAC

pr ocedur e.

The bits in the the interface identifier have no generic neaning and
the identifier should be treated as an opaque value. The bits
"Universal’ and "Goup’ in the identifier of an 802.11-COCB interface
are significant, as this is an | EEE |ink-layer address. The details
of this significance are described in [I-D.ietf-6man-ug].
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As with all Ethernet and 802.11 interface identifiers ([RFC7721]),
the identifier of an 802.11-OCB interface may invol ve privacy ri sks.
A vehicl e enbarking an On-Board Unit whose egress interface is

802. 11- OCB may expose itself to eavesdroppi ng and subsequent
correlation of data; this nmay reveal data considered private by the
vehicle owner; there is a risk of being tracked; see the privacy
consi derations described in Appendix C

If stable Interface ldentifiers are needed in order to form|Pv6
addresses on 802.11-OCB links, it is reconmended to follow the
recomendation in [I-D.ietf-6man-defaul t-iids].

5.6. Subnet Structure

The 802.11 networks in OCB node may be considered as 'ad-hoc
networks. The addressing nodel for such networks is described in
[ RFC5889] .

6. Exanple | Pv6 Packet captured over a | EEE 802. 11-OCB |i nk

We remind that a main goal of this docunent is to nake the case that

I Pv6 works fine over 802.11-QOCB networks. Consequently, this section
is an illustration of this concept and thus can help the inpl enenter
when it comes to running | Pv6é over | EEE 802.11-OCB. By way of
exanpl e we show that there is no nodification in the headers when
transmtted over 802.11-0CB networks - they are transnmitted |ike any
ot her 802.11 and Et hernet packets.

We describe an experinent of capturing an | Pv6 packet on an
802.11-0CB link. In this experinment, the packet is an |IPv6 Router
Advertisenment. This packet is enmitted by a Router on its 802.11-CCB
interface. The packet is captured on the Host, using a network
protocol analyzer (e.g. Wreshark); the capture is perfornmed in two
di fferent nodes: direct node and 'nmonitor’ node. The topol ogy used
during the capture is depicted bel ow

| | 802. 11- OCB Li nk | |

During several capture operations running froma few nmonents to
several hours, no nessage relevant to the BSSID contexts were
captured (no Associ ati on Request/Response, Authentication Reg/ Resp
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Beacon). This shows that the operation of 802.11-OCB is outside the
context of a BSSI D.

Overall, the captured nessage is identical with a capture of an | Pv6
packet emitted on a 802.11b interface. The contents are precisely
simlar.

6.1. Capture in Mnitor Mde

The 1 Pv6 RA packet captured in nonitor node is illustrated bel ow

The radi o tap header provides nore flexibility for reporting the
characteristics of franes. The Radi otap Header is prepended by this
particul ar stack and operating systemon the Host machine to the RA
packet received fromthe network (the Radiotap Header is not present
on the air). The inplenmentation-dependent Radi otap Header is usefu
for piggybacking PHY information fromthe chip’'s registers as data in
a packet understandabl e by userland applications using Socket
interfaces (the PHY interface can be, for exanple: power |evels, data
rate, ratio of signal to noise).

The packet present on the air is formed by | EEE 802.11 Data Header,
Logi cal Link Control Header, |Pv6 Base Header and | CVPv6 Header.

Radi ot ap Header vO

B i S S T s i S T st i S S S S S S S S i
| Header Revision| Header Pad [ Header | ength [
T T e b i i e e s . S I SR S S
| Present fl ags |
T e e e i e S S e R Ch o o SR
| Data Rate | Pad |
B i S S T s i S T st i S S S S S S S S i

| EEE 802. 11 Data Header

B E e r e s i s i o T T s S S S S 2

| Typel/ Subtype and Frane Ctrl | Dur ati on

B i s T T S T et S S T S I T s sl s ol ST S S S

| Recei ver Address...

B T i S S i S T h T i S S S S e
Recei ver Address | Transmitter Address...

B E e r e s i s i o T T s S S S S 2
Transmitter Address

B i s T T S T et S S T S I T s sl s ol ST S S S

| BSS Id...
B T i S S i S T h T i S S S S e
BSS Id | Frag Nunber and Seq Numnber |

T I T S I T i T S S S e D Sk i T Np S S A
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Logi cal - Li nk Control Header
B T o S e i ik S S I i i S Tl i e e

| DSAP | 1] SSAP |C] Control field | Org. code...
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
Organi zati onal Code | Type |

T o T S i T i T S S S D Sk i T NS S S Ss

| Pv6 Base Header
B i S S T s i S T st i S S S S S S S S i

| Version| Traffic Cass | FI ow Label
B e i i S e S i e S T S R S e o o T S s
| Payl oad Length | Next Header | Hop Limt

B e o I T et i i oI T R T S R S e S S e st R T e R S
Sour ce Address

B T T S S e o 2 T e i S SIS S S

I
+
I
+
I
+
I
+
I
+
I
+
I
+
o I
Desti nati on Address +
I
+
I
+

I
+

I
+

I
+

I
+-
I
+

I
+

I
+

I
+-

S e e i S S S S S S e

Rout er Adverti senent

B i s T T S T et S S T S I T s sl s ol ST S S S
| Type | Code | Checksum |
B T i S S i S T h T i S S S S e
| Cur Hop Limt |MQ Reserved | Router Lifetine |
B E e r e s i s i o T T s S S S S 2
| Reachabl e Ti ne |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Retrans Ti ner |
B T i S S i S T h T i S S S S e
| Options

R o I N R S o o

+

+

The value of the Data Rate field in the Radiotap header is set to 6
Mo/s. This indicates the rate at which this RA was received.
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The value of the Transnmitter address in the | EEE 802. 11 Data Header
is set to a 48bit value. The value of the destination address is
33:33:00:00:00:1 (all-nodes multicast address). The value of the BSS
Id field is ff:ff:ff:ff:ff:ff, which is recogni zed by the network
protocol anal yzer as being "broadcast". The Fragnent nunber and
sequence nunber fields are together set to 0x90C6.

The val ue of the Organi zation Code field in the Logical-Link Control
Header is set to 0x0, recognized as "Encapsul ated Ethernet". The
val ue of the Type field is 0x86DD (hexadeci mal 86DD, or otherw se
#86DD), recogni zed as "I Pv6"

A Router Advertisement is periodically sent by the router to

mul ticast group address ff02::1. It is an icnp packet type 134. The
| Pv6 Nei ghbor Discovery’s Router Advertisenent nessage contains an
8-bit field reserved for single-bit flags, as described in [ RFC4861].

The | Pv6 header contains the link | ocal address of the router
(source) configured via EU -64 algorithm and destination address set
to ff02::1. Recent versions of network protocol analyzers (e.g.

W reshark) provide additional informations for an I P address, if a
geol ocal i zati on database is present. 1In this exanple, the

geol ocal i zati on database is absent, and the "Geol P" information is
set to unknown for both source and destination addresses (although
the I Pv6 source and destination addresses are set to useful values).
This "Geol P" can be a useful information to | ook up the city,
country, AS nunber, and other information for an | P address.

The Ethernet Type field in the logical-link control header is set to
0x86dd which indicates that the frame transports an | Pv6 packet. In
the | EEE 802. 11 data, the destination address is 33:33:00:00:00: 01
whi ch is he corresponding multicast MAC address. The BSS id is a
broadcast address of ff:ff:ff:ff:ff:ff. Due to the short link
duration between vehicles and the roadside infrastructure, there is
no need in | EEE 802.11-0OCB to wait for the conpletion of association
and aut hentication procedures before exchanging data. |EEE

802. 11- OCB enabl ed nodes use the wildcard BSSID (a value of all 1s)
and may start comuni cating as soon as they arrive on the

communi cati on channel

6.2. Capture in Nornal Mode
The sane | Pv6 Router Advertisement packet described above (nonitor

nmode) is captured on the Host, in the Normal node, and depicted
bel ow.
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Et hernet |1 Header

B T T i I T T o S S S e b S S S
| Destination...

B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
...Destination | Sour ce. . .

B E e r e s i s i o T T s S S S S 2
...Source

B T T i I T T o S S S e b S S S

| Type

B i T s i S S S

| Pv6 Base Header
R R e R e s s e o S S e R e o o

| Version| Traffic dass | Fl ow Label
B T s T S i S S S i (T S I S S S o S i
[ Payl oad Length | Next Header | Hop Limt

s s T e O O i it o S i s ot i S S S S S S D O
Sour ce Address

I
+
I
+
I
+
I
+
I
+
I
+
I
+
o I
Desti nati on Address +
I
+
I
+

I
+
I
+
I
+
I
T S T I i S i S ek
I
+
I
+
I
+
I
+-

B S T i S S e e e e s s i S S e S o

Rout er Adverti senment

B E e r e s i s i o T T s S S S S 2
| Type | Code | Checksum |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Cur Hop Limt |MQ Reserved | Router Lifetine |
B T i S S i S T h T i S S S S e
| Reachabl e Ti ne |
B E e r e s i s i o T T s S S S S 2
| Retrans Ti ner |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Opti ons

R i et R S R e e

+

+

Petrescu, et al. Expi res Novenber 30, 2017 [ Page 20]



Internet-Draft | Pv6- over-80211loch May 2017

One notices that the Radi otap Header is not prepended, and that the
| EEE 802.11 Data Header and the Logical -Link Control Headers are not

present. On another hand, a new header named Ethernet |l Header is
present.
The Destination and Source addresses in the Ethernet |1 header

contain the sane values as the fields Receiver Address and
Transmitter Address present in the | EEE 802.11 Data Header in the
"nonitor" node capture.

The value of the Type field in the Ethernet |l header is 0x86DD
(recogni zed as "IPv6"); this value is the same value as the val ue of
the field Type in the Logical-Link Control Header in the "nonitor"
nmode capture

The know edgeabl e experinenter will no doubt notice the sinmlarity of
this Ethernet Il Header with a capture in nornal node on a pure
Et hernet cable interface.

It may be interpreted that an Adaptation layer is inserted in a pure
| EEE 802.11 MAC packets in the air, before delivering to the

applications. 1In detail, this adaptation |layer nmay consist in
elimnation of the Radiotap, 802.11 and LLC headers and insertion of
the Ethernet Il header. |In this way, it can be stated that |Pv6 runs

natural ly straight over LLC over the 802.11-0CB MAC | ayer, as shown
by the use of the Type 0x86DD, and assumi ng an adaptation |ayer
(adapting 802.11 LLC/MAC to Ethernet 11 header).

7. Security Considerations

Any security nechanismat the I P [ayer or above that nay be carried
out for the general case of IPv6 may also be carried out for |Pv6
operating over 802.11-QCCB

802. 11- OCB does not provide any cryptographic protection, because it
operates outside the context of a BSS (no Association Request/
Response, no Chal | enge nessages). Any attacker can therefore just
sit in the near range of vehicles, sniff the network (just set the
interface card’ s frequency to the proper range) and perform attacks
wi t hout needing to physically break any wall. Such a link is way

| ess protected than comonly used links (wired Iink or protected
802.11).

At the I P layer, IPsec can be used to protect unicast communications,
and SeND can be used for nulticast comrunications. |f no protection
is used by the IP layer, upper layers should be protected.

O herwi se, the end-user or system should be warned about the risks
they run.
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As with all Ethernet and 802.11 interface identifiers, there may

exi st privacy risks in the use of 802.11-0OCB interface identifiers.
Moreover, in outdoors vehicular settings, the privacy risks are nore
important than in indoors settings. Newrisks are induced by the
possibility of attacker sniffers deployed along routes which listen
for I P packets of vehicles passing by. For this reason, in the

802. 11- OCB depl oynents, there is a strong necessity to use protection
tool s such as dynami cally changi ng MAC addresses. This may help
mtigate privacy risks to a certain level. On another hand, it may
have an inpact in the way typical |Pv6 address auto-configuration is
perfornmed for vehicles (SLAAC would rely on MAC addresses and woul d
hence dynanically change the affected I P address), in the way the

| Pv6 Privacy addresses were used, and other effects.
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Control (MAC) and Physical Layer (PHY) Specifications
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docunent freely available at URL
http://standards. i eee. org/ geti eee802/
downl oad/ 802. 11p- 2010. pdf retrieved on Septenber 20th,
2013.".

[1 eeepl609. 0- D2]
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Changelog

The changes are listed in reverse chronol ogi cal order, nost recent
changes appearing at the top of the list.

Fromdraft-ietf-ipwave-ipv6-over-80211loch-02 to draft-ietf-ipwave-

i pv6-over -

80211och-03

0 Keep the previous text on multiple addresses, so renove tal k about
M P6, NEMOv6 and MCoA.

ed that a 'Beacon’ is an | EEE 802. 11 franme Beacon

ed the figure showi ng Infrastructure node and OCB node side

o darifi
o darifi
by side.

0 Added a reference to the I P Security Architecture RFC
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(0]

Detai |l ed the | Pv6-per-channel prohibition paragraph which reflects
the di scussion at the last |ETF | PRAVE W5 neet i ng.

Added section "Address Mapping -- Unicast".
Added the ".11 Trailer" to pictures of 802.11 franes.
Added text about SNAP carrying the Ethertype.

New RSU definition allowing for it be both a Router and not
necessarily a Router sone tines.

M nor textual issues.

Fromdraft-ietf-ipwave-ipv6-over-80211loch-01 to draft-ietf-ipwave-
i pv6-over-80211och- 02

(0]

(0]

Repl aced al nost all occurences of 802.11p with 802.11- CCB, | eaving
only when explanation of evol ution was necessary.

Shortened by renoving paranmeter details froma paragraph in the
I ntroducti on.

Moved a reference from Normative to Informati ve.

Added text in intro clarifying there is no handover spec at |EEE
and that 1609.2 does provide security services.

Naned the contents the fields of the Ethernetll header (including
the Ethertype bitstring).

I mproved rel ati onship between two paragraphs describing the
i ncrease of the Sequence Nunber in 802.11 header upon IP
fragment ati on.

Added brief clarification of "tracking"

Fromdraft-ietf-ipwave-ipv6-over-80211och-00 to draft-ietf-ipwave-
i pv6-over-80211och-01

(0]

I ntroduced nmessage exchange diagramillustrating differences
bet ween 802. 11 and 802. 11 in OCB node.

I ntroduced an appendi x listing for information the set of 802.11
messages that may be transmitted in OCB node

Renoved appendi x sections "Privacy Requirenents", "Authentication
Requi renments" and "Security Certificate Generation".
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(o]

Renmoved appendi x section "Non | P Communi cati ons".
Introductory phrase in the Security Considerations section.
I nproved the definition of "OCB".

Introduced theoretical stacked |ayers about |Pv6 and | EEE | ayers
i ncl udi ng EPD.

Renoved t he appendi x describing the details of prohibiting |Pv6 on
certain channels relevant to 802. 11- OCB

Added a brief reference in the privacy text about a precise clause
in | EEE 1609.3 and . 4.

Clarified the definition of a Road Side Unit.
Renoved t he di scussion about security of WSA (because is non-1P)
Renmoved nentioni ng of the GeoNetworking di scussion

Moved references to scientific articles to a separate 'overview
draft, and referred to it.

Appendi x B. Changes Needed on a software driver 802.11a to becone a

802. 11-QOCB dri ver

The 802. 11p anendnment nodifies both the 802.11 stack’s physical and
MAC | ayers but all the induced nodifications can be quite easily
obt ai ned by nodifying an existing 802. 11a ad-hoc stack

Conditions for a 802.11a hardware to be 802.11-OCB conpli ant:

(0]

The chip nust support the frequency bands on which the regul ator
recomends the use of | TS conmunications, for exanple using | EEE
802.11-0CB | ayer, in France: 5875MHz to 5925MHz.

The chip nmust support the half-rate node (the internal clock
shoul d be able to be divided by two).

The chip transnit spectrum nask nust be conpliant to the "Transmt
spectrum mask” fromthe | EEE 802. 11p anendnent (but experi nental
environnents tol erate otherwi se).

The chip should be able to transmt up to 44.8 dBm when used by
the US governnent in the United States, and up to 33 dBmin
Eur ope; other regional conditions apply.
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Changes needed on the network stack in OCB node:
o Physical layer:

* The chip nust use the Othogonal Frequency Miltiple Access
(OFDM encodi ng node.

* The chip must be set in half-nbpde rate node (the internal clock
frequency is divided by two).

* The chip nust use dedicated channels and should all ow the use
of higher enission powers. This may require nodifications to
the regul atory domains rules, if used by the kernel to enforce
| ocal specific restrictions. Such nodifications nust respect
the | ocation-specific |aws.

MAC | ayer:

* Al managenent franes (beacons, join, |eave, and others)
em ssion and reception nmust be di sabl ed except for frames of
subtype Action and Timng Advertisenent (defined bel ow).

*  No encryption key or nethod nust be used.

* Packet emi ssion and reception nust be perforned as in ad-hoc
nmode, using the wildcard BSSID (ff:ff:ff:ff:ff:ff).

* The functions related to joining a BSS (Associ ati on Request/
Response) and for authentication (Authentication Request/Reply,
Chal | enge) are not call ed.

* The beacon interval is always set to O (zero).

*  Timng Advertisenent frames, defined in the amendnent, should
be supported. The upper |ayer should be able to trigger such
franes em ssion and to retrieve infornmation contained in
recei ved Tinming Advertisenents.

Appendi x C. Design Considerations

The networ ks defined by 802.11-OCB are in nmany ways sinmilar to other
networ ks of the 802.11 famly. |In theory, the encapsul ation of |Pv6
over 802.11-CCB could be very sinilar to the operation of |Pv6 over
other networks of the 802.11 famly. However, the high nobility,
strong link asynmetry and very short connection nmakes the 802.11- OCB
link significantly different fromother 802.11 networks. Also, the
aut onoti ve applications have specific requirenents for reliability,
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security and privacy, which further add to the particularity of the
802. 11-OCB | i nk.

C.1. Vehicle ID

Aut onoti ve networks require the unique representation of each of
their node. Accordingly, a vehicle nmust be identified by at |east
one unique ID. The current specification at ETSI and at | EEE 1609
identifies a vehicle by its MAC address uni quely obtained fromthe
802.11-0CB NI C.

A MAC address uniquely obtained froma | EEE 802. 11-0OCB NI C
implicitely generates multiple vehicle IDs in case of multiple
802.11-0OCB NICs. A nmechanins to uniquely identify a vehicle
irrespectively to the different NICs and/or technol ogies is required.

C. 2. Reliability Requirenents

The dynami cal | y changing topol ogy, short connectivity, nobile
transmitter and receivers, different antenna heights, and nany-to-
many conmuni cation types, make | EEE 802.11-0OCB links significantly
different fromother | EEE 802.11 Iinks. Any |IPv6 nechani sm operating
on | EEE 802. 11-OCB | i nk MJUST support strong |link asynetry, spatio-
tenporal link quality, fast address resolution and transm ssion

| EEE 802.11-COCB strongly differs fromother 802.11 systens to operate
outside of the context of a Basic Service Set. This neans in
practice that | EEE 802. 11- OCB does not rely on a Base Station for al
Basi ¢ Service Set nmanagenent. In particular, |EEE 802.11-0CB SHALL
NOT use beacons. Any |Pv6 nmechanismrequiring L2 services from | EEE
802. 11 beacons MJST support an alternative service.

Channel scanni ng being disabled, |Pv6 over |EEE 802.11-OCB MJST
i npl ement a nechanismfor transnmtter and receiver to converge to a
comon channel

Aut henti cati on not being possible, |1Pv6 over |EEE 802.11-0CB MJST
i mpl ement an distributed nechanismto authenticate transmtters and
receivers without the support of a DHCP server

Ti me synchroni zati on not being available, |Pv6 over | EEE 802. 11- OCB
MUST i npl enent a hi gher |ayer nmechanismfor tinme synchronization
between transnitters and receivers w thout the support of a NTP
server.

The | EEE 802. 11-OCB link being asynetic, |IPv6 over |EEE 802.11-OCB

MUST di sabl e nanagenent nmechani sns requesting acknow edgenents or
replies.
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The | EEE 802. 11-COCB |ink having a short duration tinme, |Pv6 over |EEE
802. 11- OCB MUST i npl emrent fast | Pv6 nobility nmanagenent nechani sns.

C.3. Miltiple interfaces

There are considerations for 2 or nore | EEE 802. 11-OCB interface
cards per vehicle. For each vehicle taking part in road traffic, one
| EEE 802.11-COCB interface card could be fully allocated for Non IP
safety-critical comunication. Any other |EEE 802.11-0CB may be used
for other type of traffic.

The nmode of operation of these other wireless interfaces is not
clearly defined yet. One possibility is to consider each card as an
i ndependent network interface, with a specific MAC Address and a set
of I Pv6 addresses. Another possibility is to consider the set of
these wireless interfaces as a single network interface (not
including the | EEE 802. 11-OCB interface used by Non |IP safety
critical comrunications). This will require specific logic to
ensure, for exanmple, that packets nmeant for a vehicle in front are
actually sent by the radio in the front, or that multiple copies of
the sane packet received by multiple interfaces are treated as a
single packet. Treating each wireless interface as a separate
network interface pushes such issues to the application |ayer

The privacy requirenents of [] inply that if these multiple
interfaces are represented by many network interface, a single
renunbering event SHALL cause renunbering of all these interfaces.
If one MAC changed and anot her stayed constant, external observers
woul d be able to correlate old and new val ues, and the privacy
benefits of randoni zati on woul d be | ost.

The privacy requirenents of Non I P safety-critical conmunications
inply that if a change of pseudonyme occurs, renunbering of all other
i nterfaces SHALL al so occur

C. 4. MAC Address Ceneration
When designing the | Pv6 over 802.11-CCB address mappi ng, we will
assune that the MAC Addresses will change during well defined
"renunbering events". The 48 bits random zed MAC addresses will have
the follow ng characteristics:
o Bit "Local/d obal" set to "locally admi ni st ered"
o Bit "Unicast/Milticast" set to "Unicast".

0 46 remaining bits set to a random val ue, using a random nunber
generator that nmeets the requirenents of [RFC4086].
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The way to neet the random zation requirenents is to retain 46 bits
fromthe output of a strong hash function, such as SHA256, taking as
input a 256 bit |ocal secret, the "nom nal" MAC Address of the
interface, and a representation of the date and tinme of the
renunberi ng event.

Appendi x D. | EEE 802. 11 Messages Transnitted in OCB node

For information, at the tine of witing, this is the Iist of |EEE
802. 11 nmessages that may be transmtted in OCB node, i.e. when
dot 110CBActi vated is true in a STA

o The STA may send managenent franmes of subtype Action and, if the
STA maintains a TSF Tiner, subtype Timng Advertisenent;

o The STA may send control franes, except those of subtype PS-Poll
CF-End, and CF-End pl us CFAck;

o The STA may send data frames of subtype Data, Null, QoS Data, and
QS Nul .
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