LAMPS A. Mel ni kov, Ed.

I nternet-Draft | sode Ltd
Updates: 5280 (if approved) W Chuang, Ed.
I ntended status: Standards Track Googl e, Inc.
Expi res: Septenber 5, 2018 March 4, 2018

Internationalized Email Addresses in X. 509 certificates
draft-ietf-|anps-eai-addresses-18

Abst ract

Thi s docunent defines a new name formfor inclusion in the otherNanme
field of an X. 509 Subject Alternative Nanme and |Issuer Alternative
Nanme extension that allows a certificate subject to be associated
with an Internationalized Email Address.

Thi s docunment updates RFC 5280.
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1. Introduction

[ RFC5280] defines the rfc822Nanme subj ect Al t Name name type for

ADNDNN

© OO ~NU N

representing [ RFC5321] enmil addresses. The syntax of rfc822Name is
restricted to a subset of US-ASCI| characters and thus can’t be used

to represent Internationalized Enail addresses [ RFC6531]. This
docunent defines a new otherNane variant to represent
Internationalized Email addresses. In addition this docunent

requires all ermail address domains in X 509 certificates to conform

to | DNA2008 [ RFC5890] .

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this

docunent are to be interpreted as described in [RFC2119].

The fornmal syntax uses the Augnented Backus-Naur Form ( ABNF)
[ RFC5234] notation

3. Nane Definitions

The General Name structure is defined in [ RFC5280], and supports many

different nane forns including otherNane for extensibility. This

section specifies the SntpUTF8Mi | box nane form of otherNane, so that
Internationalized Email addresses can appear in the subjectAltNanme of
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a certificate, the issuerAltNane of a certificate, or anywhere el se
that General Nane i s used.

i d- on- St pUTF8Mai | box OBJECT IDENTIFIER ::= { id-on 9 }

St pUTF8Mai | box ::= UTF8String (SIZE (1..MAX))
-- Snt pUTF8Mai | box conforns to Mail box as specified
-- in Section 3.3 of RFC 6531.

When the subj ect AltNane (or issuerAl tNane) extension contains an
Internationalized Email address with a non-ASCI| |ocal-part, the
address MJUST be stored in the Snt pUTF8Mai | box nane form of ot her Nane.
The format of Smt pUTF8Mail box is defined as the ABNF rul e

Snt pUTF8Mai | box.  Snt pUTF8Mai | box is a nodified version of the
Internationalized Mil box which was defined in Section 3.3 of

[ RFC6531] which was itself derived from SMIP Mail box from

Section 4.1.2 of [RFC5321]. [RFC6531] defines the followi ng ABNF
rul es for Mil box whose parts are nodified for internationalization:
<Local -part>, <Dot-string> <Quoted-string> <QontentSMIP>,

<Domai n>, and <Atonm». In particular, <Local-part> was updated to

al so support UTF8-non-ascii. UTF8-non-ascii was described by
Section 3.1 of [RFC6532]. Also, domain was extended to support

U-| abel s, as defined in [ RFC5890].

This docunment further refines Internationalized [ RFC6531] Mail box
ABNF rules and calls this SntpUTF8Mil box. I n SntpUTF8Mai | box,

| abel s that include non-ASCI| characters MJST be stored in U1 abel
(rather than A-label) [RFC5890] form This restriction renoves the
need to determ ne which | abel encoding A- or U-label is present in
the Donmain. As per Section 2.3.2.1 of [RFC5890], U |abel are encoded
as UTF-8 [ RFC3629] in Nornalization Form C and other properties
specified there. |In SntpUTF8Mail box, domain |abels that solely use
ASCI | characters (meaning not A- nor U labels) SHALL use NR-LDH
restrictions as specified by Section 2.3.1 of [ RFC5890] and SHALL be
restricted to lower case letters. NRLDH stands for "Non-Reserved
Letters Digits Hyphen" and is the set of LDH |abels that do not have
"--" characters in the third and forth character position, which

excl udes "tagged domai n nanmes" such as A-labels. Consistent with the
treatment of rfc822Nane in [ RFC5280], Smt pUTF8Mail box is an envel ope
<Mai | box> and has no phrase (such as a conmon nane) before it, has no
comrent (text surrounded in parentheses) after it, and is not
surrounded by "<" and ">".

Due to name constraint conpatibility reasons described in Section 6,
Smt pUTF8Mai | box subj ect Al t Nane MUST NOT be used unl ess the | ocal -part
of the email|l address contains non-ASCI| characters. When the |ocal-
part is ASCI I, rfc822Nane subject Alt Nane MUST be used instead of

Smt pUTF8Mai | box. This is conmpatible with | egacy software that
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supports only rfc822Nane (and not Snt pUTF8Mail box). The appropriate
usage of rfc822Nane and Snt pUTF8Mai | box is sumarized in Table 1
bel ow.

Sm pUTF8Mai | box is encoded as UTF8String. The UTF8String encodi ng
MUST NOT contain a Byte-Order- Mark (BOM [RFC3629] to aid
consi stency across inplenmentations particularly for conparison

e e e e e oo - TSRS S e e e e e oo - +
| local-part char | domain char | domain |abel | subjectAltNane |
S . . S +
[ ASCl | -only | ASCIl-only | NR-LDH | abel | rf c822Nanme [
[ non- ASCl | | ASCil-only | NR-LDH | abel | SntpUTF8Mil box |
| ASCI | -only | non-ASCI1 | A- | abel | r f c822Name

| non- ASCI | | non-ASCI1 | U- | abel | Snt pUTF8Mai | box |
S e e e - S S +

non-ASCI | may additionally include ASCII characters.
Table 1: Email address formatting
4. | DNA2008

To facilitate conparison between enail addresses, all enail address
domains in X 509 certificates MJIST conformto | DNA2008 [ RFC5890] (and
avoi d any "mappi ngs" nmentioned in that docunent). Use of non-
conform ng email address donmains introduces the possibility of
conversion errors between alternate forns. This applies to

Smt pUTF8Mai | box and rfc822Nane in subject Alt Nane, issuerAltNane and
anywhere el se that these are used

5. Matching of Internationalized Email Addresses in X. 509 certificates

I n equi val ence conparison with Snt pUTF8Mai | box, there nmay be sone
setup work on one or both inputs depending of whether the input is
already in conparison form Conparing Snt pUTF8Mai | boxs consists of a
domai n part step and a | ocal -part step. The conparison form for

| ocal -parts is always UTF-8. The conparison formfor domain parts
depends on context. While sonme contexts such as certificate path
validation in [ RFC5280] specify transfornm ng domain to A-labe
(Section 7.5 and 7.2 in [RFC5280] as updated by
[IDlanps-rfc5280-i18n-update]), this docunment recomends
transforming to UTF-8 U-| abel instead. This reduces the Iikelihood
of errors by reducing conversions as nore inplenmentations natively
support U-1abel domai ns.

Conpari son of two SmtpUTF8Mai |l box is straightforward with no setup
wor k needed. They are considered equivalent if there is an exact
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octet-for-octet match. Conparison with email addresses such as
Internationalized email address or rfc822Nane requires additiona
setup steps for domain part and |local -part. The initial preparation
for the emanil addresses is to renove any phrases or comments, as well
as "<" and ">" present. This docunent calls for conparison of donain
| abel s that include non-ASCI| characters be transformed to U-|abel if
not already in that form The first step is to detect use of the
A-1abel by using Section 5.1 of [RFC5891]. Next if necessary,
transformany A-labels to U-|abels Unicode as specified in

Section 5.2 of [RFC5891]. Finally if necessary convert the Unicode
to UTF-8 as specified in Section 3 of [RFC3629]. For ASCI| NR-LDH

| abel s, upper case letters are converted to |ower case letters. In
setup for Smt pUTF8Mai | box, the enmail address |ocal-part MJST conform
to the requirenents of [RFC6530] and [ RFC6531], including being a
string in UTF-8 form In particular, the local-part MJST NOT be
transfornmed in any way, such as by doing case folding or
normal i zati on of any kind. The <Local-part> part of an
Internationalized email address is already in UTF-8. For rfc822Name
the Il ocal -part, which is IA5String (ASCI1), trivially maps to UTF-8
wi t hout change. Once setup is conplete, they are agai n conpared
octet-for-octet.

To sumari ze non-nornatively, the conparison steps including setup

ar e:
1. If the domain contains A-labels, transformthemto U abel s.
2. If the domain contains ASCII NR-LDH | abel s, | owercase them

3. Conpare strings octet-for-octet for equival ence.

This specification expressly does not define any wildcard characters
and Snt pUTF8Mai | box conparison inplementations MIUST NOT interpret any
character as wildcards. Instead, to specify nmultiple enmail addresses
t hrough Snt pUTF8Mai | box, the certificate MJST use nultiple

subj ect Al t Names or issuerAltNanes to explicitly carry any additiona
ermai | addresses.

6. Nane constraints in path validation

This section updates Section 4.2.1.10 of [RFC5280] to extend
rfc822Name name constraints to Smt pUTF8Mai |l box subj ect Alt Nanes. A
St pUTF8Mai | box aware path validators will apply nane constraint
compari son to the subject distinguished name and both forms of

subj ect alternative nane rfc822Nanme and Snt pUTF8Mai | box.

Bot h rfc822Nane and Snt pUTF8Mai | box subj ect alternative nanes
represent the same underlying enmail address nanespace. Since |egacy

Mel ni kov & Chuang Expi res Septenber 5, 2018 [ Page 5]



Internet-Draft [18N Mail Addresses in X 509 certificates March 2018

CAs constrained to issue certificates for a specific set of donains
woul d | ack correspondi ng UTF-8 constraints,

[ Dl anps-rfc5280-i 18n-update] updates nodifies and extends
rfc822Nanme name constraints defined in [ RFC5280] to cover

Smt pUTF8Mai | box subj ect alternative nanes. This ensures that the

i ntroduction of Snt pUTF8Mai | box does not violate existing name
constraints. Since it is not valid to include non-ASCI| UTF-8
characters in the local -part of rfc822Nane nanme constraints, and
since nanme constraints that include a |ocal-part are rarely, if at
all, used in practice, nane constraints updated in
[IDlanps-rfc5280-i 18n-update] adnmit the forns that represent al
addresses at a host or all nailboxes in a domain, and deprecates
rfc822Name nanme constraints that represent a particul ar mail box.
That is, rfc822Name constraints with a local -part SHOULD NOT be used.

Constraint conparison with Snt pUTF8Mai | box subject AltNanme starts with
the setup steps defined by Section 5. Setup converts the inputs of
the conparison which is one of a subject distinguished nane or a
rfc822Name or Snt pUTF8Mai | box subj ect Al t Name, and one of a rfc822Nane
nane constraint, to constraint conparison form For rfc822Nanme nane
constraint, this will convert any domain A-labels to U-labels. For
both the nane constraint and the subject, this will | ower case any
domain NR-LDH | abels. Strip the local-part and "@ separator from
each rfc822Name and Smt pUTF8Mai | box, | eaving just the domain-part.
After setup, this follows the conparison steps defined in 4.2.1.10 of
[ RFC5280] as follows. |If the resulting name constraint domain starts
with a "." character, then for the nane constraint to match, a suffix
of the resulting subject alternative nanme domain MJUST natch the nane
constraint (including the leading ".") octet for octet. |If the

resul ting name constraint domain does not start with a "." character
then for the name constraint to nmatch, the entire resulting subject
alternative nane domain MJUST match the name constraint octet for
octet.

Certificate Authorities that wish to issue CA certificates with email
address name constraint MJST use rfc822Nanme subject alternative nanes
only. These MJST be | DNA2008 conformant nanes with no mappi ngs, and
with non-ASCI| domains encoded in A-labels only.

The nane constraint requirenent with Snt pUTF8Mai | box subj ect
alternative nane is illustrated in the non-nornative diagram

Figure 1. The first exanple (1) illustrates a permtted rfc822Nane
ASCI | only hostnane nanme constraint, and the corresponding valid

rf c822Name subj ect Al t Nane and Snt pUTF8Mai | box subj ect Al t Narme enai |
addresses. The second exanple (2) illustrates a permtted rfc822Name
host nane nane constraint with A-label, and the corresponding valid

rf c822Nanme subj ect Al t Nane and Snt pUTF8Mai | box subj ect Al t Nane enai |
addresses. Note that an enmnil address with ASCI|I only local-part is
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encoded as rfc822Nanme despite al so having uni code present in the

domai n.
o s m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Root CA Cert
o m o o e e ieeiaao-os +
%
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Internediate CA Cert [
| Pernmitted |
| rfc822Nane: el enentary. school . exanpl e. com (1) |
I I
| rfc822Name: xn--pss25c. exanpl e. com (2) |
| |
o s m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
I
%
o m e e e e e e e e e oo +

| Entity Cert (Wexplicitly permtted subjects) |
| Subj ect Al t Nane Ext ensi on |
[ rfc822Nane: student @l enenary. school . exanpl e. com (1) [
| Smt pUTF8Mai | box: u+5B66u+751F@I enent ary. school . exanpl e. com |
| Y |
| rfc822Name: student @n--pss25c. exanpl e. com (2) |
| Smt pUTF8Mai | box: u+533Bu+751F@+5927u+5B66. exanpl e. com ( 2) |
I I

Nanme constraints with Snt pUTF8Nanme and rf c822Nane
Figure 1
7. Security Considerations

Use of SntpUTF8Mil box for certificate subjectAltName (and

i ssuerAltNanme) will incur many of the same security considerations as
in Section 8 in [RFC5280], but introduces a new issue by permtting
non-ASCI | characters in the enmnil address |ocal-part. This issue, as
mentioned in Section 4.4 of [RFC5890] and in Section 4 of [RFC6532],
is that use of Unicode introduces the risk of visually simlar and

i dentical characters which can be exploited to deceive the recipient.
The former docunent references some neans to nitigate agai nst these
attacks. See [WEBER] for nore background on security issues with

Uni code.
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8. | ANA Consi derati ons

In Section 3 and the ASN.1 nodul e identifier defined in Appendi x A
IANA is kindly requested to make the foll owi ng assignnents for:

The LAMPS- Eai Addr esses-2016 ASN. 1 nodule in the "SM Security for
PKI X Modul e Identifier" registry (1.3.6.1.5.5.7.0).

The Smt pUTF8Mai | box ot her Nane in the "PKI X O her Name Forns”
registry (1.3.6.1.5.5.7.8). {{ Note to | ANA: id-on-sntputf8Nane
was assi gned based on an earlier version of this docunent. Please
change that entry to id-on-SntpUTF8Mil box. }}
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Appendi x A ASN. 1 Modul e
The following ASN. 1 nodul e normatively specifies the St pUTF8Mai | box
structure. This specification uses the ASN.1 definitions from

[ RFC5912] with the 2002 ASN. 1 notation used in that docunent.
[ RFC5912] updates normative docunents using ol der ASN. 1 notation.
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LAMPS- Eai Addr esses- 2016
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d- nod- | anps- eai - addr esses-2016( TBD) }

DEFINITIONS | MPLICI T TAGS :: =
BEG N

| MPORTS
OTHER- NAMVE
FROM PKI X11 npl i ci t-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-inplicit-02(59) }

i d- pki x

FROM PKI X1Expl i ci t-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sms(5) pkix(7) id-nmod(0) id-nod-pkixl-explicit-02(51) } ;

-- otherName carries additional nanme types for subjectAltNane,
-- issuerAltNane, and other uses of General Nanes.

i d-on OBJECT IDENTIFIER ::= { id-pkix 8}
Smt pUt f 8Ot her Nanes OTHER- NAME :: = { on- Snt pUTF8Mai | box, ... }
on- Snt pUTF8Mai | box OTHER- NAME : : = {
St pUTF8Mai | box | DENTI FI ED BY i d- on- Snt pUTF8Mai | box
}
i d- on- Snt pUTF8Mai | box OBJECT IDENTIFIER ::= { id-on 9 }
Smt pUTF8Mai | box ::= UTF8String (SIZE (1..MAX))
-- Snt pUTF8Mai | box conforns to Mail box as specified
-- in Section 3.3 of RFC 6531.
END

Appendi x B. Exanpl e of SntpUTF8Mai | box
This non-normative exanpl e denonstrates using Sm pUTF8Mai | box as an

ot herName in General Nane to encode the emmnil| address
"u+8001u+5E2B@xanpl e. cont'.
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The hexadeci mal DER encodi ng of the enail address is:
A022060A 2B060105 05070012 0809A014 0C12E880 81E5BBAB 40657861
6D706C65 2E636F6D

The text decoding is:

0 34: [0] {

2 1o0: OBJECT IDENTIFIER 1 36 1557 018 8 9
14 20: [0] {

16 18: UTE8String ' .. @xanpl e. com

}
}
Fi gure 2

The exanpl e was encoded on the OSS Nokal va ASN. 1 Pl ayground and the
above text decoding is an output of Peter Gutmann’s "dunpasnl”
program
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