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Abstract

Thi s docunent defines Secure/ Miultipurpose Internet Miil Extensions
(SIMME) version 4.0. S/MME provides a consistent way to send and
receive secure MME data. Digital signatures provide authentication,
message integrity, and non-repudi ation with proof of origin.
Encryption provides data confidentiality. Conpression can be used to
reduce data size. This docunent obsol etes RFC 5751.

Contributing to this docunent

The source for this draft is being maintained in GtHub. Suggested
changes should be submitted as pull requests at <https://github.com
| anps-wg/ smine>. Instructions are on that page as well. Editorial

changes can be managed in GtHub, but any substantial issues need to
be di scussed on the LAMPS nmailing list.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 8, 2019.
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1. Introduction

S/'M ME (Secure/ Mul tipurpose Internet Mail Extensions) provides a
consistent way to send and receive secure M Me data. Based on the
popul ar Internet MM standard, S/M ME provides the foll ow ng
cryptographic security services for electronic nessagi ng
applications: authentication, nessage integrity and non-repudiation
of origin (using digital signatures), and data confidentiality (using
encryption). As a supplenentary service, S/MME provi des nessage
conpr essi on.

S/'M ME can be used by traditional mail user agents (MJAs) to add
cryptographic security services to mail that is sent, and to
interpret cryptographic security services in mail that is received.
However, S/IMME is not restricted to mail; it can be used with any
transport nmechani smthat transports M Me data, such as HTTP or SIP.
As such, S/M ME takes advantage of the object-based features of MM
and all ows secure nessages to be exchanged in m xed-transport

syst ens.

Further, S/M ME can be used in automated nessage transfer agents that
use cryptographic security services that do not require any human

i ntervention, such as the signing of software-generated docunents and
the encryption of FAX nessages sent over the Internet.

Thi s docunent defines the version 4.0 of the S/M ME Message
specification. As such this docunent obsol etes version 3.2 of the
S/'M ME Message specification [ RFC5751].

1.1. Specification Overview

Thi s docunment describes a protocol for adding cryptographic signature
and encryption services to MM data. The M M standard [ M Me- SPEC]
provi des a general structure for the content of Internet nessages and
al | ows extensions for new content-type-based applications.

This specification defines howto create a M ME body part that has
been cryptographi cally enhanced according to the Cryptographic
Message Syntax (CMS) [CMB], which is derived from PKCS #7 [ RFC2315].
This specification also defines the application/pkcs7-m nme nmedia type
that can be used to transport those body parts.
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Thi s docunent al so di scusses how to use the multipart/signed nedia
type defined in [ RFC1847] to transport S/ M ME signed nessages.

mul tipart/signed is used in conjunction with the
application/pkcs7-signature nedia type, which is used to transport a
detached S/ M ME si gnature.

In order to create S/M ME nessages, an S/M ME agent MJUST follow the
specifications in this docunent, as well as the specifications listed
in the Cryptographic Message Syntax docunent [CMS], [RFC3370],

[ RFC4056], [RFC3560], and [ RFC5754].

Throughout this specification, there are requirenments and
recommendati ons made for how receiving agents handl e i nconi ng
messages. There are separate requirements and recomendati ons for

how sendi ng agents create outgoing nessages. In general, the best
strategy is to "be liberal in what you receive and conservative in
what you send". Most of the requirenents are placed on the handling

of inconming nmessages, while the recommendations are nostly on the
creation of outgoing nessages.

The separation for requirenents on receiving agents and sendi ng
agents al so derives fromthe likelihood that there will be S/M M
systens that involve software other than traditional Internet nail
clients. S/MME can be used with any systemthat transports M ME
data. An autonated process that sends an encrypted nessage mi ght not
be able to receive an encrypted nessage at all, for exanple. Thus,
the requirenents and recommendations for the two types of agents are
|isted separately when appropriate.

1. 2. Definitions

For the purposes of this specification, the followi ng definitions
apply.

ASN. 1: Abstract Syntax Notation One, as defined in ITUT
Recommendati ons X. 680, X 681, X. 682 and X 683
[ ASN. 1] .

BER: Basi ¢ Encoding Rules for ASN. 1, as defined in

| T-T Recommendation X 690 [ X. 690].

Certificate: A type that binds an entity’'s nane to a public key
with a digital signature.

DER: Di stingui shed Encoding Rules for ASN. 1, as defined
in | TUT Recommendation X 690 [ X 690].
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7-bit data: Text data with lines | ess than 998 characters
| ong, where none of the characters have the 8th
bit set, and there are no NULL characters. <CR>
and <LF> occur only as part of a <CR><LF> end- of -
line delimter.

8-bit data: Text data with lines |ess than 998 characters, and
where none of the characters are NULL characters.
<CR> and <LF> occur only as part of a <CR><LF>
end-of -line delimter

Bi nary dat a: Arbitrary data.

Transfer encoding: A reversible transformati on nade on data so 8-bit
or binary data can be sent via a channel that only
transmts 7-bit data.

Recei vi ng agent: Software that interprets and processes S/M ME CM5
obj ects, MME body parts that contain CM5 content
types, or both.

Sendi ng agent: Software that creates S/M ME CM5 content types,
M ME body parts that contain CMS5 content types, or
bot h.

S/'M ME agent : User software that is a receiving agent, a sending

agent, or both.

Data Integrity Service: A security service that protects against
unaut hori zed changes to data by ensuring that
changes to the data are detectable. [RFC4949]

Data Confidentiality: The property that data is not disclosed to
systementities unless they have been authorized
to know the data. [ RFC4949]

1.3. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

We define the additional requirenent |evels:
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SHOULD+  This term neans the sanme as SHOULD. However, the authors
expect that a requirenment marked as SHOULD+ will be
pronmoted at sonme future time to be a MJST.

SHOULD- This term neans the sane as SHOULD. However, the authors
expect that a requirement nmarked as SHOULD- will be denvoted
to a MAY in a future version of this docunent.

MUST- This term nmeans the same as MJUST. However, the authors
expect that this requirement will no longer be a MIST in a
future docunent. Although its status will be determ ned at
alater tinme, it is reasonable to expect that if a future
revision of a docunent alters the status of a MJST-
requirenent, it will remain at |east a SHOULD or a SHOULD-.

The term RSA in this docunent al nbst always refers to the PKCS#1 v1.5
RSA [ RFC2313] signature or encryption algorithns even when not
qualified as such. There are a couple of places where it refers to
the general RSA cryptographic operation, these can be deternined from
the context where it is used.

1.4. Conpatibility with Prior Practice of S/IM M

S/'M ME version 4.0 agents ought to attenpt to have the greatest
interoperability possible with agents for prior versions of S/M M
S/IM ME version 2 is described in RFC 2311 through RFC 2315 incl usive
[SM MEV2], SIMME version 3 is described in RFC 2630 through RFC 2634
i nclusive and RFC 5035 [SM MEv3], SIMME version 3.1 is described in
RFC 3850, RFC 3851, RFC 3852, RFC 2634, and RFC 5035 [ SM Mev3.1], and
S/M ME version 3.2 is described in [SM Mev3.2]. [RFC2311] also has
historical information about the devel opment of S/M ME.

1.5. Changes fromS/ MME v3 to S/MME v3.1

This section describes the changes nade between S/M M v3 and S/ M ME
v3. 1.

The RSA public key al gorithmwas changed to a MJST inplenent. Key
wap algorithmand the Diffie-Hellman (DH) al gorithm [ RFC2631]
changed to a SHOULD i npl enent.

The AES symmetric encryption algorithmhas been included as a SHOULD
i mpl enent .

The RSA public key al gorithmwas changed to a MJST i npl enent
signature algorithm
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Anbi guous | anguage about the use of "enpty" SignedData nessages to
transmt certificates was clarified to reflect that transm ssion of
Certificate Revocation Lists is also allowed.

The use of binary encoding for sone MM entities is now explicitly
di scussed.

Header protection through the use of the nessage/rfc822 nedia type
has been added.

Use of the ConpressedData CMS type is allowed, along with required
medi a type and file extension additions.

1.6. Changes fromS/ MME v3.1 to S/M Me v3.2

This section describes the changes nade between S/M ME v3.1 and
S/'M ME v3. 2.

Editorial changes, e.g., replaced "M ME type" with "nedia type",
content-type with Content-Type.

Moved " Conventions Used in This Docunent” to Section 1.3. Added
definitions for SHOULD+, SHOULD-, and MJST-.

Section 1.1 and Appendi x A: Added references to RFCs for RSASSA- PSS,
RSAES- QAEP, and SHA2 CMS al gorithms. Added CMS Multiple Signers
Clarification to CV5 reference.

Section 1.2: Updated references to ASN.1 to X 680 and BER and DER to
X. 690.

Section 1.4: Added references to S/MMe M5G 3.1 RFGCs.

Section 2.1 (digest algorithn): SHA-256 added as MJST, SHA-1 and MD5
made SHOULD-.

Section 2.2 (signature algorithnms): RSA with SHA-256 added as MUST,
and DSA wi th SHA-256 added as SHOULD+, RSA with SHA-1, DSA with
SHA-1, and RSA with MD5 changed to SHOULD-, and RSASSA-PSS with
SHA- 256 added as SHOULD+. Al so added note about what S/M M v3.1
clients support.

Section 2.3 (key encryption): DH changed to SHOULD-, and RSAES- CAEP
added as SHOULD+. El aborated requirenents for key wap algorithm

Section 2.5.1: Added requirenent that receiving agents MJST support
both GeneralizedTi me and UTCTi ne.
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Section 2.5.2: Replaced reference "shalWthRSAEncryption" with
"sha256W t hRSAEncrypti on", "DES-3EDE-CBC' with "AES-128 CBC', and
del eted the RC5 exanpl e.

Section 2.5.2.1: Deleted entire section (discussed deprecated RC2).
Section 2.7, 2.7.1, Appendix A references to RC2/40 renoved.

Section 2.7 (content encryption): AES-128 CBC added as MJST, AES-192
and AES-256 CBC SHOULD+, tripl eDES now SHOULD-.

Section 2.7.1: Updated pointers from2.7.2.1 through 2.7.2.4 to
2.7.1.1to 2.7.1. 2.

Section 3.1.1: Renoved text about M ME character sets.

Section 3.2.2 and 3.6: Replaced "encrypted" with "envel oped". Update
O D exanpl e to use AES-128 CBC oi d.

Section 3.4.3.2: Replace "micalg" paraneter for "SHA-1" with "sha-1".
Section 4: Updated reference to CERT v3. 2.

Section 4.1: Updated RSA and DSA key size discussion. Mwved |ast
four sentences to security considerations. Updated reference to

randommess requirenents for security.

Section 5: Added | ANA registration tenplates to update nedia type
registry to point to this docunent as opposed to RFC 2311.

Section 6: Updated security considerations.

Section 7: Mwved references from Appendix B to this section. Updated

references. Added informational references to SM MeEv2, SM Mev3, and

SM MeEv3. 1.

Appendi x C. Added Appendix Cto nove S/M M v2 to Historic status.
1.7. Changes for SSMMe v4.0

This section describes the changes nade between S/M ME v3.2 and
S/'M ME v4. 0.

- Add the use of AuthEnvel opedData, including defining and
registering an smne-type value (Section 2.4.4 and Section 3.4).
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- Update the content encryption algorithns (Section 2.7 and
Section 2.7.1.2): Add AES-256 GCM add ChaCha200- Pol y1305, renove
mention of AES-192 CBC, mark tripleDES as historic.

- Update the set of signature algorithns (Section 2.2): Add Edwards-
curve DSA (EdDSA) and ECDSA, nmark DSA as historic

- Update the set of digest algorithnms (Section 2.1): Add SHA-512,
mark SHA-1 as historic.

- Update the size of keys to be used for RSA encryption and RSA
signing (Section 4).

- Create Appendi x B which deals with considerations for dealing with
historic email nessages.

2. CMs Options

CMVs allows for a wide variety of options in content, attributes, and
al gorithm support. This section puts forth a nunber of support

requi renents and recomendations in order to achieve a base | evel of
interoperability anong all S/M ME inpl enentations. [RFC3370] and

[ RFC5754] provides additional details regarding the use of the
cryptographic algorithns. [ESS] provides additional details
regarding the use of additional attributes.

2.1. DigestAlgorithm dentifier
The algorithnms here are used for digesting the body of the nessage
and are not the sane as the digest algorithns used as part the
signature algorithns. The result of this is placed in the message-
digest attribute of the signed attributes. It is RECOVENDED t hat
the al gorithmused for digesting the body of the nessage be of
simlar or greater strength than the signature algorithm
Sendi ng and Recei ving agents:
- MJST support SHA-256.
- MJST support SHA-512

[ RFC5754] provides the details for using these algorithns with
S/'M ME.
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2.2. SignatureAl gorithm dentifier
There are different sets of requirenments placed on receiving and
sendi ng agents. By having the different requirenents, the nmaxi num
anount of interoperability is achieved as it allows for specialized
protection of private key material but maxi mum signature validation.
Recei vi ng agents:

- MJST support ECDSA with curve P-256 and SHA- 256.

- MJST support EdADSA with curve 25519 using Pure EdDSA node
[I-D.ietf-curdl e-cns-eddsa-si ghat ures].

- MJST- support RSA PKCS#1 v1.5 with SHA-256.

- SHOULD support RSASSA- PSS with SHA- 256.

Sendi ng agents:

- MJST support at |east one of the followi ng algorithms: ECDSA with
curve P-256 and SHA-256, or EdDSA with curve 25519 using PureEdDSA
node.

- MJST- support RSA PKCS#1 v1.5 with SHA-256.

- SHOULD support RSASSA- PSS with SHA-256.

See Section 4.1 for information on key size and al gorithmreferences.

2.3. KeyEncryptionAl gorithmdentifier

Recei vi ng and sendi ng agents:

- MJST support ECDH epheneral -static node for P-256, as specified in
[ RFC5753] .

- MJST support ECDH epheneral -static node for X25519 using HKDF- 256
for the KDF, as specified in
[I-D.ietf-curdle-cns-ecdh-new curves].

- MJST- support RSA Encryption, as specified in [ RFC3370].

- SHOULD+ support RSAES- OAEP, as specified in [ RFC3560].

When ECDH epheneral -static is used, a key wap algorithmis also

specified in the KeyEncryptionAl gorithm dentifier [RFC5652]. The
underlying encryption functions for the key wap and cont ent
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encryption algorithm ([ RFC3370] and [ RFC3565]) and the key sizes for
the two algorithns MJUST be the same (e.g., AES-128 key wap algorithm
with AES-128 content encryption algorithm. As both 128 and 256 bit
AES nodes are nmandatory-to-inpl enent as content encryption algorithns
(Section 2.7), both the AES-128 and AES-256 key wap al gorithms MJST
be supported when ECDH epheneral -static is used. Recipients MAY
enforce this, but MJUST use the weaker of the two as part of any
cryptographic strength conputation it mnight do.

Appendi x B provides information on algorithns support in ol der
versions of S/'M M

2.4. Ceneral Syntax

There are several CMS content types. O these, only the Data,
Si gnedDat a, Envel opedDat a, Aut hEnvel opedData, and ConpressedDat a
content types are currently used for S/M ME.

2.4.1. Data Content Type

Sendi ng agents MJST use the id-data content type identifier to
identify the "inner" M ME nessage content. For exanple, when
applying a digital signature to MM data, the CM5 Si gnedDat a
encapCont ent | nfo eContent Type MJIST include the id-data object
identifier and the nmedia type MJST be stored in the SignedData
encapContent |l nfo eContent OCTET STRI NG (unl ess the sending agent is
using multipart/signed, in which case the eContent is absent, per
Section 3.5.3 of this docunent). As another exanple, when applying
encryption to MM data, the CM5 Envel opedData encryptedContentlnfo
content Type MJST include the id-data object identifier and the
encrypted M ME content MJST be stored in the Envel opedDat a

encrypt edCont ent I nfo encrypt edCont ent OCTET STRI NG

2.4.2. Signedbata Content Type

Sendi ng agents MJST use the SignedData content type to apply a
digital signature to a message or, in a degenerate case where there
is no signature information, to convey certificates. Applying a
signature to a nmessage provi des authentication, nessage integrity,
and non-repudi ation of origin.

2.4.3. Envel opedData Content Type
This content type is used to apply data confidentiality to a nmessage.
In order to distribute the symetric key, a sender needs to have

access to a public key for each intended nessage recipient to use
this service
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2.4.4. Aut hEnvel opedDat a Content Type

This content type is used to apply data confidentiality and nessage
integrity to a nessage. This content type does not provide

aut hentication or non-repudiation. |In order to distribute the
symretric key, a sender needs to have access to a public key for each
i nt ended nmessage recipient to use this service.

2.4.5. ConpressedData Content Type

This content type is used to apply data conpression to a nessage.
This content type does not provide authentication, nmessage integrity,
non-repudi ation, or data confidentiality, and is only used to reduce
the message’s size

See Section 3.7 for further guidance on the use of this type in
conjunction with other CM5 types.

2.5. Attributes and the Signerlinfo Type

The Signerinfo type allows the inclusion of unsigned and signed
attributes along with a signature. These attributes can be required
for processing of nessage (i.e. Message Digest), infornmation the
signer supplied (i.e. SMME Capabilities) that shoul d be processed,
or attributes which are not relevant in the current situation (i.e.
m Expansi onLi st [ RFC2634] for mail viewers).

Recei ving agents MJST be able to handle zero or one instance of each
of the signed attributes |isted here. Sending agents SHOULD generate
one instance of each of the following signed attributes in each

S/ M ME nessage:

- Signing Time (Section 2.5.1 in this docunent)

- SMME Capabilities (Section 2.5.2 in this docunent)

- Encryption Key Preference (Section 2.5.3 in this docunent)

- Message Digest (Section 11.2 in [ RFC5652])

- Content Type (Section 11.1 in [ RFC5652])

Further, receiving agents SHOULD be able to handl e zero or one

i nstance of the signingCertificate and signingCertificatev2 signed

attributes, as defined in Section 5 of RFC 2634 [ESS] and Section 3
of RFC 5035 [ ESS].
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Sendi ng agents SHOULD generate one instance of the signingCertificate
or signingCertificatev2 signed attribute in each Signerlnfo
structure.

Additional attributes and values for these attributes might be
defined in the future. Receiving agents SHOULD handl e attributes or
val ues that they do not recognize in a graceful manner.

Interactive sending agents that include signed attributes that are
not |isted here SHOULD di splay those attributes to the user, so that
the user is aware of all of the data being signed.

2.5.1. Signing Time Attribute

The signing-tinme attribute is used to convey the time that a nessage
was signed. The tine of signing will nost likely be created by a
signer and therefore is only as trustworthy as that signer

Sendi ng agents MJST encode signing time through the year 2049 as

UTCTi ne; signing times in 2050 or |ater MJST be encoded as
General i zedTime. When the UTCTinme CHO CE is used, S/M ME agents MJST
interpret the year field (YY) as foll ows:

If YY is greater than or equal to 50, the year is interpreted as
19YY; if YY is less than 50, the year is interpreted as 20YY

Recei ving agents MJST be able to process signing-tinme attributes that
are encoded in either UTCTime or CeneralizedTi ne.

2.5.2. SMME Capabilities Attribute

The SM MECapabilities attribute includes signature algorithms (such
as "sha256Wt hRSAEncryption”), symretric algorithms (such as "AES-128
CBC'), authenticated symmetric algorithns (such as "AES-128 GCM') and
key enci phernent algorithns (such as "rsaEncryption"). The presence
of an algorithm based SM ME Capability attribute in this sequence
inmplies that the sender can deal with the algorithmas well as
understand the ASN. 1 structures associated with that al gorithm

There are also several identifiers that indicate support for other
optional features such as binary encodi ng and conpression. The

SM MECapabi lities were designed to be flexible and extensible so
that, in the future, a neans of identifying other capabilities and
preferences such as certificates can be added in a way that will not
cause current clients to break.

If present, the SM MECapabilities attribute MIST be a

SignedAttribute. CM defines SignedAttributes as a SET OF Attribute.
The SignedAttributes in a signerlnfo MJST include a single instance
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of the SM MECapabilities attribute. CMS defines the ASN. 1 syntax for
Attribute to include attrValues SET OF AttributeValue. A

SM MECapabi lities attribute MJUST only include a single instance of
AttributeValue. |If a signature is detected as violating these
requirenents, the signature SHOULD be treated as failing.

The semantics of the SM MECapabilities attribute specify a parti al
list as to what the client announcing the SM MECapabilities can
support. A client does not have to list every capability it
supports, and need not list all its capabilities so that the
capabilities list doesn't get too long. 1In an SM MECapabilities
attribute, the object identifiers (ODs) are listed in order of their
preference, but SHOULD be separated logically along the lines of
their categories (signature algorithnms, symretric al gorithns, key
enci phernent al gorithns, etc.).

The structure of the SM MECapabilities attribute is to facilitate
sinple tabl e | ookups and binary conparisons in order to determ ne
mat ches. For instance, the encoding for the SM MECapability for
sha256W t hRSAEncryption includes rather than onmits the NULL
paraneter. Because of the requirement for identical encoding,

i ndi vi dual s docunenting algorithns to be used in the

SM MECapabi lities attribute SHOULD explicitly docunent the correct
byt e sequence for the common cases.

For any capability, the associated paraneters for the O D MJST
specify all of the parameters necessary to differentiate between two
i nstances of the sane al gorithm

The O Ds that correspond to algorithnms SHOULD use the sane O D as the
actual algorithm except in the case where the algorithmusage is
anbi guous fromthe O D. For instance, in an earlier specification,
rsaEncryption was anbi guous because it could refer to either a
signature algorithmor a key enci phernent algorithm 1In the event
that an O D is anbiguous, it needs to be arbitrated by the naintainer
of the registered SM MECapabilities list as to which type of
algorithmwi Il use the OD, and a new O D MJST be allocated under the
sm meCapabilities OD to satisfy the other use of the OD.

The regi stered SM MECapabilities list specifies the paranmeters for

O Ds that need them nost notably key lengths in the case of

vari abl e-l ength symmetric ciphers. In the event that there are no
differentiating paraneters for a particular O D, the paraneters MJST
be omtted, and MJST NOT be encoded as NULL. Additional values for
the SM MECapabilities attribute might be defined in the future.

Recei ving agents MJUST handl e a SM MECapabilities object that has

val ues that it does not recognize in a graceful manner.
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Section 2.7.1 explains a strategy for caching capabilities.
2.5.3. Encryption Key Preference Attribute

The encryption key preference attribute allows the signer to

unanbi guously descri be which of the signer’s certificates has the
signer’'s preferred encryption key. This attribute is designed to
enhance behavior for interoperating with those clients that use
separate keys for encryption and signing. This attribute is used to
convey to anyone viewing the attribute which of the listed
certificates is appropriate for encrypting a session key for future
encrypt ed nessages.

If present, the SM MEEncrypti onKeyPreference attribute MIST be a
SignedAttribute. CM defines SignedAttributes as a SET OF Attri bute.
The SignedAttributes in a signerinfo MIUST include a single instance
of the SM MEEncrypti onKeyPreference attribute. CMS defines the ASN. 1
syntax for Attribute to include attrValues SET OF AttributeValue. A
SM MEEncrypti onKeyPreference attribute MIST only include a single
instance of AttributeValue. |If a signature is detected to violate
these requirenents, the signature SHOULD be treated as failing.

The sendi ng agent SHOULD include the referenced certificate in the
set of certificates included in the signed nessage if this attribute
is used. The certificate MAY be onmitted if it has been previously
made available to the receiving agent. Sending agents SHOULD use
this attribute if the conmmonly used or preferred encryption
certificate is not the sanme as the certificate used to sign the
nmessage

Recei ving agents SHOULD store the preference data if the signature on
the message is valid and the signing time is greater than the
currently stored value. (As with the SM MECapabilities, the clock
skew SHOULD be checked and the data not used if the skewis too
great.) Receiving agents SHOULD respect the sender’s encryption key
preference attribute if possible. This, however, represents only a
preference and the receiving agent can use any certificate in
replying to the sender that is valid.

Section 2.7.1 explains a strategy for caching preference data.
2.5.3.1. Selection of Recipient Key Managenent Certificate
In order to determine the key managenent certificate to be used when

sending a future CM5 Envel opedDat a nessage for a particul ar
reci pient, the followi ng steps SHOULD be foll owed:
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- |If an SM MEEncrypti onKeyPreference attribute is found in a
Si gnedDat a obj ect received fromthe desired recipient, this
identifies the X 509 certificate that SHOULD be used as the X 509
key managenent certificate for the recipient.

- |If an SM MEEncrypti onKeyPreference attribute is not found in a
Si gnedDat a obj ect received fromthe desired recipient, the set of
X. 509 certificates SHOULD be searched for a X 509 certificate with
the sanme subject nane as the signer of a X 509 certificate that
can be used for key nmanagenent.

- O use sonme other method of deternining the user’s key nanagenent
key. If a X 509 key managenent certificate is not found, then
encryption cannot be done with the signer of the message. |If
mul tiple X 509 key managenent certificates are found, the S/IM M
agent can nmake an arbitrary choi ce between them

6. Signerldentifier Signerinfo Type

S/M ME v4.0 inpl enentati ons MJUST support both issuer AndSeri al Nunber
and subjectKeyldentifier. Messages that use the subjectKeyldentifier
choi ce cannot be read by SIMME v2 clients.

It is inmportant to understand that some certificates use a value for
subj ect Keyl dentifier that is not suitable for uniquely identifying a
certificate. Inplenentations MJUST be prepared for nultiple
certificates for potentially different entities to have the same

val ue for subjectKeyldentifier, and MJST be prepared to try each

mat ching certificate during signature verification before indicating
an error condition.

7. Content EncryptionAl gorithmdentifier
Sendi ng and recei ving agents:

- MJST support encryption and decryption with AES- 128 GCM and
AES- 256 GCM [ RFC5084] .

- MJST- support encryption and decryption with AES-128 CBC
[ RFC3565] .

- SHOULD+ support encryption and decryption with ChaCha20- Pol y1305
[ RFC7905] .

Schaad, et al. Expires March 8, 2019 [ Page 17]



Internet-Draft S/IMME 4.0 Message Specification Sept enber 2018

2.7.1. Deciding Wiich Encryption Method to Use

When a sending agent creates an encrypted nessage, it has to decide
whi ch type of encryption to use. The decision process involves using
i nformati on garnered fromthe capabilities lists included in nessages
received fromthe recipient, as well as out-of-band information such
as private agreenments, user preferences, legal restrictions, and so
on.

Section 2.5.2 defines a nethod by which a sending agent can
optionally announce, anbng other things, its decrypting capabilities
inits order of preference. The follow ng nethod for processing and
remenbering the encryption capabilities attribute in inconing signed
messages SHOULD be used.

- |If the receiving agent has not yet created a |ist of capabilities
for the sender’s public key, then, after verifying the signature
on the incom ng nmessage and checking the tinestanp, the receiving
agent SHOULD create a new |list containing at |east the signing
time and the symmetric capabilities.

- |If such a list already exists, the receiving agent SHOULD verify
that the signing tine in the inconing nessage is greater than the
signing tine stored in the list and that the signature is valid.

If so, the receiving agent SHOULD update both the signing tine and
capabilities in the list. Values of the signing tine that lie far
in the future (that is, a greater discrepancy than any reasonabl e
clock skew), or a capabilities list in nessages whose signature
could not be verified, MJST NOT be accepted.

The list of capabilities SHOULD be stored for future use in creating
messages.

Bef ore sendi ng a nessage, the sending agent MUST decide whether it is
willing to use weak encryption for the particular data in the
message. |f the sending agent decides that weak encryption is
unacceptable for this data, then the sending agent MJUST NOT use a
weak algorithm The decision to use or not use weak encryption
overrides any other decision in this section about which encryption
algorithmto use

Section 2.7.1.1 and Section 2.7.1.2 describe the decisions a sending
agent SHOULD use in deciding which type of encryption will be applied
to a message. These rules are ordered, so the sending agent SHOULD
make its decision in the order given
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2.7.1.1. Rule 1: Known Capabilities

If the sending agent has received a set of capabilities fromthe

reci pient for the nmessage the agent is about to encrypt, then the
sendi ng agent SHOULD use that information by selecting the first
capability in the list (that is, the capability nost preferred by the
i ntended recipient) that the sending agent knows how to encrypt. The
sendi ng agent SHOULD use one of the capabilities in the list if the
agent reasonably expects the recipient to be able to decrypt the
nmessage.

2.7.1.2. Rule 2: Unknown Capabilities, Unknown Version of S/M ME
If the following two conditions are net:

- the sending agent has no know edge of the encryption capabilities
of the recipient, and

- the sendi ng agent has no know edge of the version of S/MME of the
reci pi ent,

then the sendi ng agent SHOULD use AES-256 GCM because it is a
stronger algorithmand is required by SSMMe v4.0. |f the sending
agent chooses not to use AES-256 GCMin this step, given the
presunption is that a client inplenmenting AES-GCM woul d do both
AES- 256 and AES-128, it SHOULD use AES-128 CBC

2.7.2. Choosing Wak Encryption

Al gorithms such as RC2 are considered to be weak encryption
algorithms. Al gorithms such as Tripl eDES are not state of the art
and are considered to be weaker algorithns than AES. A sendi ng agent
that is controlled by a human SHOULD al |l ow a human sender to
deternmne the risks of sending data using a weaker encryption

al gorithm before sending the data, and possibly allow the hunman to
use a stronger encryption algorithmsuch as AES GCM or AES CBC even
if there is a possibility that the recipient will not be able to
process that algorithm

2.7.3. Miltiple Recipients

If a sending agent is conposing an encrypted nmessage to a group of

reci pients where the encryption capabilities of some of the

reci pients do not overlap, the sending agent is forced to send nore
than one nmessage. Please note that if the sending agent chooses to
send a nessage encrypted with a strong algorithm and then send the
same nessage encrypted with a weak al gorithm soneone watching the
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conmuni cati ons channel could learn the contents of the strongly
encrypted message sinply by decrypting the weakly encrypted nessage.

3. Creating S/M ME Messages

This section describes the S/M M nessage fornats and how they are
created. S/ M ME nessages are a conbi nation of M Me bodi es and CMV5
content types. Several nedia types as well as several CMS content
types are used. The data to be secured is always a canonical MM
entity. The M ME entity and other data, such as certificates and
algorithmidentifiers, are given to CM5 processing facilities that
produce a CMsS object. Finally, the CM5 object is wapped in M M.
The Enhanced Security Services for S/MME [ ESS] document provides
descriptions of how nested, secured S/M ME nessages are formatted.
ESS provides a description of how a triple-wapped S/MME nessage is
formatted using nultipart/signed and application/pkcs7-mne for the
si gnat ur es.

S/'M ME provides one format for envel oped-only data, several formats
for signed-only data, and several formats for signed and envel oped
data. Several formats are required to acconmodate several
environnments, in particular for signed nessages. The criteria for
choosi ng anong these formats are al so descri bed.

The reader of this section is expected to understand M ME as
described in [M M- SPEC] and [ RFC1847].

3.1. Preparing the MME Entity for Signing, Envel oping, or Conpressing

SSMME is used to secure MME entities. A MM nessage i s conposed
of a M ME header and a M ME body. The body can consist of a single
part or of multiple parts. Any of these parts is designated as a

M ME nessage part. A MME entity can be a sub-part, sub-parts of a
M ME nessage, or the whole M ME nessage with all of its sub-parts. A
MME entity that is the whol e nessage includes only the M ME nessage
headers and M ME body, and does not include the RFC-822 header. Note
that S/M ME can al so be used to secure MME entities used in
applications other than Internet mail. |[If protection of the RFC 822
header is required, the use of the nessage/rfc822 media type is
explained later in this section.

The M ME entity that is secured and described in this section can be
t hought of as the "inside" MM entity. That is, it is the
"innernost" object in what is possibly a | arger M ME nessage.
Processing "outside” MM entities into CM5 content types is
described in Section 3.2, Section 3.5, and el sewhere.

Schaad, et al. Expires March 8, 2019 [ Page 20]



Internet-Draft S/IMME 4.0 Message Specification Sept enber 2018

The procedure for preparing a MME entity is given in [ M Me-SPEC] .
The sane procedure is used here with some additional restrictions
when signing. The description of the procedures from[M Me-SPEC] is
repeated here, but it is suggested that the reader refer to that
docunent for the exact procedure. This section also describes

addi tional requirenents.

A single procedure is used for creating MME entities that are to
have any conbi nati on of signing, envel oping, and conpressing applied.
Sone additional steps are recomended to defend agai nst known
corruptions that can occur during mail transport that are of
particul ar inportance for clear-signing using the multipart/signed
format. It is reconmended that these additional steps be perforned
on envel oped nessages, or signed and envel oped nessages, so that the
message can be forwarded to any environnment w thout nodification

These steps are descriptive rather than prescriptive. The
implementer is free to use any procedure as long as the result is the
sare.

Step 1. The MME entity is prepared according to the |oca
conventi ons.

Step 2. The leaf parts of the MME entity are converted to canonica
form

Step 3. Appropriate transfer encoding is applied to the | eaves of
the M ME entity.

When an S/M ME nessage is received, the security services on the
nmessage are processed, and the result is the MMe entity. That MM
entity is typically passed to a M Me-capabl e user agent where it is
further decoded and presented to the user or receiving application

In order to protect outer, non-content-rel ated nessage header fields
(for instance, the "Subject", "To", "Fronm, and "Cc" fields), the
sending client MAY wrap a full M ME nessage in a nessage/rfc822
wrapper in order to apply S/M M security services to these header
fields. It is up to the receiving client to decide how to present
this "inner" header along with the unprotected "outer" header. G ven
the security difference between headers, it is RECOMVENDED t hat
client provide a distinction between header fields depending on where
they are | ocated.

When an S/M ME nessage is received, if the top-level protected MM

entity has a Content-Type of nessage/rfc822, it can be assuned that
the intent was to provide header protection. This entity SHOULD be
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presented as the top-level nmessage, taking into account header
mergi ng i ssues as previously discussed.

3.1.1. Canonicalization

Each M ME entity MJST be converted to a canonical formthat is

uni quel y and unanbi guously representable in the environnent where the
signature is created and the environnment where the signature will be
verified. MME entities MJST be canoni calized for envel oping and
conpressing as well as signing.

The exact details of canonicalization depend on the actual nedia type
and subtype of an entity, and are not described here. |Instead, the
standard for the particular media type SHOULD be consulted. For
exanpl e, canonicalization of type text/plainis different from
canoni cal i zation of audio/basic. Oher than text types, nost types
have only one representation regardl ess of conputing platform or

envi ronnment that can be considered their canonical representation

In general, canonicalization will be performed by the non-security
part of the sending agent rather than the S/M ME inpl enentation

The npbst conmon and inportant canonicalization is for text, which is
often represented differently in different environnments. MM
entities of major type "text" MJIST have both their |ine endings and
character set canonicalized. The line ending MIST be the pair of
characters <CR><LF>, and the charset SHOULD be a registered charset
[ CHARSETS]. The details of the canonicalization are specified in

[ M ME- SPEC] .

Note that sone charsets such as | SO 2022 have nmultiple
representations for the same characters. Wen preparing such text
for signing, the canonical representation specified for the charset
MJUST be used.

3.1.2. Transfer Encoding

When generating any of the secured MME entities bel ow, except the
signing using the multipart/signed format, no transfer encoding is
required at all. S/ MM inplenentations MIST be able to deal wth
binary M ME objects. |f no Content-Transfer-Encodi ng header field is
present, the transfer encoding is presuned to be 7BIT.

As a rule, S/MME inplenentations SHOULD use transfer encodi ng
described in Section 3.1.3 for all MM entities they secure. The
reason for securing only 7-bit MME entities, even for envel oped data
that is not exposed to the transport, is that it allows the MM
entity to be handled in any environnent w thout changing it. For
exanple, a trusted gateway m ght renove the envel ope, but not the
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signature, of a message, and then forward the signed nessage on to
the end recipient so that they can verify the signatures directly.

If the transport internal to the site is not 8-bit clean, such as on
a wide-area network with a single nail gateway, verifying the
signature will not be possible unless the original MM entity was
only 7-bit data.

In the case where S/M ME inpl enentati ons can determ ne that al

i ntended recipients are capable of handling inner (all but the
outernost) binary M ME objects, inplenentations SHOULD use binary
encodi ng as opposed to a 7-bit-safe transfer encoding for the inner
entities. The use of a 7-bit-safe encoding (such as base64)
unnecessarily expands the nessage size. |Inplenentations MAY
determ ne that recipient inplenentations are capable of handling
inner binary MME entities either by interpreting the id-cap-
preferBinaryl nside SM MECapabilities attribute, by prior agreenent,
or by other neans.

If one or nore intended recipients are unable to handl e inner binary
M ME objects, or if this capability is unknown for any of the

i ntended recipients, S/MME inplenentati ons SHOULD use transfer
encodi ng described in Section 3.1.3 for all MM entities they
secure

3.1.3. Transfer Encoding for Signing Using multipart/signed

If anultipart/signed entity is ever to be transmtted over the
standard Internet SMIP infrastructure or other transport that is
constrained to 7-bit text, it MJST have transfer encoding applied so
that it is represented as 7-bit text. MME entities that are 7-bit
data already need no transfer encoding. Entities such as 8-bit text
and binary data can be encoded with quoted-printable or base-64
transfer encoding.

The prinmary reason for the 7-bit requirenent is that the Internet

mai | transport infrastructure cannot guarantee transport of 8-bit or
bi nary data. Even though many segnments of the transport
infrastructure now handle 8-bit and even binary data, it is sonetines
not possible to know whether the transport path is 8-bit clean. |If a
mai | message with 8-bit data were to encounter a nessage transfer
agent that cannot transmt 8-bit or binary data, the agent has three
options, none of which are acceptable for a clear-signed nessage:

- The agent could change the transfer encoding; this would
i nval i date the signature.
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- The agent could transmt the data anyway, which would nost likely
result in the 8th bit being corrupted; this too would invalidate
t he signature.

- The agent could return the nessage to the sender

[ RFC1847] prohibits an agent from changing the transfer encodi ng of
the first part of a multipart/signed nessage. |If a conpliant agent
that cannot transmt 8-bit or binary data encountered a

mul tipart/signed nessage with 8-bit or binary data in the first part,
it would have to return the nessage to the sender as undeliverable.

3.1.4. Sanple Canonical MM Entity

This exanple shows a nultipart/m xed nessage with full transfer
encoding. This nessage contains a text part and an attachment. The
sanpl e message text includes characters that are not ASCI| and thus
need to be transfer encoded. Though not shown here, the end of each
line is <CR><LF>. The line ending of the M ME headers, the text, and
the transfer encoded parts, all MJST be <CR><LF>

Note that this exanple is not of an S/M ME nessage.
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Cont ent - Type: multipart/nm xed; boundary=bar

- - bar
Cont ent - Type: text/plain; charset=iso-8859-1
Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e

=AlHol a M chael
How do you like the new S/M ME specification?

It's generally a good idea to encode lines that begin with
From=20because sone mail transport agents will insert a greater-
than (>) sign, thus invalidating the signature.

Al so, in sone cases it mght be desirable to encode any =20
trailing whitespace that occurs on lines in order to ensure =20
that the message signature is not invalidated when passing =20
a gateway that nodifies such whitespace (like BITNET). =20

- - bar
Cont ent - Type: inage/jpeg
Cont ent - Transf er - Encodi ng: base64

i QCVAWMUBMIr RF2N9oVBghPDJ AQEQUQQAL | 7LURVNdBj r k4EqYBI b3h5QXI X/ LC/ /
j JV5bNvkZl GPI cEm 5i Fd9boEgvpi r Ht | REEQLQRk YNoBAct FBZmh9GC3C041WXq
ulMbr bxc+nl s1TI KI A08r Vi 9i g/ 2Yh7LFr K5Ei n57U/ W 2vgSxLhe/ zhdf ol T9Br n
HOxEa44b+El =

--bar--
3.2. The application/pkcs7-m ne Media Type

The application/pkcs7-nmne nedia type is used to carry CVS content
types includi ng Envel opedDat a, SignedData, and ConpressedData. The
details of constructing these entities are described in subsequent
sections. This section describes the general characteristics of the
appl i cation/pkcs7-nmime nmedi a type.

The carried CM5 object always contains a MME entity that is prepared
as described in Section 3.1 if the eContentType is id-data. O her
contents MAY be carried when the eContent Type contains different
values. See [ESS] for an exanple of this with signed receipts.

Since CMS content types are binary data, in nost cases base-64
transfer encoding is appropriate, in particular, when used with SMIP
transport. The transfer encodi ng used depends on the transport

t hrough which the object is to be sent, and is not a characteristic
of the media type
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Note that this discussion refers to the transfer encoding of the CM5
object or "outside" MM entity. It is conpletely distinct from and
unrel ated to, the transfer encoding of the MME entity secured by the
CVB object, the "inside" object, which is described in Section 3.1

Because there are several types of application/pkcs7-nine objects, a
sendi ng agent SHOULD do as much as possible to help a receiving agent
know about the contents of the object without forcing the receiving
agent to decode the ASN.1 for the object. The Content-Type header
field of all application/pkcs7-m nme objects SHOULD i ncl ude the
optional "smne-type" paraneter, as described in the follow ng

secti ons.

3.2.1. The nanme and fil enane Paraneters

For the application/pkcs7-m ne, sending agents SHOULD enit the
optional "name" paranmeter to the Content-Type field for conpatibility
with ol der systens. Sending agents SHOULD al so enit the optiona
Content-Disposition field [RFC2183] with the "fil ename" paraneter.

If a sending agent emits the above paraneters, the value of the
paraneters SHOULD be a file name with the appropriate extension:

Medi a Type File
Ext ensi on

appl i cation/pkcs7-m me (SignedData, Envel opedDat a, . p7m
Aut hEnvel opedDat a)

appl i cation/pkcs7-m me (degenerate SignedData certificate . p7c
management nessage)

application/pkcs7-m ne (ConpressedDat a) . p7z
appl i cation/ pkcs7-signature (SignedData) . p7s

In addition, the file name SHOULD be Iinmted to eight characters
followed by a three-letter extension. The eight-character filenane
base can be any distinct nane; the use of the fil enane base "sm ne"
SHOULD be used to indicate that the MME entity is associated with
S/' M ME.

Including a file name serves two purposes. It facilitates easier use
of S/MME objects as files on disk. It also can convey type

i nformati on across gateways. Wwen a MM entity of type
application/pkcs7-nmme (for exanple) arrives at a gateway that has no
speci al know edge of SIMME, it will default the entity's nedia type
to application/octet-streamand treat it as a generic attachnent,
thus losing the type informati on. However, the suggested fil ename
for an attachnent is often carried across a gateway. This often

all ows the receiving systens to determ ne the appropriate application
to hand the attachment off to, in this case, a stand-alone S/M M
processing application. Note that this mechanismis provided as a
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conveni ence for inplenmentations in certain environnents. A proper
S/'M ME i npl enent ati on MUST use the nedia types and MJUST NOT rely on
the file extensions.

3.2.2. The sninme-type Paraneter

The application/pkcs7-nime content type defines the optional "smne-
type" paranmeter. The intent of this paraneter is to convey details
about the security applied (signed or envel oped) along with

i nformati on about the contained content. This specification defines
the follow ng snminme-types

Nanme CMVB Type I nner Cont ent
envel oped-dat a Envel opedDat a i d-dat a
si gned- dat a Si gnedDat a i d-dat a
certs-only Si gnedDat a i d-dat a
conpr essed- dat a Conpr essedDat a i d-dat a

aut hEnvel oped- dat a Aut hEnvel opedData id-data

In order for consistency to be obtained with future specifications,
the foll ow ng guidelines SHOULD be fol |l owed when assigning a new
sm nme-type paraneter

1. |If both signing and encryption can be applied to the content,
then three values for smnme-type SHOULD be assigned "signed-*",
"aut hEnv-*"  and "envel oped-*". |f one operation can be
assigned, then this can be omtted. Thus, since "certs-only" can
only be signed, "signed-" is omtted.

2. A common string for a content O D SHOULD be assigned. W use
"data" for the id-data content O D when MME is the inner
content.

3. If no common string is assigned, then the comon string of
"0 D. <0i d>" is recomended (for exanple

"OD. 2.16.840.1.101.3.4.1.2" would be AES-128 CBC).

It is explicitly intended that this field be a suitable hint for mail
client applications to indicate whether a nmessage is "signed"

"aut hEnvel oped" or "envel oped" w thout having to tunnel into the CVB
payl oad.

A registry for additional snine-type paraneter val ues has been
defined in [ RFC7114].
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3.3. Creating an Envel oped-Only Message

This section describes the format for enveloping a MM entity
without signing it. It is inportant to note that sendi ng envel oped
but not signed nessages does not provide for data integrity. The
Envel oped-Only structure does not support authenticated symretric
algorithmm Use the Authenticated Envel oped structure for these
algorithms. Thus, it is possible to replace ciphertext in such a way
that the processed nessage will still be valid, but the nmeaning can
be altered.

Step 1. The MM entity to be envel oped is prepared according to
Section 3. 1.

Step 2. The M ME entity and other required data is processed into a
CVB object of type EnvelopedData. In addition to encrypting
a copy of the content-encryption key for each recipient, a
copy of the content-encryption key SHOULD be encrypted for
the originator and included in the Envel opedData (see
[ RFC5652], Section 6).

Step 3. The Envel opedData object is wapped in a CMs Contentlnfo
obj ect.

Step 4. The ContentInfo object is inserted into an
application/pkcs7-mime MM entity.

The smi ne-type paraneter for envel oped-only nessages is "envel oped-
data". The file extension for this type of nessage is ".p7ni.

A sanpl e nessage woul d be:

Cont ent - Type: application/pkcs7-m me; name=sni ne. p7m
sm nme-t ype=envel oped- dat a

Cont ent - Transf er - Encodi ng: base64

Content-Di sposition: attachnent; filenane=sm nme.p7m

M | BHgYJKoZ!l hvcNAQe Dol | BDz CCAQs CAQAX gc Awgb0CAQAW] j ASMRAWDY Y DVQQDEW
dDYXJsU NBAhBGNGvHgABW BHThi 7 NXXHQVA0GCSqGSI b3DQEBAQUABI GAC3ENSNG

i Ji 21 sGPcP2i J97a4e8kbKQz36z9g622i 0yx6zYCANZ7mX7FBs31 Wy+f 6KgCLx3MLeC
bW 8+NMDFbbpXadCDgO8/ nUKUNYeNxJt uzubGgzoyEd8Ch4H dd9gdzTd+t aTEgSOi p
dSJuNnkVY4/ M652) KKHRLFf 02hosdR8wQWYJKoZl hvc NAQc BMBQGCCqGSI b3DQVHBA
gt aMXpRWZRNYAgDsi Sf 8Z9P43Lr Y4OxUk660cull XeCSFOSOpQJ 7FuVy U=
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3.4. Creating an Authenticated Envel oped-Only Message

This section describes the format for enveloping a MM entity
without signing it. Authenticated envel oped nessages provide
confidentiality and data integrity. It is inportant to note that
sendi ng aut henti cated envel oped nessages does not provide for proof
of origination when using SMME. It is possible for a third party
to replace ciphertext in such a way that the processed nessage wl |
still be valid, but the meaning can be altered. However this is
substantially nore difficult than it is for an envel oped-only nessage
as the algorithmdoes provide a | evel of authentication. Any

reci pient for whomthe nessage is encrypted can replace it w thout
det ecti on.

Step 1. The M ME entity to be envel oped is prepared according to
Section 3.1.

Step 2. The MM entity and other required data is processed into a
CVB obj ect of type Aut hEnvel opedData. 1In addition to
encrypting a copy of the content-encryption key for each
reci pient, a copy of the content-encryption key SHOULD be
encrypted for the originator and included in the
Aut hEnvel opedDat a (see [ RFC5083]).

Step 3. The Aut hEnvel opedData object is wapped in a CM5 Contentlnfo
obj ect.

Step 4. The Contentinfo object is inserted into an
application/pkcs7-mime MM entity.

The smi nme-type paraneter for authenticated envel oped-only nessages is
"aut hEnvel oped-data”. The file extension for this type of nessage is
"op7m'.

A sanpl e message woul d be:
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Cont ent - Type: application/pkcs7-m me; snine-type=aut hEnvel oped- dat a;
nane=smi nme. p7m

Cont ent - Tr ansf er - Encodi ng: base64

Content-Disposition: attachment; fil ename=sm ne.p7m

M | DWRYLKoZI hve NAQKQARegggNl M | DRAI BADGBvj CBuwl BADAMVBI x EDAO
BgNVBAMIBONhc mk SUOECEEYOa8e AAFa8EdNuLs1dcdAwOwYJKoZIl hvc NAQEB
Bl GAgy ZJoOERTxA4xdTr i 5P5t VMyhORARepTUCORZvI UbcUl al 81 pJZH3/ J1
Fv6MKTRSAQ K+Zc Tl QniveW.Quwdl t Q4O P3mhpgXzTnOYhTKLI Dt F2zx75Lg
VE+i | pcLI zXf JB4RCBPt BWAHAOf 4Wh+VMQv Lkk 900l X4nRSH1LPkt gAwggJq
Bgkghki GOwWOBBWEWGAYJYI ZI AWJDBAEGVAAEDGPi zi 0COOHSSNNx40CCAj 7Y
Ch8r Oy8+55106newEJohC/ aDgWhJhr MKz SOwa7Jr aXOV3HXD3Nv Kbl 665dRx
vDWSCNaLCRU5(q8/ AXx@Qx2SvnAbM+-IKcEf ¢/ VFdd4Si HNi UECAApLku2r M 5B
W hW FXmx9d+cj un2BRwB3wj 0glwaj dBO/ kVRbQng697dnl YyUog4vpJERj r
7KAkawZx 1RMHaML8wg Zj UNpCBXFS3chQ 9mirBp2i 2Hf 51 Z80Ct Tx+r CQUM 6
Jhy03vdcPCCARBj n3v0d3upzZYDZddMA41CBOf KnnWFj adV1KpYw 80t gsEf x
VoOIl J@dVt J8MHIi BpLVKadRI Z4i H2ULCOJt NSnXE1Sr FKh7cgbJ4+7nqSRL3
0BTud3r X41DGshG pqcYHT4sqYl gZkc6dp0gl+hF1p3cGnj HdpysV2NVSUev
ghHbvSghl sXFzRSWKi ZG gm kv3R5Lnj pYyP4br M52J1 7y0gbor vVAdNMz 7m
D+5Yx Sl HOKAe8z 6 TT3LHUQIN7 QCkFoi USCaNhpAFaakkd pgcqLhpOK4l Xxt
kpt CE3eUMCc Txt x6bXuf PR5STUHohvZvf eqMp42kL37FJIC/ ABZHoOx Xy 8+X
X5QYxCQNuof W vnl WONr 8w65x61 gVj PYnd/ cHwz QKBTBMXN6pBud/ PZL5zF
t WBQH QkBR+Uf | MAZKeNILOKdA@7nmQd Co5gQS85ai f xoi i A2v9+0hxZwllr P
| WAD+GS70MVDK] 8ZNy CJJsyf 5snmRZ+WkeBool b3+Ti GcBBCsRnf e6nolLzi FO
6Zeu2ZwE

3.5. Creating a Signed-Only Message
There are two formats for signed nessages defined for S/M ME
- application/pkcs7-mme with SignedData.
- multipart/signed.

In general, the nultipart/signed formis preferred for sending, and
receiving agents MJST be able to handl e both.

3.5.1. Choosing a Format for Signed-Only Messages

There are no hard-and-fast rules as to when a particul ar signed-only
format is chosen. It depends on the capabilities of all the
receivers and the relative inportance of receivers with S/M M
facilities being able to verify the signature versus the inportance
of receivers without SSMME software being able to view the nessage.

Messages signed using the nultipart/signed format can al ways be

vi ewed by the receiver whether or not they have S/M ME software.
They can al so be viewed whether they are using a M MeE-native user
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agent or they have nessages translated by a gateway. 1In this
context, "be viewed" neans the ability to process the nessage
essentially as if it were not a signed nmessage, including any ot her
M ME structure the nessage ni ght have.

Messages signed using the SignedData format cannot be viewed by a

reci pient unless they have SSMME facilities. However, the

Si gnedDat a format protects the nessage content from bei ng changed by

beni gn internediate agents. Such agents m ght do |ine w apping or

content-transfer encodi ng changes that woul d break the signature.
3.5.2. Signing Using application/pkcs7-nine with SignedData

This signing format uses the application/pkcs7-mnme nmedia type. The
steps to create this format are:

Step 1. The MM entity is prepared according to Section 3. 1.

Step 2. The M ME entity and other required data are processed into a
CVB obj ect of type SignedDat a.

Step 3. The SignedData object is wapped in a CVMs Contentlnfo
obj ect.

Step 4. The ContentInfo object is inserted into an
application/pkcs7-mime MM entity.

The smi ne-type paraneter for nessages using application/pkcs7-m nme
with SignedData is "signed-data". The file extension for this type
of message is ".p7ni.

A sampl e message woul d be:
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Cont ent - Type: application/pkcs7-m me; snine-type=si gned- dat a;
nane=smi nme. p7m

Cont ent - Tr ansf er - Encodi ng: base64

Content-Disposition: attachment; fil ename=sm ne.p7m

M | DMQYJKoZI hveNAQeCol | Di j CCA4YCAQEX CTAHBgUr DgMOG At Bgkghki GOwOBBw
&gl AQeDQUad zI d zI HNvbWJgc2Ft cGxl | G\vbnRI bnQuol | CADCCAt wwggKboAMC
AQ CAgDI MAk GBy qGSMA4BAMME] EQVA4 GALUEAX MHQ2 Fy bERT Uz Ae Fw05OT A4 MT ¢ wMIT
EWNDI aFw0z OTEy Mz Ey Mz USNTI aMBMk ETAPBgNVBAMT CEFsaWNIl RFNTM | Bt ] CCASs G
By gGSMA4BAEWggEe Ao GBAI G\Nze2D6gqeOT7CSCi j 5Ee T3Q7 XqA7sUSW hAhP/ 5ThcO
h+DNbz REj R/ p+vpKGIL+HZMW23j +bv7dMBF9pi uRLODcMKQ VmB6nXvn89J8v3UCo
i 1TxP7AHCEdNXY] Dw7W 41Ul ddU5dhDEeL 3/ nbCEl zf y5FEbt eI | zzf | vbAhUA4k
enkVmuBP&0+4Ny Er Yov3k80Cg YAMONAUI TKqOF s+bdl LWApMIi MBBAI 1XPLLG DD
H Bd3Zt Z4s2qBT1YwHui Nr huB699i ki | p/ R1z0ol Xks+kPht 6pzJI Yo7dhTpzi 5dow
f NI 4WILz ABf GLJi RGINKS9+M VS| NW eL5c+waYTYf EX/ Cve3RUP+YdM.RgUpg(Cho?2
OQOBhAACgYBc47] adRSWCEI 63eM geysXt y9t x MRNKYW SgRI 9kOhnd1dRVSPUNbb+
VRv/ qJ8ql bPi ROPQeNV2PI uOW oEr j hdbOBoA/ 6CN+Gvl kqlMauCcNHU8! v2YUgFxi

r GX6FYvxuz TUOpY39nFHss QyhPB+QUDORqd] Tj PypelL08oPl uKOBgTB/ MAWGALUdEw
EB/ wQCMAAWDg YDVROPAQH BAQDAgbAMBBGALUd I wQYMBaAFHBEPo! ub4f eSt N14z0g
vVEM k/ Ef MBOGAL1UdDgQW\BBS+bKGz 48H37UNWpMATAeL945f +z TAf BgNVHREEGCDAVW R
RBbd j ZURTUOBI eGFt cGxl Lm\vbTAJBgcghkj OOAQDAZ AAMCOCFFUMpBKT Q uJcSl z
j YNgt TLlna79FAhUAN2FTU QLXLLd2ud2Hel QUI t DXr Ox Yz BhAgEBMBgwE] EQVAAGAL
UEAX VHQZ Fy bERTUM CAMgwWBWY FKw4 DAhowCQYHKoZI zj g EAWQUMOWCFD1c SWSLI UFz
eXl e3YI 5SKSBer / sAhQCq7s/ CTFHOE] gASelUj bMox5g6A==

3.5.3. Signing Using the multipart/signed Format

This format is a clear-signing format. Recipients wthout any S/M M
or CVS processing facilities are able to view the nessage. |t makes
use of the multipart/signed nedia type described in [RFC1847]. The
mul tipart/signed nedia type has two parts. The first part contains
the MME entity that is signed; the second part contains the

"det ached signature” CM5 SignedData object in which the
encapContentlnfo eContent field is absent.

3.5.3.1. The application/pkcs7-signature Media Type
This media type always contains a CV5 Contentlnfo containing a single
CVS object of type SignedData. The SignedData encapContentlnfo
eContent field MIUST be absent. The signerinfos field contains the
signatures for the MM entity.

The file extension for signed-only nessages using application/pkcs7-
signature is ".p7s".
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3.5.3.2. Creating a multipart/signed Message

Step 1. The MME entity to be signed is prepared according to
Section 3.1, taking special care for clear-signing.

Step 2. The MME entity is presented to CM5 processing in order to
obtain an object of type SignedData in which the
encapContentlnfo eContent field is absent.

Step 3. The MME entity is inserted into the first part of a
mul tipart/signed nessage with no processing other than that
described in Section 3. 1.

Step 4. Transfer encoding is applied to the "detached signature" CMS
Si gnedData object, and it is inserted into a MM entity of
type application/pkcs7-signature.

Step 5. The MM entity of the application/pkcs7-signature is
inserted into the second part of the nultipart/signed
entity.

The multipart/signed Content-Type has two required paraneters: the
protocol paranmeter and the mical g paraneter.

The protocol parameter MJST be "application/pkecs7-signature”. Note
that quotation marks are required around the protocol paraneter
because M ME requires that the "/" character in the paraneter val ue
MUST be quot ed.

The micalg paraneter allows for one-pass processing when the
signature is being verified. The value of the nicalg paraneter is
dependent on the nessage digest algorithn(s) used in the cal culation
of the Message Integrity Check. If multiple nmessage digest
algorithnms are used, they MJUST be separated by conmas per [ RFC1847].
The values to be placed in the mical g paraneter SHOULD be fromthe
fol | owi ng:

Al gorithm Val ue Used

MD5* nd5

SHA- 1* sha-1

SHA- 224  sha- 224

SHA- 256  sha- 256

SHA-384  sha- 384

SHA-512  sha-512

Any ot her (defined separately in algorithmprofile or "unknown" if
not defi ned)
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*Note: MD5 and SHA-1 are historical and no | onger considered secure.
See Appendi x B for details.

(Historical note: sone early inplenentations of SSMME enmtted and
expected "rsa-nd5", "rsa-shal", and "shal" for the nicalg paraneter.)
Recei ving agents SHOULD be able to recover gracefully froma nicalg
paraneter value that they do not recognize. Future nanes for this
paraneter will be consistent with the | ANA "Hash Function Textua
Nanmes" registry.

3.5.3.3. Sanple nultipart/signed Message

Cont ent - Type: rmul ti part/signed;
m cal g=sha- 256;
boundary="----=_NextBoundry___ Fri, 06_Sep_2002_00: 25: 21"
prot ocol ="appl i cati on/ pkcs7-si gnature"

This is a nmulti-part nessage in MM fornmat.
------ = NextBoundry___ Fri, 06_Sep_2002_00: 25: 21

This is sone sanple content.

—————— = NextBoundry_ __ Fri, 06_Sep 2002 _00: 25: 21
Cont ent - Type: application/pkcs7-signature; name=sm nme. p7s
Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachment; fil ename=sm ne. p7s

M 1 BJgYJKoZl hvcNAQcCol | BFz CCARMCAQEXADAL Bgkghki GOWOBBWEX gf 4w
gf sCAQ wdj ASMRAWDg YDVQQRDEWIDYXJ s U NBAhBGNGy HgABW BHTbi 7EELOw
MAS GOWCGSAFI AWQCAaAX MC8GCSqGSI h3DQEJBDEI BCCXxWpZGNZz TSsugsn+f
| Ei dzQK4nt/ ozKqf mbxhcl kKgj ALBgkghki GOWOBAQs EgYBOXJV7f j Pa5Nuh
ot hS5nsDf PBASur YUM hNpWgXGBae3XpppgVr Pi 2nVO41onHnkByj keD) we31
AIVHBME FQySTsr J65Jvf f TTXk OpRPxs SHn3wd FwP/ at WHkh8YK/ j RO9bULhU

M/5j QEDI wX5DRasxu6Ld8zv9u5/ TsdBNi uf Ga==

------ = NextBoundry_ __ Fri, 06 _Sep 2002 _00: 25: 21--

The content that is digested (the first part of the nultipart/signed)
consi sts of the bytes:

54 68 69 73 20 69 73 20 73 6f 6d 65 20 73 61 6d 70 6¢ 65 20 63 6f 6e
74 65 6e 74 2e 0d Oa

3.6. Creating a Conpressed-Only Message
This section describes the format for conpressing a MME entity.

Pl ease note that versions of SIMME prior to version 3.1 did not
specify any use of ConpressedbData, and will not recognize it. The
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use of a capability to indicate the ability to recei ve ConpressedData
is described in [RFC3274] and is the preferred nmethod for
compatibility.

Step 1. The MM entity to be conpressed is prepared according to
Section 3. 1.

Step 2. The M ME entity and other required data are processed into a
CVB object of type ConpressedDat a.

Step 3. The ConpressedData object is wapped in a CVS Contentlnfo
obj ect.

Step 4. The Contentlnfo object is inserted into an
application/pkcs7-mme MM entity.

The smi ne-type paraneter for conpressed-only nessages is "conpressed-
data". The file extension for this type of nmessage is ".p7z"

A sampl e message woul d be

Cont ent - Type: application/pkcs7-m me; snine-type=conpressed-dat a;
nane=smi nme. p7z

Cont ent - Transf er - Encodi ng: base64

Content-Di sposition: attachnent; filenane=sni nme. p7z

eNoLycgsVgGi 4vzcVI Xi xNyCnFSF5Py8kt S8Ej 0Al CkKVA==
3.7. Miltiple Operations

The signed-only, envel oped-only, and conpressed-only M ME formats can
be nested. This works because these formats are all MM entities
that encapsul ate other M ME entities.

An S/M ME inplenentation MJST be able to receive and process
arbitrarily nested SIMME within reasonable resource linmts of the
reci pi ent conputer.

It is possible to apply any of the signing, encrypting, and
conpressing operations in any order. It is up to the inplenenter and
the user to choose. Wen signing first, the signatories are then
securely obscured by the envel oping. Wen enveloping first the
signatories are exposed, but it is possible to verify signatures

wi t hout renoving the envel oping. This can be useful in an

envi ronment where automatic signature verification is desired, as no
private key material is required to verify a signature.
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There are security ramfications to choosing whether to sign first or
encrypt first. A recipient of a nmessage that is encrypted and then
signed can validate that the encrypted bl ock was unal tered, but
cannot deternine any relationship between the signer and the
unencrypted contents of the nessage. A recipient of a nessage that
is signed then encrypted can assune that the signed nessage itself
has not been altered, but that a careful attacker could have changed
the unaut henticated portions of the encrypted nmessage.

When usi ng conpression, keep the follow ng guidelines in mnd:

- Conpression of binary encoded encrypted data is di scouraged, since
it will not yield significant conpression. Base64 encrypted data
could very well benefit, however.

- |If a lossy conpression algorithmis used with signing, you wll
need to conpress first, then sign

3.8. Creating a Certificate Managenent Message

The certificate nanagenent nessage or MME entity is used to
transport certificates and/or Certificate Revocation Lists, such as
in response to a registration request.

Step 1. The certificates and/or Certificate Revocation Lists are
made available to the CVS generating process that creates a
CVS object of type SignedData. The SignedData
encapContentlnfo eContent field MJIST be absent and
signerinfos field MJST be enpty.

Step 2. The SignedData object is wapped in a CM5 Contentlnfo
obj ect.

Step 3. The Contentinfo object is enclosed in an
application/pkcs7-nmime MM entity.

The sm nme-type paraneter for a certificate managenent message is
"certs-only". The file extension for this type of nmessage is "

. p7c".
3.9. Registration Requests

A sendi ng agent that signs messages MJUST have a certificate for the
signature so that a receiving agent can verify the signature. There
are many ways of getting certificates, such as through an exchange
with a certification authority, through a hardware token or diskette,
and so on.
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SIMME v2 [ SM MEv2] specified a method for "registering" public keys
with certificate authorities using an application/pkcsl0 body part.
Since that time, the I ETF PKI X Wrking G oup has devel oped ot her

met hods for requesting certificates. However, S/M ME v4.0 does not
require a particular certificate request nechani sm

3.10. ldentifying an S/M ME Message

Because S/ M ME takes into account interoperation in non-M M
environnents, several different nmechanisns are enployed to carry the
type information, and it becones a bit difficult to identify S/MME
messages. The following table lists criteria for deternining whether
or not a nessage is an S/M ME nessage. A nessage is considered an
S/M ME nmessage if it matches any of the criteria |isted bel ow.

The file suffix in the table bel ow cones fromthe "name" paranmeter in
the Content-Type header field, or the "filenane" paraneter on the
Content-Di sposition header field. These paraneters that give the
file suffix are not listed below as part of the parameter section

Medi a type par anet er s file suffix
appl i cation/pkcs7-m nme n/a n/a
mul ti part/signed prot ocol = n/a
"appl i cation/ pkcs7-signature"
application/octet-streamn/a p7m p7s,
p7c, p7z

4, Certificate Processing

A receiving agent MJST provide sone certificate retrieval nechani sm
in order to gain access to certificates for recipients of digita
envel opes. This specification does not cover how S/M ME agents
handl e certificates, only what they do after a certificate has been
validated or rejected. S/MME certificate issues are covered in

[ RFC5750] .

At a minimum for initial S/M M deploynent, a user agent could
automatically generate a nessage to an intended recipient requesting
that recipient’s certificate in a signed return nessage. Receiving
and sendi ng agents SHOULD al so provide a nmechanismto allow a user to
"store and protect"” certificates for correspondents in such a way so
as to guarantee their later retrieval

4.1. Key Pair Ceneration
Al'l generated key pairs MJUST be generated froma good source of non-

determnistic randominput [ RFC4086] and the private key MJST be
protected in a secure fashion
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An S/ M ME user agent MJUST NOT generate asymetric keys |ess than 2048
bits for use with an RSA signature algorithm

For 2048-bit through 4096-bit RSA with SHA-256 see [ RFC5754] and

[ FI PS186-4]. The first reference provides the signature algorithnis
object identifier, and the second provides the signature algorithms
definition.

For RSASSA- PSS with SHA-256, see [ RFC4056]. For RSAES- OAEP, see
[ RFC3560] .

4.2. Signature Ceneration

The following are the requirenents for an S/M ME agent generated RSA
and RSASSA- PSS si gnat ur es:

key size <= 2047 : SHOULD NOT (Note 1)
2048 <= key size <= 4096 : SHOULD (see Security Considerations)
4096 < Kkey size : MAY (see Security Considerations)

Note 1: see Historical Mail Considerations in Section 6.
Note 2: see Security Considerations in Appendix B.

Key sizes for ECDSA and EdDSA are fixed by the curve.
4.3. Signature Verification

The following are the requirenents for S/M ME receiving agents during
signature verification of RSA and RSASSA- PSS si gnat ur es:

key size <= 2047 : SHOULD NOT (Note 1)
2048 <= key size <= 4096 : MJST (Note 2)
4096 < key size : MAY (Note 2)

Note 1: see Historical Mil Considerations in Section 6.
Note 2: see Security Considerations in Appendi x B.

Key sizes for ECDSA and EdDSA are fixed by the curve.
4.4. Encryption
The following are the requirenents for an S/M ME agent when

est abli shing keys for content encryption using the RSA and RSA- QAEP
al gorithms:
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key size <= 2047 : SHOULD NOT (Note 1)
2048 <= key size <= 4096 : SHOULD (Note 2)
4096 < key size : MAY (Note 2)

Note 1: see Historical Mil Considerations in Section 6.
Note 2: see Security Considerations in Appendi x B.

Key sizes for ECDH are fixed by the curve.
4.5, Decryption
The following are the requirenents for an S/M ME agent when

est abli shing keys for content decryption using the RSA and RSAES- CAEP
al gorithms:

key size <= 2047 : MNAY (Note 1)
2048 <= key size <= 4096 : MJST (Note 2)
4096 < Kkey size : MAY (Note 2)

Note 1: see Historical Mail Considerations in Section 6.
Note 2: see Security Considerations in Appendix B.

Key sizes for ECDH are fixed by the curve.

5. | ANA Consi derati ons
The follow ng informati on updates the nmedia type registration for
application/pkcs7-m me and application/ pkcs7-signature to refer to

this docunent as opposed to RFC 2311.

Not e that other docunents can define additional MM nmedia types for
S/' M ME.

5.1. Media Type for application/pkcs7-m nme
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Type nane: application
Subt ype Nane: pkcs7-m e
Required Paraneters: NONE
Optional Paraneters: sm me-type/signed-data

sm me-type/ envel oped- dat a

sm me-type/ conpr essed- dat a

sm nme-type/ certs-only

nane
Encodi ng Consi derations: See Section 3 of this docunent
Security Considerations: See Section 6 of this docunent
Interoperability Considerations: See Sections 1-6 of this docunent
Publ i shed Specification: RFC 2311, RFC 2633, and this docunent
Applications that use this nedia type: Security applications
Addi tional information: NONE
Person & email to contact for further information: iesg@etf.org
I nt ended usage: COVMON
Restrictions on usage: NONE
Aut hor: Sean Tur ner

Change Controller: S/MME working group del egated fromthe | ESG

5.2. Media Type for application/pkcs7-signature
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Type nane: application
Subt ype Nane: pkcs7-signature
Required Paraneters: NONE
Optional Paraneters: NONE
Encodi ng Consi derations: See Section 3 of this docunent
Security Considerations: See Section 6 of this docunent
Interoperability Considerations: See Sections 1-6 of this docunent
Publ i shed Specification: RFC 2311, RFC 2633, and this docunent
Applications that use this nedia type: Security applications
Addi tional information: NONE
Person & email to contact for further information: iesg@etf.org
I nt ended usage: COVMON
Restrictions on usage: NONE
Aut hor: Sean Tur ner
Change Controller: S/MME working group del egated fromthe | ESG
5.3. Register authEnvel oped-data sm ne-type
IANA is required to register the follow ng value in the "Paraneter
Val ues for the smne-type Paraneter"” registry. The values to be
regi stered are:
smi nme-type val ue: aut hEnvel oped-dat a
Ref erence: [[This Document, Section 3.2.2]]
6. Security Considerations
Cryptographic algorithms will be broken or weakened over tine.
I mpl enenters and users need to check that the cryptographic
algorithnms listed in this docunent continue to provide the expected

| evel of security. The IETF fromtine to tinme may issue docunents
dealing with the current state of the art. For exanpl e:
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- The MIlion Message Attack described in RFC 3218 [ RFC3218].

- The Diffie-Hellman "smal | - subgroup” attacks described in RFC 2785
[ RFC2785] .

- The attacks agai nst hash al gorithms described in RFC 4270
[ RFC4270] .

This specification uses Public-Key Cryptography technologies. It is
assuned that the private key is protected to ensure that it is not
accessed or altered by unauthorized parties.

It is inmpossible for nbst people or software to estimate the val ue of
a message’s content. Further, it is inpossible for nost people or
software to estimte the actual cost of recovering an encrypted
message content that is encrypted with a key of a particular size.
Further, it is quite difficult to deternine the cost of a failed
decryption if a recipient cannot process a nessage’'s content. Thus,
choosi ng between different key sizes (or choosing whether to just use
plaintext) is also inpossible for nost people or software. However,
deci sions based on these criteria are nade all the tinme, and
therefore this specification gives a franework for using those
estinmates in choosing al gorithns.

The choice of 2048 bits as an RSA asynmmetric key size in this
specification is based on the desire to provide at |east 100 bits of
security. The key sizes that nust be supported to conformto this
specification seem appropriate for the Internet based on [ RFC3766].

O course, there are environments, such as financial and nedi cal
systens, that nmay select different key sizes. For this reason, an

i mpl enent ati on MAY support key sizes beyond those recomended in this
speci fication.

Recei ving agents that validate signatures and sendi ng agents that
encrypt nessages need to be cautious of cryptographic processing
usage when validating signatures and encrypting nmessages using keys
| arger than those mandated in this specification. An attacker could
send certificates with keys that would result in excessive
cryptographi c processing, for exanple, keys larger than those
mandated in this specification, which could swanp the processing

el ement. Agents that use such keys w thout first validating the
certificate to a trust anchor are advised to have some sort of

crypt ographi c resource managenent systemto prevent such attacks.

Sone cryptographic algorithms such as RC2 offer little actua
security over sending plaintext. Oher algorithns such as Tripl eDES
provi de security but are no |onger considered to be state of the art.
S/M ME requires the use of current state of the art algorithnms such
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as AES and provides the ability to announce cryptographic
capabilities to parties with whomyou communi cate. This allows the
sender to create nessages which can use the strongest conmon
encryption algorithm Using algorithms such as RC2 is never
recomended unl ess the only alternative is no cryptography.

RSA and DSA keys of less than 2048 bits are now consi dered by nmany
experts to be cryptographically insecure (due to advances in
computing power), and should no | onger be used to protect nessages.
Such keys were previously considered secure, so processing previously
recei ved signed and encrypted mail will often result in the use of
weak keys. |Inplenmentations that wish to support previous versions of
S/M ME or process old nmessages need to consider the security risks
that result fromsmaller key sizes (e.g., spoofed nessages) versus

the costs of denial of service. |If an inplenmentation supports
verification of digital signatures generated with RSA and DSA keys of
| ess than 1024 bits, it MJST warn the user. |nplenenters should

consi der providing different warnings for newWy received nessages and
previously stored nessages. Server inplenentations (e.g., secure
mai |l |ist servers) where user warnings are not appropriate SHOULD

rej ect nessages with weak signatures.

| npl enenters SHOULD be aware that nultiple active key pairs can be
associated with a single individual. For exanple, one key pair can
be used to support confidentiality, while a different key pair can be
used for digital signatures

If a sending agent is sending the sane nessage using different
strengths of cryptography, an attacker watching the conmunications
channel mnight be able to determ ne the contents of the strongly
encrypted nmessage by decrypting the weakly encrypted version. In
other words, a sender SHOULD NOT send a copy of a message using
weaker cryptography than they would use for the original of the
nmessage.

Modi fication of the ciphertext in Envel opedData can go undetected if
aut hentication is not also used, which is the case when sendi ng
Envel opedData wi t hout wapping it in SignedData or encl osing
SignedData within it. This is one of the reasons for noving from
Envel opedDat a to Aut hEnvel opedData, as the authenticated encryption
al gorithnms provide the authentication w thout needing the SignedData
| ayer.

If an inplementation is concerned about conpliance with Nationa

Institute of Standards and Technol ogy (N ST) key size
recomendat i ons, then see [ SP800-57].
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I f messagi ng environnents make use of the fact that a nmessage is
signed to change the behavi or of message processing (exanpl es woul d
be running rules or U display hints), without first verifying that
the nmessage is actually signed and knowi ng the state of the
signature, this can lead to incorrect handling of the nessage.

Vi sual indicators on nessages may nheed to have the signature
val i dati on code checked periodically if the indicator is supposed to
give information on the current status of a message.

Many peopl e assune that the use of an authenticated encryption
algorithmis all that is needed for the sender of the nessage to be
authenticated. |In alnost all cases this is not a correct statement.
There are a nunber of preconditions that need to hold for an

aut henticated encryption algorithmto provide this service:

- The starting key nust be bound to a single entity. The use of a
group key only would allow for the statenent that a nessage was
sent by one of the entities that held the key but will not
identify a specific entity.

- The message must have exactly one sender and one recipient.
Havi ng nore than one recipient would allow for the second
recipient to create a nessage that the first recipient would
believe is fromthe sender by stripping the second recipient from
t he message.

- Adirect path needs to exist fromthe starting key to the key used
as the content encryption key (CEK). That path needs to
guarantees that no third party could have seen the resulting CEK
This means that one needs to be using an algorithmthat is called
a "Direct Encryption” or a "Direct Key Agreement” algorithmin
other contexts. This neans that the starting key is used directly
as the CEK key, or that the starting key is used to create a
secret which then is transfornmed into the CEK via a KDF step

S/'M ME i npl enent ati ons al nost universally use epheneral -static rather
than static-static key agreenment and do not use a shared secret for
encryption. This nmeans that the first precondition is not net.

There is a docunment [RFC6278] which defined howto use static-static
key agreenent with CM5, so the first precondition can be net.
Currently, all S/M M key agreenent nethods derive a KEK and wap a
CEK. This violates the third precondition above. New key agreenent
algorithms that directly created the CEK wi thout creating an

i nterveni ng KEK woul d need to be defi ned.

Even when all of the preconditions are net and origination of a

message i s established by the use of an authenticated encryption
algorithm users need to be aware that there is no way to prove this
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to athird party. This is because either of the parties can
successfully create the nessage (or just alter the content) based on
the fact that the CEK is going to be known to both parties. Thus the
origination is always built on a presunption that "I did not send
this nessage to nysel f."

Al'l of the authenticated encryption algorithms in this docunment use
counter node for the encryption portion of the algorithm This neans
that the Iength of the plain text will always be known as the cipher
text length and the plain text length are always the sane. This

i nformati on can enabl e passive observers to infer infornmation based
solely on the length of the nmessage. Applications for which this is
a concern need to provide some type of padding so that the I ength of
the message does not provide this informtion

When conpression is used with encryption, it has the potential to add
an additional |ayer of security. However, care needs to be taken
when designing a protocol that relies on this not to create a
conpression oracle. Conpression oracle attacks require an adaptive

i nput to the process and attack the unknown content of a nessage
based on the I ength of the conpressed output. This neans that no
attack on the encryption key is necessarily required.

A recent paper on S/M M and OpenPGP Emmil security [Efail] has

poi nted out a nunber of problens with the current S/M MeE

speci ficati ons and how peopl e have inplenented mail clients. Due to
the nature of how CBC node operates, the nodes allow for malleability
of plaintexts. This malleability allow for attackers to nake
changes in the cipher text and, if parts of the plain text are known,
create arbitrary plaintexts blocks. These changes can be nade

wi t hout the weak integrity check in CBC node being triggered. This
type of attack can be prevented by the use of an AEAD algorithmw th
a nmore robust integrity check on the decryption process. It is
therefore recommended that mail systens migrate to using AES-GCM as
qui ckly as possible and that the decrypted content not be acted on
prior to finishing the integrity check

The other attack that is highlighted in [Efail] is due to an error in
how mail clients deal with HTM. and nul ti part/ m xed nmessages.

Clients MIUST require that a text/html content type is a conplete HTM
docunent (per [RFC1866]). dients SHOULD treat each of the different
pi eces of the multipart/nixed construct as being of different

origins. Cients MIST treat each encrypted or signed piece of a MM
message as being of different origins both from unprotected content
and from each ot her.
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"Special Publication 800-57: Recommendation for Key
Managenent ", August 2005.
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Appendi x A ASN. 1 Modul e
Not e: The ASN. 1 nodul e contai ned herein is unchanged from RFC 3851
[SM MEV3.1] with the exception of a change to the prefersBinarylnside
ASN. 1 commrent. This nodul e uses the 1988 version of ASN. 1.
Secur eM neMessageV3dot 1

{ iso(1l) menber-body(2) us(840) rsadsi(113549)
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pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) msg-v3dot1(21) }
DEFINITIONS IMPLICI T TAGS :: =
BEG N
| MPORTS

-- Cryptographi c Message Syntax [ CVE]
Subj ect Keyl denti fier, |ssuerAndSeri al Nunber,
Reci pi ent Keyl dentifi er
FROM Crypt ogr aphi cMessageSynt ax
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) cns-2001(14) };

-- id-aais the arc with all new authenticated and unaut henti cat ed
-- attributes produced by the SIM ME Wrki ng G oup

i d-aa OBJECT IDENTIFIER ::= {iso(1l) nenber-body(2) usa(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) attributes(2)}

-- SIMME Capabilities provides a nethod of broadcasting the
-- symmetric capabilities understood. Al gorithms SHOULD be ordered
-- by preference and grouped by type

sm meCapabi lities OBJECT I DENTIFIER ::= {iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) 15}

SM MECapabi lity ::= SEQUENCE {

capabilityl D OBJECT | DENTI Fl ER,

paranmet ers ANY DEFI NED BY capabilityl D OPTI ONAL }
SM MECapabi lities ::= SEQUENCE OF SM MECapability

-- Encryption Key Preference provides a nethod of broadcasting the
-- preferred encryption certificate.

i d-aa- encrypKeyPref OBJECT |IDENTIFIER ::= {id-aa 11}
SM MEEncr ypti onKeyPreference ::= CHO CE {
i ssuer AndSeri al Nunber [0] IssuerAndSeri al Nunber,

recei pent Keyl d [1] RecipientKeyldentifier
subj ect Al t Keyl dentifier [2] SubjectKeyldentifier

-- receipentKeyld is spelt incorrectly, but kept for historica
-- reasons.
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id-smime OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

id-cap OBJECT IDENTIFIER ::= { id-snmime 11 }

-- The preferBinarylnside O D indicates an ability to receive
-- messages with binary encoding inside the CM5 wapper.
-- The preferBinarylnside attribute’s value field is ABSENT.

i d-cap-preferBinarylnside OBJECT IDENTIFIER ::={ id-cap 1}
-- The following list ODs to be used with S/M M V3

-- Signature Al gorithms Not Found in [RFC3370], [RFC5754], [RFC4056],
-- and [ RFC3560]

-- md2W t hRSAEncrypti on OBJECT | DENTIFIER :: =
-- {iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1)
-- 2}

-- Other Signed Attributes

-- signingTime OBJECT I DENTIFIER :: =
-- {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)

-- 5}
-- See [CM5] for a description of how to encode the attribute
-- val ue.

SM MECapabi | i ti esParamet er sFor RC2CBC : : = | NTEGER

-- (RC2 Key Length (nunber of bits))
END
Appendi x B. Historic Mail Considerations

Over the course of updating the S/M MeE specifications, the set of
recomrended al gorithns has been nodified each tinme the docunent has
been updated. This neans that if a user has historic emails and
their user agent has been updated to only support the current set of
reconmended al gorithnms some of those old emails will no | onger be
accessible. It is strongly suggested that user agents inplenment some
of the following algorithnms for dealing with historic emils.

Thi s appendi x contains a nunber of references to docunents that have

been obsol eted or replaced. This is intentional as frequently the
updat ed docunents do not have the sanme information in them

Schaad, et al. Expires March 8, 2019 [ Page 55]



Internet-Draft S/IMME 4.0 Message Specification Sept enber 2018

B.1. DigestAlgorithm dentifier

The follow ng algorithnms have been called our for sone | evel of
support by previous S/M ME specifications:

- SHA-1 was dropped in [SM Mev4.0]. SHA-1 is no | onger considered
to be secure as it is no longer collision-resistant. The |IETF
statement on SHA-1 can be found in [ RFC6194] but it is out-of-date
relative to the nost recent advances.

- MD5 was dropped in [SMMev4.0]. MD5 is no |onger considered to be
secure as it is no longer collision-resistant. Details can be
found in [ RFC6151].

B.2. Signature Algorithns

There are a nunber of problens with validating signatures on
sufficiently historic nessages. For this reason it is strongly
suggested that UAs treat these signatures differently fromthose on
current nmessages. These probl ens include:

- CAs are not required to keep certificates on a CRL beyond one
update after a certificate has expired. This neans that unless
CRLs are cached as part of the nessage it is not always possible
to check if a certificate has been revoked. The sane probl enms
exi st with OCSP responses as they nmay be based on a CRL rather
than on the certificate database.

- RSA and DSA keys of |less than 2048 bits are now consi dered by nmany
experts to be cryptographically insecure (due to advances in
computing power). Such keys were previously considered secure, so
processing of historic signed nessages will often result in the
use of weak keys. Inplenentations that wish to support previous
versions of S/M ME or process old nessages need to consider the
security risks that result fromsnaller key sizes (e.g., spoofed
messages) versus the costs of denial of service.

[ SM MEV3. 1] set the lower Iimt on suggested key sizes for
creating and validation at 1024 bits. Prior to that the | ower
bound on key sizes was 512 bhits.

- Hash functions used to validate signatures on historic nessages
may | onger be considered to be secure. (See below ) Wile there
are not currently any known practical pre-inage or second pre-

i mage attacks against MD5 or SHA-1, the fact they are no | onger
considered to be collision resistant inplies that the security

| evel s of the signatures are generally considered suspect. |If a
nmessage is known to be historic, and it has been in the possession
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of the client for some tine, then it mght still be considered to
be secure

- The previous two issues apply to the certificates used to validate
the binding of the public key to the identity that signed the
message as wel |.

The follow ng algorithnms have been called out for sone | evel of
support by previous S/ M ME specifications:

- RSA with MD5 was dropped in [SM MEv4.0]. NMD5 is no |onger
considered to be secure as it is no |longer collision-resistant.
Details can be found in [ RFC6151].

- RSA and DSA with SHA-1 were dropped in [SMMEv4.0]. SHA-1 is no
| onger considered to be secure as it is no |longer collision-
resistant. The | ETF statenment on SHA-1 can be found in [ RFC6194]
but it is out-of-date relative to the nost recent advances.

- DSA with SHA-256 was dropped in [ SM MEv4.0]. DSA has been
replaced by elliptic curve versions.

As requirenents for nmandatory to inplenment has changed over tineg,
some i ssues have been created that can cause interoperability
probl ens:

- S/IMME v2 clients are only required to verify digital signatures
usi ng the rsaEncryption algorithmw th SHA-1 or MD5, and night not
i mpl enent id-dsa-with-shal or id-dsa at all

- S/IMME v3 clients might only inplenment signing or signature
verification using id-dsa-with-shal, and might also use id-dsa as
an Algorithmdentifier in this field.

- Note that SSMMe v3.1 clients support verifying id-dsa-wth-shal
and rsaEncryption and m ght not inplenment sha256wi t hRSAEncrypti on

NOTE: Receiving clients SHOULD recogni ze id-dsa as equivalent to id-
dsa-w t h- shal.

For 512-bit RSA with SHA-1 see [ RFC3370] and [ FI PS186-2] without
Change Notice 1, for 512-bit RSA with SHA-256 see [ RFC5754] and

[ FI PS186- 2] without Change Notice 1, and for 1024-bit through
2048-bit RSA with SHA-256 see [ RFC5754] and [FI PS186-2] with Change
Notice 1. The first reference provides the signature algorithms
object identifier, and the second provides the signature algorithnis
definition.
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For 512-bit DSA with SHA-1 see [ RFC3370] and [ FI PS186-2] without
Change Notice 1, for 512-bit DSA with SHA-256 see [RFC5754] and

[ FI PS186- 2] without Change Notice 1, for 1024-bit DSA with SHA-1 see
[ RFC3370] and [FI PS186-2] with Change Notice 1, for 1024-bit and
above DSA with SHA-256 see [ RFC5754] and [ FI PS186-4]. The first

ref erence provides the signature algorithnis object identifier and
the second provides the signature algorithnis definition

B.3. ContentEncryptionAl gorithm dentifier

The follow ng algorithns have been called out for sone | evel of
support by previous S/M ME specifications:

- RC2/40 [RFC2268] was dropped in [ SM Mev3.2]. The algorithmis
known to be insecure and, if supported, should only be used to
decrypt existing enmmil.

- DES EDE3 CBC [Tri pl eDES], also known as "tripl eDES" is dropped in
[SM MEv4.0]. This algorithns is renoved fromthe supported |ist
due to the fact that it has a 64-bit block size and the fact that
it offers less that 128-bits of security. This algorithmshould
be supported only to decrypt existing email, it should not be used
to encrypt new enuils.

B.4. KeyEncryptionAl gorithmdentifier

The follow ng algorithnms have been called out for sone | evel of
support by previous S/M ME specifications:

- DH epheneral -static node, as specified in [ RFC3370] and
[ SP800-57], was dropped in [ SM Mev4. 0] .

- RSA key sizes have been increased over time. Decrypting old mail
with snmaller key sizes is reasonable, however new nail should use
t he updated key si zes.

For 1024-bit DH, see [RFC3370]. For 1024-bit and larger DH, see
[ SP800-56A]; regardl ess, use the KDF, which is from X9.42, specified
in [ RFC3370].

Appendix C. Myving S/M M v2 Message Specification to Historic Status

The SSMME v3 [ SM MEv3], v3.1 [SM MEv3.1], and v3.2 [SM MEV3. 2] are
backwards conpatible with the SSM M v2 Message Specification

[SM MEV2], with the exception of the algorithnms (dropped RC2/40
requi renent and added DSA and RSASSA- PSS requirenents). Therefore,
it is reconmended that RFC 2311 [SM MEv2] be noved to Historic
st at us.
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