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Abstract

This docunent specifies conventions for X 509 certificate usage by
Secure/ Mul ti purpose Internet Mail Extensions (S/M M) v4.0 agents.
S/M ME provides a nethod to send and receive secure M ME nessages,
and certificates are an integral part of S/M ME agent processing.
S/M ME agents validate certificates as described in RFC 5280, the
Internet X. 509 Public Key Infrastructure Certificate and CRL Profile.
S/'M ME agents nust neet the certificate processing requirenents in
this docunent as well as those in RFC 5280. This document obsol etes
RFC 5750.

Contributing to this docunent

The source for this draft is being maintained in GtHub. Suggested
changes shoul d be submitted as pull requests at <https://github.com
| anps-wg/ smime>. Instructions are on that page as well. Editorial
changes can be managed in G tHub, but any substantial issues need to
be di scussed on the LAMPS mailing list.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

S/'M ME (Secure/ Mul tipurpose Internet Miil Extensions) v4.0, described
in [I-Dietf-lanps-rfc5751-bis], provides a nethod to send and
recei ve secure M ME nessages. Before using a public key to provide
security services, the SIM M agent MJST verify that the public key
is valid. S/MME agents MJST use PKI X certificates to validate
public keys as described in the Internet X 509 Public Key
Infrastructure (PKIX) Certificate and CRL Profile [RFC5280]. S/M M
agents MJST neet the certificate processing requirenents docunented
in this docunent in addition to those stated in [ RFC5280].

This specification is conpatible with the Cryptographic Message
Syntax (CMB) RFC 5652 [RFC5652] in that it uses the data types
defined by Cvs. It also inherits all the varieties of architectures
for certificate-based key managenent supported by CMS

Thi s docunent obsol etes [ RFC5750]. The nost significant changes
revol ve around changes in recomendati ons around the cryptographic
al gorithms used by the specification. Mre details can be found in
Section 1.6.

1.1. Definitions
For the purposes of this document, the follow ng definitions apply.

ASN. 1: Abstract Syntax Notation One, as defined in ITUT X 680
[ X. 680].

Attribute certificate (AC): An X. 509 AC is a separate structure from
a subject’s public key X 509 certificate. A subject may have
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multiple X 509 ACs associated with each of its public key X 509
certificates. Each X 509 AC binds one or nore attributes with one of
the subject’s public key X. 509 certificates. The X 509 AC syntax is
defined in [ RFC5755].

Certificate: A type that binds an entity’'s nanme to a public key with
a digital signature. This type is defined in the Internet X 509
Public Key Infrastructure (PKIX) Certificate and CRL Profile

[ RFC5280]. This type also contains the distinguished nanme of the
certificate issuer (the signer), an issuer-specific serial nunber,
the issuer’s signature algorithmidentifier, a validity period, and
extensions also defined in that docunent.

Certificate Revocation List (CRL): A type that contains information
about certificates whose validity an issuer has revoked. The
informati on consists of an issuer nanme, the tine of issue, the next
schedul ed tine of issue, a list of certificate serial nunbers and
their associated revocation tines, and extensions as defined in

[ RFC5280]. The CRL is signed by the issuer. The type intended by
this specification is the one defined in [ RFC5280].

Recei ving agent: Software that interprets and processes S/M ME CVB
obj ects, MM body parts that contain CMS objects, or both.

Sendi ng agent: Software that creates S/M ME CMS objects, M ME body
parts that contain CM5 objects, or both.

S/'M ME agent: User software that is a receiving agent, a sending
agent, or both.

1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

We define the additional requirenent |evels:

SHOULD+ This term neans the sane as SHOULD. However, the authors
expect that a requirenment nmarked as SHOULD+ will be pronoted
at sone future tine to be a MJST.

SHOULD- This term neans the sane as SHOULD. However, the authors

expect that a requirenent nmarked as SHOULD- will be denoted
to a MAY in a future version of this docunent.
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MUST- This term means the same as MJUST. However, the authors
expect that this requirement will no longer be a MIST in a
future docunent. Although its status will be determned at a
later tinme, it is reasonable to expect that if a future
revision of a docunment alters the status of a MJST-
requirenent, it will remain at |east a SHOULD or a SHOULD-.

The term RSA in this document al nobst always refers to the PKCS#1 v1.5
RSA signature al gorithmeven when not qualified as such. There are a
coupl e of places where it refers to the general RSA cryptographic

operation; these can be determined fromthe context where it is used.

1.3. Conpatibility with Prior Practice S/M M

S/'M ME version 4.0 agents ought to attenpt to have the greatest
interoperability possible with agents for prior versions of S/M ME

S/M ME version 2 is described in RFC 2311 through RFC 2315 incl usive
[SM MEv2], SIMME version 3 is described in RFC 2630 through RFC 2634
i nclusive and RFC 5035 [ SM MEv3], and S/M ME version 3.1 is described
in RFC 3850, RFC 3851, RFC 3852, RFC 2634, and RFC 5035 [ SM MeEv3. 1].
RFC 2311 al so has historical information about the devel opment of
S/'M ME.

Appendi x A contains information about algorithnms that were used for
prior versions of S/MME but are no |onger considered to neet nodern
security standards. Support of these algorithnms may be needed to
support historic SIMME artifacts such as nessages or files, but
SHOULD NOT be used for new artifacts.

1.4. Changes fromS/ MME v3 to S/M M v3.1
This section reflects the changes that were made when S/M ME v3.1 was
rel eased. The RFC2119 | angauage nay have superceeded in | ater
ver si ons.
Version 1 and version 2 CRLs MJST be support ed.
Multiple certification authority (CA) certificates with the sane
subj ect and public key, but with overlapping validity periods, MJST
be supported.

Version 2 attribute certificates SHOULD be supported, and version 1
attributes certificates MJST NOT be used.

The use of the MD2 digest algorithmfor certificate signatures is
di scouraged, and security |language was added.
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Clarified use of email address use in certificates. Certificates
that do not contain an enmil address have no requirenments for
verifying the enmail address associated with the certificate.

Recei vi ng agents SHOULD di splay certificate informtion when
di splaying the results of signature verification.

Recei ving agents MJST NOT accept a signature made with a certificate
that does not have at |east one of the the digital Signhature or
nonRepudi ati on bits set.

Clarifications for the interpretati on of the key usage and extended
key usage extensions.

1.5. Changes fromS/ MME v3.1 to S/M M v3.2

This section reflects the changes that were made when S/M ME v3. 2 was
rel eased. The RFC2119 | angauage nay have superceeded in |ater
versi ons.

Conventions Used in This Docunent: Mwved to Section 1.2. Added
definitions for SHOULD+, SHOULD-, and MJST-.

Section 1.1: Updated ASN. 1 definition and reference.
Section 1.3: Added text about v3.1 RFCs.

Section 3: Aligned enmil address text with RFC 5280. Updated note
to indicate email Address | A5String upper bound is 255
characters. Added text about natching enail addresses.

Section 4.2: Added text to indicate how S/M ME agents |ocate the
correct user certificate.

Section 4.3: RSA with SHA-256 (PKCS #1 v1.5) added as MJST; DSA with
SHA- 256 added as SHOULD+; RSA with SHA-1, DSA with SHA-1,
and RSA with MD5 changed to SHOULD-; and RSASSA-PSS with
SHA- 256 added as SHOULD+. Updated key sizes and changed
poi nter to PKI X RFCs.

Section 4.4.1: Aigned with PKIX on use of basic constraints
extension in CA certificates. Cdarified which extension
is used to constrain end entities fromusing their keys
to performissuing authority operations.

Section 5: Updated security considerations.
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Section 7: Mved references from Appendix B to Section 6. Updated
the references.

Appendi x A: Moved Appendi x A to Appendi x B. Added Appendix A to nove
SIMME v2 Certificate Handling to Historic Status.

1.6. Changes since SIMME 3.2

This section reflects the changes that were made when S/M ME v4.0 was
rel eased. The RFC2119 | angauage nay have superceeded in | ater
ver si ons.

Section 3: Require support for internationalized enail addresses.

Section 4.3: Mandated support for ECDSA with P-256 and Ed25519.
Moved al gorithnms with SHA-1 and MD5 to historical status.
Moved DSA support to historical status. [|ncreased |ower
bounds on RSA key si zes.

Appendi x A: Add a new appendi x for algorithnms that are now consi dered
to be historical.

2. CMs Options

The CM5 nessage format allows for a wide variety of options in
content and al gorithm support. This section puts forth a nunber of
support requirements and recommendations in order to achi eve a base
| evel of interoperability anong all S/M ME i npl ementations. Mst of
the CVb format for S/M ME nessages is defined in
[I-Dietf-lanmps-rfc5751-bis].

2.1. Certificate Revocation Lists

Recei ving agents MJST support the Certificate Revocation List (CRL)
format defined in [RFC5280]. |If sending agents include CRLs in

out goi ng nessages, the CRL fornat defined in [ RFC5280] MJUST be used.
Recei vi ng agents MJST support both vl and v2 CRLs.

Al'l agents MJST be capabl e of perform ng revocati on checks using CRLs
as specified in [RFC5280]. Al agents MJST performrevocation status
checking in accordance with [ RFC5280]. Receiving agents MJST

recogni ze CRLs in received S/M ME nessages.

Agents SHOULD store CRLs received in nessages for use in processing
| at er nmessages.
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2.2. Certificate Choices

Recei ving agents MJST support vl X 509 and v3 X 509 certificates as
profiled in [ RFC5280]. End-entity certificates MAY include an
Internet mail address, as described in Section 3.

Recei vi ng agents SHOULD support X 509 version 2 attribute
certificates. See [RFC5755] for details about the profile for
attribute certificates

2.2.1. Historical Note about CMS Certificates

The CMB nessage format supports a choice of certificate formats for
public key content types: PKIX, PKCS #6 extended certificates
[ PKCS6], and PKI X attribute certificates.

The PKCS #6 format is not in widespread use. In addition, PKIX
certificate extensions address nuch of the same functionality and
flexibility as was intended in the PKCS #6. Thus, sending and
recei ving agents MJST NOT use PKCS #6 extended certificates.

Recei ving agents MJST be able to parse and process a message
cont ai ni ng PKCS #6 extended certificates although ignoring those
certificates is expected behavior.

X.509 version 1 attribute certificates are also not w dely

i mpl ement ed, and have been superseded with version 2 attribute
certificates. Sending agents MJUST NOT send version 1 attribute
certificates.

2.3. CertificateSet

Recei ving agents MJST be able to handle an arbitrary nunber of
certificates of arbitrary relationship to the nessage sender and to
each other in arbitrary order. |In nmany cases, the certificates
included in a signed nessage nmay represent a chain of certification
fromthe sender to a particular root. There nay be, however
situations where the certificates in a signed nessage nmay be

unrel ated and included for convenience.

Sendi ng agents SHOULD i nclude any certificates for the user’s public
key(s) and associated issuer certificates. This increases the

i kelihood that the intended recipient can establish trust in the
originator’s public key(s). This is especially inmportant when
sendi ng a nmessage to recipients that may not have access to the
sender’s public key through any ot her nmeans or when sending a signed
message to a new recipient. The inclusion of certificates in

out goi ng nessages can be onitted if S/M ME objects are sent within a
group of correspondents that has established access to each other’s
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certificates by sone other means such as a shared directory or manual
certificate distribution. Receiving S/MME agents SHOULD be able to
handl e nessages w thout certificates by using a database or directory
| ookup schene to find them

A sendi ng agent SHOULD include at |east one chain of certificates up
to, but not including, a certification authority (CA) that it
believes that the recipient may trust as authoritative. A receiving
agent MUST be able to handle an arbitrarily | arge nunber of
certificates and chains.

Agents MAY send CA certificates, that is, cross-certificates, self-

i ssued certificates, and self-signed certificates. Note that

recei ving agents SHOULD NOT sinply trust any self-signed certificates
as valid CAs, but SHOULD use some other nechanismto determne if
this is a CA that should be trusted. Also note that when
certificates contain Digital Signature Al gorithm (DSA) public keys
the paraneters nmay be located in the root certificate. This would
require that the recipient possess both the end-entity certificate
and the root certificate to performa signature verification, and is
a valid exanple of a case where transmitting the root certificate may
be required.

Recei vi ng agents MJST support chai ning based on the distinguished
nane fields. Qher nethods of building certificate chains MAY be
support ed.

Recei vi ng agents SHOULD support the decodi ng of X 509 attribute
certificates included in CM5 objects. Al other issues regarding the
generation and use of X 509 attribute certificates are outside of the
scope of this specification. One specification that addresses
attribute certificate use is defined in [ RFC3114].

3. Using Distinguished Nanes for |nternet Mai

End-entity certificates MAY contain an Internet mail address. Enail
addresses restricted to 7-bit ASCI| characters use the pkcs-9-at-
emai | Address O D (see bel ow) and are encoded as described in

Section 4.2.1.6 of [RFC5280]. Internationalized Email address nanes
use the OD defined in [I-D.ietf-|anps-eai-addresses] and are encoded
as described there. The enmail address SHOULD be in the
subj ect Al t Nane ext ension, and SHOULD NOT be in the subject

di stingui shed narne.

Recei vi ng agents MJST recogni ze and accept certificates that contain
no emai| address. Agents are allowed to provide an alternative
mechani sm for associating an enmail address with a certificate that
does not contain an enmil address, such as through the use of the
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agent’s address book, if available. Receiving agents MJST recogni ze
both ASCI|I and internationalized email addresses in the
subject Alt Name field. Receiving agents MJST recogni ze email
addresses in the Distinguished Nane field in the PKCS #9 [ RFC2985]
emai | Address attribute:

pkcs-9-at - enmi | Address OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9) 11}

Note that this attribute MJUST be encoded as | A5String and has an
upper bound of 255 characters. Conparing of enmail addresses is
fraught with peril. [I-D.ietf-]anps-eai-addresses] defines the
procedure for doing conparison of Internationalized email addresses.
For ASCI1 email addresses the domain conponent (right-hand side of
the @) MJIST be conpared using a case-insensitive function. The

| ocal name conponent (left-hand side of the '@) SHOULD be conpared
using a case-insensitive function. Sone localities may perform other
transformations on the | ocal name conponent before doing the

conpari son, however an S/M ME client cannot know what specific

| ocalities do.

Sendi ng agents SHOULD nmake the address in the From or Sender header
in a mail nessage match an Internet nail address in the signer’s
certificate. Receiving agents MJST check that the address in the
From or Sender header of a mmil message matches an Internet nail
address in the signer’s certificate, if mail addresses are present in
the certificate. A receiving agent SHOULD provi de sone explicit
alternate processing of the nmessage if this conparison fails; this

m ght be done by displaying or |ogging a nessage that shows the
recipient the mail addresses in the certificate or other certificate
details.

A receiving agent SHOULD di splay a subject nane or other certificate
details when displaying an indication of successful or unsuccessfu
signature verification

Al'l subject and issuer names MJUST be populated (i.e., not an enpty
SEQUENCE) in S/M ME-conpliant X 509 certificates, except that the
subj ect distinguished nanme (DN) in a user’s (i.e., end-entity)
certificate MAY be an enpty SEQUENCE in which case the subject At Nanme
extension will include the subject’s identifier and MJST be narked as
critical

4. Certificate Processing
S/'M ME agents need to provide sone certificate retrieval nechanismin

order to gain access to certificates for recipients of digita
envel opes. There are nany ways to inplenent certificate retrieva
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mechani sms. [ X. 500] directory service is an excellent exanple of a
certificate retrieval-only nechanismthat is conpatible with classic
X. 500 Distinguished Nanes. The | ETF has published [ RFC8162] which
descri bes an experinental protocol to retrieve certificates fromthe
Domai n Nane System (DNS). Until such nmechani sns are w dely used,
their utility may be limted by the small nunber of the
correspondent’s certificates that can be retrieved. At a m ni nmum
for initial S/M ME depl oyment, a user agent could automatically
generate a nessage to an intended recipient requesting the
recipient’s certificate in a signed return nessage.

Recei ving and sending agents SHOULD al so provide a mechanismto all ow
a user to "store and protect"” certificates for correspondents in such

a way so as to guarantee their later retrieval. |In many
environments, it may be desirable to link the certificate retrieval/
storage nmechani snms together in sonme sort of certificate database. In

its sinplest form a certificate database would be local to a
particul ar user and would function in a sinmlar way as an "address
book" that stores a user’s frequent correspondents. |In this way, the
certificate retrieval nechanismwould be Iinited to the certificates
that a user has stored (presunmably fromincom ng nessages). A
conprehensive certificate retrieval/storage solution mght conbine
two or nore nechanisns to allow the greatest flexibility and utility
to the user. For instance, a secure Internet mail agent night resort
to checking a centralized certificate retrieval nmechanismfor a
certificate if it cannot be found in a user’s local certificate
storage/retrieval database

Recei ving and sendi ng agents SHOULD provi de a nechanismfor the

i mport and export of certificates, using a CM5S certs-only nessage.
This allows for inport and export of full certificate chains as
opposed to just a single certificate. This is described in

[ RFC5751] .

Agents MJST handle nultiple valid certification authority (CA)
certificates containing the sane subject nane and the sane public
keys but with overlapping validity intervals.

4.1. Certificate Revocation Lists

In general, it is always better to get the latest CRL information
froma CA than to get information stored in an inconi ng nmessages. A
recei ving agent SHOULD have access to sonme CRL retrieval nechanismin
order to gain access to certificate revocation information when
validating certification paths. A receiving or sending agent SHOULD
al so provide a nechanismto allow a user to store inconing
certificate revocation information for correspondents in such a way
SO0 as to guarantee its later retrieval
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Recei ving and sendi ng agents SHOULD retrieve and utilize CRL
information every tine a certificate is verified as part of a
certification path validation even if the certificate was al ready
verified in the past. However, in many instances (such as off-line
verification) access to the latest CRL information may be difficult
or inpossible. The use of CRL information, therefore, may be
dictated by the value of the information that is protected. The
value of the CRL information in a particular context is beyond the
scope of this specification but may be governed by the policies
associated with particular certification paths.

Al'l agents MJST be capabl e of performng revocati on checks using CRLs
as specified in [RFC5280]. Al agents MJST performrevocation status
checking in accordance with [ RFC5280]. Receiving agents MJST
recogni ze CRLs in received S/M ME nessages

4.2. Certificate Path Validation

In creating a user agent for secure nessaging, certificate, CRL, and
certification path validation should be highly automated while stil
acting in the best interests of the user. Certificate, CRL, and path
val idati on MUST be perforned as per [RFC5280] when validating a
correspondent’s public key. This is necessary before using a public
key to provide security services such as verifying a signature,
encrypting a content-encryption key (e.g., RSA), or formng a

pai rwi se symmetric key (e.g., Diffie-Hellnan) to be used to encrypt
or decrypt a content-encryption key.

Certificates and CRLs are nade available to the path validation
procedure in two ways: a) incom ng nessages, and b) certificate and
CRL retrieval mechanisms. Certificates and CRLs in incom ng nessages
are not required to be in any particular order nor are they required
to be in any way related to the sender or recipient of the nmessage
(although in nost cases they will be related to the sender).
Incomng certificates and CRLs SHOULD be cached for use in path
validation and optionally stored for later use. This tenporary
certificate and CRL cache SHOULD be used to augnent any ot her
certificate and CRL retrieval nechanisns for path validation on

i ncom ng signed nessages.

When verifying a signature and the certificates that are included in
the message, if a signingCertificate attribute from RFC 2634 [ESS] or
a signingCertificateV2 attribute fromRFC 5035 [ESS] is found in an
S/'M ME nmessage, it SHALL be used to identify the signer’s
certificate. Oherwise, the certificate is identified in an S/M M
message, either using the issuerAndSerial Nunber, which identifies the
signer’'s certificate by the issuer’s distinguished nane and the
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certificate serial number, or the subjectKeyldentifier, which
identifies the signer’s certificate by a key identifier.

When decrypting an encrypted nessage, if a

SM MEEncrypti onKeyPreference attribute is found in an encapsul ati ng
SignedData, it SHALL be used to identify the originator’'s certificate
found in Originatorlinfo. See [RFC5652] for the CM5S fields that
reference the originator’s and recipient’s certificates.

4.3. Certificate and CRL Signing Algorithns and Key Sizes

Certificates and Certificate Revocation Lists (CRLs) are signed by
the certificate issuer. Receiving agents:

- MJST support ECDSA with curve P-256 with SHA-256.

- MJST support EADSA with curve 25519 usi ng PureEdDSA node.
- MJST- support RSA PKCS#1 v1.5 with SHA-256.

- SHOULD support RSASSA-PSS with SHA-256.

| npl enent ati ons SHOULD use determ nistic generation for the paraneter
"k’ for ECDSA as outlined in [RFC6979]. EdDSA is defined to generate
this paraneter deterministically.

The followi ng are the RSA and RSASSA- PSS key size requirenments for
S/'M ME receiving agents during certificate and CRL signature
verification:

key size <= 2047 : SHOULD NOT (see Historic Considerations)
2048 <= key size <= 4096 : MJIST (see Security Considerations)
4096 < key size : MAY (see Security Considerations)

The signature algorithmobject identifiers for RSA PKCS#1 v1.5 and
RSASSA- PSS wi t h SHA- 256 using 1024-bit through 3072-bit public keys
are specified in [ RFC4055] and the signature algorithmdefinition is
found in [FIPS186-2] with Change Notice 1.

The signature algorithmobject identifiers for RSA PKCS#1 v1.5 and
RSASSA- PSS wi t h SHA- 256 using 4096-bit public keys are specified in
[ RFC4055] and the signature algorithmdefinition is found in

[ RFC3447] .

For RSASSA- PSS with SHA-256 see [ RFC4056].

For ECDSA see [RFC5758] and [ RFC6090]. The first reference provides
the signature algorithm s object identifier and the second provides
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the signature algorithnms definition. Curves other than curve P-256
MAY be used as wel |.

For EdDSA see [I-D.ietf-curdle-pkix] and [ RFC8032]. The first

ref erence provides the signature algorithnis object identifier and
the second provides the signature algorithm s definition. O her
curves than curve 25519 MAY be used as well.

4. 4, PKI X Certificate Extensions

PKI X describes an extensible franmework in which the basic certificate
i nfformati on can be extended and describes how such extensions can be
used to control the process of issuing and validating certificates.
The LAMPS Working Group has ongoing efforts to identify and create
ext ensi ons that have value in particular certification environments.
Further, there are active efforts underway to issue PKIX certificates
for business purposes. This docunent identifies the mninmmrequired
set of certificate extensions that have the greatest value in the
S/M ME environment. The syntax and semantics of all the identified
ext ensions are defined in [ RFC5280].

Sendi ng and receiving agents MJST correctly handl e the basic
constraints, key usage, authority key identifier, subject key
identifier, and subject alternative nanes certificate extensions when
they appear in end-entity and CA certificates. Sone nmechani sm SHOULD
exi st to gracefully handle other certificate extensions when they
appear in end-entity or CA certificates.

Certificates issued for the S/M M environnment SHOULD NOT contain any
critical extensions (extensions that have the critical field set to
TRUE) other than those listed here. These extensions SHOULD be

mar ked as non-critical unless the proper handling of the extension is
deened critical to the correct interpretation of the associated
certificate. Qher extensions may be included, but those extensions
SHOULD NOT be narked as critical

Interpretation and syntax for all extensions MJST foll ow [ RFC5280],
unl ess ot herw se specified here.

4.4.1. Basic Constraints
The basic constraints extension serves to delinit the role and
position that an issuing authority or end-entity certificate plays in
a certification path.
For exanple, certificates issued to CAs and subordinate CAs contain a

basi ¢ constraints extension that identifies themas issuing authority
certificates. End-entity certificates contain the key usage
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extension that restrains end-entities fromusing the key when
perform ng issuing authority operations (see Section 4.4.2).

As per [RFC5280], certificates MJST contain a basicConstraints
extension in CA certificates, and SHOULD NOT contain that extension
in end-entity certificates.

4.4.2. Key Usage Certificate Extension

The key usage extension serves to limt the technical purposes for
which a public key listed in a valid certificate may be used.

I ssuing authority certificates may contain a key usage extension that
restricts the key to signing certificates, certificate revocation
lists, and other data.

For exanple, a certification authority nay create subordi nate issuer
certificates that contain a key usage extension that specifies that
the correspondi ng public key can be used to sign end user
certificates and sign CRLs.

If a key usage extension is included in a PKIX certificate, then it
MJUST be narked as critical

S/'M ME receiving agents MJST NOT accept the signature of a nessage if
it was verified using a certificate that contains the key usage
extension without at |east one of the digital Sighature or

nonRepudi ation bits set. Sonetimes S'IMME is used as a secure
message transport for applications beyond interpersonal nessaging; in
such cases, the S/ M Me-enabl ed application can specify additiona
requi renents concerning the digital Signature or nonRepudi ation bits
within this extension.

If the key usage extension is not specified, receiving clients MJST
presune that both the digital Signature and nonRepudi ation bits are
set.

4.4.3. Subject Aternative Nanme

The subject alternative name extension is used in S/MME as the
preferred neans to convey the enmail address(es) that correspond(s) to
the entity for this certificate. |If the local portion of the enail
address is ASCII, it MJUST be encoded using the rfc822Name CHO CE of
the General Nane type as described in [ RFC5280], Section 4.2.1.6. |If
the I ocal portion of the email address is not ASCII, it MJST be
encoded using the otherNanme CHO CE of the Ceneral Nane type as
described in [I-D.ietf-|anps-eai-addresses], Section 3. Since the
Subj ect Alt Nane type is a SEQUENCE OF CGeneral Nane, multiple enail
addresses MAY be present.
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4.4.4. Extended Key Usage Extension

The extended key usage extension also serves to limt the technica
pur poses for which a public key listed in a valid certificate may be
used. The set of technical purposes for the certificate therefore
are the intersection of the uses indicated in the key usage and

ext ended key usage extensions.

For exanple, if the certificate contains a key usage extension
indicating digital signature and an extended key usage extension that
includes the email protection O D, then the certificate my be used
for signing but not encrypting S/MME nessages. |If the certificate
contains a key usage extension indicating digital signature but no
ext ended key usage extension, then the certificate may al so be used
to sign but not encrypt S/M ME nessages.

If the extended key usage extension is present in the certificate,
then interpersonal nessage S/M ME receiving agents MJST check that it
contains either the email Protection or the anyExtendedKeyUsage O D as
defined in [RFC5280]. S/ M ME uses other than interpersonal messagi ng
MAY require the explicit presence of the extended key usage extension
or other ODs to be present in the extension or both.

5. | ANA Consi dertions
Thi s docunent has no new | ANA consi der ati ons.
6. Security Considerations

Al'l of the security issues faced by any cryptographi c application
must be faced by a SSMME agent. Anpong these issues are protecting
the user’s private key, preventing various attacks, and hel ping the
user avoi d m stakes such as inadvertently encrypting a nmessage for
the wong recipient. The entire list of security considerations is
beyond the scope of this docunent, but sone significant concerns are
listed here.

When processing certificates, there are many situati ons where the
processing mght fail. Because the processing may be done by a user
agent, a security gateway, or other program there is no single way
to handl e such failures. Just because the nmethods to handl e the
failures have not been listed, however, the reader should not assune
that they are not inportant. The opposite is true: if a certificate
is not provably valid and associated with the nessage, the processing
sof tware shoul d take imredi ate and noticeable steps to informthe end
user about it.
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Sone of the many places where signhature and certificate checking
m ght fail include:

- no Internet mail addresses in a certificate match the sender of a
message, if the certificate contains at |east one nmil address

- no certificate chain leads to a trusted CA

- no ability to check the CRL for a certificate
- an invalid CRL was received

- the CRL being checked is expired

- the certificate is expired

- the certificate has been revoked

There are certainly other instances where a certificate may be
invalid, and it is the responsibility of the processing software to
check themall thoroughly, and to decide what to do if the check
fails.

It is possible for there to be nultiple unexpired CRLs for a CA. If
an agent is consulting CRLs for certificate validation, it SHOULD
make sure that the nost recently issued CRL for that CAis consulted
since an S/M ME nessage sender could deliberately include an ol der
unexpired CRL in an S/M Mt nessage. This older CRL m ght not include
recently revoked certificates, which might |lead an agent to accept a
certificate that has been revoked in a subsequent CRL.

When determining the time for a certificate validity check, agents
have to be careful to use a reliable tinme. In nost cases the tine
used SHOULD be the current tinme, sone exceptions to this would be:

- The tine the nmessage was received is stored in a secure nmanner and
is used at a later time to validate the nmessage.

- The tine in a SigningTinme attribute found in a counter signature
attribute which has been successfully vali dat ed.

The SigningTine attribute could be deliberately set to direct the
receiving agent to check a CRL that could have out-of-date revocation
status for a certificate, or cause an inproper result when checking
the Validity field of a certificate. This could be done either by
the sender of the nessage, or an attacker which has conpronm sed the
key of the sender
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7

7

1.

In addition to the Security Considerations identified in [ RFC5280],
caution should be taken when processing certificates that have not
first been validated to a trust anchor. Certificates could be
manuf act ured by untrusted sources for the purpose of nounting denia
of service or other attacks. For exanple, keys selected to require
excessi ve cryptographic processing, or extensive lists of CRL

Di stribution Point (CDP) and/or Authority Information Access (AlA)
addresses in the certificate, could be used to nount deni al - of -
service attacks. Simlarly, attacker-specified CDP and/or Al A
addresses could be included in fake certificates to allow the
originator to detect receipt of the nmessage even if signature
verification fails.

RSA keys of less than 2048 bits are now consi dered by many experts to
be cryptographically insecure (due to advances in conputing power),
and SHOULD no | onger be used to sign certificates or CRLs. Such keys
were previously considered secure, so processing previously received
signed and encrypted nmail nmay require processing certificates or CRLs
signed with weak keys. Inplenentations that wish to support previous
versions of S/M ME or process old nessages need to consider the
security risks that result fromaccepting certificates and CRLs with
smal |l er key sizes (e.g., spoofed certificates) versus the costs of
deni al of service. |If an inplenentation supports verification of
certificates or CRLs generated with RSA and DSA keys of |ess than
2048 bits, it MJST warn the user. |Inplenmenters should consider
providing a stronger warning for weak signatures on certificates and
CRLs associated with newy received nessages than the one provided
for certificates and CRLs associated with previously stored nessages.
Server inplenentations (e.g., secure nmail |ist servers) where user
war ni ngs are not appropriate SHOULD reject nmessages with weak

crypt ogr aphy.

If an inplementation is concerned about conpliance with Nationa
Institute of Standards and Technol ogy (NI ST) key size
recomendat i ons, then see [ SP800-57].
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Appendi x A.  Historic Considerations

A 1.

Signature Al gorithnms and Key Sizes

There are a nunber of problens with validating certificates on
sufficiently historic nessages. For this reason it is strongly
suggested that UAs treat these certificates differently fromthose on
current nmessages. These probl ens include:

CAs are not required to keep certificates on a CRL beyond one
update after a certificate has expired. This neans that unless
CRLs are cached as part of the nessage it is not always possible
to check if a certificate has been revoked. The sane probl ens
exi st with OCSP responses as they nmay be based on a CRL rather
than on the certificate database

RSA and DSA keys of |ess than 2048 bits are now consi dered by many
experts to be cryptographically insecure (due to advances in
computing power). Such keys were previously considered secure, so
processing of historic certificates will often result in the use
of weak keys. Inplenmentations that wi sh to support previous
versions of S/M ME or process old nessages need to consider the
security risks that result fromsnmaller key sizes (e.g., spoofed
nmessages) versus the costs of denial of service.

[ SM MEV3. 1] set the lower Iinmt on suggested key sizes for
creating and validation at 1024 bits. Prior to that the | ower
bound on key sizes was 512 bits.

Hash functions used to validate signatures on historic nessages
may no | onger be considered to be secure (see below). Wile there
are not currently any known practical pre-inmage or second pre-

i mage attacks against MD5 or SHA-1, the fact they are no | onger
considered to be collision resistant inplies that the security

| evel of any signature that is created with that these hash

al gorithnms shoul d al so be considered as suspect.

The followi ng algorithnms have been called out for sone |evel of
support by previous S/ M ME specifications:

RSA with MD5 was dropped in [SM Mev4.0]. WMD5 is no | onger
considered to be secure as it is no |l onger collision-resistant.
Details can be found in [ RFC6151].
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- RSA and DSA with SHA-1 were dropped in [SMMEv4.0]. SHA-1 is no
| onger considered to be secure as it is no |onger collision-
resistant. The | ETF statenment on SHA-1 can be found in [ RFC6194]
but it is out-of-date relative to the npost recent advances.

- DSA with SHA-256 support was dropped in [ SM MEv4.0]. DSA was
dropped as part of a general novenent fromfinite fields to
elliptic curves. |ssues have cone up dealing with non-
determ nistic generation of the parameter 'k’ (see [RFC6979]).

For 512-bit RSA with SHA-1 see [ RFC3279] and [ FI PS186-2] without
Change Notice 1, for 512-bit RSA with SHA-256 see [ RFC4055] and
[ FI PS186- 2] without Change Notice 1.

For 512-bit DSA with SHA-1 see [ RFC3279] and [ Fl PS186-2] without
Change Notice 1, for 512-bit DSA with SHA-256 see [ RFC5758] and

[ FI PS186-2] without Change Notice 1, for 1024-bit DSA with SHA-1 see
[ RFC3279] and [FI PS186-2] with Change Notice 1, for 1024-bit through
3072 DSA with SHA-256 see [RFC5758] and [ FIPS186-3]. In either case,
the first reference provides the signature algorithmn s object
identifier and the second provides the signature algorithnis
definition.

Appendix B. Myving SSMMe v2 Certificate Handling to Hi storic Status

The S'M ME v3 [ SM MEV3], v3.1 [SM Mev3.1], v3.2 [SM MEV3.2], and v4.0
(this docunent) are backward conpatible with the S/MME v2
Certificate Handling Specification [SM Mev2], with the exception of
the algorithnms (dropped RC2/40 requirenment and added DSA and RSASSA-
PSS requirements). Therefore, RFC 2312 [SM MEv2] was noved to

Hi storic status.
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