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Abst r act

Thi s docunent provides the inplenmentation of the LPWAN static context
header conpression (SCHC) for the Internet Control Message Protocol
version 6 (I CMPv6) on networks with star topology. SCHC is a header
compr essi on techni que whi ch uses RoHC concepts and the flexibility of
6LOWPAN to avoid fields that are known by all network devices and
conpress the remaining header fields. The | CMPv6 nessages consi dered
in this draft are Echo Request, Echo Reply and Nei ghbor Di scovery.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on Decenber 31, 2017.

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

LPWANs are networ ks where | ow power consunption, high delay and
extrenely small packets characterize the traffic. The nodes are
tipically connected in a star topology, with a central gateway that
connects the network to the Internet. Most |P-based networks require
| CMP services to enable network configuration and testing, such as
nei ghbor node detection and round trip time calculation. Because

| CMPv6 has redundant information in header fields, SCHC can be

depl oyed efficiently, especially for LPWA devices that are
constrained by a snmall avail abl e bandwi dth and power linitations.

Thi s docunent describes | CMPv6 nessage conpression using SCHC
conmpression defined on [I-D.toutain-Ipwan-ipv6-static-context-hc] to
reduce to the mninmumthe required LPWAN packet size. 1In order to
achieve this goal, we also reuse the Rule ID field by redefining the
bit usage without loss in conpatibility.
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2. Building SCHC rule for |CWv6

The SCHC rule is set up with one 1 Byte where the 8 bits will be
referenced by the letters ABCDEF GH.

Foem - T
| Field | bits
R Fommmm
| A | 1

I I

I I

| B | 1

I I

I I

| C | 1
S Fomm oo

configuration:

____________________________________________________ +
Val ues I
____________________________________________________ +
0: If the Next Header field is I1CwWv6, 1: If Next |
Header field is UDP [
I

0: If the source address is link-local, 1: If the
source address is G obal |
I
reserved |
____________________________________________________ +

If the Afield is |ICWv6, DEFGH will be set with the follow ng

____________________________________________________ +
Val ues [
____________________________________________________ +
000:0: If it is Echo Request |
I
001:0: If it is Echo Reply |
|
010:0: If it is Router Solicitation [
I
011:0: If it is Router Advertisenent [
I
100:B: If it is Neighbor Solicitation; B =0 If |
target address is link-local, B =1 If Target |
Address is d obal [
I
101:B: If it is Neighbor Advertisement; B =0 If [
target address is link-local, B =1 If Target |
Address is d obal |
|
110: 0 If it is Redirect [
I
0: A single packet is sent, 1: after the packet, [
the follow ng packet is piggybacked to reduce [
transm ssi on del ay |
____________________________________________________ +
Expi res Decenber 31, 2017 [ Page 3]
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3.

SCHC conpressi on over Echo Request - Echo Reply
Echo Request and Echo Reply are conposed by the sanme fields:

0 Type: Message type. |In case it is Echo Request the value will be
0x80. If it is Echo Reply will be 0x81

0 Code: Al ways 0.

0 Checksum This field is conposed by 2 Bytes where the values are
cal cul ated as defined on RFC 4443 [ RFC4443].

o ldentifier: It is the ID of the package.

0 Sequence: It is the sequence nunber of the transmitted packet.

For a SCHC conpression it is necessary to identify which fields stay
static to build the context.

The fields Code and checksum can be el i ded because Code is al ways
zero and Checksum can be cal cul ated after the deconpression of the
packet. In the case of Type, this field can be represented in the
SCHC rule. The ldentifier and Sequence fields will be sent after the
SCHC rul e.

------------ T L T T
Field | FP | DI | WMatch | Conp Deconp | | Sent |
| | | Opera. | Action | | [bits] |
------------ I L T e L c R EE
Type | 2 | Bi | equal | not sent | | |
I I I I | I

Code | 1 | Bi | equal | not sent [ [ [
I I I I | I

Checksum | 1 | Bi | ignore | conput e-checksum | | |
I I I I [ I

Identifier | 1 | Bi | equal | sent | | [16] |
I I I I | I

Sequence | 12 | Bi | ignore | sent [ | [16] [
------------ R o T T T o e

Router Solicitation SCHC conpression
The Router Solicitation packet header is conposed by:

o Type: Type of nessage. Value: 0x85.

Code: Al ways 0.

0 Checksum This field is conposed by 2 Bytes where the values are
cacul ated as defined on RFC 4443 [ RFC4443]

0 Reserved: These 4 bytes have a 0 val ue.

0 Option: This field corresponds to the MAC address.

o
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The nost significant field is the MAC address of the network host.

As nentioned on RFC 4861 [ RFC4861], Router Solicitation should have a
Li nk- Local Source Address and a Router Milticast Address which can be
integrated after the packet deconpression

. I T . I . +
| Field | FP | DI | WMatch | Conmp Deconp | | Sent [
| | | | Opera. | Action | | [bits] |
TSRS [ Fomm e o Fom e e e e e B +
| Type | 1 | Bi | equal | not sent [ [ [
I I I I I | I
| Code | 1 | Bi | equal | not sent | | |
I I I I I [ I
| Checksum | 1 | Bi | ignore | conpute-checksum | | |
I I I I I | I
| Reserved | 1 | Bi | equal | not sent [ [ [
I I I I I | I
| Option - | 1 | Bi | equal | not sent | [ [
| type I I I I [ I
| o | | |
| Option - | 1 | Bi | ignore | conpute-length | | |
| length I I I I | I
| ] | | |
| Option - | 12 | Bi | ignore | sent [ | [36] |
| link-Tayer | I I I I I
o m e e oo o - Fom e m - - - Fomm e oo - s B +

5. Router Advertisenent SCHC conpression
The Router Advertisement packet header is conposed by:

o Type: Type of nessage. Value: 0x86

Code: Al ways 0.

0 Checksum This field is conposed by 2 Bytes where they val ues are
caculated as it is explained on RFC 4443 [ RFC4443].

0 Current Hop Linit: Because this is a star topol ogy, the value MJST
be set to 255.

o Autoconfig Flags: Depending on the router configuration, it wll
advertise if DHCP is all owed or not.

0 Router Lifetinme: This field indicates the time that the Router
keeps the condition of default device.

0 Reachable Time: Indicates to the host how nuch time a nei ghbour is
consi dered reachabl e.

0 Retransmission Tinmer: Indicates the delay that the host should
have before transm ssion.

0 Options: This field contains the MAC Address, MIU and the | Pv6
Prefix of the network.

o
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The SCHC conpression for Router Advertisenent is designed to send the
MAC address of the packet. Like the Echo nessage, the Type field can
be represented in the SCHC rul e.

The Current Hop Limit, Autoconfig Flags, Lifetine Router, Reachable
Time, and Retransmi ssion Tinmer fields can be deleted if the host
knows these values. The MIU of this packet can be elided and the

| Pv6 prefix hel ps the SCHC conpression of the global address,
omtting the first 8 bytes of the address.

---------------- e T T gy
Field | FP | D | Match | Conp Deconp | | Sent |
| | | Opera. | Action | | [bits] |
---------------- B T
Type | 1 | Bi | equal | not sent | | |
I I I I | I

Code | 2 | Bi | equal | not sent | | |
I I I I | I

Checksum | 2 | Bi | ignore | conpute-checksum | | |
I I I I | I

Current Hop | 1 | Bi | ignore | not sent | | |
Limt I I I I | I
_ I | | |

Aut oconfi g | 1 | Bi | ignore | not sent [ [ [
Fl ags I I I I [ I
. | | |

Rout er | 1 | Bi | ignore | not sent | | |
Lifetime [ [ [ [ [ [ [
N N R | | |

Reachable Time | 1 | Bi | ignore | not sent | | |
I I I I [ I
Retransmission | 1 | Bi | ignore | not sent | | |
Ti mer I I I I | I
_ o | | |
Option - type | 1 | Bi | equal | not sent | | |
I I I I | I

Option - | 1 | Bi | ignore | conpute-length [ [ [
l'ength I I I I | I
, I N R | | |
Option - link- | 1 | Bi | ignore | sent [ | [36] [
layer I I I I | I
_ 1 | | |
Option - type | 1 | Bi | equal | not sent | | |
I I I I | I

Option - | 1 | Bi | ignore | not sent | | |
l'ength I I I I | I
_ 1 | | |
Option - | 2 | Bi | equal | not sent | | |
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reserved | | | | | | |
_ . | | |
Option - MTU | 1 | Bi | ignore | not sent | | |
I I I I | I

Option - type | 1 | Bi | equal | not sent | | |
I I I I | I

Option - | 2 | Bi | equal | not sent | | |
l'ength I I I I | I
, . | | |
Option - Flag | 1 | Bi | ignore | not sent [ [ [
I I I I | I

Option - Valid | 1 | Bi | ignore | not sent [ [ [
lifetinme [ [ [ [ [ [ [
_ . | | |
Option - | 1 | Bi | ignore | not sent | | |
Preferred [ [ [ [ [ [ [
lifetime | | | | | | |
_ 1 | | |
Option - | 2 | Bi | equal | not sent | | |
reserved | | | | | | |
, . | | |
Option - | 1 | Bi | ignore | not sent [ [ [
prefix I I I I I I
---------------- T L pupupepppp

SCHC conpressi on over Nei ghbor Solicitation
The Nei ghbor Solicitation packet header is conposed by:

o Type: Type of nessage. Value: 0x87

0 Code: Al ways 0.

0 Checksum This field is conposed by 2 Bytes where the values are
caculated as it is specified on RFC 4443 [ RFC4443].

0 Target Address: It contains the address to be resol ved.

0 Options: This field contains the MAC Address fromthe host.

For SCHC conpression over Neighbor Solicitation, the MAC address and
the Target Address are the minimal fields for the transmsion. |If
the Target address has a Link-Local value, the last 8 Bytes of the
address are sent, otherwise, the full 16 Bytes are sent. The type
field can be represented in the SCHC rul e.
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B e L L . o e e o - o e oo +
| FP | DI | Match | Conp Decomp | | Sent |
| | | Opera. | Action | | [bits]

B S e e e e oo oo B +
| 1 | Bi | equal | not sent | | |
I I I I | I
| 1 | Bi | equal | not sent [ [ [
I I I I | I
| 1 | Bi | ignore | conpute-checksum | | |
I I I I | I
| 2 | Bi | match- | sent | | link-local |
I I | mapping | | | [64] I
I I I I | | global I
I I I I | | [128] I
| | | | | |
| 1 | Bi | equal | not sent [ [ [
I I I I | I
I I I I | I
| 2 | Bi | ignore | conpute-length | | |
I I I I | I
| | | | | |
| 1 | Bi | ignore | sent [ | [36] [
I I I I I I
B g o e e e o - Fo e e oo +

7. SCHC conpression over Nei ghbor Advertisenent

A Nei ghbor Advertisenent is conposed by:

o Type: Type of nessage. Value: 0x88.

o

Code: Is always O.

0 Checksum This field is conposed by 2 Bytes where the values are
is specified on RFC 4443 [ RFC4443].

cacul ated as it
o Flags: Describes first

router or a node,

nei ghbor search response and third,

t he host

i f the device sending the packet is a

second if the packet is sent because it is a

i nformati on.

0 Target Address:

request,

o Options:

| f

if the receiver has torewite

it is areply of a Neighbor Solicitation
it contains the sanme Target address,
contain the address to be resol ved.

If the packet source is a Milticast Neighbor Solicitation
reply, the MACis sent, otherwise it is elided.

otherwise it wll

For the conpression of SCHC i n Nei ghbor Advertisenment, the MAC

address is sent

address wil |

Lagos & Duj ovne

i f

it

be sent,

is a Miulticast nei ghborhood request response.
If the Target address has a Link-Local value, the last 8 Bytes of the
otherwi se, the full 16 Bytes will be
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transmtted.

Checksum
Fl ags

Tar get
Addr ess

Option -
type

Option -
| engt h

Option -

Iink-1ayer
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If the Flags field is known by the host, it can be
del eted. The Type field can be represented in the SCHC rul e.

B T T U e e e e oo oo B +
| FP | DI | Match | Conp Deconp | | Sent |
| | | Opera. | Action | | [bits] |

B TSI SN, o e e o - o e oo +
| 1 | Bi | equal | not sent | | |
| | | | | |
| 1 | Bi | equal | not sent [ [ [
I I I I | I
| 1 | Bi | ignore | conpute-checksum | | |
I I I I [ I
| 1 | Bi | equal | not sent | | |
| | | | | |
| 1 | Bi | match- | sent [ | link-1ocal |
I I | mapping | | | [64] I
I I I I | | global I
I I I I | | [128] I
I | I | I
| 1 | Bi | equal | not sent | | |
I I I I | I
] | | |
| 1 | Bi | ignore | not sent | | [
I I I I [ I
I | | |
| 1 | Bi | ignore | not sent | | |
I I I I I I

TR o e e o - o e e oo +
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Research Project.

We would also like to thank the Red Snapper

project for their support.

9. References

9. 1. Nor mat i ve Ref erences

[ RFC2119]

Br adner,

Lagos & Duj ovne

S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997
<http://ww.rfc-editor.org/info/rfc2119>

Expi res Decenber 31, 2017 [ Page 9]



Internet-Draft | pwan-icnp-static-context-hc June 2017

9.2. Internet Control Message Protocol (ICWMPv6) for the Internet
Prot ocol Version 6 (IPv6) Specification

[ RFC4443] Conta, A, Deering, S., and M Gupta, Ed., "Internet
Control Message Protocol (ICWMPv6) for the Internet
Protocol Version 6 (IPv6) Specification", RFC 4443,
DO 10.17487/ RFC4443, March 2006,
<http://ww. rfc-editor.org/infol/rfcd4443>.

9.3. Neighbor Discovery for IP version 6 (1Pv6)

[ RFC4861] Narten, T., Nordmark, E., Sinpson, W, and H Solinman,
"Nei ghbor Di scovery for IP version 6 (IPv6)", RFC 4861,
DO 10.17487/ RFCA861, Septenber 2007,
<http://ww. rfc-editor.org/info/rfc4861>.

9.4. LPWAN Static Context Header Conpression (SCHC) and fragnentation
for 1Pv6 and UDP

[1-D.toutain-I pwan-ipv6-static-context-hc]
M naburo, A. and L. Toutain, "LPWAN Static Context Header
Conpression (SCHC) for 1Pv6 and UDP', draft-toutain-I|pwan-
i pv6-static-context-hc-00 (work in progress), Septenber
2016.

Aut hors’ Addr esses

Tormas Lagos (editor)

Uni ver si dad Di ego Portal es

Escuel a de Informatica y Tel econuni caci ones
Av. Ejercito 441

Santi ago, Region Metropolitana

Chile

Phone: +56 (97) 697-6404
Enmai | : tonas. | agos@rmi | . udp. cl

D ego Duj ovne

Uni ver si dad Di ego Portal es

Escuel a de Informatica y Tel econuni caci ones
Av. Ejercito 441

Santi ago, Regi on Metropolitana

Chile

Phone: +56 (2) 676-8121
Enai | : di ego. duj ovhe@mai | . udp. cl

Lagos & Duj ovne Expi res Decenber 31, 2017 [ Page 10]



