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1. Introduction

XMPP-Gid is intended for use as a secure transport and

communi cati ons ecosystem for

devi ces, applications and organizations

to interconnect, fornming an information grid for the exchange of
formatted data (e.g. XM, JSON, etc). This docunent describes how
XMPP [ RFC7590] serves as the framework and protocols for securely
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collecting and distributing security telenmetry information between
and anong network platforns, endpoints, and nost any network
connect ed devi ce.
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

1.1. dossary of Terns
Capabi lity Provider

Provi ders who are capabl e of sharing information on XMPP-G'i d.

Publ i sher

A capability provider sharing content information to other devices
participating on XMPP-Gri d.

Subscri ber

A device participating in XMPP-Gid and subscribing or consum ng
i nformati on published by Publishers on XMPP-Gri d.

Topi cs
Cont extual information channel created on XMPP-G'id where a
publ i shed nessage by the Publisher will be propagated by XMPP in
real-tine to a set of subscribed devices.
XMPP-Gri d
Set of standards-based XMPP nessages with extensions, intended for
use as a transport and conmuni cations protocol framework between
devices formng an information grid for sharing infornation.
XMPP-Grid Controller

Centralized conmponent of XMPP-Gid responsible for managi ng all
control plane operations.

XMPP-Gi d Node

Pl atform or device that inplenents XMPP to connect to XMPP-Gi d
and share or consune security data.
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1.2. Overview of XMPP-Gid

XMPP-G i d enpl oys publish/subscribe/query operations brokered by a
controller, which enforces access control in the system This XWPP-
based architecture controls what platforms can connect to the "Gid"
to share ("publish") and/or consune ("subscribe" or "query")
contextual information ("Topics") such as security data needed to
support M LE.

Leveragi ng the XMPP architecture, XMPP-Gid uses the XMPP server to
act as a controller, affecting the authentication and authorization
of participating XMPP-G'id nodes (Node). Security information may
only be published or consuned by authenticated and authorized Nodes
usi ng the XMPP publish/subscribe extension defined in [ XEP-0060].

The conponents of XMPP-Gid are:

0 XWPP-Gid Controller (Controller): The Controller nmanages the
control plane of XMPP-Gid operations. As such it authenticates
and authorizes platforns connecting to the data exchange grid and
control s whet her or not they can publish, subscribe or query
Topi cs of security data.

0 XWPP-Gid Node (Node): A Node is a platformor application that
has nmutual ly authenticated with the Controller and obtai ned
aut hori zation by the Controller to share and/or consune security
dat a.

o0 Data Repository: This is the source of security data avail able on
the Gid and may be a network security platform nmanagenent
consol e, endpoint, etc. XWMPP-Gid does not mandate a specific
i nformati on nodel, but instead remains open to transport
structured or unstructured data. Data may be supplied by the
security platformitself or by an external information repository.

0 Topic: An XMPP-Grid Topic defines a type of security data that a
platformwants to share with other platform(s) and a specified
interface by which the data can be obt ai ned.

As enabl ed by the XWPP architecture, XMPP-G'id is used to exchange
security context data between systens on a 1l-to-1, 1l-to-nany, or
many-to-many basis. Security data shared between these systens nay
use pre-negotiated non-standard/native data formats or may utilize an
optional comon information repository with a standardi zed data
format, such as IODEF. XMPP-Gid is data format agnostic and
acconmodat es transport of whatever format the end systens agree upon.

XMPP-Grid can operate in the foll ow ng depl oynent architectures:
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0 Broker-Flow An XMPP-Gid control plane brokers the authorization
and redirects the Topic subscriber to Topic publisher directly.
In this architecture, the Controller only manages the connection
the security data flowis directly between Nodes using data
formats negoti ated out - of - band.

0 Centralized Data-Flow. An XMPP-Gid maintains the data within its
optional centralized database. In this architecture, the
Controller provides a common information structure for use in
formatting and storing security context data, such as | ODEF, and
directly responds to Node publish and Subscribe requests.

0 Proxy-Flow. An XMPP-Grid is acting as proxy, collecting the data
fromthe publisher(s) and presenting it to the subscriber
directly. This is used for ad-hoc queries.

Wthin the deploynment architecture, XMPP-Gid nay be used in any
combi nation of the follow ng data exchange nodes. The flexibility
afforded by the different nodes enables security information to be
exchanged between systenms in the nmethod nost suitable for serving a
gi ven use-case

0 Continuous Topic update stream This node delivers in real-tine
any data published to a Topic to the Nodes that are subscribed to
that Topic.

o0 Directed query: This node enabl es Nodes to request a specific set
of security information regarding a specific asset, such as a
speci fic user endpoint.

0 Bulk historic data query: This node enabl es Nodes to request
transfer of past output froma Topic over a specific span of tine.

1.3. Benefits of XMPP-Gid

Currently, security information standards such as | ODEF [ RFC7970]
defines a data nodels that has no explicit transport defined and
typically are carried over HITPS as defined in RI D [ RFC6545].

As security solutions are expanding to expose and share infornmation
asynchronously and across network boundaries there is a need for an
architecture that facilitates federation, discovery of the different
information available, the interfaces used to obtain the information
and the need for near real-time exchange of data.

Based on XMPP, XWMPP-Gid has been defined to neet those requirenents.
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2. XMPP-Gid Architecture

XMPP-Gid is an XMPP-based comuni cation fabric that facilitates
secure sharing of information between network el enents and networ ked
applications connected to the fabric both in real tinme and on denand
(see figure bel ow).

o m e e e e e e e eeemei—eoo- +
[ e +
I B e +
(I I
| Node('s) I

+ |

o m e e e e e e eeemeieeaoo- +

/ \ / \ / \
/[ C \ / \ / \
- 0 - - d - - -
[[n]|A | a |B | |C
[Tt]] |t (.
- - - a - (.
\' o / \ / | |
VL \ / [ [

A LR |\ |
[]----1 \ememe - - - | d]--]\
/ / XMPP-Gri d \ctrl | a | \
\ \ Controller /[ plane | t | /
\]----\ [-------- | a|--|/

V[ mmmmmmem e |/ |

/ \ / \ | |
[/ C \ / \ | |
- 0 - - d - (.
[[n]|A | a|B | |C
[Tt]] |t | [
- r - - a - - -
\' o / \ \ /
VL \ / \ /

o m e e e e e e eeeeaaaon +

I |-+

| Node('s) ||

I | |-+

e + | |

B e + |
o m e e e e e e eeeeaaaon +

Figure 1: XMPP-Gid Architecture
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Nodes nust connect to the XMPP-Grid controller to authenticate and
establish appropriate authorizations, with appropriate authorization
privileges. The control plane nmessaging is established through XMPP
and shown as "A" (Control plane interface) in Figure 1. Authorized
nodes nmay then share data either thru the XMPP-Grid Controller (shown
as "B" in Figure 1) or directly (showmn as "C' in Figure 1). The data
messagi ng enabl e Nodes to:

0 Receive real-tinme events of the published nessages fromthe
publ i sher through Topic subscriptions

0 Mke directed queries to other Nodes in the XMPP-Gid with
appropriate authorization fromthe Controller

0 Negotiate out-of-band secure file transfer channel with the peer
Usi ng XMPP

XMPP is used as the foundation nmessage routing protocol for
exchangi ng security data between systens across XMPP-Gid. XWMPP is a
communi cati ons protocol for nmessage-oriented m ddl eware based on XM
Designed to be extensible, the protocol uses de-centralized client-
server architecture where the clients connect to the servers securely
and the messages between the clients are routed through the XMPP
servers deployed within the cluster. XMPP has been used extensively
for publish-subscribe systens, file transfer, video, VolP, Internet
of Things, Smart Gid Software Defined Networks (SDN) and ot her

col l aborati on and social networking applications. The follow ng are
the 4 | ETF specifications produced by the XMPP worki ng group

o [RFC7590] Extensible Messaging and Presence Protocol (XMPP): Core

0 [RFC6121] Extensible Messaging and Presence Protocol (XMPP):
I nstant Messagi ng and Presence

0 [RFC3922] Mapping the Extensible Messaging and Presence Protocol
(XMPP) to Common Presence and I nstant Messaging (CPIM

0 [RFC3923] End-to-End Signing and Object Encryption for the
Ext ensi bl e Messagi ng and Presence Protocol (XWVPP)

XMPP of fers several of the following salient features for building a
security data interexchange protocol:

0 Open - standards-based, decentralized and federated architecture,
with no single point of failure
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0 Security - Supports domain segregations and federation. O fers
strong security via Sinple Authentication and Security Layer
(SASL) [ RFC4422] and Transport Layer Security (TLS) [ RFC5246].

o0 Real-tinme event nmanagenent/exchange - using publish, subscribe
notifications

0o Flexibility and Extensibility - XMPP is XM. based and is easily
extensi ble to adapt to new use-cases. Custom functionality can be
built on top of it.

o Miltiple informati on exchanges - XMPP offers nultiple information
exchange nechani sns between the participating clients -

0
* Real-tinme event notifications through publish and subscri be.
*  On-demand or directed queries between the clients comruni cated
t hrough the XMPP server
* Facilitates out-of-band, direct communication between
participating clients
0 Bi-directional - avoids firewall tunneling and avoi ds opening up a

new connection in each direction between client and server.

0 Scal able - supports cluster node deploynment with fan-out and
message routing

0 Peer-to-peer comunications al so enables scale - directed queries
and out-of-band file transfer support

0 XWPP offers Node availability, Node service capability discovery,
and Node presence within the XMPP network. Nodes ability to
detect the availability, presence and capabilities of other
partici pati ng nodes eases turnkey depl oynent.

The XMPP extensions used in XMPP-G'id are now part (e.g. publish/

subscribe) of the main XMPP specification [ RFC7590] and the presence

in [RFC6121]. A full list of XMPP Extension Protocols (XEPs)

[ RFC7590] can be found in http://xnpp. org/ extensi ons/ xep-0001. ht m
2.2. XWPP-Gid Requirenents for enabling Information Sharing

This section summari zes the requirenents and the extensions used to
facilitate the secure sharing of information using XMPP. Know edge
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of the XMPP Protocol and extensions is required to understand this
section.

0 Authentication and Authorization: Nodes participating in XMPP-Gri d
MUST nutually authenticate to the controller using XWMPP' s
aut henti cation nmechani snms. Authorization is affected by the
controller.

0 Topic Discovery: to facilitate dynam c di scovery, Nodes SHOULD
support the XMPP Service Discovery [ XEP-0030].

0 Publish/Subscribe: to facilitate unsolicited notifications to new
or updated security information, Nodes MJST support the XMPP
Publ i sh/ Subscri be protocol as defined in [ RFC7590].

Once a Node has authenticated with the XMPP-Grid controller, it may
further register a topic (e.g. information type) to be shared or use
the di scovery nmechani smfor determnmining topics to be consuned.
Sharing Information: security information nmay be shared using

regi stered topics. An exanple for sharing or consum ng the | ODEF 1.0
is defined in [ XEP-0268].

3. Exanple use of XWPP-Gid for | ODEF
A Node follows the standard XMPP wor kfl ow for connecting to the
Controller as well as using the XMPP di scovery mechani snms to di scover

the availability to consume | ODEF information. The general workfl ow
is summarized in the figure bel ow
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| I'ODEF Cient | | XMPP Server | |
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I e s >|
I
| | | ODEF Servi ce Authentic
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| IR R
________ >|
| | Create | ODEFas a Topic (X
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| | | <o
| | Topic Creation Success
I
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________ >|
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I
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| Discovery Response with Topics |
I
| S |
I
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| Subscribe to | ODEF Topi ¢ ( XEP-0060) |
I
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| Subscription Success |
I
| | S |
| | I'ODEF Incident Publish (X
EP- 0268) |
| | ODEF | nci dent Publish [<-mmmmm e
--------- |
| S |

Fi gure 2: | CDEF Exanpl e XMPP Wor kf | ow

An exanpl e XMPP di scovery request for an IODEF 1.0 topic is shown
bel ow.

<iq type= get’

from="i odef cli entabc@onpany. comi
t o=" pubsub. conpany. com

i d=" nodesl1’ >



<query xm ns="http://jabber.org/protocol/di sco#itens’/>
<lig>

An exanpl e XMPP di scovery response for an | ODEF 1.0 topic is shown
bel ow
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4.

5.

<iqg type='result’

from=’ pubsub. conpany. comi

to="1i odef cl i ent abc@onpany. con

i d=" nodes1’ >

<query xm ns="http://jabber.org/protocol/di sco#itens’ >
<itemjid='" pubsub. conpany. coni

node="i nci dent’

nane='| ODEF i nci dent report’/>

</ query>

<lig>

| ANA Consi der ati ons

| ODEF extensions as defined in [ XEP-0268] may require | ANA
consi derations and assignnent thru the | ODEF | ANA rul es.

Security Considerations

An XMPP-Gid Controller serves as an controlling broker for XMPP-Gid
Nodes such as Enforcenent Points, Policy Servers, CMDBs, and Sensors,
usi ng a publish-subscri be-search nodel of information exchange and

| ookup. By increasing the ability of XMPP-Gid Nodes to | earn about
and respond to security-relevant events and data, XVMPP-Gid can

i mprove the tineliness and utility of the security system However
this integrated security systemcan also be exploited by attackers if
they can conpromise it. Therefore, strong security protections for
XMPP-Gid are essenti al .

This section provides a security analysis of the XMPP-Grid transport
protocol and the architectural elements that enploy it, specifically
with respect to their use of this protocol. Three subsections define
the trust nodel (which elenments are trusted to do what), the threat
nmodel (attacks that nmay be nounted on the systen), and the
counternmeasures (ways to address or nitigate the threats previously

i dentified).

1. Trust Mbodel

The first step in analyzing the security of the XMPP-Grid transport
protocol is to describe the trust nodel, |isting what each
architectural element is trusted to do. The itens |isted here are
assunptions, but provisions are made in the Threat Mdel and

Count erneasures sections for elenents that fail to performas they
were trusted to do.
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5.1.1. Network
The network used to carry XMPP-Grid nessages is trusted to:
o0 Performbest effort delivery of network traffic

The network used to carry XWPP-Gid nessages i s not expected
(trusted) to:

o0 Provide confidentiality or integrity protection for nessages sent
over it

0 Provide tinmely or reliable service
5.1.2. XMPP-G'id Nodes
Aut hori zed XMPP-G'id Nodes are trusted to:

0 Preserve the confidentiality of sensitive data retrieved via the
XMPP-Gid Controller

5.1.3. XMPP-Gid Controller
The XMPP-Gid Controller is trusted to:

0o Broker requests for data and enforce authorization of access to
this data throughout its lifecycle

o Performservice requests in a tinely and accurate nanner
0 Create and naintain accurate operational attributes

0 Only reveal data to and accept service requests from authorized
parties

The XMPP-Gid Controller is not expected (trusted) to:
o Verify the truth (correctness) of data
5.1.4. Certification Authority
The Certification Authority (CA) that issues certificates for the
XMPP-Gid Controller and/or XMPP-Gid Nodes (or each CA, if there are

several) is trusted to:

0 Ensure that only proper certificates are issued and that all
certificates are issued in accordance with the CA's policies
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0 Revoke certificates previously issued when necessary

0 Regularly and securely distribute certificate revocation
i nformation

0 Pronptly detect and report any violations of this trust so that
they can be handl ed

The CA is not expected (trusted) to:

0 |Issue certificates that go beyond the XMPP-Gid needs or other
constraints inmposed by a relying party.

5.2. Threat Mbodel

To secure the XMPP-Grid transport protocol and the architectural
el ements that inplenent it, this section identifies the attacks that
can be nounted agai nst the protocol and el enents.

5.2.1. Net wor k Att acks

A variety of attacks can be nounted using the network. For the
purposes of this subsection the phrase "network traffic" should be
taken to nmean nessages and/or parts of nmessages. Any of these
attacks may be mounted by network el ements, by parties who contro
network el enments, and (in many cases) by parties who control network-
attached devi ces.

0 Network traffic may be passively nonitored to glean information
fromany unencrypted traffic

o Even if all traffic is encrypted, valuable information can be
gained by traffic analysis (volunme, timng, source and destination
addresses, etc.)

0 Network traffic may be nodified in transit

o0 Previously transmtted network traffic may be replayed

0 New network traffic may be added

o Network traffic may be bl ocked, perhaps selectively

o A"Man In The Mddle" (MTM attack rmay be nmounted where an
attacker interposes itself between two communicating parties and

poses as the other end to either party or inpersonates the other
end to either or both parties
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5.

2.

0 Resist attacks (including denial of service and other attacks from
XMPP-Gri d Nodes)

0 Undesired network traffic may be sent in an effort to overload an
architectural conmponent, thus nounting a denial of service attack

2. XMPP-Gid Nodes

An unaut hori zed XMPP-Gid Nodes (one which is not recognized by the
XMPP-Grid Controller or is recognized but not authorized to perform
any actions) cannot nount any attacks other than those listed in the
Net wor k Attacks section above.

An aut hori zed XMPP-G'id Node, on the other hand, can nount many
attacks. These attacks m ght occur because the XMPP-Gid Node is
controlled by a malicious, careless, or inconpetent party (whether
because its owner is nalicious, careless, or inconpetent or because
the XMPP-Gid Node has been conpromi sed and is now controlled by a
party other than its owner). They might al so occur because the XWPP-
Gid Node is running malicious software; because the XWPP-Gid Node
i s running buggy software (which may fail in a state that floods the
network with traffic); or because the XMPP-Gid Node has been
configured inproperly. Froma security standpoint, it generally
makes no difference why an attack is initiated. The sane

count er measures can be enployed in any case.

Here is a list of attacks that nmay be nounted by an authorized XMPP-
Gid Node:

0 Cause nany false alarnms or otherwi se overload the XMPP-G'i d
Controller or other elenents in the network security system
(including human administrators) |leading to a denial of service or
di sabling parts of the network security system

0o Onit inportant actions (such as posting incrimnating data),
resulting in incorrect access

0 Use confidential information obtained fromthe XWPP-Gid
Controller to enable further attacks (such as using endpoint
health check results to exploit vul nerabl e endpoints)

0 Advertise data crafted to exploit vulnerabilities in the XMPP-Gi d
Controller or in other XMPP-Gid Nodes, with a goal of
conprom sing those systens

0 |ssue a search request or set up a subscription that matches an
enornous result, leading to resource exhaustion on the XMPP-Gi d
Control ler, the publishing XMPP-G'id Node, and/or the network
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0 Establish a conmunication channel using another XMPP-Gid Node's
session-id

Dependenci es of or vulnerabilities of authorized XMPP-Gid Nodes may
be exploited to effect these attacks. Another way to effect these
attacks is to gain the ability to inpersonate an XMPP-Gi d Node
(through theft of the XMPP-Gid Node's identity credentials or

t hrough other neans). Even a clock skew between the XMPP-Gid Node
and XMPP-Gid Controller can cause problens if the XMPP-G'id Node
assunes that old XMPP-Gid Node data shoul d be ignored.

5.2.3. XMPP-Gid Controllers

An unaut horized XMPP-Gid Controller (one which is not trusted by
XMPP-Gri d Nodes) cannot nount any attacks other than those listed in
the Network Attacks section above.

An aut horized XMPP-Grid Controller can nmount many attacks. Sinilar
to the XMPP-Gri d Node case described above, these attacks m ght occur
because the XMPP-Gid Controller is controlled by a mali cious,

carel ess, or inconpetent party (either an XMPP-Grid Controller

admi ni strator or an attacker who has seized control of the XMPP-G'id
Controller). They might also occur because the XMPP-Gid Controll er
is running nalicious software, because the XMPP-Gid Controller is
runni ng buggy software (which may fail in a state that corrupts data
or floods the network with traffic), or because the XWPP-Gid

Control |l er has been configured inproperly.

Al'l of the attacks listed for XMPP-G'i d Node above can be nounted by
the XMPP-Gid Controller. Detection of these attacks will be nore
difficult since the XMPP-Gid Controller can create fal se operational
attributes and/or logs that inply some other party created any bad
dat a.

Additional XMPP-Gid Controller attacks nay include:

0 Expose different data to different XMPP-Gid Nodes to mi sl ead
i nvestigators or cause inconsistent behavior

o Munt an even nore effective denial of service attack than a
single XMPP-Gid Node coul d

0 Obtain and cache XMPP-Gid Node credentials so they can be used to

i npersonate XMPP-Gid Nodes even after a breach of the XMPP-Gid
Controller is repaired
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(o]

ot ain and cache XMPP-Gid Controller adninistrator credentials so
they can be used to regain control of the XMPP-Gid Controller
after the breach of the XMPP-Gid Controller is repaired

Dependenci es of or vulnerabilities of the XMPP-Grid Controller nmay be
exploited to obtain control of the XMPP-Grid Controller and effect
t hese attacks.

5.2. 4.

Certification Authority

A Certification Authority trusted to issue certificates for the XMPP-
Gid Controller and/or XMPP-G'id Nodes can nobunt several attacks:

0

I ssue certificates for unauthorized parties, enabling themto

i npersonate authorized parties such as the XMPP-Gid Controller or
an XMPP-Gid Node. This can lead to all the threats that can be
mounted by the certificate' s subject.

I ssue certificates without followi ng all of the CA s policies.
Because this can result in issuing certificates that may be used
to inmpersonate authorized parties, this can lead to all the
threats that can be nounted by the certificate s subject.

Fail to revoke previously issued certificates that need to be
revoked. This can lead to undetected inpersonation of the
certificate's subject or failure to revoke authorization of the
subject, and therefore can lead to all of the threats that can be
nmount ed by that subject.

Fail to regularly and securely distribute certificate revocation
information. This rmay cause a relying party to accept a revoked
certificate, leading to undetected inpersonation of the
certificate’'s subject or failure to revoke authorization of the
subject, and therefore can lead to all of the threats that can be
mounted by that subject. It can also cause a relying party to
refuse to proceed with a transacti on because tinely revocation
information is not avail able, even though the transaction should
be permitted to proceed.

Allow the CA's private key to be reveal ed to an unauthori zed
party. This can lead to all the threats above. Even worse, the
actions taken with the private key will not be known to the CA.

Fail to pronptly detect and report errors and viol ations of trust
so that relying parties can be pronptly notified. This can cause
the threats listed earlier in this section to persist |onger than
necessary, |eading to many knock-on effects.
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5.3. Count erneasures

Bel ow are counterneasures for specific attack scenarios to the XMPP-
Gid infrastructure.

5.3.1. Securing the XMPP-Gid Transport Protocol

To address network attacks, the XMPP-Gid transport protocol
described in this docunent requires that the XMPP-Gid nmessages MJST
be carried over TLS (mnimally TLS 1.2 [RFC5246]) as described in

[ RFC2818]. The XMPP-Grid Node MUST verify the XMPP-Grid Controller’s
certificate and determ ne whether the XMPP-G'id Controller is trusted
by this XMPP-Gid Node before conpleting the TLS handshake. The
XMPP-Gid Controll er MUST authenticate the XMPP-Gid Node either

usi ng nutual certificate-based authentication in the TLS handshake or
usi ng Basic Authentication as described in | ETF RFC 2617. XWPP-Gid
Controll er MJUST use Sinple Authentication and Security Layer (SASL),
described in [ RFC4422], to support the aforesaid authentication
mechani sms.  SASL of fers authentication mechani sm negoti ations
between the XMPP-Gid Controller and XMPP-G'id node during the
connection establishment phase. XWPP-Gid Nodes and XMPP-Gid
Controllers using nutual certificate-based authentication SHOULD each
verify the revocation status of the other party's certificate. Al
XMPP-Grid Controllers and XMPP-Gri d Nodes MJST inpl enment bot h mnut ual
certificate-based authentication and Basic Authentication. The

sel ection of which XMPP-Gid Node authentication technique to use in
any particul ar deploynent is left to the adm nistrator.

An XMPP-Gid Controller MAY al so support a | ocal, configurable set of
Basi ¢ Aut hentication userid-password pairs. |If so, it is

i mpl emrent ati on dependent whether an XMPP-Gid Controller ends a

sessi on when an admini strator changes the configured password. Since
Basi ¢ Aut hentication has many security di sadvantages (especially the
transm ssion of reusable XMPP-Gid Node passwords to the XMPP-Grid
Controller), it SHOULD only be used when absol utely necessary. Per
the HTTP specification, when basic authentication is in use, an XMPP-
Gid Controller MAY respond to any request that |acks credentials
with an error code simlar to HITP code 401. An XMPP-Gid Node
SHOULD avoid this code by submtting basic auth credentials with
every request when basic authentication is in use. |If it does not do
so, an XMPP-Grid Node MUST respond to this code by resubmtting the
same request with credentials (unless the XMPP-Gid Node is shutting
down) .

As XMPP uses TLS as the transport and security nechanisns, it is

under stood that best practices such as those in
[I-Dietf-uta-tls-bcp] are foll owned.
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These protocol security neasures provide protection against all the
network attacks listed in the above docunment section except denial of
service attacks. |If protection against these denial of service
attacks is desired, ingress filtering, rate linmting per source IP
address, and other denial of service mtigation neasures nmay be
enployed. In addition, an XMPP-Gid Controller MAY autonmatically

di sabl e a m sbehaving XMPP-Gi d Node.

5.3.2. Securing XMPP-Gid Nodes

XMPP-Gri d Nodes may be deployed in |ocations that are susceptible to
physi cal attacks. Physical security neasures nay be taken to avoid
conmprom se of XMPP-Gid Nodes, but these may not al ways be practical
or conpletely effective. An alternative neasure is to configure the
XMPP-Gid Controller to provide read-only access for such systens.
The XMPP-Gid Controller SHOULD al so include a full authorization
nodel so that individual XMPP-Gid Nodes may be configured to have
only the privileges that they need. The XWMPP-Gid Controller MAY
provi de functional tenplates so that the adm nistrator can configure
a specific XMPP-Gid Node as a DHCP server and authorize only the
operations and netadata types needed by a DHCP server to be permitted
for that XMPP-Grid Node. These techniques can reduce the negative

i mpacts of a conpronised XMPP-Gid Node without dininishing the
utility of the overall system

To handl e attacks within the bounds of this authorization nodel, the
XMPP-Gid Controller MAY also include rate limts and alerts for
unusual XMPP-Gid Node behavior. XWMPP-Gid Controllers SHOULD nake
it easy to revoke an XMPP-Gid Node's authorization when necessary.
Anot her way to detect attacks from XMPP-Grid Nodes is to create fake
entries in the avail abl e data (honeytokens) which normal XMPP-Gid
Nodes will not attenpt to access. The XMPP-Gid Controller SHOULD

i nclude auditable | ogs of XMPP-G'id Node activities.

To avoid conpronise of XMPP-Grid Node, XMPP-Gid Node SHOULD be
hardened agai nst attack and mininized to reduce their attack surface.
They should be well managed to mininize vulnerabilities in the
underlying platformand in systens upon which the XMPP-G'id Node
depends. Personnel w th adm nistrative access should be carefully
screened and nonitored to detect problens as soon as possible.

5.3.3. Securing XMPP-G'id Controllers

Because of the serious consequences of XMPP-Gid Controller

comprom se, XMPP-Gid Controllers SHOULD be especially well hardened
agai nst attack and minimzed to reduce their attack surface. They
shoul d be well managed to mininize vulnerabilities in the underlying
platformand in systenms upon which the XMPP-Gid Controller depends.
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Net work security measures such as firewalls or intrusion detection
systens may be used to monitor and limt traffic to and fromthe
XMPP-Gid Controller. Personnel with adm nistrative access should be
carefully screened and nonitored to detect problens as soon as

possi ble. Adm nistrators should not use password-based

aut henti cation but should instead use non-reusable credentials and
mul ti-factor authentication (where available). Physical security
measures SHOULD be enpl oyed to prevent physical attacks on XMPP-Gid
Controll ers.

To ease detection of XMPP-Gid Controller conprom se should it occur,
XMPP-Gid Controller behavior should be nonitored to detect unusual
behavi or (such as a reboot, a large increase in traffic, or different
views of an information repository for simlar XMPP-Gid Nodes).
XMPP-Gi d Nodes should I og and/or notify adm nistrators when peculiar
XMPP-Gid Controller behavior is detected. To aid forensic

i nvestigation, permanent read-only audit |ogs of security-rel evant
information (especially administrative actions) should be naintained.
If XMPP-Gid Controller conpromise is detected, a careful analysis
shoul d be performed of the inpact of this conmprom se. Any reusable
credentials that may have been conprom sed shoul d be reissued.

5.3.4. Limt on search result size

While XMPP-Grid is designed for high scalability to 100, 000s of

Nodes, an XMPP-Gid Controller MAY establish a limt to the amount of
data it is willing to return in search or subscription results. This
mtigates the threat of an XMPP-Gid Node causing resource exhaustion
by issuing a search or subscription that | eads to an enornous result.

5.3.5. Cryptographically random session-id and authenticati on checks
for ARC

An XMPP-Grid Controller SHOULD ensure that the XMPP-Gid Node
establishing an Authenticated Results Chain (ARC) is the sane XMPP-
Gid Node as the XMPP-Gid Node that established the corresponding
Synchroni zati on Source Identifier (SSRC). The XWPP-Gid Controller
SHOULD enpl oy both of the foll ow ng strategies:

0 session-ids SHOULD be cryptographically random
0 The HTTPS transport for the SSRC and the ARC SHOULD be

aut henti cated using the sane credentials. SSL session resunption
MAY be used to establish the ARC based on the SSRC SSL sessi on.
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5.3.6. Securing the Certification Authority

As noted above, conpronise of a Certification Authority (CA) trusted
to issue certificates for the XMPP-Grid Controller and/or XMPP-G'id
Nodes is a mmjor security breach. Many guidelines for proper CA
security have been devel oped: the CA/Browser Forunis Baseline

Requi rements, the AICPA/ClI CA Trust Service Principles, etc. The CA
operator and relying parties should agree on an appropriately
rigorous security practices to be used.

Even with the nost rigorous security practices, a CA nmay be

compromi sed. |If this conprom se is detected quickly, relying parties
can renove the CA fromtheir list of trusted CAs, and other CAs can
revoke any certificates issued to the CA. However, CA conprom se may
go undetected for sonme tinme, and there’s always the possibility that
a CAis being operated inproperly or in a manner that is not in the
interests of the relying parties. For this reason, relying parties
may wish to "pin" a small nunber of particularly critical
certificates (such as the certificate for the XMPP-Gid Controller).
Once a certificate has been pinned, the relying party will not accept
anot her certificate in its place unless the Admnistrator explicitly
commands it to do so. This does not nean that the relying party wll
not check the revocation status of pinned certificates. However, the

Adnministrator may still be consulted if a pinned certificate is
revoked, since the CA and revocation process are not conpletely
trust ed.

5.4, Summary

XMPP-Grid’s considerable value as a broker for security-sensitive
dat a exchange distribution al so makes the protocol and the network
security elenments that inplement it a target for attack. Therefore,
strong security has been included as a basic design principle within
the XMPP-Gid design process.

The XMPP-Grid transport protocol provides strong protection against a
variety of different attacks. |In the event that an XMPP-Gid Node or
XMPP-Grid Controller is conprom sed, the effects of this conprom se
have been reduced and linmted with the recomended rol e-based

aut hori zati on nodel and ot her provisions, and best practices for
managi ng and protecting XMPP-G'i d systens have been described. Taken
toget her, these neasures should provide protection comensurate with
the threat to XMPP-Grid systens, thus ensuring that they fulfill
their prom se as a network security cl earing-house.
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6.

8.

8.

1.

Privacy Considerations

XMPP-Gi d Nodes may publish information about endpoint health,
networ k access, events (which may include information about what
services an endpoint is accessing), roles and capabilities, and the
identity of the end user operating the endpoint. Any of this

publ i shed infornmation may be queried by other XMPP-Gid Nodes and
could potentially be used to correlate network activity to a
particul ar end user.

Dynamic and static information brokered by an XMPP-Gid Controller,
ostensi bly for purposes of correlation by XMPP-Gi d Nodes for

i ntrusion detection, could be m sused by a broader set of XMPP-Gid
Nodes which hitherto have been perforning specific roles with strict
wel | -defined separation of duties.

Care shoul d be taken by deployers of XMPP-Grid to ensure that the

i nformati on published by XMPP-Gid Nodes does not violate agreenents
with end users or local and regional |aws and regulations. This can
be acconplished either by configuring XMPP-Gid Nodes to not publish
certain information or by restricting access to sensitive data to
trusted XMPP-G'id Nodes. That is, the easiest nmeans to ensure
privacy or protect sensitive data, is to omt or not share it at all.

Anot her consi deration for deployers is to enabl e end-to-end
encryption to ensure the data is protected fromthe data |layer to
data layer and thus protect it fromthe transport |ayer.
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