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Abst r act

The "Network Managenent Datastore Architecture" (NVDA) adds the
ability to inspect the current operational values for configuration,
allowing clients to use identical paths for retrieving the configured
val ues and the operational values. This change will sinplify nodels
and hel p nodelers, but will create a period of transition as NVDA
becones a standard and is widely inplenented. During that interim
the guidelines given in this docunent should help nodelers find an
optimal path forward
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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1. Introduction

Thi s docunment provides advice and guidelines to hel p nodel ers plan
for the enmergi ng "Network Managenent Datastore Architecture” (NVDA)
[I-D.ietf-netnod-revised-datastores]. This architecture provides an
architectural franework for datastores as they are used by network
managenment protocols such as NETCONF [ RFC6241], RESTCONF [ RFC8040]
and the YANG [ RFC7950] data nodeling | anguage. Datastores are a
fundament al concept bindi ng network managenent data nodels to network
managenent protocols, enabling data nobdels to be witten in a network
managenent protocol agnostic way.

1.1. Keywords
The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, [RFC2119].

1.2. Termnol ogy

Thi s docunent uses the term nol ogy defined by the NVDA
[1-D.ietf-netnod-revi sed-dat ast ores].
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1.3. Executive Summary

The Networ k Managenent Datastore Architecture (NVDA) addresses the so
called "OpState problent that has been the subject of nuch di scussion
inthe IETF. NWMDA is still in developnent and there will be a
transition period before NVDA solutions are universally avail able.

These guidelines are ainmed to enable the creation of nodels that can
t ake advantage of the NVDA, while pragmatically allow ng those nodels
to be used with the existing network configuration protoco

i mpl enent ati ons.

It is the strong reconmendati on that nodel s SHOULD nove as quickly as
possible to the NVMDA. The specific approach to be taken for nodels
bei ng devel oped now and during the NVDA transition period should be
based on both the expected usage and the maturity of the data nodel.

1. New nodels and nodel s that are not concerned with the operationa
state of configuration information SHOULD i nmedi ately be
structured to be NVDA-conpati bl e.

2. Mdels that require i medi ate support for "in use" and "system
created" information SHOULD be structured for NVDA. A non- NVDA
version of these nodels SHOULD al so be published, using either an
exi sting nodel or a nodel created either by hand or with suitable
tool s that support current nodeling strategies. Both the NVDA
and t he non- NMDA nodul es SHOULD be published in the same
docunent, with NVDA nodul es in the docunent main body and the
non- NVMDA nodul es in a non-nornative appendi x. The use of the
non- NVDA nodel will allow tenporary bridging of the tine period
until NMDA inpl ementations are avail able

Addi tional details on these guidelines can be found bel ow, notably in
Section 2.

1.4. Background

NETCONF ([ RFC6241]) was devel oped with a focus on configuration data,
and has unfortunate gaps in its treatnment of operational data. The
<get-config> operation can return configuration data (defined as
nodes with "config true") stored in <running> This data is
typically the only data created by CLI users and NETCONF clients.

The <get> operation is defined as returning all the data on the
device, including the contents of <running> as well as any
operational state data. Wile the NETCONF desi gn envi sioned nodel s
merging "config false" nodes with the contents of running, there are
two issues invol ved.
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First, the desire of clients to see the true operational ("in use")
val ue of configuration data resulted in the need for data nodels to
have two distinct leafs, one to show the configured value and the
other to show the operational value. An exanple would be the speed
of an interface, where the configured value nmay not be the val ue that
is currently used.

Second, devices often have "system created" resources that exist as
operational data even when there is no correspondi ng configuration
data. An exanple would be built-in networking interfaces that always
appear in operational data.

A similar situation to the second issue discussed above exists while
the device is processing configuration data changes. Wen
configuration data is deleted, the operational data will continue to
exi st during the tine period in which the device is rel easing
resources associated with the data. An exanple would be deleting a
BGP peer, where the peer continues to exist in operational data unti
the connection is closed and any other resources are rel eased.

To address these issues without requiring a protocol nodification
two distinct strategi es have been adopted in YANG nodel design

The first strategy makes two distinct top-level containers, one for
configuration and one for state. These are sonetines referred to as

"/foo" and "/foo-state". An exanple would be the interface node
defined in [RFC7223]. These nodels require two conpletely distinct
set of nodes, with repetition of both the interior containers, lists,

and key nodes, but also repetition of nany other nodes to allow
visibility of the operational values of configured nodes. This |eads
to over-use of YANG groupings in ways that affect the readability of
the nmodel s, as well as creating opportunities to incorrectly mrror
the nmodel’s hierarchies. Also this "stitching together” of data from
the two trees is nmerely a convention, not a formal relationship.

The second strategy uses two sibling containers, named "config" and
"state", placed deeper within the nodel node hierarchy. The "config"
contai ner holds the configured values, while the "state" container

hol ds the operational values. The duplication of interior nodes in
the hierarchies is renoved, but the duplication of |eafs representing
configuration remains. G oupings can be used to avoid the repetition
of the leafs in the YANG file, but at the expense of readability. In
addition, this strategy does not handl e the existence of operationa
data for which there is no configuration data, such as the system
created data and del eted peers scenarios di scussed above.
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1.5. Network Managenent Datastores Architecture

The Networ k Managenent Datastores Architecture (NVDA) addresses the
probl ens nentioned above by creating an architectural franmework which
i ncludes a distinct datastore for operational data, called
<operational>. This datastore is defined as containing both config
true and config fal se nodes, with the formal understanding that the
"in use" values are returned for the config true nodes. This allows
nmodel ers to use a single hierarchy for all configuration and
operational data, which both inproves readability and reduces the
possibility of nbdeling inconsistencies that mnight inpact
progranmati c access.

In addition, another datastore named <intended> is defined to provide
a conplete view of the configuration data, even in the presence of
device-specific features that expand or renove configuration data.
Whi | e such nechani sns are currently non-standard, the NVDA recogni zes
they exist and need to be handl ed appropriately. In the future, such
mechani sms nmay becone st andardi zed.

The NVDA al |l ows the deprecation of NETCONF s <get> operation
renovi ng the source of these issues. The new operations <get-data>
and <edit-data> will support a paraneter indicating the target
datastore. Simlar changes are planned for RESTCONF ([ RFC8040]).

2. Quidelines for YANG Model ers

The follow ng guidelines are neant to hel p nodel ers devel op YANG
nmodel s that will maxim ze the utility of the nodel with both current
i mpl ement ati ons and NVDA- capabl e i npl enentations. Any questions
regardi ng these guidelines can be sent to yang-doctors@etf.org.

The direction taken shoul d be based on both the maturity of the data
nodel , al ong with the nunber of concrete inplenentations of the
nmodel . The intent is not to destabilize the | ETF nodeling comunity,
but to create nodels that can take advantage of the NVDA, while
pragmatically allowing those nodels to be used with the existing

net wor k configuration protocol inplenentations.

It is the strong recommendati on that nodels SHOULD nove as quickly as
possible to the NVMDA. This is key to the future of these nodels.

The NETMOD WG will rework existing nodels to this architecture

G ven the permanence and gravity of work published by the | ETF
creating future-proof data nodels is vital

The two current strategies ("/foo-state" and "config"/"state"

containers) nix data retrieval details into the data nodel
complicating the nodels and inpairing their readability. Rather than
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mai ntain these details inside the data nodel, nodels can be post-
processed to add this derivative information, either manually or
usi ng tool s.

Tool s can automatically produce the required derived nodul es. The
suggest ed approach is to produce a "state" version of the nodule with
a di stinct namespace, rather than using the "/foo-state" top-Ievel
container. Since the contents are identical, constraints in the data
nmodel such as "nust" statements should not need to change. Only the
nodel name, nanespace, and prefix should need to change. This
simplifies the tooling needed to generate the derived nodel, as well
as reduci ng changes needed in client applications when transitioning
to the NVDA nodel

These derived nodel s use distinct nodul e names and nanmespaces,
all owi ng servers to announce their support for the base or derived
nodel s.

Consi der the following trivial nodel

nmodul e exanpl e-t hernost at {
nanespace "tag:ietf:exanple:thernostat”;
prefix "therno";

cont ai ner thernostat {
| eaf high-tenperature {
description "H gh tenperature threshol d";
type int;

| eaf | owtenperature {
description "Low tenperature threshol d";
type int;

| eaf current-tenperature {
description "Current tenperature readi ng"
type int;
config fal se

}

In the derived nodel, the contents mrror the NVDA data nodel, but
are marked as "config fal se", and the nodul e nanme and nanespace
val ues have a "-state" suffix:
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nmodul e exanpl e-t hernostat-state {
nanespace "tag:ietf:exanpl e:thernostat-state";
prefix "therno-state”;

contai ner thernostat {
config fal se;
| eaf high-tenperature {
description "H gh tenmperature threshol d";
type int;

| eaf | owtenperature {
description "Low tenperature threshold";
type int;

| eaf current-tenperature {
description "Current tenperature readi ng";
type int;

}

By adopting a tool s-based solution for supporting nodels that are
currently under devel opnent, nodels can be quickly restructured to be
NVDA- conpati bl e while giving continuity to their comunity of

devel opers. Wien NVDA-capabl e i npl enent ati ons becone avail able, the
base data nodels can be used directly.

Model ers and reviewers can view the sinple data nodel, published in
the body of docunent. Tools can generate any required derived

nodel s, and those nodels can be published in a non-nornmative appendi X
to allow interoperability.

It is critical to consider the follow ng guidelines, understanding
that our goal is to nake nodels that will see continued use in the
Il ong term bal ancing short term needs against a desire for

consi stent, usable nodels in the future:

(a) New model s and nodel s that are not concerned with the operational
state of configuration information SHOULD i nmedi ately be structured
to be NVDA-conpati bl e.

(b) Models that require i mredi ate support for "in use" and "system
created" informati on SHOULD be structured for NVDA. A non- NVDA
versi on of these nmpodels SHOULD exist, either an existing nodel or a
nmodel created either by hand or with suitable tools that mrror the
current nodeling strategies. Both the NVMDA and the non- NVDA nodul es
SHOULD be published in the same docunent, with NVDA nodules in the
docunent nain body and the non-NVDA nodul es in a non-nornative
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appendi x. The use of the non-NVDA nodel will allow tenporary
bridging of the time period until NVDA inpl enentations are avail abl e.

(c) For published nodels, the nodel should be republished with an
NVDA- conpati bl e structure, deprecati ng non-NVDA constructs. For
exanple, the "ietf-interfaces" nodel in [RFC7223] will be
restructured as an NMDA-conpati ble nodel. The "/interfaces-state"
hierarchy will be marked "status deprecated". Models that nmark their
"/foo-state” hierarchy with "status deprecated" will allow NVDA-
capabl e inplenentations to avoid the cost of duplicating the state
nodes, while enabling non- NVDA-capabl e i npl enentations to utilize
them for access to the operational val ues.

(d) For model s that augnent nodels whi ch have not been structured
with the NVDA, the nodeler will have to consider the structure of the
base nodel and the guidelines |listed above. Were possible, such
nodel s shoul d nove to new revisions of the base nodel that are NVDA-
conmpati ble. Wen that is not possible, augnenting "state" containers
SHOULD be avoi ded, with the expectation that the base nodel will be
re-released with the state containers marked as deprecated. It is
RECOMVENDED t o augnent only the "/foo" hierarchy of the base nodel.
Where this recommendati on cannot be followed, then any new "state"

el ements SHOULD be included in their own nodul e.

3. | ANA Consi derations
Thi s docunent has no actions for | ANA
4. Security Considerations
Thi s docunment has no security considerations.
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