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Abstract

Over the years, a nunber of attack vectors that enploy forged | CvPv4/
| CMPv6 error nessages have been di sclosed and exploited in the wld.
The af orementioned attack vectors do not require that the source
address of the packets be forged, but do require that the addresses
of the I Pv4/1Pv6 packet enbedded in the | CwvPv4/1 CMPv6 payl oad be
forged. This docunent discusses a sinple, effective, and
straightforward nmethod for using ingress traffic filtering to
mtigate attacks that use forged addresses in the | Pv4/| Pv6 packet
enmbedded in an | CMPv4/ 1 CMPv6 payl oad.
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1. Introduction

Over the years, a nunber of attack vectors that enploy forged | CvPv4/
| CMPv6 error nessages have been di sclosed and exploited in the wild.
The effects of these attack vectors have ranged from Deni al of
Service (DoS) to performance degradation [US-CERT] [ RFC5927]

[1-D. gont-v6ops-ipv6e-ehs-packet-drops].

The aforementioned attack vectors do not require that the Source
Address of the | CMP [RFC0792] or | CVWPv6 [ RFC4443] attack packets to
be forged, but do require that the Destination Address of the |Pv4

[ RFCO791] (in the case of 1Cwv4) or IPv6 (in the case of | CMPv6)
packet enbedded in the | CMPv4/ | CMPv6 payl oad be forged. Thus,
performng ingress filtering (ala BCP38 [ RFC2827]) on the Destination
Address of the enbedded | Pv4/1Pv6 packet results in a sinple,
effective, and straightforward mitigation for any attack vectors
based on | CMPv4/1 CVPv6 error nessages.

Section 4 provides an overview of how | CMP/ | CMPv6 error nessages are
generated, and how packets are crafted to performattacks based on
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| CMPv4/ | CMPv6 error messages. Section 5 specifies network ingress
filtering based on the | CMP/ | CMPv6 payl oad.

2. Term nol ogy

Throughout this docunment the term"IP" is enployed to refer to both
the | Pv4 [ RFCO791] and | Pv6 [ RFC2460] protocols. That is, the term
"I'P" is enployed when we do not nmean to nmake a distinction between
both versions of the protocol. In a sinmlar vein, the term"ICVW" is
enpl oyed to refer to both the | CMPv4 [ RFC0792] and | CWMPv6 [ RFC4443]
protocols. That is, the term"ICW" is enployed when we do not nean
to make a distinction between both versions of the protocol

For obvious reasons, ICMPv4 will only be enployed in conjunction with
| Pv4, and ICWPVv6 wi Il al ways be enployed in conjunction with |Pv6.
That is, the phrase "the I P packet enbedded in the | CWP payl oad"
means "the | Pv4 packet enbedded in the | CvMPv4 payl oad" payl oad or
"the | Pv6 packet enbedded in the | CMPv6 payl oad" (but NOT e.g. "the

| Pv4 packet enbedded in the | CMPv6 payl oad").

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Applicability Statenent

The filtering policy specified in this docunment could be enforced at
the border firewall of a non-nultihoned network or at a CPE router
such that users of that network are prevented from perform ng | CMP-
based attacks against other parties.

The filtering policy specified in this document SHOULD NOT be
enforced in nmultihom ng scenarios, or other scenarios where this
policy could lead to false positives and therefore incorrect packet
dr ops.

4. Overview

Attack vectors based on I CVMP error nessages have been known for a
long tine, and have been described in detail in [RFC5927]. The

foll owi ng subsecti ons provide an overvi ew of how | CMP error nessages
are generated in legitimte scenarios, and how an attacker would
forge an ICMP error nessage in order to performan attack based on

| CMP error nessages.
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4.1. Generation of ICVWP Error Messages in Legitimate Scenarios

The following figure illustrates a very sinple network scenario in
which two hosts (HL and H2) are connected to each other by neans of
the router R1:

2001: db8: 1::/64 2001: db8: 2:: /64
net wor k net wor k
2001:db8:1::1 2001:db8:2::1
-+ -+ -+
| HL mmemmem e | RL [ -mmemmmmme e | H2 |
RO RO RO
2001: db8: 1::100 2001: db8: 2:: 100

Figure 1: Sanple Scenario for |CMP/I CMPv6 Error Generation

The aforenentioned figure illustrates the | Pv6 addresses assigned to
each of the involved network interfaces. For sinplicity sake, this
figure enploys only I Pv6 addresses, but the same logic applies to the
| Pv4 case

Let us assunme that Hl sends a packet towards H2, and that Rl
encounters an error condition while processing such a packet.
Typically, the error condition will be reported to HL by neans of an

| CMPv6 error nessage. The error nessage will have the foll ow ng
structure:

B R e e i i e e R e E e

[ [ Oigi nal | CVP Payl oad |

+ +  H- - - - +packet - - - F-be e e e bbb+

[ I P | ] P I P | Optional | |

+ + o+ + + + o+

| Header | | Header | Payl oad | Ext. Qo) | |

+ I S e S ih il S S S i

L-+-+-+-+-L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L

Figure 2: Structure of |CwvPv4/1CMPv6 Error Messages

NOTES:
For conpl et eness-sake, the figure above depicts the structure of
| CMP error messages including | CMP extension objects (see
[ RFC4884]. Use of such extension objects does not affect the
di scussion in this docunent.

In the |Pv6 case, the "IP header" corresponds to the entire | Pv6
header chain. Additionally, in the IPv4 scenarios in which
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Net wor k Address Translation (NAT) is in place, the NAT device
could fail to translate the |IPv4 addresses of the enbedded packet.

where the | CMPv6 error nessage enbeds the whole (or part of) the
original packet that elicited the error nessage.

In our scenario, the relevant header fields would have the follow ng
val ues:

0 Source Address: 2001:db8:1::1

0o Destination Address: 2001:db8:1::100

0 Source Address (enbedded packet): 2001:db8:1::100

0 Destination Address (enbedded packet): 2001:db8:2::100

It should be clear that the Source Address of the packet could be
virtually any address (since it corresponds to the | P address of a
router reporting the error), while the Destination Address of the
packet will be that of the target/destination of the |ICMP error
message. On the other hand, the | P addresses of the enbedded packet
will be those of the packet that elicited the | CMP error nessage

The enbedded | P packet is typically enployed by the receiving system
to demultiplex the | CMP error message.

4.2. Attack Scenario
The following figure illustrates a very sinple attack scenario in

whi ch an attacker (H3) tries to performan attack against Hl, while
H1 is conmunicating with H2:
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2001: db8:1::/64 2001: db8: 2:: /64
net wor k net wor k
2001:db8:1::1 2001:db8:2::1
-+ -+ -+
| HL | -ememe e R e R REREREEEEE | H2 |
RO RO RO
2001: db8: 1::100 | 2001: db8: 2:: 100
o
/ \
< I nt er net >
\_ _l
\- /
|
I
- -+
| R2 |
RO

2001:db8:3::1
| 2001: db8: 3:: /64 networ k

I
| 2001: db8:3::100
+----+

| H3 |
R

Figure 3: Hypothetical Attack Scenario

In our scenario, the attack packet sent by the attacker woul d have
the same structure as that of Figure 2, with the follow ng val ues:

0 Source Address: 2001: db8:3::100 (or forged address)

0o Destination Address: 2001:db8:1::100

0 Source Address (enbedded packet): 2001:db8:1::100

0 Destination Address (enbedded packet): 2001:db8:2::100

The Source Address of the packet is rather irrelevant and need not be
forged. The Destination Address of the packet will be that of the
attack target (HL in our case). The Source Address of the enbedded
packet will be that of the attack target (HL in our case). Finally,

the Destination Address of the enbedded packet will be that of the
peer with which the attack target is communicating (H2 in our case).
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If router R2 were to inspect the payload of the | CVWP attack packet,

it would conclude that the attack packet cannot be possibly valid,
since packets destined to 2001: db8: 2::100 woul d never be forwarded to
the network fromwhich the error nessage is originating. In a
simlar vein, if RlL were to exanine the payload of the aforenentioned
| CMP error nmessage, it would al so conclude that the | CVMP error
message cannot be possibly valid, for the sane reason stated before.
Thus, filtering | CMP nessages based on the | CvWP payl oad coul d be

enpl oyed as a counterneasure for attacks based on I CWP error

nmessages.

5. 1 CwPv4/ 1 CWPv6 Network Ingress Filtering

A node (e.g. firewall) meaning to enforce the filtering policy
specified in this docunent SHOULD check:

I F enbedded packet’s Destination Address is fromw thin ny network
THEN forward as appropriate

I F enbedded packet’s Destination Address is anything el se
THEN drop packet

NOTE: The destination match is due to a | earned route (which
assunmes sone minimal |evel of path or routing symetry which
firewalls tend to require anyway); or an access list.

We note, however, that the techniques described in [RFC3704] should
be eval uated when the aforenentioned network ingress filtering is to
be inplenmented in nore conplex network scenarios, such as that of a

mul ti honmed networks. In nultihomed scenarios, this filtering policy
tends to be undesirable since it is likely to lead to fal se
positives.

Finally, we note that packet drops SHOULD be | ogged, since this then
provides a basis for nonitoring any suspicious activity.

6. | ANA Consi derations
Thi s docunent has no actions for | ANA

7. Security Considerations
Thi s docunent provides advice on performng network ingress filtering
on |CvPv4 and | CWPv6 error nessages, such that attacks based on such
messages can be mitigated by means of network packet filtering.

I mpl enentation of this filtering technique nmay depend on the ability
of the filtering device to inspect the payload of | CMP nessages.
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9.

9.

We note that a given platformmay or nay not be able to filter |ICW
error nessages based on the | CWP payl oad. Thus, the aforenentioned
filter SHOULD only be performed where applicable. Additionally,
enforcing the aforenentioned filtering nethod m ght inpact the
performance of the filtering device (see e.g.

[1-D. gont-v6ops-ipv6-ehs-packet-drops] and [ Zack- FWBenchnark] for a
di scussion of the IPv6 case). This should be considered before
enabling the aforementioned filtering nethod.
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