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1. Introduction

Running an I Pv6 network is new for nost operators not only because
they are not yet used to large scale | Pv6 networks but al so because
there are subtle differences between | Pv4 and | Pv6 especially with
respect to security. For exanple, all layer-2 interactions are now
done using Nei ghbor Discovery Protocol [RFC4861] rather than using
Addr ess Resol ution Protocol [RFC0826]. Also, there are subtle

di fferences between NAT44 [ RFC2993] and NPTv6 [ RFC6296] which are
explicitly pointed out in the latter’s security considerations
section.

| Pv6 networks are deployed using a variety of techni ques, each of
whi ch have their own specific security concerns.

Thi s docunent conpl enments [ RFC4942] by listing all security issues
when operating a network utilizing varying transition technol ogi es

and updating with ones that have been standardi zed since 2007. It
al so provides nore recent operational deployment experiences where
war r ant ed.

1.1. Requirenents Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when they
appear in ALL CAPS. These words may al so appear in this docunent in
| ower case as plain English words, absent their nornmative neanings.
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2. Ceneric Security Considerations
2.1. Addressing Architecture

| Pv6 address allocations and overall architecture are an inportant
part of securing IPv6. Initial designs, even if intended to be
tenporary, tend to last nuch | onger than expected. Although
initially 1Pv6 was thought to make renunbering easy, in practice, it
may be extrenely difficult to renunber w thout a good | P Addresses
Managenent (| PAM system

Once an address all ocation has been assigned, there should be sone
t hought given to an overall address allocation plan. Wth the
abundance of address space avail able, an address allocation may be
structured around services along with geographic | ocations, which
then can be a basis for nore structured security policies to permt
or deny services between geographic regions.

A common question is whether conpani es should use PI vs PA space

[ RFC7381], but froma security perspective there is little
difference. However, one aspect to keep in mnd is who has

adm ni strative ownership of the address space and who is technically
responsible if/when there is a need to enforce restrictions on
routability of the space due to nmalicious crimnal activity.

2.1.1. Statically Configured Addresses

When consi dering how to assign statically configured addresses it is
necessary to take into consideration the effectiveness of perineter
security in a given environnent. There is a trade-off between ease
of operational deploynment where sone portions of the |Pv6 address
could be easily recogni zable for operational debugging and

troubl eshooti ng versus the risk of scanning; [ SCANNI NG shows that
there are scientifically based nechani snms that make scanning for |Pv6
reachabl e nodes nore realizable than expected; see also [ RFC7707].
The use of common multicast groups which are defined for inportant
net wor ked devi ces and the use of comonly repeated addresses coul d
make it easy to figure out which devices are name servers, routers or
other critical devices.

While in sone environnents the security is so poor that obfuscating
addresses is considered a benefit; it is a better practice to ensure
that perineter rules are actively checked and enforced and that
statically configured addresses foll ow some |ogical allocation scheme
for ease of operation.
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2.1.2. Use of ULAs

ULAs are intended for scenarios where |P addresses will not have

gl obal scope so they should not appear in the global BGP routing
table. The inplicit expectation fromthe RFCis that all ULAs will
be randomy created as /48s. Any use of ULAs that are not created as
a /48 viol ates RFC4193 [ RFC4193].

ULAs coul d be useful for infrastructure hiding as described in
RFC4864 [ RFC4864]. Alternatively Link-Local addresses RFC7404

[ RFC7404] could al so be used. Although ULAs are supposed to be used
in conjunction with gl obal addresses for hosts that desire externa
connectivity, a few operators chose to use ULAs in conjunction with
some sort of address translation at the border in order to maintain a
perception of parity between their IPv4 and I Pv6 setup. Sone
operators believe that stateful |Pv6 Network Address and Port
Transl ati on (NAPT) provides sonme security not provided by NPTv6 (the
authors of this docunent do not share this point of view). The use
of stateful |1Pv6 NAPT would be problematic in trying to track
specific machines that may source nmalware although this is | ess of an
issue if appropriate logging is done which includes utilizing
accurate tinmestanps and | ogging a node’s source ports RFC6302

[ RFC6302]. Another typical argunent in favor of ULA is that there
are too many mistakes nade with ACL filters at the edge and the use
of ULAs could nake things easier to set filters.

The use of ULA does not isolate "by magic’ the part of the network
using ULA fromother parts of the network (including the Internet).
Al t hough section 4.1 of RFC4193 [ RFC4193] explicitly states "If BGP
is being used at the site border with an | SP, the default BGP
configuration nust filter out any Local |Pv6 address prefixes, both

i ncom ng and outgoing.", the operational reality is that this
guideline is not always followed. As witten, RFC4193 makes no
changes to default routing behavior of exterior protocols.

Therefore, routers will happily forward packets whose source or
destination address is ULA as long as they have a route to the
destination and there is no ACL bl ocki ng those packets. This neans
that using ULA does not prevent route and packet filters having to be
i npl emented and nmonitored. This also neans that all Internet transit
net wor ks shoul d consi der ULA as source or destination as bogons
packets and drop them

It is inmportant to carefully weigh the benefits of using ULAs versus
utilizing a section of the global allocation and creating a nore
effective filtering strategy. It is also inportant to note that the
| ETF does not reconmend the use of ULA and NPTv6.
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2.1. 3. Poi nt -t o- Poi nt Li nks

RFC6164 [ RFC6164] recomends the use of /127 for inter-router point-
to-point links. A /127 prevents the ping-pong attack between
routers. However, it should be noted that at the time of this
witing, there are still nmany networks out there that follow the
advi ce provided by RFC3627 [ RFC3627] (obsol eted and marked Historic
by RFC6547 [ RFC6547]) and therefore continue to use /64" s and/or
/112’ s. W reconmmrend that the gui dance provided by RFC6164 be
fol | owed.

Sone environnents are also using |ink-local addressing for point-to-
point links. While this practice could further reduce the attack
surface agai nst infrastructure devices, the operational disadvantages
need al so to be carefully considered RFC7404 [ RFC7404].

2.1.4. Tenporary Addresses - Privacy Extensions for SLAAC

Nor mal statel ess address autoconfiguration (SLAAC) relies on the
automatically generated EU -64 address, which together with the /64
prefix makes up the gl obal unique |IPv6 address. The EU -64 address
is generated fromthe MAC address. Randonly generating an interface
I D, as described in [RFC4941], is part of SLAAC with so-called
privacy extension addresses and used to address sone privacy
concerns. Privacy extension addresses a.k.a. tenporary addresses nmay
help to mitigate the correlation of activities of a node within the
same network, and may al so reduce the attack exposure w ndow.

As privacy extension addresses could al so be used to obfuscate sone
mal evol ent activities (whether on purpose or not), it is advised in
scenari os where user attribution is inportant to rely on a |ayer-2
aut henti cati on mechani sm such as | EEE 802. 1X [| EEE-802.1X] with the
appropriate RAD US accounting (Section 2.6.1.6) or to disable SLAAC
and rely only on DHCPv6. However, in scenarios where anonynity is a
strong desire (protecting user privacy is nore inportant than user
attribution), privacy extension addresses should be used.

Usi ng privacy extension addresses prevents the operator from building
a priori host specific access control lists (ACLs). It nust be noted
that recent versions of Wndows do not use the MAC address anynore to
build the stable address but use a nechanismsinmlar to the one
described in [RFC7217], this also neans that such an ACL cannot be
configured based solely on the MAC address of the nodes, dimn nishing
the value of such ACL. On the other hand, different VLANs are often
used to segregate users, in this case ACL can rely on a /64 prefix
per VLAN rather than a per host ACL entry.
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The decision to utilize privacy extensi on addresses can cone down to
whet her the network is managed versus unmanaged. |In sone
environments full visibility into the network is required at all
times which requires that all traffic be attributable to where it is
sourced or where it is destined to within a specific network. This
situation is dependent on what |evel of logging is perforned. |If

| oggi ng considerations include utilizing accurate timestanps and

| oggi ng a node’s source ports [ RFC6302] then there should al ways

exi st appropriate user attribution needed to get to the source of any
mal war e originator or source of crimnal activity.

Di sabl i ng SLAAC and privacy extensions addresses can be done by
sendi ng Router Advertisement with a hint to get addresses via DHCPv6
by setting the Mbit but also disabling SLAAC by resetting all A-bits
in all prefix information options sent in the Router Advertisenent
nessage.

1.5. Privacy consideration of Addresses

1.

2

However, there are several privacy issues still present with
[ RFC4941] such as host tracking, and address scanning attacks are
still possible. Mre details are provided in Appendix A  of

[ RFC7217] and in [RFC7721].
6. DHCP/ DNS Consi der ati ons

Many environnments use DHCPv6 to all ocate addresses to ensure audit-
ability and traceability (but see Section 2.6.1.5). A main security
concern is the ability to detect and counteract against rogue DHCP
servers (Section 2.3.2).

DNS is often used for malware activities and while there are no
fundanmental differences with IPv4 and 1 Pv6 security concerns, there
are specific consideration in DNS64 RFC6147 [ RFC6147] environnents
that need to be understood. Specifically the interactions and
potential to interference with DNSsec i npl enentation need to be
understood - these are pointed out in detail in Section 2.7.3.2.

Ext ensi on Headers

The extension headers are one of the nost critical differentiator
between 1 Pv4 and | Pv6. They have al so becone a very controversial
topi c since forwarding nodes that discard packets containing

ext ensi on headers are known to cause connectivity failures and

depl oynent problens. Understanding the role of varying extension
headers is inportant and this section enunerates the ones that need
careful consideration. The IANA has closed the the existing enpty
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"Next Header Types" registry to new entries and is redirecting its
users to a new "l Pv6 Extension Header Types" registry.

A clarification on how internedi ate nodes shoul d handl e existing
packets with extension headers and any extension headers that are
defined in the future is found in RFC7045 [ RFC7045]. The uniform TLV
format to be used for defining future extension headers is described

i n RFC6564 [ RFC6564]. Sone observations listed in RFC7872 [ RFC7872]
seens to indicate that packets with certain extension headers may not
traverse the Internet to its intended destinati on based on operator
poli ci es.

It must also be noted that there is no indication in the packet
whet her the Next Protocol field points to an extension header or to a
transport header. This may confuse some filtering rules.

2.2.1. Oder and Repetition of Extension Headers

Whi | e RFC2460 [ RFC2460] RFC2460 defines the order and the nmaxi num

repetition of extension headers, there are still IPv6 inplenentations
at the tine of witing this docunent which support a wong order of
headers (such as ESP before routing) or an illegal repetition of

headers (such as nultiple routing headers). The sane applies for
options contained in the extensi on headers (see

[I-D. kanpanaki s- 6man-i pv6-eh-parsing]). |In some cases, it has |ead
to nodes crashi ng when receiving or forwardi ng wongly fornmated
packets.

2.2.2. Hop-by-Hop Extension Header

The hop- by-hop extension header, when present in an |IPv6 packet,
forces all nodes in the path to inspect this header. This is of
course a | arge avenue for a denial of service as nost if not all
routers cannot process this kind of packets in hardware but have to
"punt’ this packet for software processing. See also
[1-D.ietf-6nman-hbh-header-handling].

2.2.3. Fragnentation Extension Header
The fragnentation extension header is used by the source when it has
to fragnent packets. RFC7112 [RFC7112] explains why it is inportant
to:

firewall and security devices should drop first fragment not
cont ai ni ng enough of the | ayer-4 header

destination node should ignore first fragment not containing the
entire | Pv6 header chain.
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El se, stateless filtering could be bypassed by an hostile party.
RFC6980 [ RFC6980] applies the same rule to NDP and the RA-guard
functi on.

2.2.4. |P Security Extension Header

The | Psec [ RFC4301] [ RFC4301] extension headers (AH [ RFC4302] and ESP
[ RFCA303]) are required if IPsec is to be utilized for network |eve
security functionality.

2.3. Link-Layer Security

I Pv6 relies heavily on the Nei ghbor Di scovery protocol (NDP) RFC4861
[ RFC4A861] to performa variety of |ink operations such as discovering
other nodes on the link, resolving their Iink-Ilayer addresses, and
finding routers on the link. |If not secured, NDP is vulnerable to
various attacks such as router/nei ghbor nessage spoofing, redirect
attacks, Duplicate Address Detection (DAD) DoS attacks, etc. nany of
these security threats to NDP have been docunmented in | Pv6 ND Trust
Model s and Threats RFC3756 [ RFC3756] and in RFC6583 [ RFC6583].

2.3.1. SeND and CGA
SEcure Nei ghbor Discovery (SeND), as described in RFC3971 [ RFC3971],
is a mechani smthat was designed to secure ND nessages. This
approach involves the use of new NDP options to carry public key
based signatures. Cryptographically Generated Addresses (CGA), as
described in RFC3972 [ RFC3972], are used to ensure that the sender of
a Nei ghbor Discovery nessage is the actual "owner" of the clained
| Pv6 address. A new NDP option, the CGA option, was introduced and
is used to carry the public key and associ ated paranmeters. Anot her
NDP option, the RSA Signhature option, is used to protect all nessages
rel ating to nei ghbor and Router discovery.
SeND protects agai nst:
0 Neighbor Solicitation/Advertisenent Spoofing
0 Nei ghbor Unreachability Detection Failure
0 Duplicate Address Detection DoS Attack
0 Router Solicitation and Advertisenent Attacks
0 Replay Attacks

0 Neighbor Discovery DoS Attacks
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SeND does NOT:
0o Protect statically configured addresses

0 Protect addresses configured using fixed identifiers (i.e. EU -
64)

o0 Provide confidentiality for NDP comuni cations

0 Conpensate for an unsecured link - SEND does not require that the
addresses on the |ink and Nei ghbor Advertisenments correspond

However, at this time and after nmany years after their
speci fications, CGA and SeND do not have w de support from generic
operating systems; hence, their usefulness is linted.

2.3.2. Securing DHCP

Dynanmi ¢ Host Configuration Protocol for |Pv6 (DHCPv6), as detailed in
RFC3315 [ RFC3315], enables DHCP servers to pass configuration
paraneters such as | Pv6 network addresses and ot her configuration
information to | Pv6 nodes. DHCP plays an inportant role in any |arge
networ k by providing robust stateful configuration and

aut oregi stration of DNS Host Nanes.

The two nost comon threats to DHCP clients conme from malicious
(a.k.a. rogue) or unintentionally msconfigured DHCP servers. A
mal i ci ous DHCP server is established with the intent of providing

i ncorrect configuration information to the client to cause a deni al
of service attack or mount a man in the niddle attack. Wile

uni ntentionall, a misconfigured DHCP server can have the sane inpact.
Addi tional threats against DHCP are discussed in the security

consi derations section of RFC3315 [ RFC3315] DHCP- shi el d

RFC7610 [ RFC7610] specifies a nmechanismfor protecting connected
DHCPv6 clients agai nst rogue DHCPv6 servers. This nmechanismis based
on DHCPv6 packet-filtering at the layer-2 device; the adm nistrator
specifies the interfaces connected to DHCPv6 servers.

It is reconmended to use DHCP-shi el d.

2.3.3. ND'RA Rate Linmiting
Nei ghbor Di scovery (ND) can be vul nerable to denial of service (DoS)
attacks in which a router is forced to perform address resolution for
a | arge nunber of unassigned addresses. Possible side effects of

this attack preclude new devices fromjoining the network or even
worse rendering the last hop router ineffective due to high CPU
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usage. Easy nmitigative steps include rate linmiting Neighbor
Solicitations, restricting the anount of state reserved for
unresol ved solicitations, and clever cache/tinmer managemnent.

RFC6583 [ RFC6583] di scusses the potential for DoS in detail and
suggests inplenentation i nprovenents and operational mitigation
techni ques that nmay be used to mitigate or alleviate the inpact of
such attacks. Here are sone feasible nitigation options that can be
enpl oyed by network operators today:

0 Ingress filtering of unused addresses by ACL, route filtering,
| onger than /64 prefix; These require static configuration of the
addr esses.

0 Tuning of NDP process (where supported).

Additionally, 1 Pv6 ND uses nulticast extensively for signaling
nmessages on the local link to avoid broadcast nmessages for on-the-
wire efficiency. However, this has sonme side effects on wifi

net wor ks, especially a negative inpact on battery life of smartphones
and other battery operated devices that are connected to such
networks. The following drafts are actively discussing nmethods to
rate limt RAs and other ND nessages on wifi networks in order to
address this issue:

0 [I-D.thubert-savi-ra-throttler]
0 [I1-D.chakrabarti-nordmark-6man-efficient-nd]
2.3.4. NDRA Filtering

Rout er Advertisenent spoofing is a well-known attack vector and has
been extensively documented. The presence of rogue RAs, either
intentional or nalicious, can cause partial or conplete failure of
operation of hosts on an IPv6 |ink. For exanple, a host can sel ect
an incorrect router address which can be used as a nman-in-the-mddle
(MTM attack or can assume wrong prefixes to be used for statel ess
address configuration (SLAAC). RFC6104 [ RFC6104] summari zes the
scenarios in which rogue RAs may be observed and presents a list of
possi bl e solutions to the problem RFC6105 [ RFC6105] (RA-Guard)
describes a solution framework for the rogue RA probl em where network
segnments are designed around switching devices that are capabl e of
identifying invalid RAs and bl ocking them before the attack packets
actually reach the target nodes.

However, several evasion techniques that circunmvent the protection

provi ded by RA-Guard have surfaced. A key challenge to this
nmtigation technique is introduced by IPv6 fragnentation. An
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attacker can conceal the attack by fragmenting his packets into

mul tiple fragments such that the switching device that is responsible
for blocking invalid RAs cannot find all the necessary information to
perform packet filtering in the same packet. RFC7113 [ RFC7113]

descri bes such evasi on techni ques, and provi des advice to RA-Quard

i mpl ementers such that the aforementioned evasi on vectors can be

el i m nat ed.

G ven that the I Pv6 Fragmentation Header can be | everaged to
circunvent current inplenentations of RA-Guard, RFC6980 [ RFC6980]
updat es RFC4861 [ RFC4861] such that use of the IPv6 Fragnentation
Header is forbidden in all Neighbor Discovery nessages except
"Certification Path Advertisenent”, thus allowing for sinple and
ef fecti ve measures to counter Nei ghbor Discovery attacks.

The Source Address Validation |Inprovenents (SAVI) working group has
wor ked on other ways to mitigate the effects of such attacks.
RFC7513 [ RFC7513] would help in creating bindings between a DHCPv4
RFC2131 [ RFC2131] /DHCPv6 RFC3315 [ RFC3315] assigned source | P
address and a bi ndi ng anchor RFC7039 [ RFC7039] on a SAVI devi ce.

Al so, RFC6620 [ RFC6620] describes how to gl ean sinmlar bindings when
DHCP i s not used. The bindings can be used to filter packets

generated on the local link with forged source | P address.

It is still recommended that RA-Guard be be enployed as a first line
of defense agai nst common attack vectors including msconfigured
host s.

2.3.5. 3GPP Link-Layer Security

The 3GPP link is a point-to-point like link that has no |ink-Iayer
address. This inplies there can only be an end host (the nobile
hand-set) and the first-hop router (i.e., a GPRS Gateway Support Node
(GGSN) or a Packet Gateway (PGW) on that |ink. The GGSN PGW never
configures a non |link-local address on the link using the advertised
/64 prefix on it. The advertised prefix nust not be used for on-link
determination. There is no need for an address resolution on the
3GPP link, since there are no |link-layer addresses. Furthernore, the
GGSN PGW assigns a prefix that is unique within each 3GPP |ink that
uses | Pv6 statel ess address autoconfiguration. This avoids the
necessity to perform DAD at the network |level for every address built
by the nobile host. The GGSN PGW al ways provides an |ID to the
cellular host for the purpose of configuring the link-local address
and ensures the uniqueness of the IIDon the link (i.e., no
collisions between its own |ink-local address and the nmobile host’s
one).

Chittimaneni, et al. Expi res Cctober 13, 2017 [ Page 12]



Internet-Draft OPsec | Pv6 April 2017

The 3GPP link nodel itself nitigates nost of the known NDP-rel ated
Deni al - of - Service attacks. In practice, the GGSN PGV only needs to
route all traffic to the nobile host that falls under the prefix
assigned to it. As there is also a single host on the 3GPP link,
there is no need to defend that |Pv6 address.

See Section 5 of RFC6459 [ RFC6459] for a nore detail ed di scussion on
the 3GPP Iink nodel, NDP on it and the address configuration detail

2.4. Control Plane Security

RFC6192 [ RFC6192] defines the router control plane. This definition
is repeated here for the reader’s conveni ence.

Modern router architecture design maintains a strict separation of
forwardi ng and router control plane hardware and software. The
router control plane supports routing and nmanagenent functions. It
is generally described as the router architecture hardware and

sof tware conponents for handling packets destined to the device
itself as well as building and sendi ng packets originated locally on
the device. The forwarding plane is typically described as the
router architecture hardware and software conponents responsible for
receiving a packet on an inconing interface, performng a | ookup to
identify the packet’s | P next hop and determ ne the best outgoing
interface towards the destination, and forwardi ng the packet out

t hrough the appropriate outgoing interface.

Wil e the forwarding plane is usually inplenmented in high-speed
hardware, the control plane is inplenented by a generic processor
(named router processor RP) and cannot process packets at a high
rate. Hence, this processor can be attacked by flooding its input
queue with nore packets than it can process. The control plane
processor is then unable to process valid control packets and the
router can | ose OSPF or BGP adj acencies which can cause a severe
net wor k di sruption

The mitigation technique is:

o To drop non-legit control packet before they are queued to the RP
(this can be done by a forwardi ng plane ACL) and

0o Torate linmt the remaining packets to a rate that the RP can
sustain. Protocol specific protection should also be done (for
exanpl e, a spoofed OSPFv3 packet could trigger the execution of
the Dijkstra algorithm therefore the nunber of Dijsktra execution
should be also rate limted).

This section will consider several classes of control packets:
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o0 Control protocols: routing protocols: such as OSPFv3, BGP and by
ext ensi on Nei ghbor Di scovery and | C\WvP
o Managenent protocols: SSH, SNWP, |Pfix, etc
o0 Packet exceptions: which are nornal data packets which requires a
specific processing such as generating a packet-too-big | CW
message or having the hop-by-hop extension header.
2.4.1. Control Protocols
This class includes OSPFv3, BGP, NDP, | CWP

An ingress ACL to be applied on all the router interfaces SHOULD be
configured such as:

0 drop OSPFv3 (identified by Next-Header being 89) and RI Png
(identified by UDP port 521) packets froma non |link-1ocal address

o allowBGP (identified by TCP port 179) packets fromall BGP
nei ghbors and drop the others

o allowall ICW packets (transit and to the router interfaces)
Not e: droppi ng OSPFv3 packets which are authenticated by | Psec coul d
be i npossi ble on sonme routers whose ACL are unable to parse the | Psec

ESP or AH extension headers.

Rate limting of the valid packets SHOULD be done. The exact
configuration obviously depends on the power of the Route Processor

2.4.2. Managenent Protocols
This class includes: SSH, SNWP, syslog, NIP, etc

An ingress ACL to be applied on all the router interfaces SHOULD be
configured such as:

o Drop packets destined to the routers except those belonging to
protocol s which are used (for exanple, pernit TCP 22 and drop al
when only SSH is used);

o Drop packets where the source does not match the security policy,
for exanple if SSH connections should only be originated fromthe
NCC, then the ACL should permit TCP port 22 packets only fromthe
NCC prefi x.
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Rate limting of the valid packets SHOULD be done. The exact
configuration obviously depends on the power of the Route Processor.

2.4.3. Packet Exceptions

This class covers multiple cases where a data pl ane packet is punted
to the route processor because it requires specific processing:

0 generation of an | CWP packet-too-big nessage when a data pl ane
packet cannot be forwarded because it is too |arge;

0 generation of an I CWMP hop-limt-expired nessage when a data pl ane
packet cannot be forwarded because its hop-linmit field has reached
0;

0 generation of an | CWP destination-unreachabl e nessage when a data
pl ane packet cannot be forwarded for any reason

0 processing of the hop-by-hop extension header (see al so
[1-D.ietf-6man-hbh-header-handling]);

o0 or nore specific to sone router inplenentation: an oversized
ext ensi on header chai n which cannot be processed by the hardware
and force the packet to be punted to the generic router CPU.

On sone routers, not everything can be done by the specialized data
pl ane hardware which requires sonme packets to be "punted’ to the
generic RP. This could include for exanple the processing of a |ong
ext ensi on header chain in order to apply an ACL based on | ayer 4
informati on. RFC6980 [ RFC6980] and nore generally RFC7112 [ RFC7112]
hi ghlights the security inplications of oversized extension header
chains on routers and updates RFC2460 [ RFC2460] such that the first
fragment of a packet is required to contain the entire | Pv6 header
chai n.

An ingress ACL cannot help to mitigate a control plane attack using
t hose packet exceptions. The only protection for the RPis to limt
the rate of those packet exceptions forwarded to the RP, this means
that sonme data pl ane packets will be dropped w thout any |ICW
messages back to the source which will cause Path MIU hol es. But,
there is no other solution

In addition to linmting the rate of data plane packets queued to the
RP, it is also inportant to limt the generation rate of |ICW
messages both the save the RP but also to prevent an anplification
attack using the router as a reflector.
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2.5. Routing Security

Routing security in general can be broadly divided into three
sections:

1. Authenticating neighbors/peers

2. Securing routing updates between peers

3. Route filtering

[ RFC7454] covers these sections specifically for BGP in detail.
2.5.1. Authenticating Neighbors/ Peers

A basic elenent of routing is the process of form ng adjacencies,

nei ghbor, or peering relationships with other routers. Froma

security perspective, it is very inportant to establish such

relationships only with routers and/or administrative domai ns that

one trusts. A traditional approach has been to use MD5 HVAC, which

allows routers to authenticate each other prior to establishing a
routing rel ationship.

OSPFv3 can rely on IPsec to fulfill the authentication function.
However, it should be noted that |Psec support is not standard on all
routing platforns. In sone cases, this requires specialized hardware

that offloads crypto over to dedicated ASICs or enhanced software
i mges (both of which often cone with added financial cost) to

provi de such functionality. An added detail is to determ ne whether
OSPFv3 | Psec inplenentations use AH or ESP-Null for integrity
protection. 1In early inplenmentations all OSPFv3 | Psec configurations

relied on AH since the details weren't specified in RFC5340 [ RFC5340]
or RFC2740 [RFC2740] that was obsoleted by the former. However, the
docunent which specifically describes how | Psec shoul d be inpl enent ed
for OSPFv3 RFC4552 [ RFC4552] specifically states that ESP-Nul |l MJUST
and AH MAY be inplenmented since it follows the overall |Psec
standards wordings. OSPFv3 can al so use norrmal ESP to encrypt the
OSPFv3 payl oad to hide the routing information.

RFC7166 [ RFC7166] (which obsol etes RFC6506 [ RFC6506] changes OSPFv3's
reliance on | Psec by appending an authentication trailer to the end
of the OSPFv3 packets. This docunent does not specifically provide
for a mechanismthat will authenticate the specific originator of a
packet. Rather, it will allow a router to confirmthat the packet
has i ndeed been issued by a router that had access to the shared

aut henti cation key.
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Wth all authentication nechani sns, operators should confirmthat

i mpl enent ati ons can support re-keying nmechanisns that do not cause
out ages. There have been instances where any re-keying cause outages
and therefore the tradeoff between utilizing this functionality needs
to be wei ghed against the protection it provides.

2.5.2. Securing Routing Updates Between Peers

IPv6 initially mandated the provisioning of | Psec capability in al
nodes. However, in the updated | Pv6 Nodes Requirenent standard
RFC6434 [ RFC6434] is now a SHOULD and not MJST i npl enent.
Theoretically it is possible, and recommended, that communication
between two | Pv6 nodes, including routers exchanging routing

i nformati on be encrypted using IPsec. 1In practice however, deploying
I Psec is not always feasible given hardware and software limtations
of various platforns depl oyed, as described in the earlier section
Additionally, in a protocol such as OSPFv3 where adjacencies are
fornmed on a one-to-nany basis, |Psec key managenent becones difficult
to maintain and is not often utilized.

2.5.3. Route Filtering

Route filtering policies will be different dependi ng on whether they
pertain to edge route filtering vs internal route filtering. At a
mninmum | Pv6 routing policy as it pertains to routing between
different administrative domains should aimto maintain parity with
I Pv4 froma policy perspective e.qg.

o Filter internal-use, non-globally routable |IPv6 addresses at the
peri net er

o Discard packets fromand to bogon and reserved space

0 Configure ingress route filters that validate route origin, prefix
ownership, etc. through the use of various routing databases,
e.g., RADB. There is additional work being done in this area to
formally validate the origin ASs of BGP announcenents in RFC6810
[ RFC6810]

Sone good recomendations for filtering can be found from Team CYMRU
at [ CYMRU] .

2.6. Loggi ng/ Monitoring
In order to performforensic research in case of any security

i ncident or to detect abnormal behaviors, network operator should |og
mul ti ple pieces of information.
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Thi s incl udes:

o logs of all applications when available (for exanple web servers);
o use of IP Flow Information Export [RFC7011] al so known as | Pfix;

o use of SNWP M B [ RFC4293];

o use of the Neighbor cache;

0 use of stateful DHCPv6 [ RFC3315] | ease cache, especially when a
rel ay agent [RFC6221] in layer-2 switches is used;

o wuse of RADI US [ RFC2866] for accounting records.

Pl ease note that there are privacy issues related to how those |ogs
are coll ected, kept and safely discarded. Operators are urged to
check their country |egislation.

Al'l those pieces of information will be used for:

o forensic (Section 2.6.2.1) research to answer questions such as
who did what and when?

0 correlation (Section 2.6.2.3): which I P addresses were used by a
specific node (assum ng the use of privacy extensions addresses
[ RFC4941])

0 inventory (Section 2.6.2.2): which |IPv6 nodes are on ny network?

o abnormal behavior detection (Section 2.6.2.4): unusual traffic
patterns are often the synptons of a abnormal behavior which is in
turn a potential attack (denial of services, network scan, a node
being part of a botnet, ...)

1. Data Sources

This section lists the nost inportant sources of data that are usefu
for operational security.

2.6.1.1. Logs of Applications

Those logs are usually text files where the renote | Pv6 address is
stored in all characters (not binary). This can conplicate the
processing since one | Pv6 address, 2001:db8::1 can be witten in
mul ti pl e ways such as:

0 2001:DB8::1 (in uppercase)
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0 2001:0db8::0001 (with I eading 0)

0o and many ot her ways.

RFC 5952 [ RFC5952] explains this problemin detail and recomends the

use of a single canonical format (in short use | ower case and
suppress leading 0). This neno recomrends the use of canonica
format [RFC5952] for | Pv6 addresses in all possible cases. |If the

exi sting application cannot | og under the canonical format, then this
meno recomends the use an external programin order to canonicalize

all 1 Pv6 addresses.
For exanple, this perl script can be used:

#!/usr/bin/perl -w
use strict ;
use warni ngs
use Socket ;
use Socket6 ;

ny (@wrds, $word, $binary_address) ;

## go through the file one line at a tine
while (nmy $line = <STDIN>) {
chonmp $line;
foreach ny $word (split /[\s+]/, $line) {
$bi nary_address = inet_pton AF_|I NET6, $word ;
i f ($binary_address) {
print inet_ntop AF_I NET6, $bi nary_address
} else {
print $word ;
}

print ;
} "

print "\n" ;

}
2.6.1.2. 1P Flow Informati on Export by |IPv6 Routers

| Pfix [ RFC7012] defines sone data el enents that are useful for
security:

0 in section 5.4 (1P Header fields): nextHeaderlPv6 and
sour cel Pv6Addr ess;

0 in section 5.6 (Sub-1P fields) sourceMacAddress.
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Moreover, IPfix is very efficient in terns of data handling and
transport. It can also aggregate flows by a key such as

sour ceMacAddress in order to have aggregated data associated with a
speci fic sourceMacAddress. This nmenp recomends the use of |Pfix and
aggregation on next Header| Pv6, sourcel Pv6Address and

sour ceMacAddr ess.

2.6.1.3. SNWP MB by IPv6 Routers

RFC 4293 [ RFC4293] defines a Managenent |nformation Base (MB) for
the two address fanmilies of IP. This neno recommends the use of:

o iplfStatsTable table which collects traffic counters per
i nterface;

0 i pNet ToPhysical Table table which is the content of the Nei ghbor
cache, i.e. the mapping between | Pv6 and data-link |ayer
addr esses.

2.6.1.4. Neighbor Cache of IPv6 Routers

The nei ghbor cache of routers contains all mappings between | Pv6
addresses and data-link |ayer addresses. It is usually available by
two neans:

o the SNMP M B (Section 2.6.1.3) as expl ai ned above

o also by connecting over a secure managenent channel (such as SSH
or HTTPS) and explicitely requesting a nei ghbor cache dunp.

The nei ghbor cache is highly dynanmi c as nmappi ngs are added when a new
| Pv6 address appears on the network (could be quite often with
privacy extension addresses [ RFC4941] or when they are renpoved when
the state goes from UNREACH to renoved (the default tine for a
renoval per Nei ghbor Unreachability Detection [ RFC4861] algorithmis
38 seconds for a typical host such as Wndows 7). This neans that
the content of the nei ghbor cache nust periodically be fetched every
30 seconds (to be on the safe side) and stored for |ater use.

This is an inportant source of infornmation because it is trivial (on
a switch not using the SAVI [RFC7039] algorithm to defeat the
mappi ng between data-link | ayer address and | Pv6 address. Let us
rephrase the previous statenent: having access to the current and
past content of the nei ghbor cache has a paranount value for forensic
and audit trail.
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2.6.1.5. Stateful DHCPv6 Lease

In sone networks, |Pv6 addresses are managed by stateful DHCPv6
server [RFC3315] that |eases |Pv6 addresses to clients. It is indeed
quite simlar to DHCP for IPv4 so it can be tenpting to use this DHCP
| ease file to discover the mappi ng between | Pv6 addresses and dat a-
link layer addresses as it was usually done in the I Pv4 era.

It is not so easy in the |Pv6 era because not all nodes wll use
DHCPv6 (there are nodes which can only do statel ess

aut oconfiguration) but al so because DHCPv6 clients are identified not
by their hardware-client address as in | Pv4 but by a DHCP Uni que |ID
(DUl D) which can have several formats: some being the data-link |ayer
address, sone being data-link | ayer address prepended with tine

i nformati on or even an opaque nunber which is useless for operation
security. Mbdreover, when the DU D is based on the data-I|ink address,
this address can be of any interface of the client (such as the
wireless interface while the client actually uses its wired interface
to connect to the network).

If a lightweight DHCP rel ay agent [RFC6221] is used in the |layer-2
switches, then the DHCP server also receives the Interface-1D

i nformati on which could be save in order to identifity the interface
of the switches which received a specific | eased | Pv6 address.

In short, the DHCPv6 | ease file is less interesting than in the |Pv4
era. DHCPv6 servers that keeps the relayed data-link | ayer address
in addition to the DUDin the lease file do not suffer fromthis
limtation. On a nanaged network where all hosts support DHCPv6,
special care nust be taken to prevent statel ess autoconfiguration
anyway (and if applicable) by sending RA with all announced prefixes
wi thout the A-bit set.

The mappi ng between data-link | ayer address and the | Pv6 address can
be secured by using switches inplenenting the SAVI [ RFC7513]
algorithms. O course, this also requires that data-link |ayer
address is protected by using |ayer-2 nechani smsuch as

[ 1 EEE- 802. 1X] .

2.6.1.6. RADI US Accounting Log

For interfaces where the user is authenticated via a RAD US [ RFC2866]
server, and if RADH US accounting is enabled, then the RAD US server
recei ves accounting Acct-Status-Type records at the start and at the
end of the connection which include all IPv6 (and | Pv4) addresses
used by the user. This technique can be used notably for W-Fi
networks with W-Fi Protected Address (WPA) or any ot her | EEE 802.1X
[ EEE-802. 1X]wired interface on an Ethernet sw tch
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2.6.1.7. Oher Data Sources

2

6

There are other data sources that nust be kept exactly as in the |Pv4
net wor k:

o historical mapping of IPv6 addresses to users of renpte access
VPN;

0 historical mapping of MAC address to switch interface in a wired
net wor K.

2. Use of Collected Data

This section | everages the data collected as described before
(Section 2.6.1) in order to achieve several security benefits.

2.6.2.1. Forensic

The forensic use case is when the network operator must |ocate an
| Pv6 address that was present in the network at a certain tine or is
still currently in the network.

The source of information can be, in decreasing order, neighbor
cache, DHCP | ease file. Then, the procedure is:

1. based on the IPv6 prefix of the IPv6 address find the router(s)
whi ch are used to reach this prefix;

2. based on this limted set of routers, on the incident time and on
| Pv6 address to retrieve the data-1ink address fromlive nei ghbor
cache, fromthe historical data of the neighbor cache, or from
the DHCP | ease fil e;

3. based on the data-link |ayer address, |ook-up on which switch
interface was this data-link |layer address. |In the case of
wi rel ess LAN, the RADIUS | og shoul d have the nappi ng between user
identification and the MAC address.

At the end of the process, the interface where the malicious user was
connected or the username that was used by the nalicious user is
found.

2.6.2.2. Inventory

RFC 7707 [RFC7707] (which obsol etes RFC 5157 [ RFC5157]) is about the
difficulties to scan an | Pv6 network due to the vast nunber of |Pv6
addresses per link. This has the side effect of nmaking the inventory
task difficult in an IPv6 network while it was trivial to do in an
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| Pv4 network (a sinple enuneration of all |Pv4 addresses, followed by
a ping and a TCP/UDP port scan). GCetting an inventory of al
connected devices is of prine inmportance for a secure operation of a
net wor K.

There are many ways to do an inventory of an |IPv6 network

The first technique is to use the IPfix information and extract the

list of all IPv6 source addresses to find all |IPv6 nodes that sent
packets through a router. This is very efficient but alas will not
di scover silent node that never transmitted such packets... Al'so, it

must be noted that link-1ocal addresses will never be discovered by
thi s nmeans.

The second way is again to use the collected nei ghbor cache content
to find all 1 Pv6 addresses in the cache. This process will also
di scover all link-local addresses. See Section 2.6.1.4.

Anot her way works only for local network, it consists in sending a
| CVP ECHO REQUEST to the link-local nulticast address ff02::1 which
is all IPv6 nodes on the network. Al nodes should reply to this
ECHO REQUEST per [ RFC4443].

O her techniques involve enunerating the DNS zones, parsing |og
files, leveraging service discovery such as nDNS RFC6762 [ RFC6762]
and RFC6763 [ RFC6763] .

O her techni ques involve enunerating the DNS zones, especially

| ooki ng at reverse DNS records and CNAMES. O scanning for DNS

m sconfigurations to find DNS servers that send NXDOMAI N i nst ead of
NOERROR f or non-existing nodes with children, which viol ates RFC8020
[ RFC8020]. Parsing log files and | everagi ng service discovery such
as nDNS RFC6762 [ RFC6762] and RFC6763 [ RFC6763] are al so added

t echni ques.

2.6.2.3. Correlation

In an I Pv4 network, it is easy to correlate nultiple |ogs, for
exanple to find events related to a specific IPv4 address. A sinple
Uni x grep comand was enough to scan through nultiple text-based
files and extract all lines relevant to a specific |Pv4 address.

In an I Pv6 network, this is slightly nore difficult because different
character strings can express the same | Pv6 address. Therefore, the
simpl e Unix grep command cannot be used. Mbdreover, an |Pv6 node can
have nultiple | Pv6 addresses..
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In order to do correlation in |IPvbe-related logs, it is advised to
have all logs with canonical |Pv6 addresses. Then, the neighbor
cache current (or historical) data set nust be searched to find the
data-link |ayer address of the | Pv6 address. Then, the current and

hi storical neighbor cache data sets nust be searched for all |Pv6
addresses associated to this data-link layer address: this is the
search set. The last step is to search in all log files (containing

only I Pv6 address in canonical format) for any | Pv6 addresses in the
search set.

2.6.2.4. Abnormal Behavi or Detection

2

2

2

Abnor mal behaviors (such as network scanning, spanming, denial of
service) can be detected in the same way as in an | Pv4 network

0 sudden increase of traffic detected by interface counter (SNWP) or
by aggregated traffic fromIPfix records [ RFC7012];

o change of traffic pattern (number of connection per second, nunber
of connection per host...) with the use of IPfix [RFC7012]

6.3. Summary

Wil e some data sources (IPfix, MB, switch CAMtables, logs, ...)
used in IPv4 are also used in the secure operation of an |IPv6
network, the DHCPv6 | ease file is less reliable and the nei ghbor
cache is of prime inportance.

The fact that there are nultiple ways to express in a character
string the same | Pv6 address renders the use of filters mandatory
when correl ati on nust be done.

7. Transition/ Coexi stence Technol ogi es
Sone text
7.1. Dual Stack

Dual stack has established itself as the preferred depl oynent choice
for nost network operators w thout an MPLS core where 6PE RFC4798

[ RFCA798] is quite common. Dual stacking the network offers many
advant ages over other transition nechanisns. Firstly, it is easy to
turn on without inpacting nornmal |Pv4 operations. Secondly, perhaps
more inportantly, it is easier to troubl eshoot when things break
Dual stack allows you to gradually turn | Pv4 operations down when
your |Pv6 network is ready for prine tine.
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From an operational security perspective, this now nmeans that you
have twi ce the exposure. One needs to think about protecting both
protocols now At a mininum the IPv6 portion of a dual stacked
network should naintain parity with I1Pv4 froma security policy point
of view. Typically, the follow ng nethods are enployed to protect

| Pv4 networks at the edge:

0 ACLs to permt or deny traffic
o Firewalls with stateful packet inspection

It is recommended that these ACLs and/or firewalls be additionally
configured to protect |Pv6 comunications. Al so, given the end-to-
end connectivity that I Pv6 provides, it is also recommended that
hosts be fortified against threats. General device hardening

gui delines are provided in Section 2.8

2.7.2. Transition Mechani snms

There are many tunnels used for specific use cases. Except when
protected by |IPsec [ RFC4301], all those tunnels have a coupl e of
security issues (nost of them being described in RFC 6169 [ RFC6169]);

o tunnel injection: a malevolent person knowi ng a few pieces of
information (for exanple the tunnel endpoints and the used
protocol) can forge a packet which looks like a legit and valid
encapsul ated packet that will gladly be accepted by the
destination tunnel endpoint, this is a specific case of spoofing;

o traffic interception: no confidentiality is provided by the tunne
protocols (w thout the use of |Psec), therefore anybody on the
tunnel path can intercept the traffic and have access to the
clear-text |Pv6 packet;

0 service theft: as there is no authorization, even a non authorized
user can use a tunnel relay for free (this is a specific case of
tunnel injection);

o reflection attack: another specific use case of tunnel injection
where the attacker injects packets with an |IPv4 destination
address not matching the |1 Pv6 address causing the first tunnel
endpoint to re-encapsul ate the packet to the destination... Hence,
the final | Pv4 destination will not see the original |Pv4 address
but only one I Pv4 address of the relay router.

0 bypassing security policy: if afirewall or an IPSis on the path

of the tunnel, then it will probably neither inspect not detect an
mal evol ent 1 Pv6 traffic contained in the tunnel
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To mtigate the bypassing of security policies, it could be helpfu
to block all default configuration tunnels by denying all |Pv4
traffic matching:

o0 |P protocol 41: this will block | SATAP (Section 2.7.2.2), 6to4
(Section 2.7.2.4), 6rd (Section 2.7.2.5) as well as 6in4
(Section 2.7.2.1) tunnels;

0o |P protocol 47: this will block GRE (Section 2.7.2.1) tunnels;

o UDP protocol 3544: this will block the default encapsul ati on of
Teredo (Section 2.7.2.3) tunnels.

Ingress filtering [ RFC2827] should al so be applied on all tunne
endpoints if applicable to prevent |IPv6 address spoofing.

As several of the tunnel techniques share the same encapsul ation
(i.e. 1Pv4 protocol 41) and enbed the | Pv4 address in the | Pv6
address, there are a set of well-known | ooping attacks described in
RFC 6324 [ RFC6324], this RFC al so proposes mitigation techniques.

2.7.2.1. Site-to-Site Static Tunnels

Site-to-site static tunnels are described in RFC 2529 [ RFC2529] and
in GRE [ RFC2784]. As the IPv4 endpoints are statically configured
and are not dynamic they are slightly nore secure (bi-directiona
service theft is nostly inpossible) but traffic interception ad
tunnel injection are still possible. Therefore, the use of |Psec

[ RFC4301] in transport node and protecting the encapsul ated | Pv4
packets is recommended for those tunnels. Alternatively, IPsec in
tunnel node can be used to transport IPv6 traffic over a non-trusted
| Pv4 net wor k.

2.7.2.2. | SATAP

| SATAP tunnel s [ RFC5214] are mainly used within a single

adm ni strative donmain and to connect a single |IPv6 host to the | Pv6
networ k. This neans that endpoints and and the tunnel endpoint are
usual 'y managed by a single entity; therefore, audit trail and strict
anti-spoofing are usually possible and this raises the overal
security.

Speci al care nust be taken to avoid | ooping attack by inplenenting
the measures of RFC 6324 [ RFC6324] and of RFC6964 [ RFC6964] .

| Psec [ RFC4301] in transport or tunnel nbde can be used to secure the

| Pv4 | SATAP traffic to provide IPv6 traffic confidentiality and
prevent service theft.
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2.7.2.3. Teredo

Teredo tunnels [RFC4380] are nainly used in a residential environnent
because that can easily traverse an | Pv4 NAT-PT device thanks to its
UDP encapsul ati on and they connect a single host to the | Pv6
Internet. Teredo shares the sane issues as other tunnels: no

aut hentication, no confidentiality, possible spoofing and reflection
att acks.

| Psec [ RFC4301] for the transported IPv6 traffic is recommended.

The biggest threat to Teredo is probably for IPv4-only network as
Teredo has been designed to easily traverse | PV4 NAT-PT devi ces which
are quite often co-located with a stateful firewall. Therefore, if
the stateful IPv4 firewall allows unrestricted UDP out bound and
accept the return UDP traffic, then Teredo actually punches a hole in
this firewall for all IPv6 traffic to the Internet and fromthe
Internet. Wile host policies can be deployed to block Teredo in an
| Pv4d-only network in order to avoid this firewall bypass, it would be
nmore efficient to block all UDP outbound traffic at the IPv4 firewall
i f deenmed possible (of course, at |east port 53 should be |left open
for DNS traffic).

2.7.2.4. 6to4

6t 04 tunnel s [ RFC3056] require a public routable |IPv4 address in
order to work correctly. They can be used to provide either one | Pv6
host connectivity to the IPv6 Internet or nultiple | Pv6 networks
connectivity to the IPv6 Internet. The 6to4 relay is usually the
anycast address defined in RFC3068 [ RFC3068] which has been
deprecated by RFC7526 [ RFC7526], and is no nore used by recent
Operating Systems. Sone security considerations are explained in
RFC3694 [ RFC3964] .

RFC6343 [ RFC6343] points out that if an operator provides well -
managed servers and relays for 6to4, non-encapsul ated | Pv6 packets
will pass through well- defined points (the native |IPv6 interfaces of
those servers and relays) at which security mechani sms may be
applied. dient usage of 6to4 by default is now di scouraged, and
significant precautions are needed to avoid operational problens.

2.7.2.5. e6rd
Wil e 6rd tunnels share the same encapsul ati on as 6t o4 tunnels
(Section 2.7.2.4), they are designed to be used within a single SP

domain, in other words they are deployed in a nore constrained
environnment than 6to4 tunnels and have little security issues except
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| ack of confidentiality. The security considerations (Section 12) of
RFC5969 [ RFC5969] describes how to secure the 6rd tunnels.

| Psec [ RFC4301] for the transported IPv6 traffic can be used if
confidentiality is inportant.

2.7.2.6. 6PE and 6VPE

Organi zations using MPLS in their core can al so use 6PE [ RFC4798] and
6VPE RFC4659 [ RFC4659] to enable | Pv6 access over MPLS. As 6PE and
6VPE are really simlar to BG/ MPLS I P VPN described in RFC4364

[ RFC4364], the security of these networks is also simlar to the one
described in RFC4381 [RFC4381]. It relies on

0 Address space, routing and traffic seperation with the help of VRF
(only applicable to 6VPE)

o Hiding the IPv4 core, hence renoving all attacks agai nst
P-routers

0 Securing the routing protocol between CE and PE, in the case of
6PE and 6VPE, |ink-local addresses (see [RFC7404]) can be used and
as these addresses cannot be reached from outside of the link, the
security of 6PE and 6VPE is even higher than the | Pv4 BG?/ MPLS | P
VPN.

2.7.2.7. DS-Lite

DS-lite is nore a translation nmechanismand is therefore anal yzed
further (Section 2.7.3.3) in this document.

2.7.2.8. Mapping of Address and Port

Wth the tunnel and encapsul ati on versions of mapping of Address and
Port (MAP-E [RFC7597] and MAP-T [ RFC7599]), the access network is
purely an | Pv6 network and MAP protocols are used to give |Pv4 hosts
on the subscriber network, access to |Pv4 hosts on the Internet. The
subscri ber router does stateful operations in order to map al

internal |Pv4 addresses and | ayer-4 ports to the | Pv4 address and the
set of layer-4 ports received through MAP configuration process. The
SP equi pnrent al ways does statel ess operations (either decapsul ation
or stateless translation). Therefore, as opposed to Section 2.7.3.3
there is no state-exhausti on DoS attack agai nst the SP equi pnent
because there is no state and there is no operation caused by a new

| ayer-4 connection (no | ogging operation).

The SP MAP equi pnent MUST inplenent all the security considerations
of [RFC7597]; notably, ensuring that the mapping of the |IPv4 address
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and port are consistent with the configuration. As MAP has a
predi ctabl e | Pv4 address and port mapping, the audit |ogs are easier
t o manager.

2.7.3. Transl ation Mechani sns

Transl ati on mechani sms between | Pv4 and | Pv6 networks are alternative
coexi stence strategies while networks transition to IPv6. Wile a
framework is described in [ RFC6144] the specific security

consi derations are docunented in each individual mechanism For the
nost part they specifically nention interference with | Psec or DNSSEC
depl oynents, how to nitigate spoofed traffic and what sone effective
filtering strategi es nmay be.

2.7.3.1. Carrier-Gade Nat (CQN)

Carrier-Grade NAT (CAN), also called NAT444 CCN or Large Scal e NAT
(LSN) or SP NAT is described in [RFC6264] and is utilized as an
interimmeasure to prolong the use of IPv4 in a large service
provi der network until the provider can deploy and effective | Pv6
solution. [RFC6598] requested a specific | ANA all ocated /10 | Pv4
address block to be used as address space shared by all access
networ ks using CGN. This has been allocated as 100. 64. 0. 0/ 10.

Section 13 of [RFC6269] lists some specific security-related issues
caused by large scal e address sharing. The Security Considerations
section of [RFC6598] also lists sonme specific mitigation techniques
for potential msuse of shared address space.

RFC7422 [ RFC7422] suggests the use of deterninistic address napping
in order to reduce |ogging requirements for CGN\. The idea is to have
an al gorithm mappi ng back and forth the internal subscriber to public
ports.

2.7.3.2. NAT64/ DNS64

Stateful NAT64 translation [RFC6146] allows IPv6-only clients to
contact |Pv4 servers using unicast UDP, TCP, or ICMP. It can be used
in conjunction with DNS64 [ RFC6147], a mechani sm whi ch synt hesi zes
AAAA records fromexisting Arecords. There is also a statel ess
NAT64 [ RFC6145] which is sinmilar for the security aspects with the
added benefit of being stateless, so, less prone to a state
exhaustion attack.

The Security Consideration sections of [RFC6146] and [ RFC6147] |i st

the conprehensive issues. A specific issue with the use of NAT64 is
that it will interfere with nost |Psec depl oynents unl ess UDP
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encapsul ation is used. DNS64 has an incidence on DNSSEC see section
3.1 of [RFC7050].

2.7.3.3. DS-Lite

Dual -Stack Lite (DS-Lite) [RFC6333] is a transition technique that
enabl es a service provider to share | Pv4 addresses anong customners by
combi ning two wel | -known technologies: IPin IP (IPv4-in-1Pv6) and
Net wor k Address and Port Transl ation (NAPT).

Security considerations with respect to DS-Lite mainly revol ve around
| oggi ng data, preventing DoS attacks fromrogue devices (as the AFTR
function is stateful) and restricting service offered by the AFTR
only to regi stered custoners.

Section 11 of [RFC6333] describes inportant security issues
associated with this technol ogy.

2.8. Ceneral Device Hardening

There are many environments which rely too much on the network
infrastructure to disallow malicious traffic to get access to
critical hosts. In new |Pv6 deploynents it has been commopn to see
I Pv6 traffic enabled but none of the typical access contro
nmechani sns enabl ed for | Pv6 device access. Wth the possibility of
net wor k devi ce configuration m stakes and the growth of IPv6 in the
overall Internet it is inportant to ensure that all individua

devi ces are hardened agai ns m screant behavi or

The follow ng guidelines should be used to ensure appropriate
hardeni ng of the host, be it an individual conputer or router
firewal |, | oad-bal ancer, server, etc device

0 Restrict access to the device to authorized individuals

o Mnitor and audit access to the device

0 Turn off any unused services on the end node

0 Understand which I Pv6 addresses are being used to source traffic
and change defaults if necessary

0 Use cryptographically protected protocols for device nanagenment if
possi bl e (SCP, SNWPv3, SSH, TLS, etc)

0 Use host firewall capabilities to control traffic that gets
processed by upper |ayer protocols
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3.

3.

0 Use virus scanners to detect malicious prograns
Enterprises Specific Security Considerations

Enterprises generally have robust network security policies in place
to protect existing | Pv4d networks. These policies have been
distilled fromyears of experiential know edge of securing |Pv4
networks. At the very least, it is recommended that enterprise

net wor ks have parity between their security policies for both

pr ot ocol versions.

Security considerations in the enterprise can be broadly categorized
into two sections - External and Internal

1. External Security Considerations:

The external aspect deals with providing security at the edge or
perimeter of the enterprise network where it nmeets the service
providers network. This is comonly achieved by enforcing a security
policy either by inplenmenting dedicated firewalls with statefu

packet inspection or a router with ACLs. A conmon default |Pv4
policy on firewalls that could easily be ported to IPv6 is to allow
all traffic outbound while only allow ng specific traffic, such as
establ i shed sessions, inbound (see also [RFC6092]). Here are a few
nore things that could enhance the default policy:

o Filter internal-use |IPv6 addresses at the perineter

o Discard packets fromand to bogon and reserved space, see al so
[ CYMRU]

0 Accept certain | CVPv6 nessages to all ow proper operation of ND and
PMIUD, see al so [ RFC4890]

o Filter specific extension headers by accepting only the required
ones (white list approach) such as ESP, AH (not forgetting the
required transport layers: I1CMP, TCP, UDP, ...) , where possible
at the edge and possibly inside the perineter; see also
[1-D. gont-opsec-ipv6-eh-filtering]

o Filter packets having an illegal |1Pv6 headers chain at the
perineter (and possible inside as well), see Section 2.2

o Filter unneeded services at the perineter
o |Inplenent anti-spoofing

o |Inplenent appropriate rate-limters and control -plane policers
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3.

4.

4.

4.

2. Internal Security Considerations:

The internal aspect deals with providing security inside the
perinmeter of the network, including the end host. The nost
significant concerns here are related to Nei ghbor Discovery. At the
network level, it is recomended that all security considerations

di scussed in Section 2.3 be reviewed carefully and the
recomendat i ons be considered in-depth as well.

As nentioned in Section 2.6.2, care nust be taken when running
automated | Pv6-in-1P4 tunnels.

Hosts need to be hardened directly through security policy to protect
agai nst security threats. The host firewall default capabilities
have to be clearly understood, especially 3rd party ones which can
have different settings for I1Pv4 or I Pv6 default permt/deny
behavior. |In sone cases, 3rd party firewalls have no | Pv6 support
whereas the native firewall installed by default has it. Genera
devi ce hardeni ng guidelines are provided in Section 2.8

It should al so be noted that many hosts still use IPv4 for transport
for things |ike RADI US, TACACS+, SYSLOG etc. This will require sone
extra |l evel of due diligence on the part of the operator

Servi ce Providers Security Considerations
1. BGP

The threats and mitigation techniques are identical between |Pv4 and
| Pv6. Broadly speaking they are:

0 Authenticating the TCP session

o TTL security (which becones hop-limt security in |Pv6);
o Prefix Filtering.

These are explained in nore detail in section Section 2.5.
1.1. Renote Triggered Black Hole Filtering

RTBH [ RFC5635] works identically in IPv4 and I Pv6. | ANA has
al l ocated 100::/64 as discard prefix RFC6666 [ RFC6666] .
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4.2. Transition Mechani sm

SP will typically use transition nechani sns such as 6rd, 6PE, NAP,
DS-Lite which have been analyzed in the transition Section 2.7.2
section.

4.3. Lawful Intercept

The Lawful Intercept requirenents are simlar for IPv6 and | Pv4d
architectures and will be subject to the aws enforced in varying
geographic regions. The local issues with each jurisdiction can nake
this chal |l enging and both corporate | egal and privacy personne

shoul d be involved in discussions pertaining to what information gets
| ogged and what the |l ogging retention policies will be.

The target of interception will usually be a residential subscriber
(e.g. his/her PPP session or physical line or CPE MAC address). Wth
t he absence of NAT on the CPE, |Pv6 has the provision to allow for
intercepting the traffic froma single host (a /128 target) rather
than the whol e set of hosts of a subscriber (which could be a /48, a
/60 or /64).

In contrast, in nobile environnents, since the 3GPP specifications
all ocate a /64 per device, it nay be sufficient to intercept traffic
fromthe /64 rather than specific /128 s (since each time the device
powers up it gets a new I D).

A sanple architecture which was witten for informational purposes is
found in [ RFC3924].

5. Residential Users Security Considerations

The | ETF Honenet working group is working on how | Pv6 residentia
net wor k shoul d be done; this obviously includes operational security
considerations; but, this is still work in progress.

Resi dential users have usually | ess experience and know edge about
security or networking. As nost of the recent hosts, smartphones,
tabl ets have all 1Pv6 enabled by default, IPv6 security is inportant
for those users. Even with an |IPv4-only ISP, those users can get

I Pv6 Internet access with the help of Teredo tunnels. Several peer-
to-peer prograns (notably Bittorrent) support |Pv6 and those prograns
can initiate a Teredo tunnel through the IPv4 residential gateway,
with the consequence of nmking the internal host reachable from any

I Pv6 host on the Internet. It is therefore recommended that all host
security products (personal firewall, ...) are configured with a

dual -stack security policy.
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If the Residential Gateway has | Pv6 connectivity, [RFC7084] (which
obsol etes [ RFC6204]) defines the requirenents of an | Pv6 CPE and does
not take position on the debate of default IPv6 security policy as
defined in [ RFC6092]:

o outbound only: allowing all internally initiated connections and
block all externally initiated ones, which is a common default
security policy enforced by I Pv4d Residential Gateway doi ng NAT-PT
but it also breaks the end-to-end reachability prom se of |Pv6.

[ RFC6092] |ists several recomendations to design such a CPE

0o open/transparent: allowing all internally and externally initiated
connections, therefore restoring the end-to-end nature of the
Internet for the IPv6 traffic but having a different security
policy for 1Pv6 than for |Pv4.

[ RFC6092] REC-49 states that a choice nust be given to the user to
sel ect one of those two policies.

There is also an alternate solution which has been depl oyed notably
by Swi sscom ([I-D.ietf-v6ops-bal anced-i pv6-security]: open to al

out bound and i nbound connections at the exception of an handful of
TCP and UDP ports known as vul nerabl e.

6. Further Reading
There are several docunments that describe in nore details the
security of an IPv6 network; these docunents are not witten by the
| ETF but are |listed here for your conveni ence:

1. c«Q@idelines for the Secure Deploynent of |Pv6 [N ST]

2. North American | Pv6 Task Force Technol ogy Report - |1Pv6 Security
Technol ogy Paper [NAV6TF_Security]

3. 1Pv6 Security [IPv6_Security Book]
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8.

10.

10.

10.

| ANA Consi derati ons
This meno includes no request to | ANA
Security Considerations

This neno attenpts to give an overvi ew of security considerations of
operating an | Pv6 network both in an I Pv6-only network and in
utilizing the nost w dely depl oyed | Pv4/|Pv6 coexistence strategies.
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