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Abst ract

This docunment identifies a need for inprovenment of the unicast
Reverse Path Filtering techni ques (uRPF) [BCP84] for source address
validation (SAV) [BCP38]. The strict uRPF is inflexible about
directionality, the loose uRPF is oblivious to directionality, and
the current feasible-path uRPF attenpts to strike a bal ance between
the two [ BCP84]. However, as shown in this draft, the existing
feasi bl e-path uRPF still has short conings. This docunment proposes
an enhanced feasi bl e-path uRPF techni que, which ains to be nore
flexible (in a nmeaningful way) about directionality than the
feasible-path uRPF. It is expected to alleviate | SPs’ concerns about
the possibility of disrupting service for their custonmers, and
encour age greater deploynent of uRPF.
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1. Introduction

This internet draft identifies a need for inprovenent of the unicast
Reverse Path Filtering techniques (uRPF) [ RFC2827] for source address
validation (SAV) [RFC3704]. The strict uRPF is inflexible about
directionality, the loose uRPF is oblivious to directionality, and
the current feasible-path uRPF attenpts to strike a bal ance between
the two [ RFC3704]. However, as shown in this draft, the existing
feasi bl e-path uRPF still has short com ngs. Even with the feasible-
path uRPF, |SPs are often apprehensive that they nay be denying
custoners’ data packets with legitinmate source addresses. This
docunent proposes an enhanced feasi bl e-path uRPF techni que, which
aims to be nore flexible (in a nmeaningful way) about directionality
than the feasible-path uRPF. It is based on the principle that if
BGP updates for nmultiple prefixes with the same origin AS were
received on different interfaces (at an edge router), then data
packets with source addresses in any of those prefixes are allowed to
be received on any of those interfaces. This technique is expected
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to add greater operational logic and efficacy to uRPF, and alleviate

I SPs’ concerns about the possibility of disrupting service for their

custonmers. It should encourage greater deploynment of uRPF to realize
its DDoS prevention benefits network w de.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Review of Existing Source Address Validation Techni ques

There are various existing techniques for deterrence agai nst DDoS
attacks with spoofed addresses [ RFC2827] [RFC3704]. There are al so
sonme techni ques used for prevention of reflection-anplification
attacks [RRL] [TA14-017A], which are used in achieving greater inpact
in DDoS attacks. Enploying a conbination of these preventive
techniques in enterprise and | SP border routers, DNS servers,

br oadband and wirel ess access networks, and data centers provides the
necessary protections agai nst DDoS attacks.

Source address validation (SAV) is perforned in network edge devices
such as border routers, Cable Mddem Termninati on Systens (CMIS)

Di gital Subscriber Line Access Miltiplexers (DSLAM, and Packet Data
Net wor k (PDN) gateways in nobile networks. Ingress Access Control
Li st (ACL) and unicast Reverse Path Filtering (uRPF) are techni ques
enpl oyed for inplenenting SAV [ RFC2827] [ RFC3704] [1SQC].

2.1. SAV using Access Control List

I ngress/ egress Access Control Lists (ACLs) are nmintai ned which |ist
acceptable (or alternatively, unacceptable) prefixes for the source
addresses in the incom ng/outgoing Internet Protocol (I1P) packets.
Any packet with a source address that does not match the filter is
dropped. The ACLs for the ingress/egress filters need to be

mai ntai ned to keep themup to date. Hence, this nethod may be
operationally difficult or infeasible in dynam c environnents such as
when a customer network is multihoned, has address space allocations
frommultiple I1SPs, or dynamcally varies its BGP announcenents (i.e.
routing) for traffic engineering purposes.

Typically, the egress ACLs in access aggregation devices (e.g. CMIS
DSLAM pernmit source addresses only fromthe address spaces
(prefixes) that are associated with the interface on which the
custoner network is connected. Ingress ACLs are typically depl oyed
on border routers, and drop ingress packets when the source address
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is spoofed (i.e. belongs to obviously disallowed prefix blocks, RFC
1918 prefixes, or provider’s own prefixes).

2.2. SAV using Strict Unicast Reverse Path Filtering

In the strict unicast Reverse Path Filtering (uRPF) nethod, an
i ngress packet on an interface at the border router is accepted only
if the Forwarding Information Base (FIB) contains a prefix that
enconpasses the source address and packet forwarding for that prefix

points to said interface. |In other words, the best path for routing
to that source address (if it were used as a destination address)
should point to said interface. It is well known that this method

has limtations when a network or autonomous systemis multi-homed
and there is asymetric routing of packets. Asynmmretric routing
occurs (see Figure 1) when a custonmer AS announces one prefix (Pl) to
one transit provider (I1SP-a) and a different prefix (P2) to another
transit provider (ISP-b), but routes data packets with source
addresses in the second prefix (P2) to the first transit provider

(I SP-a) or vice versa

SEEEEE PR + ---- P1[AS2 AS1] ---> 4------------ +
| AS2(ISP-a) | <----P2[AS3 AS1] ---- | AS3(ISP-b)|
TS + TS +
I\ I\
\ /
\ /
\ /
P1[ AS1]\ | P2[ AS1]
/
o e e e e e aa oo +
| AS1(cust oner) |
) +

P1, P2 (prefixes originated)

Consi der data packets received at AS2

(1) fromAS1 with source address in P2, or

(2) fromAS3 that originated from ASl

with source address in Pl:

* Strict uRPF fails
* Feasi bl e-path uRPF fails
* Loose URPF works (but not desirable)
* Enhanced Feasi bl e-path uRPF works best

Figure 1: Scenario 1 for illustration of efficacy of uRPF schenes.
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2.3. SAV using Feasible-Path Uni cast Reverse Path Filtering

The feasi bl e-path uRPF hel ps partially overcone the probl em
identified with the strict uRPF in the nmulti-hom ng case. The
feasible-path uRPF is simlar to the strict uRPF, but the difference
is that instead of inserting one best route in the FIB (or an

equi val ent RPF table), alternative routes are also added there. This
met hod relies on announcenents for the sane prefixes (al beit some may
be prepended to effect |ower preference) propagating to all the
routers performng feasible-path uRPF check. So in the nmulti-hom ng
scenario, if the custoner AS announces routes for both prefixes (P1,
P2) to both transit providers (with suitable prepends if needed for
traffic engineering), then the feasible-path uRPF nethod works (see
Figure 2). It should be nmentioned that the feasible-path uRPF works
inthis scenario only if custoner route is preferred at AS2 and AS3
over the shorter path.

R + routes for Pl, P2 R +
| AS2(ISP-a) |<-------------------- >| AS3(I1 SP-b) |
R + (p2p) e +
I\ I\
\ /
P1[ AS1]\ | P2[ AS1]
\ /
P2[ AS1 AS1 AS1]\ / P1[ AS1 AS1 AS1]
\ /
o e e e e e e e e e e e oo n +
[ AS1(cust oner) [
O +

P1, P2 (prefixes originated)

Consi der data packets received at AS2 via AS3

that originated from AS1 and have source address in Pl:
Feasi bl e-path uRPF works (if custoner route preferred
at AS3 over shorter path)

* Feasi bl e-path uRPF fails (if shorter path preferred
at AS3 over custoner route)
Loose uRPF works (but not desirable)

* Enhanced Feasi bl e-pat h uRPF wor ks best

Figure 2: Scenario 2 for illustration of efficacy of uRPF schenes.

However, the feasible-path uRPF method has limtations as well. One
formof limtation naturally occurs when the recomendati on of
propagating the same prefixes to all routers is not heeded. Another
formof limtation can be described as follows. 1In Scenario 2
(described above, illustrated in Figure 2), it is possible that the
second transit provider (ISP-b or AS3) does not propagate the
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prepended route for prefix Pl to the first transit provider (ISP-a or
AS2). This is because AS3's decision policy pernmits giving priority
to a shorter route to prefix Pl via a peer (AS2) over a |longer route
| earned directly fromthe custoner (AS1). |In such a scenario, AS3
woul d not send any route announcenent for prefix PlL to AS2. Then a
data packet with source address in prefix Pl that originates from AS1
and traverses via AS3 to AS2 will get dropped at AS2.

2.4. SAV using Loose Unicast Reverse Path Filtering

3.

3.

In the | oose unicast Reverse Path Filtering (uRPF) nmethod, an ingress
packet at the border router is accepted only if the FIB has one or
nmore prefixes that enconpass the source address. That is, a packet
is dropped if no route exists in the FIB for the source address.
Loose uRPF sacrifices directionality. In nost cases, this nmethod is
not useful for prevention of address spoofing. It only drops packets
if the spoofed address is non-routable (e.g. RFC 1918, unall ocated,
al | ocated but currently not routed).

Proposed New Techni que: SAV usi ng Enhanced Feasi bl e- Path uRPF
1. Description of the Method

Enhanced feasi bl e-path uRPF adds greater operational |ogic and

ef ficacy to existing uRPF nmet hods discussed in Section 2. It can be
best explained with an exanple. Let us say, a border router of |ISP-A
has inits Adj-RIB-in the set of prefixes {Ql, @, @B} each of which
has AS-x as its origin and AS-x belongs in | SP-A's custoner cone.
Further, the border router received a route for prefix QL over a
custoner facing interface, while it | earned routes for prefixes @
and @B froma |ateral peer and an upstreamtransit provider,
respectively. All these prefixes passed route filtering and/or
origin validation (i.e. the origin AS-x is deened legitimate). In
this exanpl e scenario, the enhanced feasibl e-path uRPF nethod al |l ows
source addresses to belong in {QL, @, @} on any of the three
specific interfaces in question (custoner, peer, provider) on which
the three routes were | earned.

Thus, enhanced feasibl e-path uRPF defines feasible paths in a nore
general i zed but precise way (as conpared to feasible-path uRPF). In
the above exanple, routes for prefixes @ and B were not received on
a custonmer facing interface at the border router, yet data packets
with source addresses in 2 or (B are accepted by the router if they
come in on the sane custoner interface on which the route for prefix
QL was received (based on these prefix routes having the same origin
AS)
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Looki ng back at Scenarios 1 and 2 (Figure 1 and Figure 2), the
enhanced f easi bl e- path uRPF provi des conparabl e or better performance
than the other uRPF nmethods for those scenarios. Scenario 3

(Figure 3) further illustrates the enhanced feasi bl e-path uRPF net hod
with a nore concrete exanple. |In this scenario, the focus is on
operation of the feasible-path uRPF at 1SP4 (AS4). |SP4 |learns a

route for prefix Pl via a custoner-to-provider (C2P) interface from
customer |SP2 (AS2). This route for Pl has origin ASl1. |SP4 also
learns a route for P2 via another C2P interface from customer | SP3
(AS3). Additionally, AS4 learns an alternate route for P2 via a
peer-to-peer (p2p) interface fromI|SP5 (AS5). Both routes for P2
have the sanme origin AS (i.e. ASl) as does the route for Pl.
Applying the principle of enhanced feasibl e-path uRPF, given the
commonal ity of the origin AS across the above-nentioned routes for P1
and P2, AS4 permts the SAin data packets to belong in P1 or P2 on
any of the three interfaces (from AS2, AS3, and AS5).

L + P2[ AS5 AS1] R +
| AS4(ISP4) | <--------------- | AS5( 1 SP5) |
e + (p2p) R +
I\ I\ I\
/ \ /
P1[ AS2 AS1]/ \ P2[ AS3 AS1] /
(C2P) / \ (C2P) /
/ \ /
S + S + /
| AS2(1SP2) | | AS3(1SP3) | /
Fom e o - + Fom e o - +
/\ /\ /
\ / /
P1[ AS1]\ [ P2[ AS1] [ P2[ AS1]
(c2pP)\ [ (C2P) [ (C2P)
\ / /
e e e e + /

P1, P2 (prefixes originated)

Consi der that data packets (sourced from AS1)

may be received at AS4 with source address

in Pl or P2 via any of the neighbors (AS2, AS3, AS5):
* Feasi bl e-path uRPF fails

* Loose URPF works (but not desirable)

* Enhanced Feasi bl e-path uRPF works best

Figure 3: Scenario 3 for illustration of efficacy of uRPF schenes.

Sriram & Mont gonery Expi res Novenber 4, 2017 [ Page 7]



Internet-Draft Enhanced FP-uRPF May 2017

Based on the above, it can be possibly rationalized that the proposed
enhanced f easi bl e-path uRPF nmet hod would hel p alleviate | SP concerns
about possible service disruption for their custonmers and encourage
greater adoption of uRPF.

3.2. (Operational Reconmendations

The followi ng operational recommendations if followed wll make
robust the desired operation of the enhanced feasibl e-path uRPF
proposed here.

For multi-honed stub AS:

o0 A mlti-homed stub AS SHOULD announce at |east one of its
origination prefixes to each transit provider AS.

For non-stub AS:

0 A non-stub AS SHOULD announce at |east one of its origination
prefixes to each transit provider AS.

0 Additionally, fromthe routes it has |earned fromcustoners, a
non-stub AS SHOULD announce at |east one route for each unique
{prefix, origin AS} pair to each transit provider AS.

(Note: It is worth noting that in the above recomendations if "at

| east one" is replaced with "all", then even traditional feasible-

path uRPF will work as desired.)

Al'so, it should be observed that in the absence of ASes adhering the
above recommendations, the followi ng type of exanple scenarios may be
constructed which pose a challenge for the enhanced feasibl e-path
URPF (as well as for traditional feasible-path uRPF). In the
scenario illustrated in Figure 4, since routes for neither P1 nor P2
are propagated on the AS2-AS4 interface, the enhanced feasible-path
URPF at AS4 will reject data packets received on that interface with
source addresses in P1 or P2. But this can be clearly avoided if the
above recomrendations for stub and non-stub ASes are followed. In
this exanple, this would mean that the NO EXPORT is avoi ded and

i nstead AS prepending is used (to depref routes) on the AS1-AS2
peering session.
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[ R +
| AS4(1SP4) |
Fom e - +
I\ I\
/ \  P1[ AS3 AS1]
P1 and P2 not / \ P2[ AS3 AS1]
propagat ed / \ (C2P)
(C2P) / \
Fom e - + Fom e - +
| AS2(1SP2)| | AS3(ISP3)|
[ SR + [ SR +
I\ I\
\ | P1[ AS1]
P1[ AS1] NO_EXPORT \ | P2[ AS1]
P2[ AS1] NO _EXPORT \ I (C2P)
(c2pP) \ /
o e e oo +
| ASl(custoner) |
o e oo +

P1, P2 (prefixes originated)
Figure 4: Illustration of a challenging scenario.
3.3. Custoner Cone Consideration

An additional degree of flexibility that can be incorporated in the
enhanced f easi bl e-path uRPF can be described as follows. Let | =
{11, 12, ..., In} represent the set of all directly-connected
custoner interfaces at custoner-facing edge routers in a transit
provider’'s AS. Let P = {P1, P2, ..., Pn} represent the set of al
prefixes for which routes have been received over the interfaces in
set |. Then, over all interfaces in the set I, the edge router
SHOULD pernit ingress data packets with SAin any of the prefixes in
the set P.

3.4. Inplenmentati on Consideration

The existing RPF checks in edge routers take advantage of existing
line card inplenentations to performthe RPF functions. For

i npl ement ati on of the proposed technique, the general necessary
feature would be to extend the line cards to take arbitrary RPF |lists
that are not necessarily tied to the existing FIB contents. For
exanple, in the proposed nethod, the RPF lists are constructed by
applying a set of rules to all received BGP routes (not just those
sel ected as best path and installed in FIB).
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4.

Security Considerations

This docunment offers a technique to inprove the security features of
URPF. The proposed techni que does not warrant any additional
security considerations.

| ANA Consi der ati ons

Thi s docunment does not request new capabilities or attributes. It
does not create any new | ANA registries.
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