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Abst ract

PCE as a central controller specifies the procedures and PCEP

prot ocol extensions where LSPs are cal cul ated/setup/initiated and
| abel forwarding entries are downl oaded through a centralized PCE
server to each network devices along the LSP path while | everaging
the existing PCE technol ogi es as nmuch as possi bl e.

Label s downl coaded to forwarding entries requires a reliable
synchroni zati on mechani sm between the path conputation clients (PCCs)
and the PCE. The basic nechanismfor |abel database (LABEL-DB
synchroni zation is part of the PCE as a central controller
specification. This docunent presents notivations for optinizations
to the LABEL-DB synchronization and the correspondi ng PCEP procedures
and extensions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 5, 2018.
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1.

1.

I nt roducti on

[1-D. zhao- pce- pcep-ext ensi on-for-pce-controller] specify the
procedures and PCEP protocol extensions for using the PCE as the
central controller [RFC8283] and user cases where LSPs are

cal cul at ed/ setup/initiated/ downl oaded t hrough extendi ng the existing
PCE architectures and PCEP

[1-D. zhao- pce- pcep- ext ensi on-for-pce-controller] and

[1-D. zhao- pce- pcep-ext ensi on-pce-controller-sr] specifies reliable
synchroni zati on mechani sm between the path conputation clients (PCCs)
and the PCECC

This draft specify the optimnzations for LABEL-DB synchronization and
the correspondi ng PCEP procedures and extensions.

[Inportant Note - [I-D.zhao-pce-pcep-extension-for-pce-controller]
defi ned new nmessages for |abel download and cl eanup. The authors and
WG al so debated on the use of existing PCEP nessages. The appendi x
of the docunment includes the details related to use of existing
messages. This docunent is related to new nessages as a new
procedure for Label DB sync was defined. |n case existing nessages
are used, sone nodifications needs to be nade to the existing LSP-DB
synchroni zati on mechanismto al so handl e the | abel synchroni zation
These details are not present in the docunent at this stage. ]

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

LABEL- DB Synchroni zati on

PCECC MUST nmi ntains the LABEL-DB for each PCEP session separately.
The purpose of LABEL-DB synchronization is to nmake sure that the
PCECC s view of LABEL-DB matches with the PCC s LABEL-DB. The LABEL-
DB synchroni zati on MJST be performed from PCECC to PCC i nmedi ately
after the LSP state synchroni zation. [RFC8231] describes the basic
mechani sm for LSP state synchronization. [RFC8233] describes the
optimizations for LSP state synchronization

Ful I LABEL-DB synchroni zation performed from PCECC to PCC on Initia
session UP or every session flap is described in

[1-D. zhao- pce- pcep- ext ensi on-for-pce-controller] and

[I-D. zhao- pce- pcep- ext ensi on- pce-controll er-sr].
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Providing an Optinizations for LABEL-DB synchronization can result in
significant savings in both control-plane data exchanges and the time
it takes for the PCC to becone fully operational

Optinizations for LABEL-DB synchronization describes the need that
bot h PCEP speakers support |abel database version capability and

mai ntai n | abel database version for each session. See Section 3 for
detail procedures.

[Editor’s Note: [I-D.zhao-pce-pcep-extension-for-pce-controller]
defines new nessages PClLabel Upd and PCLabel Rpt. Questions where
rai sed on the need for the new nessages. Further appendix in

[1-D. zhao- pce- pcep- ext ensi on-for-pce-controll er] and

[1-D. zhao- pce- pcep- ext ensi on-pce-controll er-sr] describes how the
exi sting nessages can be extended to add this functionality. WG
needs to decide the final direction i.e. new specific nessages are
needed or existing PCEP nessages can be extended. The optim zation
procedure woul d need to be nodified based on the above deci sion.]

3. Optimzations for LABEL-DB Synchroni zati on

This section add sone of the optin zation nechani sns for LABEL-DB
synchroni zation. By default, the full LABEL-DB synchronization is
per f or med.

3.1. LABEL-DB Synchroni zati on Avoi dance Procedure

The LABEL-DB synchronizati on MAY be ski pped followi ng a PCEP session
restart if there is no change in the LABEL-DB of the session at
PCECC, during the period prior to session re-initialization. To be
able to make this deternination, |abels nust be exchanged and

mai nt ai ned by both PCECC and PCC during normal operation. This is
acconpl i shed by keeping track of the changes to the |abel database,
using a version tracking field called the Label Database Version
Nurnber .

The Label Database Version Nunber, carried in LABEL-DB-VERSI ON TLV
(see Section 4.3), is owned by a PCECC and it MJST be increnented by
1 for each successive change in the PCECC s | abel database. The
Label Dat abase Version Nunmber MJST start at 1 and nmay wap around.
Val ues 0 and OxFFFFFFFFFFFFFFFF are reserved. |f either of the two
val ues are used during LABEL-DB synchronization, the PCC speaker
receiving this node should send back a PCErr with Error-type TBDl
Error-value 3 'Received an invalid Label Database Version Nunber’
and cl ose the PCEP session. Operations that trigger a change to the
Label database include an addition or deletion of |abels that would
trigger a |l abel update to the PCC
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LABEL- DB synchroni zati on avoi dance is advertised on a PCEP session
during session startup using the | NCLUDE- LABEL-DB-VERSION (1) bit in
the PCECC capability sub-TLV (see Section 4.2). The PCEP peer MAY

i ncl ude the SPEAKER- ENTI TY-1D TLV described in [RFC8233] in the OPEN
message to identify the peer in case of |IP address change.

If both PCEP speakers set the | flag in the OPEN object’s PCECC
Capability sub-TLV to 1, the PCECC MJST incl ude the LABEL-DB-VERSI ON
TLV in each LABEL object of the PCLabel Upd nessage. |If the LABEL-DB-
VERSION TLV is missing in a PCLabel Upd nessage, the PCC will generate
an error with Error-Type 6 (mandatory object m ssing) and Error-Val ue
TBD2 ' LABEL- DB- VERSI ON TLV ni ssing’ and close the session. |f LABEL-
DB synchroni zati on avoi dance has not been enabled on a PCEP sessi on,
t he PCECC SHOULD NOT i ncl ude the LABEL-DB-VERSION TLV in the LABEL
hj ect and the PCC SHOULD ignore it were it to receive one.

If a PCC s |abel database survived the restart of a PCEP session, the
PCC will include the LABEL-DB-VERSION TLV in its OPEN object, and the
TLV will contain the | ast Label Database Versi on Nunmber received on
an Label Update fromthe PCECC in the previous PCEP session. |If a
PCECC s Label Database survived the restart of a PCEP session, the
PCECC wi Il include the LABEL-DB-VERSION TLV in its OPEN object and
the TLV will contain the | atest Label Database Version Nunber. [|f a
PCEP speaker’s | abel database did not survive the restart of a PCEP
session, the PCEP speaker MJST NOT include the LABEL-DB-VERSI ON TLV
in the OPEN object.

I f both PCEP speakers include the LABEL-DB-VERSION TLV in the OPEN
bj ect and the TLV val ues nmatch, the PCECC MAY skip LABEL- DB
synchroni zation. O herw se, the PCECC MUST perform full LABEL-DB
synchroni zation ([I|-D.zhao-pce-pcep-extension-for-pce-controller] and
[1-D. zhao- pce- pcep- ext ensi on-pce-controller-sr]) or increnental
LABEL- DB synchroni zation (see Section 3.2) to the PCC, In case, the
PCECC attenpts to skip LABEL-DB synchroni zation, by setting the SYNC
Flag to 0 on the first Label Update fromthe PCECC, the PCC MJST send
back a PCErr with Error-type TBDl (Label Database Synchronization
Error) and Error-val ue 4(Label Database Version m smatch), and cl ose
the PCEP sessi on.

I f LABEL-DB synchronization is required, then prior to conpleting the
initialization phase, the PCC MIST mark any | abels in the |abe

dat abase that were previously updated by the PCECC as stale. Wen
the PCECC updates a | abel during LABEL-DB synchronization, if the

| abel already exists in the | abel database, the PCC MJST update the

| abel dat abase and clear the stale marker fromthe | abel. Wen it
has fini shed LABEL-DB synchroni zati on, the PCECC MUST i nmedi ately
send an end of synchroni zation marker. The end of synchronization
marker is a Path Conputation Label Update (PCLabel Upd) nessage with a
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SRP obj ect containing the SYNC flag set to O (see Section 4.1) and
Label as 0 in the LABEL object. The LABEL-DB-VERSI ON TLV MJST be
included in this PCLabel Upd nessage. On receiving this Label Update,
the PCC MUST report all the labels in the | abel database that are
still marked as stale to PCECC.

Note that a PCECC/ PCC MAY force LABEL-DB synchroni zati on by not
i ncluding the LABEL-DB-VERSION TLV in its OPEN object.

Figure 1 shows an exanpl e sequence where the LABEL-DB synchronization

i s ski pped.
+- +- +- + +- +- +
| PCECC] P
- -+ +- +- +
,----Open---|
/ DBv=35 |
- - Open- -, / =1 |
DBv=35 \ / |
=1 \ |
\/ |
I\ [
/ R > (OK to skip sync)
(Skip sync) |[<-------- ‘ |
I
I
|
I

- - PCLabel Upd, DBv=36, SYNC=0-->| (Regul ar
| Label Update)
- PCLabel Upd, DBv=37, SYNC=0- - >| (Regul ar
| Label Update)
- - PCLabel Upd, DBv=38, SYNC=0- - >|
I

Fi gure 1: LABEL-DB synchronization Ski pped

Figure 2 shows an exanpl e sequence where the LABEL-DB synchronization
is performed due to | abel database version m smatch during the PCEP
session setup. Note that the sanme LABEL-DB synchroni zati on sequence
woul d happen if either the PCC or the PCECC woul d not include the
LABEL- DB-VERSION TLV in their respective Open nessages.
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(Sync start)

+-+- -+ +-+-+
| PCECC] | P
+- - +- + +- +- +
,----Open---|
/ DBv=35 |
- - Open- -, / =1 |
DBv=39 \ / [
=1 \ |/ |
\/ |
I\ [
/ B >| (Expect sync)
(Do sync) |<-------- ‘ I
I
I
|
I
I

- - PCLabel Upd; DBv=39, SYNC=0-->| (Sync done)
: I
|
- - PCLabel Upd, DBv=40, SYNC=0- - >| (Regul ar
| Label Update)
- - PCLabel Upd, DBv=41, SYNC=0-->| (Regul ar
| Label Update)
- - PCLabel Upd, DBv=42, SYNC=0- - >|

Fi gure 2: LABEL-DB synchronization Perfornmed

Fi gure 3 shows an exanpl e sequence where the LABEL-DB synchronization
i s skipped, but because one or both PCEP speakers set the | Flag to
0, the PCECC does not send LABEL-DB-VERSION TLVs in subsequent
PCLabel Upd nessages to the PCC. |f the current PCEP session
restarts, the PCEP speakers will have to performfull LABEL-DB
synchroni zati on, since the PCC does not know the PCECC s | atest Label
Dat abase Versi on Nunber i nfornmation.
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+- +- +- + +-+-+
| PCECC| | P
+o - -+ +- -+
| 1 -TT- men_ - _l
| / DBv=43 |
| - - Open- -, / =0 I
| DBv=43 \ / I
| =0 \ / I
| \/ I
| /\ I
| > (OK to skip sync)
(Skip sync) |<-------- ‘ |
| I
| |
[------ PCLabel Upd, SYNC=0- - - - - >| (Regul ar
| | Label Update)
[ ------ PCLabel Upd, SYNC=0- - - - - >| (Regul ar
| | Label Update)
|------ PCLabel Upd, SYNC=0- - - - - >|
I

Fi gure 3: LABEL-DB Synchroni zati on Ski pped, no LABEL- DB- VERSI ON TLVs
sent from PCECC

3.2. Increnental LABEL-DB Synchronization Procedure

If a PCCrestarts and its |abel database survived, PCECC with

m smat ched Label Dat abase Version Nunber will send all their Labels
information (full LABEL-DB) to the PCC, even if only a small nunber
of changes happened. It can take a long time and consune | arge
communi cati on channel bandw dt h.

This section extends the idea to only synchronize the delta (changes)
in case of Label Database Version Nunber of both PCEP peers is non-
zero and m snat ch.

If both PCEP speakers include the LABEL-DB-VERSION TLV in the OPEN
obj ect and the LABEL-DB-VERSION TLV val ues match, the PCECC MAY skip
LABEL- DB synchroni zati on. OQherw se, the PCECC MJST perform LABEL- DB
synchroni zation. |Increnmental |abel database synchronization
capability is advertised on a PCEP session during session startup

usi ng the DELTA- LABEL- SYNC- CAPABILITY (D) bit in the capabilities TLV
(see Section 4.2). Instead of dunping full LABEL-DB to the PCC

agai n, the PCECC synchronizes the delta (changes) as described in
Figure 4 when Dflag and | flag is set to 1 by both PCC and PCECC.

O her conbinations of Dand | flags setting by PCC and PCECC result
in full LABEL-DB synchronization procedure as described in
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[1-D. zhao- pce- pcep- ext ensi on-for-pce-controll er] and

[1-D. zhao- pce- pcep- ext ensi on-pce-controller-sr]. The PCECC MAY force
a full LABEL-DB synchronization by setting the Dflag to zero in the
OPEN nessage.

+- +- +- + +- +- +
| PCECC] | P
+- - +- + +- +- +
,--- - Open---
/ DBv=35
- - Open- -, / =1
DBv=39 \ / D=1
=1 \ |/
\/
I\
/ B >| (Expect Delta sync)
(Do sync)
(Del ta)

(Delta

I
I
I
I
I
I
I
I
I
|
| - - PCLabel Upd, DBv=39, SYNC=1- - >
Sync starts) | .
I
I
I
I
I
I
I
I
I
I
I
I

- - PCLabel Upd: DBv=39, SYNC=0-->| (Sync done)

- - PCLabel Upd, DBv=40, SYNC=0-->| (Regul ar

| Label Update)
- - PCLabel Upd, DBv=41, SYNC=0- - >| (Regul ar

| Label Update)
- - PCLabel Upd, DBv=42, SYNC=0- - >|

I

Figure 4: Incremental Synchronization Procedure

As per Section 3.1, the Label Database Version Nunber is incremented
each time a change is nade to the PCECC s | abel database. Each | abel
is associated with the DB version at the time of its addition. This
is needed to determi ne which | abel and what information needs to be

synchroni zed in incremental LABEL-DB synchronization.

It is not necessary for a PCECC to store a conplete history of | abel
dat abase change, but rather renenber the | abels (including |abel
addition and del etion) that happened between the PCEP session(s)
restart in order to carry out increnental LABEL-DB synchronization.
After the synchroni zation procedure finishes, the PCECC can dunp this
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4.

4.

4.

history information. In the exanple shown in Figure 4, the PCECC
needs to store the | abel changes that happened between DB Version 35
to 39 and synchroni zes these changes only when performn ng increnenta
| abel update. So a PCECC needs to renenber at |east the | abe

changes that happened after an existing PCEP session with a PCC goes
down to have any chance of doing increnmental synchronization when the
session is re-established.

If a PCECC finds out it does not have sufficient information to

conpl ete increnental synchronization after advertising increnental
LABEL- DB synchroni zation capability, it MJST send a PCErr with Error-
Type TBD1 and Error-Value 5 ' A PCECC indicates to a PCC that it can
not conplete the LABEL-DB synchroni zation’ and terninate the session
The PCECC SHOULD re-establish the session with the D bit set to 0 in
t he OPEN nmessage.

The ot her procedures and error checks renai n unchanged fromthe
default LABEL-DB synchronization defined in

[1-D. zhao- pce- pcep- ext ensi on-for-pce-controll er] and

[1-D. zhao- pce- pcep- ext ensi on-pce-control l er-sr].

PCEP Ext ensi ons
1. Extension of SRP object

SRP obj ect extension for SYNC flag to specify the LABEL-DB
synchroni zati on operation is defined in
[1-D. zhao- pce- pcep-ext ensi on-for-pce-controller].

2. Extension of PCECC Capability sub-TLV

PCECC Capability sub-TLV is defined in

[1-D. zhao- pce- pcep-ext ensi on-for-pce-controller]. This draft defines
a new ' | NCLUDE- LABEL-DB-VERSION flag (I bit) to specify the | abe

dat abase version capability and ' DELTA- LABEL- SYNC- CAPABI LI TY' to
specify the increnental |abel database synchronization capability.

The TLV format is as per [RFC5440]. The format of the PCECC
Capability sub-TLV is shown Fi gure 5:
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h=4 [
B e i i e o e e S T S e e s i i TR S
I Fl ags DI 1] S|
B e o i T o S e i T e e e S i s ot o S R TR S

Fi gure 5: PCECC Capability sub-TLV

I (1 NCLUDE- LABEL-DB-VERSION - 1 bit): if set to 1 by both PCEP
Speakers, the PCECC will include the LABEL-DB-VERSION TLV in each
LABEL nj ect.

D (DELTA- LABEL- SYNC- CAPABILITY - 1 bit): if set to 1 by a PCEP

speaker, it indicates that the PCEP speaker allows increnental
(delta) LABEL-DB synchronization.

4.3. New LABEL- DB- VERSI ON TLV

The Label Database Version Nunber (LABEL-DB-VERSION) TLV is an

optional TLV that MAY be included in the OPEN object and the LABEL
obj ect.

The TLV format is as per [RFC5440]. The format of the LABEL-DB-
VERSI ON TLV is shown in the follow ng figure:

0 1 2 3

01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| Type=[ TBD3] | Lengt h=8 |
B T i S S i S T h T i S S S S e
| Label Dat abase Versi on Number |
I I

R R e R e s s e o S S e R e o o
Fi gure 6: LABEL-DB-VERSION TLV f or mat
The type of the TLV is [TBD3] and it has a fixed length of 8 octets.

The val ue contains a 64-bit unsigned integer, representing the Label
Dat abase Version Number.
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5. | ANA Consi derati ons
5.1. PCEP TLV Type Indicators

I ANA is requested to confirmthe early allocation of the follow ng
TLV Type Indicator values within the "PCEP TLV Type |ndi cators" sub-
registry of the PCEP Nunbers registry, and to update the reference in
the registry to point to this docunent, when it is an RFC

Val ue Meani ng Ref erence
[ TBD] LABEL- DB- VERSI ON TLV Thi s docunent

5.2. PCECC- CAPABI LI TY sub-TLV

[I-D. zhao- pce- pcep-ext ensi on-for-pce-controll er] defines the PCECC
CAPABI LI TY sub-TLV and

[1-D. zhao- pce- pcep- ext ensi on-pce-controller-sr] extends this sub-TLV
to add PCECC- SR- CAPABI LI TY.

Requests that | ANA creates a registry to manage the val ue of the new
PCECC- CAPABI LI TY sub-TLV' s Flag field. 1ANA is requested to allocate
a new bits in the PCECC- CAPABI LI TY sub-TLV Flag Field registry, as

fol | ows:
Bi t Descri ption Ref erence
TBD | (| NCLUDE- LABEL- DB- VERSI ON ) Thi s docunent
TBD D ( DELTA- LABEL- SYNC- CAPABI LI TY) Thi s docunent

6. Manageability Considerations
Al'l manageability requirements and considerations listed in
[ RFC5440], [RFC8231] and
[1-D. zhao- pce- pcep-ext ensi on-for-pce-controller] apply to PCEP
protocol extensions defined in this docunent. 1In addition
requi renents and considerations listed in this section apply.
6.1. Control of Function and Policy
6.2. Information and Data Mbdel s
6.3. Liveness Detection and Monitoring

6.4. Verify Correct Operations
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6.5. Requirenments On Other Protocols
6.6. Inpact On Network Operations
7. Security Considerations

The security considerations listed in [ RFC8231] and

[1-D. zhao- pce- pcep-ext ensi on-for-pce-controller] apply to this
docunent as well. Securing the PCEP session using Transport Layer
Security (TLS) [ RFC8253], as per the recomendations and best current
practices in [RFC7525], is RECOMVENDED.

8. Acknow edgenents
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and would i ke to thanks the authors and contri butors of the
docunent .
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