PCE Wor ki ng Group Francesco Lazzeri

Internet Draft Dani el e Ceccarelli
I ntended status: Standard Track Eri csson
Expi res: August 2018 Young Lee
Dhruv Dhody

Huawei

February 26, 2018

Extensions to the Path Conputation El ement Protocol (PCEP) for residual
pat h bandwi dth support

draft-lazzeri-pce-residual -bw 01

Status of this Meno

This Internet-Draft is submtted to |ETF in full confornmance with
the provisions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a nmaxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on August 26, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
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carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Sinplified BSD License.

Abst ract

The PCEP protocol has objective functions to optim ze path
attributes like the residual bandwidth. Wile this is enough for
some applications, it’'s not possible to return the conputed val ues
of such attributes to the PCC, or put bounds on them

Thi s docunent describes extensions to the PCE Communi cation
Prot ocol (PCEP) providing new path-related bandwi dth netrics
allowing a PCE to conpute paths taking into account and returning to
the PCC i nformati on about the renai ning bandwi dth al ong the conputed
pat hs.
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I nt roducti on

The objective of this docunment is to define an extension to the PCEP

[ RFC5440] providing informati on about the bandwi dth still avail able

for future reservations on a given path, that is the nmi ni mrum

unreserved bandwi dth and the mi ni mum resi dual bandw dth anong al

the links of that path.

This is not a new concept to PCEP. In [RFC5541] two objective

functions are defined, called mninumload path (M.P) and naxi num

resi dual bandwi dth path (MBP). Both of themallowto find paths with

optimal val ue of bandw dth-related netrics, defined on a per-1link

basis, considering the links traversed by that path.

For exanple, the residual bandwi dth of a path is defined as the

m ni num val ue of the residual bandwi dth on each link in the path.

Speci fying that OF inside the SVEC object of a PCReq nessage, the

PCE tries and finds the path with the nmaxi num val ue of the path

resi dual bandw dth

Unfortunately, being an objective function, MBP can only be used to

find a path that optim zes the residual bandw dth, but its val ue

cannot be returned for a path conputed with sone other objectives

(and al so when MBP itself is used), or used as a bound.

The sane applies to the unreserved bandw dth. The difference between

resi dual and unreserved bandwi dth is well described in [ RFC7471]:
"The cal cul ation of Residual Bandwidth is different than that of
Unreserved Bandwi dth [ RFC3630]. Residual Bandw dth subtracts
tunnel reservations from Maxi num Bandwi dth (i.e., the link
capacity) [RFC3630] and provides an aggregated remai nder across
priorities. Unreserved Bandwi dth, on the other hand, is
subtracted fromthe Maxi mum Reservabl e Bandwi dth (the bandwi dth
that can theoretically be reserved) and provides per priority
remai nders. Residual Bandwi dth and Unreserved Bandwi dth
[ RFC3630] can be used concurrently, and each has a separate use
case (e.g., the forner can be used for applications |ike Wighted
ECVMP while the latter can be used for call adm ssion control)".

Having this information would allow a PCC to reuse a path resulting

froma path conputation to route additional LSPs wi thout requesting

new path conputations(with the sane end-points and constraints),

until the maxi mum path unreserved bandwidth is taken (or a path

depl oynent fails).
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1. Requirenents for nanagi ng the residual bandwi dth as a metric

Pat h conmputation with optim zation of the |oad or of the residua
bandwi dt h has been defined as inportant objective functions in
[ RFC5541] .

Managi ng the unreserved bandwi dth (related to the | oad) and the

resi dual bandwi dth of a path as additional metrics, adds the
capability to return their value, or putting a bound on their val ue.
This is an added value in distributed PCE applications, like e.g. in
ACTN architecture [ ACTN-FW and [ PCE- APP]. The foll owi ng associ at ed
key requirenents are identified for PCEP:

1. A PCE supporting this draft MJST have the capability to
comput e end-to-end (E2E) paths with either unreserved bandw dth or
with residual bandwi dth constraints. It MJST al so support the
conbi nation of these new constraints with existing constraints, |ike
IGP netric, TE metric, hop limt, and network perfornmance
constraints as defined in [ RFC5440] and [ PCEP- SERV- AWARE] .

2. A PCC MIST be able to specify either unreserved bandw dth or
resi dual bandwi dth constraints in a Path Conputation Request (PCReq)
message to be applied during the path conputation

3. A PCC MJST be able to request that a PCE optinizes a path
usi ng either unreserved bandwi dth or residual bandw dth as objective
metric.

4., A PCE that supports this specification is not required to
provi de unreserved bandwi dth or residual bandw dth path conputation
to any PCC at any tine.

Therefore, it MJIST be possible for a PCE to reject a PCReq
message with reason codes that indicate unreserved bandw dth or
resi dual bandwi dth is not supported. Furthernore, a PCE that does
not support this specification will either ignore or reject such
requests using pre-existing nmechani sms, therefore the requests MJST
be identifiable to | egacy PCEs and rejections by | egacy PCEs MJST be
acceptable within this specification.

5. A PCE that supports this specification MIUST be able to return

unreserved or residual bandwi dth information of the conputed path in
a Pat h Conputation Reply (PCRep) nessage
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2. New netrics definition
2.1. Link and Path Unreserved bandw dth

The unreserved bandwidth of a link is the bandwi dth avail able for
future allocation on the link at a given priority, that is the

di fference between the Maxi num Reservabl e Bandwi dth of the Iink and
total bandw dth used on that link by LSPs with priority equal or

| ower (higher value) than the specified priority. In order to define
the path unreserved bandwi dth, the foll owing concepts and notation
need to be introduced:

0 A network conprises of a set of Nlinks {Li, (i=1...N}.

0 A path of a point to point (P2P) LSP is a list of K Iinks
{Lpi, (i=1...K)}.

o The nmaxi num reservabl e bandwidth of the link Li, nanmed R .

0 The bandwi dth allocated to LSPs at priority p on the link Li is
the sum of the bandwidth of all the LSPs passing through the
link Li with priority >= p, naned Bi (p).

o The unreserved bandwidth at priority p of the link Li is
U(p) =R - Bi(p)

The path unreserved bandwidth at a given priority k is defined
as the mninum val ue of the unreserved bandwidth at priority k anong
all the links along the P2P path. Specifically, extending on the
above nentioned terninol ogy:

0 Path unreserved bandwi dth metric at priority is defined as:

PU(p) = mn {U(p), (i=1...K}
2.2. Link and Path Residual bandwi dth
The residual bandwi dth of a link is the bandw dth physically |eft
free for future allocation on the link. In order to define the path
resi dual bandwi dth, the follow ng concepts and notation need to be
i ntroduced:

0 A network conprises of a set of Nlinks {Li, (i=1...N}.
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oApf'ith_of a point to point (P2P) LSP is a list of K links
{Lpi, (i=1...K}

o0 The maxi num bandwi dth of the link Li, naned Bi.

0 The sum of the bandwi dth of all the LSPs passing through the
link Li, that is the bandwi dth allocated on the link, named Ai.

0 The residual bandwidth of the link Li is r(i) =B - A.

The path residual bandwidth is defined as the mininumval ue of the
resi dual bandwi dth anong all the |links along the P2P path.
Speci fically, extending on the above nentioned term nol ogy:

0 Path residual bandwidth netric for the P2P path is defined as:
PB =mnin {r(Lpi), (i=1...K}

3. PCEP protocol extensions

This section defines PCEP extensions to fulfill the requirenents
outlined in Section 2. The proposed solution is used to support
pat h unreserved bandw dth and path residual bandw dth as additional
metrics of the PCEP protocol.
The METRIC object is defined in section 7.8 of [RFC5440], conprising
metric-value, nmetric-type (T field) and a flags field conprising a
number of bit-fl ags.

Thi s docunment defines two new types for the METRI C object:
T = TBD1: Path Unreserved Bandw dth

Wien the T field is set to TBD1l, the value of the netric-value field
is set to the Path Unreserved Bandwidth for the traffic type and
priority requested in the PCReq nessage.

The sane format used by [ RFC5440] for the BANDW DTH obj ect body is
used here to represent the value of a path unreserved bandw dth
bound or returned val ue, as shown in the foll ow ng:

Lazzeri, et al. Expi res August 26,2018 [ Page 6]



Internet-Draft PCEP residual bandwi dth retrieval February 2018

0 1 2 3

01234567890123456789012345678901

B i S S T s i S T st i S S S S S S S S i

[ Pat h Unreserved Bandwi dth [

T T e b i i e e s . S I SR S
Fi gure 1: PATH UNRESERVED BANDW DTH val ue format

Pat h Unreserved Bandwi dth (32 bits): The path unreserved
bandwi dth is encoded in 32 bits in | EEE floating point format (see
[ EEE. 754. 1985] ), expressed in bytes per second.

The PATH UNRESERVED BANDW DTH val ue has a fixed | ength of 4
byt es.

T = TBD2: Path Resi dual Bandw dth

Wien the T field is set to TBD2, the value of the netric-value field
is set to the Path Residual Bandwi dth for the traffic type requested
in the PCReq nessage.

When the T field is set to TBD2, the value of the netric-value field
is set to the Path Residual Bandwi dth for the traffic type requested
in the PCReq nmessage.

The sane format used by [ RFC5440] for the BANDW DTH obj ect body is
used here to represent the value of a path residual bandw dth bound
or returned value, as shown in the follow ng:

0 1 2 3

01234567890123456789012345678901

B T i S S i S T h T i S S S S e

| Pat h Resi dual Bandwi dth |

T T e o e e S S e e TR E
Fi gure 1: PATH RESI DUAL BANDW DTH val ue for nat

Pat h Residual Bandwi dth (32 bits): The path residual bandw dth
is encoded in 32 bits in | EEE floating point format (see
[ EEE. 754. 1985] ), expressed in bytes per second.

The PATH RESI DUAL BANDW DTH val ue has a fixed |length of 4 bytes.
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Editor NOTE: these definitions provide support only of PSC signa
type. For other signal types (e.g. ODU, WDM these fields can be
filled with the nunber of unreserved or residual fixed containers
(e.g. 3 ODW) related to the type of traffic specified in the PCReq.
This has to be di scussed.

A PCC MAY use the path unreserved or residual bandwi dth in a PCReq
message to request a path nmeeting the end to end unreserved or

resi dual bandwidth requirenment. In this case, the B bit MJST be set
to suggest a bound (a mninum for the path residual bandw dth
metric that nust be guaranteed for the PCC to consider the conputed
path as acceptable. The path unreserved or residual bandw dth
metrics must be greater than or equal to the value specified in the
metric-value field.

The P bit MAY be set to specify the constraint as nandatory, or MAY
be left cleared to specify the bound as optional

A PCC can also use this netric to ask PCE to optimize (that is
maxi m ze) the path residual bandw dth during path conputation
In this case, the B bit MJST be cl eared.

A PCE MAY use the path residual bandwidth netric in a PCRep
message along with a NO PATH object in the case where the PCE cannot
compute a path nmeeting this constraint.

A PCE can also use this netric to send the conputed path residua
bandwi dth netric to the PCC

4. Non- Under st andi ng/ Non- Support Resi dual Bandw dth

If a PCE receives a PCReq nessage containing a METRI C object with
type PATH UNRESERVED BANDW DTH or PATH RESI DUAL BANDW DTH and t he
PCE does not understand or support those nmetric types, and the P bit
is clear in the METRI C obj ect header then the PCE SHOULD sinply
i gnore the METRI C object as per the processing specified in
[ RFC5440] .

If the PCE does not understand the new METRIC types, and the P
bit is set in the METRIC obj ect header, then the PCE MJST send a
PCErr message contai ning a PCEP- ERROR (hject with Error-Type = 4
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(Not supported object) and Error-value = 4 (Unsupported paraneter)
[ RFC5440] [ RFC5541] .

If the PCE understands but does not support the new METRIC type,
and the P bit is set in the METRI C obj ect header, then the PCE MJST
send a PCErr nessage contai ning a PCEP- ERROR Cbhject with Error-Type
= 4 (Not supported object) with Error-value = TBD3 (Unsupported path
unreserved bandwi dth constraint) or TBD4 (Unsupported path residual
bandwi dth constraint).

The pat h conputation request MJST then be cancell ed.

If the PCE understands the new METRIC type, but the local policy
has been configured on the PCE to not allow network perfornmance
constraint, and the P bit is set in the METRI C obj ect header, then
the PCE MUST send a PCErr nessage contai ning a PCEP- ERROR Obj ect
with Error-Type = 5 (Policy violation) with Error-value = TBD5 ( Not
Al'l oned path unreserved bandw dth constraint) or TBD6 ( Not
Al'l oned path residual bandwi dth constraint). The path conputation
request MJST then be cancell ed.

4.1. Mbde of Operation

As explained in [ RFC5440], the METRIC object is optional and can
be used for several purposes. In a PCReq nessage, a PCC MAY insert
one or nore METRIC objects:

0 To indicate the nmetric (path unreserved or path residual
bandwi dth) that MJST be optim zed by the path conputation
al gorithm

0 To indicate a bound on the METRI C (path unreserved or path
resi dual bandwi dth) that MJUST NOT be exceeded for the path to be
consi dered as acceptabl e by the PCC.

In a PCRep message, the PCE MAY insert the METRI C object with an
Explicit Route Object (ERO so as to provide the METRI C (residual
bandwi dth) for the conputed path.

The PCE MAY al so insert the METRI C object with a NO PATH object to
indicate that the metric constraint could not be satisfied.

The path conputation algorithm c aspects used by the PCE to
optimze a path with respect to a specific netric are outside the
scope of this docunent.

Al'l the rules of processing the METRI C object as explained in
[ RFC5440] are applicable to the new netric types as well.
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5. Procedures

The new netrics defined in this document don’t add or change the
procedures al ready defined for PCEP protocol in [RFC5440] and
[ RFC5541] .

In particular, the existing objective function MBP is still usable
as appropriate, being equivalent to the usage of the Path Residua
Bandwi dth netric with the B bit cleared.

The new nmetric can be used to define new procedures especially in
the scope of SDN and ACTN, which are out of the scope of this
docunent .

5.1. Use cases

The first use case is the application of the residual bandw dth
to sinplify the conputation of an end-to-end path across a multi-
domai n net wor k.

The ability of a hierarchy of PCEs to conpute accurate end-to-end
pat hs across nultiple donmains is recogni zed as an inportant

requi renent in nany applications.

In particular, this is a key requirenent for networks with a
centralized path conputation function (e.g. hierarchical PCE or SDN
In such scenarios, a hierarchy of PCEs is often inplemented, where,
as illustrated in [RFC6805], a parent H PCE coordinates the
operations of a set of child (domain) PCEs in order to conpute end-
to-end paths across the network.

An H PCE (either stateful or statel ess) can nake the best of

residual bandw dth netrics, using paths fromerstwhile path
computations to deploy multiple LSPs (having the sanme end-points and
constraints) w thout additional requests, until either the renaining
In a hierarchical architecture of PCEs, donmain PCEs just know the
topol ogy of their donmins, while the parent PCE has in genera
detail ed informati on about the managed domai ns and the rel evant

i nter-domain |inks, but not necessarily enough information about the
internals of each domain, so that it’'s capable to conpute accurately
an end-to-end path.

The residual bandw dth i nformati on woul d al so be beneficial for
i mpl ementing abstractions of the donain topology, building the
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6

abstract connectivity increnentally, based only on really used
constraints, as soon as path conputation results are returned.

One of the key features of SDN is the support of network
abstraction, that is, as described in [ RFC7926], the capability of
applying policy to a set of information about a network, in order to
produce selective information that represents the potential ability
to connect across the domain.

The process of abstraction produces a connectivity graph, which can
be used by the parent PCE to conpute an accurate path based on the
abstracted topology. The nmain issue is that the connectivity graph
can be huge, depending on the size of the donmin topology and the
nunmber of end-points defined on the edge of the domain.

One way to provide similar information is to store the result of
pat h conputations requested to the child PCEs (performed by e.g. TE-
tunnel s "conpute only") and try reusing themif possible to save
further path conputation iterations between parent and child PCEs.
In any case a selection of path conputation constraints has to be
defined agai nst the abstract topology in order to reduce the nunber
of the abstract links or TE-tunnels exported by the connectivity
graph, as it’'s inpractical to conpute or pre-conpute all the
constraints conbinations. It’s also very inportant to reduce the
nunber of updates of such connectivity infornmation to the parent PCE
in order not to flood it with a continuous stream of updates.

| ANA consi der ations

6.1. METRIC types

| ANA nmai ntains the "Path Conputation El ement Protocol (PCEP)
Nunber s" at <http://ww. i ana. org/assi gnments/pcep> Wthin this
registry | ANA mai ntains one sub-registry for "METRIC object T
field".
Two new netric types are defined in this docunent for the METRIC
obj ect (specified in [RFC5440]).

I ANA is requested to make the followi ng allocations:
Val ue Description Ref er ence

TBD1 Pat h unreserved bandwi dth netric [This I.D.]
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TBD2 Pat h residual bandw dth netric [This I.D.]

6.2. New Error-Val ues

| ANA mai ntains a registry of Error-Types and Error-val ues for use
in PCEP nmessages. This is naintained as the "PCEP- ERROR Obj ect
Error Types and Val ues" sub-registry of the "Path Conputation
El ement Protocol (PCEP) Nunbers" registry.

I ANA is requested to nake the follow ng allocations:

Four new Error-values are defined for the Error-Type "Not
supported object" (type 4) and "Policy violation" (type 5).

Error-Type Meani ng and error val ues Ref er ence
4 Not supported object
Error-val ue=TBD3 Unsupported [This 1.D.]

Pat h unreserved bandw dth constrai nt
Error-val ue=TBD4 Unsupported
Pat h resi dual bandw dth constraint

5 Pol i cy violation
Error-val ue=TBD5 Not al | owed [This 1.D.]
Pat h unreserved bandw dth constrai nt
Error-val ue=TBD6 Not al | owed
Pat h resi dual bandw dth constraint

7. Security Considerations

Thi s docunent defines new METRI C types, which do not add any new
security concerns beyond those discussed in [ RFC5440] and [ RFC5541]
initself.

In sone scenarios, path unreserved bandw dth and path residua
bandwi dth i nformati on coul d be considered sensitive and could be
used to influence path conputation and setup with adverse effect.
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Snoopi ng of PCEP nessages with such data, or using PCEP nessages for
net wor k reconnai ssance, may give an attacker sensitive information
about the capabilities of the network. Thus, such depl oynent shoul d
enpl oy suitable PCEP security nechanisns |ike TCP Aut hentication
Option (TCP-AO [RFC5925] or [PCEPS].

The Transport Layer Security (TLS) based procedure in [PCEPS] is
considered as a security enhancenment and thus nuch better suited for
the sensitive residual bandw dth information.
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Intell ectual Property Statenent

The | ETF Trust takes no position regarding the validity or scope of
any Intellectual Property R ghts or other rights that m ght be
clained to pertain to the inplenmentation or use of the technol ogy
described in any | ETF Docunent or the extent to which any |icense
under such rights might or might not be available; nor does it
represent that it has made any independent effort to identify any
such rights.

Copi es of Intellectual Property disclosures nade to the | ETF
Secretariat and any assurances of |licenses to be nade avail able, or
the result of an attenpt made to obtain a general |icense or
perm ssion for the use of such proprietary rights by inplenmenters or
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users of this specification can be obtained fromthe | ETF on-1line
I PR repository at http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nay be required to inpl enent
any standard or specification contained in an | ETF Docunment. Pl ease
address the information to the IETF at ietf-ipr@etf.org.

Di sclainmer of Validity

Al | ETF Docunents and the information contained therein are
provided on an "AS |I'S' basis and THE CONTRI BUTOR, THE ORGAN ZATI ON
HE/ SHE REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY,
THE | ETF TRUST AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL
WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY
WARRANTY THAT THE USE OF THE | NFORVATI ON THEREI N W LL NOT | NFRI NGE
ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS
FOR A PARTI CULAR PURPCSE.
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