Net wor k Wor ki ng Group P. Jones

I nternet-Draft Ci sco Systens
I ntended status: Standards Track P. Ell enbogen
Expires: May 4, 2017 Princeton University
N. Ohl nei er

Mozill a

Cct ober 31, 2016

DTLS Tunnel between a Media Distributor and Key Distributor to
Facilitate Key Exchange
draft-jones-perc-dtls-tunnel -04

Abstract

Thi s docunent defines a DILS tunneling protocol for use in nultinedia
conferences that enables a Media Distributor to facilitate key
exchange between an endpoint in a conference and the Key Distributor.
The protocol is designed to ensure that the keying material used for
hop- by-hop encryption and authentication is accessible to the nedia
distributor, while the keying material used for end-to-end encryption
and authentication is inaccessible to the nedia distributor.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on May 4, 2017.
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I nt roducti on

An objective of the work in the Privacy-Enhanced RTP Conferencing
(PERC) working group is to ensure that endpoints in a nultinedia
conference have access to the end-to-end (E2E) and hop-by-hop (HBH)
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keying material used to encrypt and authenticate Real -tinme Transport

Protocol (RTP) [RFC3550] packets, while the Media Distributor has
access only to the hop-by-hop (HBH) keying material for encryption
and aut henti cati on.

This specification defines a tunneling protocol that enables the
medi a distributor to tunnel DTLS [ RFC6347] nessages between an
endpoi nt and the key distributor, thus allow ng an endpoint to use
DTLS- SRTP [ RFC5764] for establishing encryption and authentication
keys with the key distributor.

The tunnel established between the nedia distributor and key
distributor is a TLS connection that is established before any
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messages are forwarded by the nedia distributor on behalf of the
endpoint. DILS packets received fromthe endpoint are encapsul at ed
by the nedia distributor inside this tunnel as data to be sent to the
key distributor. Likew se, when the nedia distributor receives data
fromthe key distributor over the tunnel, it extracts the DILS
nmessage inside and forwards the DTLS nessage to the endpoint. In
this way, the DTLS association for the DTLS-SRTP procedures is

est abl i shed between the endpoint and the key distributor, with the
medi a distributor sinply forwardi ng packets between the two entities
and having no visibility into the confidential infornation exchanged.

Fol | owi ng the existing DTLS- SRTP procedures, the endpoint and key
distributor will arrive at a selected cipher and keying materi al

whi ch are used for HBH encryption and aut hentication by both the
endpoi nt and the nedia distributor. However, since the nedia

di stributor would not have direct access to this information, the key
distributor explicitly shares the HBH key infornmation with the nedia
distributor via the tunneling protocol defined in this docunent.
Additionally, the endpoint and key distributor will agree on a cipher
for E2E encryption and authentication. The key distributor wll
transmt keying material to the endpoint for E2E operations, but wll
not share that information with the nedia distributor

By establishing this TLS tunnel between the nedia distributor and key
distributor and inplenmenting the protocol defined in this docunent,

it is possible for the nedia distributor to facilitate the

est abli shnent of a secure DTLS associ ati on between an endpoi nt and
the key distributor in order for the endpoint to receive E2E and HBH
keying material. At the sanme tine, the key distributor can securely
provide the HBH keying material to the nedia distributor.

2. Conventions Used In This Docunment

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119] when they
appear in ALL CAPS. These words may al so appear in this docunent in
| ower case as plain English words, absent their normative meani ngs.

3. Tunneling Concept
A TLS connection (tunnel) is established between the nedia
distributor and the key distributor. This tunnel is used to relay

DTLS nessages between the endpoint and key distributor, as depicted
in Figure 1:
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Figure 1: TLS Tunnel to Key Distributor

The three entities involved in this communication flow are the
endpoint, the nedia distributor, and the key distributor. The
behavi or of each entity is described in Section 5.

The key distributor is a logical function that m ght nmight be co-
resident with a key managenent server operated by an enterprise,
reside in one of the endpoints participating in the conference, or
el sewhere that is trusted with E2E keying materi al

4. Exanpl e Message Fl ows

This section provides an exanpl e nessage flowto help clarify the
procedures described later in this docunent. It is necessary that
the key distributor and media distributor establish a nmutually

aut henti cated TLS connection for the purpose of sending tunnel ed
messages, though the conplete TLS handshake for the tunnel is not
shown in Figure 2 since there is nothing new this docunment introduces
with regard to those procedures.

Once the tunnel is established, it is possible for the nedia
distributor to relay the DILS nessages between the endpoint and the
key distributor. Figure 2 shows a nmessage fl ow wherein the endpoint
uses DTLS-SRTP to establish an association with the key distributor
In the process, the nedia distributor shares its supported SRTP
protection profile information (see [ RFC5764]) and the key

di stributor shares HBH keying naterial and sel ected cipher with the
nmedi a distributor.
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Figure 2: Sanpl e DTLS- SRTP Exchange via the Tunne

After the initial TLS connection has been established each of the
nmessages on the right-hand side of Figure 2 is a tunneling protoco
message as defined in Section Section 6.

SRTP protection profiles supported by the nmedia distributor will be
sent in a "SupportedProfiles" nessage when the TLS tunnel is
initially established. The key distributor will use that information
to select a common profile supported by both the endpoint and the
medi a distributor to ensure that hop-by-hop operations can be
successful ly perforned.

As DTLS nessages are received fromthe endpoint by the nedia
distributor, they are forwarded to the key distributor encapsul at ed
i nsi de abbrev "Tunnel edDt| s" nessage. Likew se, as "Tunnel edDt| s"
nmessages are received by the nedia distributor fromthe key
distributor, the encapsul ated DTLS packet is forwarded to the
endpoi nt .

The key distributor will provide the SRTP [ RFC3711] keying materia
to the nedia distributor for HBH operations via the "MdiaKeys"
message. The nmedia distributor will extract this keying material
fromthe "Medi akeys" nessage when received and use it for hop-by-hop
encryption and aut hentication
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5.  Tunnel i ng Procedures

The follow ng sub-sections explain in detail the expected behavior of
the endpoint, the nedia distributor, and the key distributor

It is inportant to note that the tunneling protocol described in this
docunent is not an extension to TLS [ RFC5246] or DITLS [ RFC6347].
Rather, it is a protocol that transports DILS nmessages generated by
an endpoint or key distributor as data inside of the TLS connection
establ i shed between the nedia distributor and key distributor

5.1. Endpoi nt Procedures

The endpoint follows the procedures outlined for DTLS- SRTP [ RFC5764]
in order to establish the cipher and keys used for encryption and
aut hentication, with the endpoint acting as the client and the key
distributor acting as the server. The endpoint does not need to be
aware of the fact that DTLS nmessages it transnmits toward the nedia
distributor are being tunneled to the key distributor

5.2. Tunnel Establishnment Procedures

Either the nmedia distributor or key distributor initiates the
establishment of a TLS tunnel. Wich entity acts as the TLS client
when establishing the tunnel and what event triggers the

est abli shnent of the tunnel are outside the scope of this docunent.
Further, how the trust relationships are established between the key
distributor and nedia distributor are also outside the scope of this
docunent .

A tunnel MJST be a nutually authenticated TLS connecti on

The medi a distributor or key distributor MIST establish a tunne

prior to forwardi ng tunnel ed DTLS nessages. Gven the tine-sensitive
nat ure of DTLS- SRTP procedures, a tunnel SHOULD be established prior
to the media distributor receiving a DILS nmessage from an endpoi nt.

A single tunnel MAY be used to relay DILS nessages between any nunber
of endpoints and the key distributor

A nmedia distributor MAY have nore than one tunnel established between
itself and one or nore key distributors. Wen nultiple tunnels are
establ i shed, which tunnel or tunnels to use to send nmessages for a

gi ven conference is outside the scope of this docunent.
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5.3. Versioning Considerations

Al'l messages for an established tunnel MJST utilize the sane version
value. |If the version of any subsequent nessage differs fromthat of
the initial nessage, that nessage MJST be di scarded and the tunne
connection cl osed.

Since the media distributor sends the first nmessage over the tunnel
it effectively establishes the version of the protocol to be used.
If that version is not supported by the key distributor, it MJST

di scard the nessage, transnit an "UnsupportedVersion" nessage, and
cl ose the TLS connection

The media distributor MJUST take note of the version received in an
"Unsupport edVersi on” nessage and use that version when attenpting to
re-establish a failed tunnel connection. Note that it is not
necessary for the media distributor to understand the newer version
of the protocol to understand that the first nmessage received is
"UnsupportedVersion". The nedia distributor can deternine fromthe
first two octets received what the version nunber is and that the
message i s "UnsupportedVersion”. The rest of the data received, if
any, would be discarded and the connection closed (if not already

cl osed).

5.4. Media Distributor Tunneling Procedures

The first message transmitted over the tunnel is the
"SupportedProfil es" (see Section 6). This nessage inforns the key
di stributor about which DTLS-SRTP profiles the nedia distributor
supports. This nmessage MJST be sent each tinme a new tunne
connection is established or, in the case of connection |oss, when a
connection is re-established.

The media distributor MUST forward all nessages received froman
endpoint for a given DTLS association through the sane tunnel if nore
than one tunnel has been established between it and a key

di stributor.

Editor’s Note: Do we want to have the above requirenment or would
we prefer to allow the nedia distributor to send nessages over
nmore than one tunnel to nore than one key distributor? The latter
woul d provide for higher availability, but at the cost of key
distributor conplexity. The former would allow the usage of a
load distributor in front of the key distributor.

The medi a distributor MJUST assign a uni que association identifier for

each endpoint-initiated DILS association and include it in al
messages forwarded to the key distributor. The key distributor will
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subsequently include this identifier in all nmessages it sends so that
the media distributor can map nmessages received via a tunnel and
forward those nessages to the correct endpoint. The association

i dentifier SHOULD be random y assigned and val ues not be re-used for
a short period of time (e.g., five mnutes) to ensure any residua
state in the key distributor is clear and to ensure any packets
already transmitted fromthe key distributor are not directed to the
wr ong endpoi nt .

The tunnel protocol enables the key distributor to separately provide
HBH keying material to the nedia distributor for each of the

i ndi vi dual endpoi nt DTLS associ ations, though the nmedia distributor
cannot decrypt nessages between the key distributor and endpoints.

When a DTLS nmessage is received by the nedia distributor froman
endpoint, it forwards the UDP payl oad portion of that nessage to the
key distributor encapsulated in a "Tunel edDtls" nmessage. |f the
medi a distributor knows which conference to which a given DTLS

associ ation belongs, it can pass the conference identifier to the key
distributor using the "conf_id" field of the "Tunnel edDtls" message.

The nedi a distributor MJUST support the sane list of protection
profiles for the life of a given endpoint’s DTLS association, which
is represented by the association identifier

When a " Medi aKeys" nessage is received, the nmedia distributor MJST
extract the cipher and keying material conveyed in order to
subsequently perform HBH encrypti on and authentication operations for
RTP and RTCP packets sent between it and an endpoint. Since the HBH
keying material will be different for each endpoint, the nedia

di stributor uses the association identifier included by the key
distributor to ensure that the HBH keying material is used with the
correct endpoint.

The media distributor MUST forward all DTLS nessages received from
either the endpoint or the key distributor (via the "Tunnel edDt|s"
nmessage) to ensure proper conmuni cation between those two entities.

When the nmedia distributor detects an endpoint has di sconnected or
when it receives conference control nessages indicating the endpoint
is to be disconnected, the nedia distributors MUST send an

"Endpoi nt Di sconnect" nessage with the association identifier assigned
to the endpoint to the key distributor. The nedia distributor SHOULD
take a loss of all RTP and RTCP packets as an indicator that the
endpoi nt has di sconnected. The particulars of how RTP and RTCP are
to be used to detect an endpoi nt di sconnect, such as tinmeout period,
is not specified. The nedia distributor MAY use additiona

i ndi cators to deternine when an endpoi nt has di sconnect ed.
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5.5. Key Distributor Tunneling Procedures

When the nedia distributor relays a DILS nessage from an endpoi nt,
the media distributor will include an association identifier that is
uni que per endpoint-originated DILS associ ation. The association
identifier remains constant for the |ife of the DTLS association

The key distributor identifies each distinct endpoint-originated DTLS
associ ation by the association identifier.

The key distributor MJUST encapsul ate any DTLS nessage it sends to an
endpoi nt inside a "Tunnel edDt|s" nessage (see Section 6).

The key distributor MIST use the same association identifier in
messages sent to an endpoint as was received in nmessages fromthat
endpoint. This ensures the nedia distributor can forward the
messages to the correct endpoint.

The key distributor extracts tunnel ed DTLS nessages from an endpoi nt
and acts on those nessages as if that endpoint had established the
DTLS association directly with the key distributor. The key
distributor is acting as the DILS server and the endpoint is acting
as the DTILS client. The handling of the nmessages and certificates is
exactly the sane as normal DTLS- SRTP procedures between endpoints.

The key distributor MJST send a "Medi aKeys" nessage to the nedia

di stributor as soon as the HBH encryption key is conputed and before
it sends a DTLS "Fini shed" nmessage to the endpoint. The "Medi aKeys"

message includes the selected cipher (i.e. protection profile), M

[ RFC3711] value (if any), SRTP naster keys, and SRTP naster salt

val ues. The key distributor MJIST use the sane association identifier
in the "Medi aKeys" nmessage as is used in the "Tunnel edDt|s" nessages

for the given endpoint.

The key distributor, can use the certificate of the endpoint and
correlate that with signaling information to know whi ch conference
this session is associated with. The key distributor infornms the
medi a distributor of which conference this session is associated by
sendi ng a globally unique conference identifier in the "conf_id"
attribute of the "Medi aKeys".

The key distributor MJST select a cipher that is supported by both

the endpoint and the nedia distributor to ensure proper HBH
operati ons.
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6. Tunneling Protocol

Tunnel ed nmessages are transported via the TLS tunnel as application
data between the nedia distributor and the key distributor. Tunne
nmessages are specified using the fornmat described in [ RFC5246]
section 4. As in [RFC5246], all values are stored in network byte
(big endian) order; the uint32 represented by the hex bytes 01 02 03
04 is equivalent to the decimal value 16909060.

The protocol defines several different nessages, each of which
containing the the follow ng information:

0 Protocol version
0 Message type identifier
o The nmessage body

Each of these nessages is a "Tunnel Message" in the syntax, with a
message type indicating the actual content of the nmessage body.

6.1. Tunnel Message For mat

The syntax of the protocol is defined below "Tunnel Message" defi nes
the structure of all nessages sent via the tunnel protocol. That
structure includes a field called "nsg_type" that identifies the
specific type of nessage contained within "Tunnel Message".

enum {
unsupported version(1),
supported_profil es(2),
medi a_keys(3),
tunnel ed_dtls(4),
endpoi nt _di sconnect (5),
(255)

} MsgType;

struct {
ui nt 8 versi on;
MsgType nmsg_type;
sel ect (MsgType) {
case unsupported_version: UnsupportedVersion;
case supported profiles: SupportedProfiles;

case nedi a_keys: Medi aKeys;

case tunnel ed_dtls: Tunnel edDt | s;

case endpoi nt _di sconnect: Endpoi nt Di sconnect;
} body;

} Tunnel Message;

The el enents of "Tunnel Message" i ncl ude:
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(0]
0

version: indicates the version of this protocol (0x00).
msg_type: the type of message contained within the structure
"body".

The "UnsupportedVersion" nessage is defined as foll ows:

struct { } UnsupportedVersion

The "UnsupportedVersion" message does not convey any additiona
information in the body.

The

"SupportedProfil es" message is defined as:

uint8 SRTPProtectionProfile[2]; // from RFC5764

struct {
SRTPProtectionProfile protection_profil es<0..2"16-1>;
} SupportedProfiles;

Thi

s message contains this single element: * protection_profiles: The

list of two-octet SRTP protection profile values as per [RFC5764]
supported by the nedia distributor

The "Medi aKeys" nessage is defined as:

struct {

ui nt 32 associ ation_id;

SRTPProtectionProfile protection_profile;
opaque nki <0..255>;

opaque client_wite SRTP naster key<l..255>
opaque server_wite SRTP_naster_ key<l..255>
opaque client_wite SRTP_master_salt<l..255>
opaque server_wite_ SRTP_master_salt<l..255>
opaque conf i d<0.. 255>

} Medi aKeys;

The fields are descri bed as foll ows:

(0]

Jones,

association_id: A value that identifies a distinct DTLS
associ ati on between an endpoint and the key distributor.
protection_profiles: The value of the two-octet SRTP protection
profile value as per [RFC5764] used for this DTLS association
nki: Master key identifier [RFC3711].
client_wite SRTP nmaster_key: The value of the SRTP master key
used by the client (endpoint).

server_wite SRTP naster_key: The value of the SRTP naster key
used by the server (nedia distributor).
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o client_wite_SRTP_master_salt: The value of the SRTP master salt
used by the client (endpoint).

0 server wite SRTP master_salt: The value of the SRTP master salt
used by the server (nedia distributor).

o conf_id: Identifier that uniquely specifies which conference the
medi a distributor should place this nedia flowin.

The "Tunnel edDt | s" nessage is defined as:

struct {

ui nt 32 associ ation_id;

opaque conf i d<0..255>

opaque dtls_nmessage<0..2"16-1>
} Tunnel edDt | s;

The fields are described as fol |l ows:

0 association_id: An value that identifies a distinct DTLS
associ ati on between an endpoint and the key distributor.

o conf_id: Optional identifier that uniquely specifies which
conference this nmedia flowis in.

0 dtls_nessage: the content of the DTLS nessage received by the
endpoint or to be sent to the endpoint.

The "Endpoi nt Di sconect" message is defined as:
struct {

ui nt 32 associ ation_id;
} Endpoi nt Di sconnect;

The fields are descri bed as foll ows:

0 association_id: An value that identifies a distinct DTLS
associ ati on between an endpoint and the key distributor.

7. Exanpl e Binary Encoding

The "Tunnel Message" is encoded in binary follow ng the procedures
specified in [I[RFC5246]]. This section provides an exanpl e of what
the bits on the wire would | ook |ike for the "SupportedProfiles”
message that advertises support for both SRTP_AEAD AES 128 GCM and
SRTP_AEAD AES 256 GCM [ RFC7714] .
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Tunnel Message:
versi on: 0x00
message_t ype: 0x01
Support edProfil es:
protection_profiles: 0x0004 (length)
0x00070008 (val ue)

Thus, the encoding on the wire presented here in network bytes order
woul d be this stream of octets

0x0001000400070008
8. | ANA Consi derati ons

Thi s docunment establishes a new registry to contain nessage type

val ues used in the DILS Tunnel protocol. These data type values are
a single octet in length. This docunent defines the val ues shown in
Table 1 below, |eaving the bal ance of possible values reserved for
future specifications:

[ | Unsupported Version |
| | Supported SRTP Protection Profiles

| 0x03 | Media Keys |
| | Tunnel ed DTLS |
[ | Endpoi nt Di sconnect [

Table 1: Data Type Val ues for the DILS Tunnel Protoco

The val ue 0x00 and all values in the range 0x06 to OxFF are reserved.

The nane for this registry is "Datagram Transport Layer Security
(DTLS) Tunnel Protocol Data Types for Privacy Enhanced Conferencing"

9. Security Considerations

The encapsul ated data is protected by the TLS connection fromthe
endpoint to key distributor, and the nedia distributor is nerely an
on path entity. The media distributor does not have access to the
end-to-end keying material This does not introduce any additiona
security concerns beyond a normal DTLS- SRTP associ ation

The HBH keying nmaterial is protected by the nutual authenticated TLS

connection between the nmedia distributor and key distributor. The
key distributor MJST ensure that it only forns associations with
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10.

11.

11.

aut hori zed nmedia distributors or it could hand HBH keying naterial to
untrusted parties.

The supported profiles information sent fromthe nedia distributor to
the key distributor is not particularly sensitive as it only provides
the cryptographic algorithns supported by the nedia distributor.
Further, it is still protected by the TLS connection between the
medi a distributor and the key distributor.
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