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Abst r act

Thi s docunent describes an Extensible Provisioning Protocol (EPP)
mappi ng for the validation of contact and eligibility data.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 14, 2019.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD Li cense text as described in Section 4.e of
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1. Introduction

Thi s docunment describes a Validate mapping for version 1.0 of the
Ext ensi bl e Provi sioning Protocol (EPP) [ RFC5730]. This EPP napping
specifies a flexible schena by which EPP clients and servers can
reliably validate contact and eligibility data.

Wth the increased nunber of restrictions on contacts and required
data points (license, ids, etc.) to register a domain nane, a way to
validate the data points prior to issuing a transformconmand is
becom ng nore inportant.

Carney & Snitker Expires April 14, 2019 [ Page 2]



Internet-Draft Val i dat e Cct ober 2018

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

XM is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this docunent MJST be interpreted in the
character case presented in order to devel op a conform ng

i mpl ement ati on.

"validate" is used as an abbreviation for
"urn:ietf:parans: xm :ns:validate-0.2". The XM nanmespace prefix
"validate" is used, but inplenentations MJST NOT depend on it and

i nstead enpl oy a proper namespace-aware XM. parser and serializer to
interpret and out put the XML documents.

In examples, "C. " represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in exanples are provided only to illustrate el enent

rel ati onships and are not a REQUI RED feature of this protocol

(Note to RFC Editor: renove the follow ng paragraph before
publication as an RFC.)

The XM. nanespace prefix above contains a version nunber,
specifically "0.2". This version nunber will increnent with
successi ve versions of this docunent, and will reach 1.0 if and when
this docunent is published as an RFC. This pernits clients to

di stingui sh which version of the extension a server has inpl enented.

2. (Object Attributes

A EPP validation object has attributes and associ ated val ues that can
be viewed by the client. This section describes each attribute type
in detail.

2.1. Key Val ue

Key Value provides a flexible nmechanismto share data between the
client and the server. The <validate:kv> el ement defines the data,
with two required sinple attributes, key and val ue, and an optiona
contact Type attribute for specificity in the response, nore details
bel ow.

0 An exanpl e <validate: kv key="VATI D' val ue="0123456789"/ >.
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0 An exanple <validate: kv contact Type="Adm n" key="contact:cc"
value="lnvalid country code for adm n contact, nust be MX. "/>.

2.2. Validate Id
The <validate:id> elenent is used in two different scenari os.

First if the <validate:id> is passed by itself with no other elenents
(e.g. >validate:postallnfo>) then the client intent is that this is
an al ready existing contact and the server should handl e the request
by | ooking up the associated data in its system and using that data
to validate against.

Second scenario would be if the request includes additional elenments
then the server should treat the <validate:id> as a tenporary contact
handl e and should not performa | ook on the contact but use the data
that is passed in the request to validate against.

2.3. Validate Postallnfo, Voice, Fax, Email, Authlnfo
These elements are intended to mirror the definitions in [ RFC5733].
3. EPP Conmmand Mappi ng
A detailed description of the EPP syntax and semantics can be found
in [RFC5730]. The command mappi ngs described here are specifically
for the Validate Extension.
3.1. EPP Qery Conmands
EPP provides three commands to retrieve object information: <check>
to determne if an object is known to the server, <info> to retrieve
detailed informati on associated with an object, and <transfer> to
retrieve object transfer status information.
3.1.1. EPP <check> Conmmand
The EPP <check> command is used to validate a Iist of contact
i nformati on. The <check> conmand MJST contain a <validate: check>
el ement that identifies the validate nanespace. The <vali date: check>
el ement contains the follow ng child el enents:
0 one or nore <validate:contact> el enment(s) for each contact that is
to be validated that contains the contact type of the contact to
be val i dat ed.

The <validate:contact> el enent has two required attributes:
cont act Type, which describes the role (registrant, adm n, tech
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billing, etc.) of the contact that the contact should be validated
for; and tld, which provides the top | evel domain to be validated
against. The <validate:contact> el ement contains the follow ng child
el ement s:

0 one <validate:id> element (as described in section 2.2).

0 an OPTIONAL <validate: postal Info> el ement (as described in section
2.3).

0 an OPTIONAL <validate:voice> elenent (as described in section
2.3).

0 an OPTIONAL <validate:fax> el enment (as described in section 2.3).

0 an OPTIONAL <validate:enmil> elenent (as described in section
2.3).

0 an OPTIONAL <val i date: authl nfo> el enent (as described in section
2.3).

0 zero or nore <validate: kv> elenents (as described in section 2.1).

The following is an exanple <check> command where "sh8013" and
"sh8014" are both "new' contacts and "sh8012" is an existing contact
on the server.

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnl :ns: epp-1. 0"
xm ns: validate="urn:ietf:paranms:xm:ns:validate-0.2"
xm ns: contact="urn:ietf:paranms: xm:ns:contact-1.0">
<command>
<check>
<val i dat e: check>
<val i dat e: contact contact Type="registrant" tld="COM >
<val i dat e: i d>sh8013</val i date:id>
<val i date: postal I nfo type="int">
<cont act : name>John Doe</ cont act : name>
<cont act : or g>Exanpl e I nc. </ cont act: or g>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<contact:street>Suite 100</contact:street>
<contact:city>Dull es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act: cc>US</ cont act : cc>
</ cont act : addr >
</val i dat e: post al | nf 0>
<val i dat e: voi ce>+1. 7035555555</ val i dat e: voi ce>
<val i dat e: fax>+1. 7035555556</ val i dat e: f ax>
<val i dat e: enai | >j doe@xanpl e. conx/ val i dat e: emai | >
<val i dat e: aut hl nf 0>
<cont act : pw>2f 00BAR</ cont act : pw>
</val i dat e: aut hl nf o>

0000000000000 00O0O00O0O00O000
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<val i dat e: kv key="VAT" val ue="1234567890"/ >
</vali dat e: cont act >
<val i dat e: cont act contact Type="tech" t| d="COM >
<val i dat e: i d>sh8012</val i date: i d>
</val i dat e: cont act >
<val i dat e: contact contact Type="adm n" tl|d="COM >
<val i dat e: i d>sh8014</val i date: i d>
<val i date: postal I nfo type="int">
<cont act : nanme>John Doe</ cont act : name>
<cont act : or g>Exanpl e I nc. </ contact: org>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<contact:street>Suite 100</contact:street>
<contact:city>Dul | es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act: cc>US</ cont act : cc>
</ cont act : addr >
</val i dat e: post al | nf 0>
<val i dat e: voi ce>+1. 7035555555</ val i dat e: voi ce>
<val i dat e: fax>+1. 7035555556</ val i dat e: f ax>
<val i dat e: enmi | >j doe@xanpl e. conx/ val i dat e: emai | >
<val i dat e: aut hl nf 0>
<cont act : pw>2f 00BAR</ cont act : pw>
</ val i dat e: aut hl nf o>
</vali dat e: cont act >
<val i dat e: cont act contact Type="billing" tld="COM >
<val i dat e: i d>sh8014</val i date: i d>
<val i date: postal I nfo type="int">
<cont act : nane>John Doe</ cont act : nanme>
<cont act : or g>Exanpl e I nc. </ cont act: org>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<contact:street>Suite 100</contact:street>
<contact:city>Dul |l es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act : cc>US</ cont act : cc>
</ cont act : addr >
</val i dat e: post al I nf 0>
<val i dat e: voi ce>+1. 7035555555</ val i dat e: voi ce>
<val i dat e: fax>+1. 7035555556</ val i dat e: f ax>
<val i dat e: erai | >j doe@xanpl e. conx/ val i dat e: emai | >
<val i dat e: aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</val i dat e: aut hl nf 0>
</val i dat e: cont act >
</val i dat e: check>

SNONONONORONONONONONONONO OO NONO NSO RO NN O NSRS NONO N SN OO NONO N OO NONO NSO O NN O N OO RO NO N O N ORON®)
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C </ check>

C <cl TRI D>ABC- 12345</ cl TRI D>
C. </ comand>

C. </ epp>

Wien the server receives a <check> conmand with a <vali date: contact >
el ement that contains only a <validate:id> elenment the server wll
process this as an existing contact. |If the contact does not exi st
the server MJUST return an EPP error response for that specific

<val i dat e: cont act >.

Wien a <check> conmmand has been processed succesfully, the EPP
<resDat a> el ement MJST contain a child <validate: chkDat a> el enent
that identifies the validate namespace. The <validate: chkDat a>
el ement MUST contain a <validate:cd> el enent for each

<val i dat e: check> el ement contained in the <check> command. The
<val i dat e: cd> el enent contains the follow ng child el enents:

0o one <validate:id> el enent.

0 one <validate:response> el enent.
0 zero or nore <validate:kv> el ements.
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The following is an exanple of the <check> response.

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xnl :ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
</result>
<r esDat a>
<val i dat e: chkDat a
xm ns:validate="urn:ietf:paranms: xm :ns:validate-0.2">
<val i dat e: cd>
<val i dat e: i d>sh8013</val i date: i d>
<val i dat e: response>1000</ val i dat e: r esponse>
</val i date: cd>
<val i dat e: cd>
<val i dat e: i d>sh8014</val i date: i d>
<val i dat e: response>2306</ val i dat e: r esponse>
<val i date: kv key="contact:city" value="City not valid
for state."/>
<val i dat e: kv cont act Type="Adm n" key="contact:cc"
value="Invalid country code for adm n, nust be nx."/>
<val i dat e: kv contact Type="Billing" key="VAT" val ue="VAT
required for Billing contact."/>
</val i dat e: cd>
</ val i dat e: chkDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- ZYX</ svTRI D>
</trlD>
</ response>
: </ epp>

DOODDLODLDDDDDLDDDLODDLDDDWW®

3.1.2. EPP <info> Command

Info semantics do not apply to validate objects, so there is no
mappi ng defined for the EPP <info> comrand.

3.1.3. EPP <transfer> Command

Transfer senmantics do not apply to validate objects, so there is no
mappi ng defined for the EPP <transfer> conmand.
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3.2. EPP Transform Conmmands
EPP provides five commands to transform objects: <create> to create
an instance of an object with a server, <delete> to renove an
i nstance of an object froma server, <renew> to extend the validity
period of an object, <transfer> to nanage changes in client
sponsorship of an object, and <update> to change i nformation.

3.2.1. EPP <create> Command

Create semantics do not apply to validate objects, so there is no
mappi ng defined for the EPP <create> conmmand.

3.2.2. EPP <del et e> Conmmand

Del ete senmantics do not apply to validate objects, so there is no
mappi ng defined for the EPP <del et e> conmand.

3.2.3. EPP <renew> Conmmand

Renew semantics do not apply to validate objects, so there is no
mappi ng defined for the EPP <renew> comand.

3.2.4. EPP <transfer> Command

Transfer semantics do not apply to validate objects, so there is no
mappi ng defined for the EPP <transfer> conmand.

3.2.5. EPP <updat e> Conmand

Update semantics do not apply to validate objects, so there is no
mappi ng defined for the EPP <update> conmand.

4. Formal Syntax
One scherma is presented here that is the EPP Validate schens.
The formal syntax presented here is a conplete schema representation
of the object mapping suitable for automated validation of EPP XM
instances. The BEG N and END tags are not part of the schemm; they
are used to note the beginning and ending of the schema for UR
regi stration purposes.

4.1. Validate Schema

Copyright (c) 2018 | ETF Trust and the persons identified as authors
of the code. Al rights reserved.
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Redi stribution and use in source and binary forns, with or wthout
nmodi fication, are permtted provided that the follow ng conditions
are net:

0 Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclaimner.

0 Redistributions in binary formnust reproduce the above copyright
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stribution.

0 Neither the nane of Internet Society, |IETF or |IETF Trust, nor the
nanes of specific contributors, nmay be used to endorse or pronote
products derived fromthis software without specific prior witten
per m ssi on.

TH' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FCOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LIMTED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY OQUT OF THE USE
OF TH'S SOFTWARE, EVEN | F ADVI SED OF THE PGOSSI Bl LI TY OF SUCH DAMAGE.

BEG N

<?xm version="1.0" encodi ng="UTF-8""?>

<schema
t ar get Nanespace="urn:ietf: paramns: xm : ns: val i dat e-0. 2"
xm ns:val i date="urn:ietf:parans: xm : ns:validate-0.2"
xm ns: epp="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: eppcon="urn:ietf:parans: xm : ns: eppcom 1. 0"
xm ns: contact="urn:ietf:parans: xm :ns:contact-1.0"
xm ns="http://ww.w3. org/ 2001/ XM_Schera"
el ement For mDef aul t ="qual i fi ed">

<annot ati on>
<docunent at i on>
Ext ensi bl e Provi sioning Protocol v1.0
Val i dat e bj ect
</ docunent ati on>
</ annot ati on>

<!-- Inport comon el enent types. -->

<i nport nanespace="urn:ietf:parans: xm :ns:eppcom 1. 0"
schenalLocati on="eppcom 1. 0. xsd"/ >
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<i nport nanespace="urn:ietf:parans: xnl:ns:epp-1.0"
schemalLocati on="epp- 1. 0. xsd"/ >

<i nport nanespace="urn:ietf:paranms:xm :ns:contact-1.0"
schenmalLocati on="contact-1. 0. xsd"/ >

<I--
Child elenments of the <check> comrand.
-->
<el enent nanme="check" type="vali date: checkType"/>

<conpl exType nane="checkType" >
<sequence>
<el ement nane="contact"
type="val i dat e: val i dat eCont act Type"
maxQOccur s="unbounded"” />
</ sequence>
</ conpl exType>

<conpl exType nane="val i dat eCont act Type" >
<sequence>
<el enent nanme="id"
type="eppcom cl | DType" />
<el enent nane="postal | nf 0"
type="cont act: postal | nfoType"
m nCccur s="0" maxCccurs="2" />
<el ement nane="voi ce"
type="cont act: e1l64Type" m nCccurs="0" />
<el ement nane="f ax"
type="contact: el64Type" m nCccurs="0" />
<el enent nane="enmil"
type="eppcom m nTokenType" ni nCccurs="0"/>
<el ement nane="aut hl nf 0"
type="cont act : aut hl nf oType"
m nCccurs="0"/>
<el ement nane="kv"
type="val i dat e: kvType" mi nCccurs="0"
maxQccur s="unbounded" />
</ sequence>
<attribute name="contact Type" type="eppcom | abel Type"
use="required"/>
<attribute name="tld"
type="eppcom | abel Type" use="required"/>
</ conpl exType>

<compl exType nane="kvType">
<attribute name="contact Type"
type="eppcom | abel Type" use="optional" />
<attribute name="key"
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type="val i dat e: keyType" use="required" />
<attribute nane="val ue"

type="val i dat e: val ueType" use="required" />
</ conpl exType>

<si npl eType nane="keyType">
<restriction base="token">
<m nLength val ue="1" />
</restriction>
</ si npl eType>

<si npl eType nanme="val ueType" >
<restriction base="t oken">
<m nLength val ue="0" />
</restriction>
</ si npl eType>

<I--
Child el enents of the <check> response.
-->
<el enent nanme="chkDat a" type="vali date: chkDat aType" />
<conpl exType nane="chkDat aType" >
<sequence>
<el ement nane="cd"
type="val i dat e: resCreat eDat aType" maxCccur s="unbounded" />
</ sequence>
</ conpl exType>
<conpl exType nane="resCreat eDat aType" >
<sequence>
<el enent nane="id"
type="eppcom cl | DType" />
<el enent nane="response"
type="epp: resul t CodeType" />
<el ement nane="kv"
type="val i dat e: kvType"
m nCccur s="0" maxCccur s="unbounded" />
</ sequence>
</ conpl exType>
</ schema>
END
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5. Security Considerations

The mappi ng described in this docunent do not provide any security
servi ces beyond those described by EPP [ RFC5730] and protocol |ayers
used by EPP. The security considerations described in these other
specifications apply to this specification as well

6. | ANA Consi derati ons
6.1. XM Nanespace

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conforming to a registry mechani smdescribed in [ RFC3688] .

Regi stration request for the validate namespace:
URI: urn:ietf:parans:xm:ns:validate-1.0
Regi strant Contact: |ESG
XM.: None. Nanespace URIs do not represent an XM. specification
Regi stration request for the validate schena:
URI: urn:ietf:parans:xm:schema:validate-1.0
Regi strant Contact: |ESG
XM.: See the "Fornmal Syntax" section of this docunent.
7. Inmplemtation Status

Note to RFC Editor: Please renpve this section and the reference to
[ RFC7942] before publication

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
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According to [ RFC7942], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenmented protocols nore nature.
It is up to the individual working groups to use this information as
they see fit".

7.1. To Be Filled In
Add inplenmentation details once avail abl e.
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9. Change History

9.1. Change fromO03 to 04
Renoved the <validate: cd> el ement fromthe <check> comrand, noving
all sub-elenments to the <validate:contact> elenent to sinplify. Al so
renoved the <di sclose> elenment as it was not needed in this context.
Al so updated references to current versions of docunents.

9.2. Change fromO02 to 03
Corrected sone formatting issues.

9.3. Change fromO01l to 02
Corrected sone formatting issues.

9.4. Change fromO00 to 01
After review and broad feedback, extensive changes have been nade
transform ng the original docunment from a standal one extension

command to using the <check> command and response franework. Stubbed
in an Inplenentation section for |later docunentation
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9.5. Change fromcarney-regext 01 to ietf-regext 00

Cct ober 2018

Updat ed ni scel | aneous verbiage to reflect the change from an

extension and changed to ietf nam ng as REGEXT WG wi |l |
wor k.
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