SACM Wor ki ng Group D. Wlternmire

I nternet-Draft S. Banghart
I ntended status: Informational Nati onal Institute of Standards and Techno
Expi res: Novenber 4, 2017 May 3, 2017

Definition of the ROLIE Software Descriptor Extension
draft-banghart-sacmrolie-softwaredescriptor-01

Abst r act

Thi s docunent extends the Resource-Oiented Lightweight Infornmation
Exchange (ROLIE) core to add the information type category and

rel ated requirenents needed to support Software Record and Software
Inventory use cases. The ’'software-descriptor’ information type is
defined as a ROLIE extension. Additional supporting requirenments are
al so defined that describe the use of specific formats and |ink
relations pertaining to the new information type.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 4, 2017
Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of

Wal ternmire & Banghart Expi res Novenber 4, 2017 [ Page 1]



Internet-Draft ROLI E May 2017

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

Thi s docunent defines an extension to the Resource-Oriented

Li ghtwei ght I nformation Exchange (ROLIE) protocol to support the
publication of software descriptor information. Software descriptor
information is information that characteri zes:

an install abl e software package, or

i nformati on about static software conponents that nmay be installed
by a software package or patch.

Sof tware descriptor information includes identifying, versioning,

software creation and publication, and file artifact information.
Sof tware descriptor information provides data about what night be
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installed, but doesn’t describe where or how a specific software
installation is installed, configured, or executed.

Sone possi bl e use cases for Software descriptor information include:

Sof tware providers can publish software descriptor information so
that software researchers and users of software can understand the
collection of software produced by a that software provider.

Organi zati ons can aggregate and syndicate coll ections of software
descriptor information provided by nultiple software providers to
support software-rel ated anal ysis processes (e.g., vulnerability
anal ysi s) and val ue added information (e.g., software
configuration checklist repositories) using identification and
characterization information derived from software descri ptor

i nformation.

End user organizations can consune sources of software descriptor
i nformati on, and other related software vulnerability and
configuration information to provide the data needed to automate
sof tware asset, patch, and configuration managenent practices

Organi zations can use software descriptors to support verification
of other entities, thru nmechanisnms such as RIMor other integrity
neasur enent s.

Thi s docunment supports these use cases by describing the content
requirenents for Collections of software descriptor infornmation that
are to be published to or retrieved froma ROLIE repository. This
docunent al so di scusses requirenments around the use of |ink

rel ati onshi ps and describing the data nodel formats used in a ROLIE
Entry describing a software descriptor information resource.

2. Term nol ogy
The key words "MJST," "MJST NOT," "REQUI RED," "SHALL," "SHALL NOT,"
"SHOULD, " "SHOULD NOT, " "RECOMMVENDED, " "MAY," and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
Definitions for sone of the commobn conputer security-related
term nol ogy used in this docunent can be found in Section 2 of
[ RFC5070] .

3. New information-types

Thi s docunent defines the followi ng information type:

Wal ternmire & Banghart Expi res Novenber 4, 2017 [ Page 3]



Internet-Draft ROLI E May 2017

3.1. The "software-descriptor” information type

The "software-descriptor” information type represents any information
that describes a piece of software. This docunent uses the
definition of software provided by [ RFC4949]. Note that as per this
definition, this information type pertains to static software, that
is, code on the disc. The software-descriptor information type is
intended to provide a category for information that does one or nore
of the foll ow ng:

identifies and characterizes software This software identification
and characterization information can be provided by a | arge
variety of data, but always describes software in a pre-installed
state.

provi des software installer netadata This represents information
about software used to install other software. This netadata
identifies, and characterizes a software installation package or
medi a.

describes stateless installation nmetadata Information that describes
the software post-deploynent, such as files that nmay be depl oyed
during an installation. 1t is expected that this netadata is
produced generally for a given installation, and nay not exactly
match the actual installed files on a given endpoint.

Provi ded bel ow i s a non-exhaustive list of information that may be
considered to be of a software-descriptor information type.

o0 Nanming information: IDs and nanmes that aid in the identification
of a piece of software

0 Version and patching information: Version nunbers, patch
identifiers, or other information that

0 Vendor and source information: |ncludes where the software was
devel oped or distributed from as well as where the software
installation nmedia may be | ocated.

0 Payload and file information: information that describes or
enunerates the files and fol ders that nake up the piece of
software, and information about those files.

0 Descriptive information and data: Any information that otherw se

characterizes a piece of software, such as libraries, runtine
environnments, target OSes, intended purpose or audi ence, etc.
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6.

1.

Note again that this list is not exhaustive, any information that in
is the abstract real mof an incident should be classified under this
i nformati on-type.

This information type does not include descriptions of running
software, or state and configuration information that is associated
with a software installation.

Usage of CSIRT Information Types in the Atom Publi shing Protocol

Thi s docunent does not specify any additional requirenents for use of
t he At om Publ i shing Protocol.

Usage of the software-descriptor Information Type in the atom feed
el ement

Thi s docunent does not specify any additional requirenents for use of
the atom feed el enent.

Usage of the software-descriptor Information Type in an atomentry

This docunent specifies the follow ng requirenents for use of the
sof tware-descriptor infornation type with regards to Atom Entri es.

Use of the atomlink el enent
This section defines the requirenents around the use of atomlinks in

Entries. Each relationship should be naned, descri bed, and given a
requi renent |evel.
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ancest or Links to a software descriptor
resource that defines an
ancestor of the software being
descri bed by this Entry.

Links to a software descriptor
resource that defines the
software bei ng patched by this
sof t war e

Links to a software descriptor

I
I
I
I
| MAY
I
I
I
I
resource that defines a piece
I
I
I
I
I
I
I
I
I

pat ches

requires MAY
of software required for this
software to function properly.
Links to a software descriptor
resource that defines the
software being installed by
this software.

Provides a link to a resource
that describes an installation
of this software.

installs MAY

install ationrecord MAY

Table 1: Link Relations for Resource-Oriented Lightweight Indicator
Exchange

6.2. Use of the rolie:format el emrent

Thi s docunent does not contain any additional requirenents for the
rolie:format element, the formats that foll ow are provided as
exanpl es of formats that describe the software descriptor information

type.
6.2.1. The 1SO SWD 2016 for mat

The |1 SO SWD Tag 2016 format is a software descriptor and software
record data format. It provides several tags: primary, which

provi des descriptive and nam ng information about software, patch

whi ch descri bes non-standal one software neant to patch existing
software, and corpus, which describes the software installation nedia
that installs a given piece of software.

For a nmore conplete overview as well as normative requirenents, refer
to TODO(ref?):1SAO | EC 19770-2
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6.2.2. The Concise SWD format
The Consise SWD format is an alternative representation of the |1SO
SWD Tag 2016 format using a CBOR encodi ng defined by a CDDL
specification. It provides the sane features and attributes as are
specified in | SO 19770-2, plus:

0 a straight forward nethod to sign and encrypt SWD Tags using
CCSE, and

0 additional attributes that provide an inproved structure to
include file hashes intended to be used as Reference Integrity
Measurenments (RIM.

6.3. Use of the rolie:property el enent
This docunent registers new valid rolie:property nanmes as foll ows:
6.3.1. wurn:ietf:parans:rolie:property:swd:id

This property provides an exposure point for an identification field

fromthe associated software descriptor. The value of this property

SHOULD be uniquely identifying information generated fromthe

software descriptor linked to by the entry’s atomcontent el enent.

swd:id property val ues SHOULD have a one-to-one mapping to individua
pi eces of SWD content.
6.3.2. wurn:ietf:parans:rolie:property: swd: swnane

This property provides an exposure point for the plain text name of

the software being described. Due to the great variance in namng

schenes, this property should be considered i nformative.
6.4. | ANA Considerations
6.4.1. incident information-type

| ANA has added an entry to the "ROLIE Security Resource Information

Type Sub-Registry” registry |ocated at

<https://ww. i ana. org/ assi gnnents/roliel/category/information-type>

The entry is as follows:
nane: software-descriptor

i ndex: TBD

ref erence: This docunent, Section 3.1
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6.4.2. swd:id property

| ANA has added an entry to the "RCLIE URN Paraneters” registry
| ocated in <https://ww.iana.org/assignnents/roliel>

The entry is as follows:
nane: property:swd:id
Extension IRl : urn:ietf:parans:rolie:property:swd:id
Ref erence: This docunent, Section 6.3.1
Subregi stry: None
6.4.3. swd:swnane property

| ANA has added an entry to the "RCLIE URN Paraneters" registry
| ocated in <https://wwv i ana. org/ assi gnnents/rolie/>.

The entry is as foll ows:

name: property: swd: swnane

Extension IRl : urn:ietf:params:rolie:property: swd: swnane

Ref erence: This docunent, Section 6.3.2

Subr egi stry: None

6.5. Security Considerations

Use of this extension inplies dealing with the security inplications
of both ROLIE and of software descriptors in general. As with any
SWD i nformation, care should be taken to verify the trustworthiness
and veracity of the descriptor information to the fullest extent
possi bl e.
I deal |y, software descriptors should have been signed by the software
manuf acturer, or signed by whi chever agent processed the source code.
SWD docunents fromthese sources are nore likely to be accurate than
those generated by scraping installed software.
These "aut horitative" sources of SWD content shoul d consider
additional security for their ROLIE repository beyond the typica

recomendations, as the central inportance of the repository is
likely to nake it a target.
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Version information is often represented differently across

manuf acturers and even across product releases. |If using SW version
information for |low fault tol erance conpari sons and searches, care
shoul d be taken that the correct version schene is being utilized.
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Appendi x A, Schenma
Thi s docunment does not require any schema extensions.
Appendi x B. Exanpl es of Use
Use of this extension in a ROLIE repository will not typically change
that repo’s operation. As such, the general exanples provided by the

ROLI E core docunent woul d serve as exanples. Provided belowis a
sanpl e SW ROLI E entry:
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<?xm version="1.0" encodi ng="UTF-8"?>
<entry xm ns="http://ww. w3. org/ 2005/ At ont
xmns:rolie="urn:ietf:parans: xm :ns:rolie-1.0">
<i d>dd786dba- 88e6- 440b- 9158- b8f ae67ef 67c</i d>
<title>Sanpl e Software Descriptor</title>
<publ i shed>2015- 08-04T18: 13: 51. 0Z</ publ i shed>
<updat ed>2015- 08- 05T18: 13: 51. 0Z</ updat ed>
<summar y>A descriptor for a piece of software published by this
organi zation. </summary>
<link rel ="self" href="http://ww.exanpl e. org/ provi der/ SWY 123456"/ >
<cat egory
schene="urn:ietf:params:rolie:category:information-type"
term="sof t war e-descriptor"/>
<rolie:format ns="urn:exanpl e: COSWD"'/ >
<content type="application/xm"
src="http://ww. exanpl e. or g/ provi der/ SWY 123456/ data"/ >
</entry>
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