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Abstract

Thi s docunment describes how the alternate nmarki ng nethod be used as
t he passive performance neasurenment nethod in a Service Function
Chai ni ng (SFC) donai n.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 30, 2017.
Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

[ RFC7665] introduced architecture of a Service Function Chain (SFC
in the network and defined its conponents as classifier, Service
Functi on Forwarder (SFF), and Service Function (SF).
[I-Dietf-ippmalt-mark] describes passive perfornance neasurenent

met hod, which can be used to neasure packet loss, latency and jitter
on live traffic. Because this nethod is based on marki ng consecutive
bat ches of packets the nethod often referred as Al ternate Mrking

Met hod (AMM) .

Thi s docunent defines how the alternate narking nethod can be used to
nmeasur e packet |oss and delay netrics of a service flow over e2e or
any segnent of the SFC.
Conventions used in this docunent

Ter m nol ogy
MM Mar ki ng Met hod
QAM  Qperations, Adm nistration and Mi ntenance

SFC:. Service Function Chain

SF: Service Function

M rsky, et al. Expi res Decenber 30, 2017 [ Page 2]



Internet-Draft PMw th Alternate Marking Method in SFC June 2017

SFF: Service Function Forwarder

SFP: Service Function Path

NSH: Network Service Header
2.2. Requirements Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Mark Field in NSH Base Header

[I-D.ietf-sfc-nsh] defines format of the Network Service Header

(NSH) .

0 1 2 3

01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| Ver| O R| TTL | Length | M| R R MD Type| Proto |
B E e r e s i s i o T T s S S S S 2

Figure 1: NSH Base format

This docunent defines two bit long field, referred as Mark field (M

in Figure 1, as part of NSH Base and designated for the alternate

mar ki ng performance neasurenent nethod [I-D.ietf-ippmalt-nmark]. The
Mark field MJUST NOT be used in defining forwarding and/or quality of

service treatnment of a SFC packet. The Mark field MJST be used only

for the performance measurenent of data traffic in SFC | ayer.

Because setting of the field to any val ue does not affect forwarding

and/or quality of service treatnent of a packet, the alternate

mar ki ng met hod in SFC | ayer can be viewed as true exanple of passive

per formance neasurenent net hod.

The Figure 2 displays format of the Mark field.

Figure 2: Mark field fornmat
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wher e:
0 S Single mark method;
o D - Double mark nethod.

4. Theory of Operation
The mar ki ng met hod can be successfully used in the SFC. Wt hout
limting any generality consider SFC presented in Figure 3. Any
conbi nation of markings, Loss and/or Delay, can be applied to a
service flow by any conponent of the SFC at either ingress or egress

point to performnode, |ink, segnent or end-to-end neasurenent to
det ect performance degradati on defect and localize it efficiently.

R T S RS S S T

| SF1| | SF2] | SF3| | SF4| | SF5| | SF6
Fooo oo+ Fooo oo+ Fooo oo+
\ \ \
[ + +----+ +----+ +----+
|Cassifier|---|SFF1|--------- | SFF2| - -------- | SFF3
S + E—— E—— E——

Fi gure 3: SFC network

Usi ng the marki ng nethod a conponent of the SFC creates distinct sub-
flows in the particular service traffic over SFC. Each sub-fl ow
consi sts of consecutive blocks that are unanbi guously recogni zabl e by
a nonitoring point at any conponent of the SFC and can be neasured to
cal cul ate packet |oss and/or packet delay netrics.

4.1. Single Mark Enabl ed Measurenent

As explained in the [I-D.ietf-ippmalt-mark], marking can be applied
to delineate blocks of packets based either on equal nunber of
packets in a block or based on equal time interval. The latter

met hod offers better control as it allows better account for
capabilities of downstream nodes to report statistics related to

bat ches of packets and, at the sane tine, tine resolution that

af fects defect detection interval

If the Single Mark measurenent used, then the D flag MJST be set to
zero on transnmit and ignored by nonitoring point.

The S flag is used to create alternate flows to neasure the packet
| oss by switching value of the S flag every N-th packet or at certain
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time intervals. Delay nmetrics MAY be calculated with the alternate
flow using any of the foll owi ng nethods:

o First/Last Packet Del ay cal cul ation: whenever the marking, i.e.
value of S flag, changes a conponent of the SFC can store the
tinmestanp of the first/last packet of the block. The tinestanp
can be conpared with the tinestanp of the packet that arrived in
the sane order through a nmonitoring point at downstream conponent
of the SFC to conmpute packet delay. Because tinestanps collected
based on order of arrival this nmethod is sensitive to packet |oss
and re-ordering of packets

0 Average Packet Delay calculation: an average delay is cal cul ated
by considering the average arrival time of the packets within a
singl e block. A conponent of the SFC may collect tinmestanps for
each packet received within a single block. Average of the
timestanp is the sumof all the tinestanps divided by the tota
number of packets received. Then difference between averages
calculated at two nonitoring points is the average packet delay on
that segnent. This nmethod is robust to out of order packets and
al so to packet loss (only a small error is introduced). This
met hod only provides single netric for the duration of the bl ock
and it doesn't give the mni mumand maxi num del ay val ues. This
limtation could be overconme by reducing the duration of the block
by nmeans of an highly optimzed inplenmentation of the nethod.

Doubl e Mark Enabl ed Measur enent

Doubl e Mark nethod al | ows neasurenment of m ni rum and nmaxi num del ays
for the nonitored flow but it requires nore nodal and network
resources. |If the Double Mark method used, then the S flag MJST be
used to create the alternate flow, i.e. mark |arger batches of
packets. The D flag MJST be used to mark single packets to measure
delay jitter.

The first marking (S flag alternation) is needed for packet |oss and
al so for average del ay neasurenent. The second marking (D flag is
put to one) creates a new set of nmarked packets that are fully
identified over the SFC, so that a conmponent can store the tinmestanps
of these packets; these tinestanps can be conpared with the

ti mestanps of the sane packets on anot her conponent of the SFC to
comput e packet delay values for each packet. The nunber of
nmeasurenents can be easily increased by changing the frequency of the
second marking. But the frequency of the second marking nmust be not
too high in order to avoid out of order issues. This nmethod is
useful to have not only the average delay but also the mininum and
maxi mum del ay val ues and, in w der terns, to know nore about the
statistic distribution of delay val ues.
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5.

5.

8.

| ANA Consi der ati ons
1. Mark Field in NSH Base Header

This docunment requests |ANA to allocate Mark field as two bits-1ong
field from NSH Base Header Reserved Bits [I-D.ietf-sfc-nsh].

Thi s docunment requests |ANA to register values of the Mark field of
NSH as the foll ow ng:

. e S .
| Bit Position | Marking | Description | Reference
T N T .
| 0 | S | Single Mark Measurenent | This docunent

| 1 | D | Doubl e Mark Measurenent | This docunent
S Fomm e - o e e e e e e e oo Fom e e e oo

Table 1: Mark field of SFC NSH
Security Considerations

This docunent lists the OAM requirenent for SFC domain and does not
rai se any security concerns or issues in addition to ones conmmon to
net wor ki ng and SFC.
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