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Abstract

Thi s docunent describes the use of the Network Service Header (NSH)
in a Service Function Chaining (SFC) enabl ed network with no payl oad
data and carrying only metadata. This is achieved by defining a new
NSH " Next Protocol" type val ue of "None".

This docunent illustrates sone of the functions that nay be achieved
or enhanced by this nmechanism but it does not provide an exhaustive
list of use cases, nor is it intended to be definitive about the
functions it describes. It is expected that other docunents will
describe specific use cases in nore detail and will define the

prot ocol nmechanics for each use case

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenmber 31, 2017.
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Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
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1. I nt roduction

An architecture for Service Function Chaining (SFC) is presented in

[ RFC7665]. That architecture enabl es packets to be forwarded al ong
Servi ce Function Paths (SFPs) to pass through various Service
Functions (SFs) that act on the packets. Each packet is encapsul ated
with a Network Service Header (NSH) [I-D.ietf-sfc-nsh] identify the
SFP that the packet travels along (by neans of a Service Path
Identifier - SPI) and the hop (i.e., the next SF to be executed)
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al ong the SFP that the packet has reached (by neans of a Service
Index - SI). The SPI and SI are fields encoded in the NSH

Packets are classified at the SFC i ngress boundaries (section 4.4 of
[ RFC7665]) and have an NSH applied to them Such packets are
forwarded between Service Function Forwarders (SFFs) using tunnels
across the underlay network, and each SFF may hand t he packet off to
one or nore Service Function Instances (SFls) according to the
definition of the SFP

The SFC classifier or any SFC-aware SFI nmay wish to share infornation
(possibly state information) about the SFP, the traffic flow, or a
speci fic packet, and they may do this by adding "nmetadata" to packets
as part of the NSH. Metadata nay be used to enhance or enable the
function preformed by SFC-aware SFs, nay enabl e coordination and data
exchange between SFIs, or nmay be used to assist a network operator in
the di agnosis and nmonitoring of an SFP. The nature of netadata to be
supplied and consuned is inplenentation- and depl oyment - specifi c.

Thi s docunent defines a nmechanismfor netadata to be carried on an
SFP wi t hout the need for payload data. This nmay enabl e diagnosis and
nmoni toring of SFPs, and coordi nati on between SFC-aware SFIs, without
the need for traffic to be flowing, and without the need to rewite
data packets to insert what mght be substantial amounts of netadata.

This function is achieved by defining a new value for the NSH " Next
Protocol" field to indicate "None". Such packets are contained
wi t hin the SFC-enabl ed donai n.

This docunent illustrates sone of the functions that nay be achieved
or enhanced by this nmechanism but it does not provide an exhaustive
list of use cases, nor is it intended to be definitive about the
functions it describes. It is expected that other docunents wll
describe specific use cases in nore detail and will define the
protocol nechanics for each use case

2. The Network Service Header

The NSH is defined in [I-D.ietf-sfc-nsh]. It includes a field called
"Next Protocol" that is used to indicate the nature of the payl oad
data that follows the NSH The field can be used by any conponent
that processes the NSH (for exanple, to understand how to interpret
and parse the payl oad) and by nodes at the end of the SFP that renove
the NSH and forward the payl oad dat a.
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2.1. Next Protocol ’'None

Thi s docunment defines a new value for the "Next Protocol™ field.
When set to TBD1, the field indicates that the next protocol is
"None" neaning that there is no user/payload data follow ng the NSH

When the next protocol is "None" the rest of the NSH still has
meani ng and, in particular, the nmetadata carried in the NSH may stil
be present.

3. Processing Rules
An SFC-aware node wi shing to send netadata w thout a data packet:
0 MJST create a packet carrying an NSH and the desired netadata
0 MJST set the "Next Protocol" field to TBD1

0 SHOULD ensure that there are no bytes following the end of the NSH
(i.e., that there is no payl oad data)

0 MJST encapsul ate and send the packet as normal for tunneling to
the next hop on the SFP as normal for an NSH packet.

A packet with no payl oad data may be sinply inserted at the head end
of an SFP (such as a Cassifier) and may be easily forwarded by an
SFF or SFI on the SFP using the normal processing rules defined in
[I-D.ietf-sfc-nsh].

A packet with no payload may al so be generated by an SFC-aware SFlI as
a result of processing an incom ng packet (i.e., triggered by a
condition arising fromprocessing a normal NSH packet with a

payl oad). In such cases, the SPI/SI can be inherited fromthe
original packet or can be set according to information supplied
through the control plane or managenent plane. This docunent does
not further specify the triggers to generate an NSH packet with a
"Next Protocol" set to "None".

A transit node (SFF, SFI, or classifier) receiving a packet with
"Next Protocol" indicating "None" MJST NOT attenpt to parse or
process beyond the end of the NSH, but can process the NSH and
especially the nmetadata as nornal .

A node that is the egress of an SFP would nornally strip the NSH and
forward the payl oad according to the setting of the "Next Protocol”
field. Such nodes MUST NOT forward packets with "Next Protocol"

i ndi cating "None" even if there sone bytes after the NSH
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4.

Backward Conpatibility

This section describes procedures for default handling on unknown
"Next Protocol" field values. This material updates the procedures
described in [I-D.ietf-sfc-nsh] and may be transferred to that
docunent .

SFC- awar e nodes that do not understand the neaning of a val ue
contained in the "Next Protocol"” field of the NSH are unable to parse
the payload. Such nodes are not obliged to discard the packet unless
they are specifically called upon to be able to exam ne the payl oad.

Thus:

0o Transit SFFs will normally not inspect the "Next Protocol” field
or the packet payload and will forward the packets based solely on
the SPI/S

0 An SFC Proxy must not pass to an SFI a packet of type where it
cannot indicate the packet type to the SFI

0 An SFC Proxy nmust not pass to an SFI a packet of type that the SFI
does not support

0 An SFC Proxy should not return to the SFF a packet it has not
passed to the SFI

0 An SFI should not return to the SFF a packet it hasn’'t processed
unl ess local policy defines "process" for this SF to nmean "do not
process" in this case.

0 Reclassifiers would normally require to understand the payl oad
packet type, but it is possible to inagine reclassifiers that take
action based on unknown val ues of the "Next Protocol" field or
that perform protocol -i ndependent actions (such as hashing the
whol e packet).

Al'l this nmeans that |egacy SFC- aware nodes that are unaware of the
meani ng of the "Next Protocol” value "None" will act as follows:

0 SFFs will forward the packets
0 SFC Proxies will drop the packets
0o SFIs will nost likely drop the packets

0 Reclassifiers will nost |likely drop the packets
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SFC- aware nodes at the end of an SFP possibly forward packets with no
know edge of the payload in a "pop and forward" form of processing
where the NSH is renoved and the packet is sinply put on an interface
and t he payl oad protocol is known a priori (or assuned). It is a
general processing rule for all forwarders that they SHOULD NOT
attenpt to send packets with zero length, and since packets with the
NSH "Next Protocol" set "None" are expected to have zero payl oad

| engt h.

5. Overview of Use Cases
5.1. Per-SFP Mt adat a

Per-SFP netadata is nmetadata that applies to an SFP and any data
packets on that SFP. It does not need to be transmitted with every
packet, but can be installed at the SFls on the SFP and applied to
al | packets on the SFP

Per - SFP net adata nmay be sent along the path of an SFP sinply by
setting the correct SPI in the NSH, and setting the SI to the correct
value for the hop of the SFP at which the netadata is to be
introduced. Cassifiers and reclassifiers will know the correct S
val ues to used frominformation supplied by the control or nmanagenent
pl ane as is the case for NSH packets w th payl oad data.

5. 2. Per - Fl ow Met adat a

Per-flow netadata is netadata that applies to a subset of the packets
on an SFP, such as packets matching a particular 5 tuple of source
address, destination address, source port, destination port, and

payl oad protocol. This netadata al so does not need to be transnmitted
with every packet, but can be installed at the SFls on the SFP and
applied to the packets that match the flow description.

If there is just one flow on an SFP then there is no difference
bet ween per-fl ow netadata and per-SFP netadata as described in .

In normal processing, the flow to which per-flow nmetadata applies can
be deduced by | ooking at the payload data in the context of the val ue
of the "Next Protocol" field. However, when "Next Protocol"

i ndi cates "None" this cannot be done. 1In this case the identity of
the flowis carried in the netadata.

5.3. Coordination Between SFC-Aware SFls
A pair of SFC-aware SFls (adjacent or not) on an SFP nay desire to

coordi nate state and nmay do this by sending informati on encoded in
nmet adat a.
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To do this using the nechanisns defined in this docunent:

0 There nust be an SFP that passes through the two SFIs in the
direction of sender to receiver

0o The sender nust know the correct SPI to use

o The sender nust know the correct SI to use for the point at which
it resides on the SFP

0 ldeally the receiver will know to renove the packet fromthe SFP
and not forward it further as this mght share netadata wi der than
desirabl e and woul d cause unnecessary packets in the network.

Not e, however, that continued forwardi ng of such packets woul d not
be substantially harnful in its own right.

Note that technically (according to the SFC architecture) the process
of inserting a packet into an SFP is performed by a Cassifier
However, a Classifier may be co-resident with an SFl so an

i mpl ementation of an SF may al so be able to generate NSH packets as
described in this docunent.

Note also that a systemwith SFls that need to coordinate between
each other may be configured so that there is a specific, dedicated
SFP between those service functions that is used solely for this

pur pose. Thus, such an SFI does not need to insert NSH packets onto
SFPs used to carry payl oad data, but can use (and know the SPI of)
this special, dedicated SFP

5.4. (Operations, Admnistration, and Mi ntenance (OAM
Requi rements for Operations, Adm nistration, and Mintenance (QAM in
SFC networks are discussed in [I-D.ietf-sfc-oamframework]. The NSH
definition in [I-D.ietf-sfc-nsh] includes an O-bit that indicates
that packet contains OAM i nformation.
Since CAMinformation will be carried in packets that al so include
payl oad data, that information nust be carried in nmetadata.
Therefore, the mechanismdefined in this docunent can be used to
carry OAM i nformati on i ndependent of payl oad data

Sendi ng OAM separate from (but interleaved with) packets that carry
payl oad data may have several advantages incl uding:

0 Sending OAM when there is no other traffic flow ng.

0 Sending OAM at predictable intervals.
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5.

5.

0 Measuring path qualities distinct from behavior of SFIs.
0 Sending OAM wi t hout needing to rewite payl oad data buffers.

0 Keepi ng OAM processi ng conponents separate from other processing
conmponent s.

5. Control Plane and Managenent Pl ane Uses

As described in Section 5.3, SFPs can be established specifically to
carry netadata-only packets. And as described in Section 5.1

met adat a- only packets can be sent down existing SFPs. This neans
that met adat a-only packets can be used to carry control plane and
managenent pl ane nessages used to control and nmanage the SFC networKk.

In effect, SFPs can be established to serve as a Data Control Network
(DCN) or Managenent Control Network (MCN). Further details of this
process are out of scope of this docunent, but it should be
understood that, just as for OAM an essential feature of using a
control channel is that the various speakers are assigned identifiers
(i.e., addresses). In this case, those identifiers could be SPI/SI
pairs, or could be |IP addresses as used in the normal control and
managenent plane of the SFC network

6. Non-Applicable Use Cases

Per - packt netadata is nmetadata that applies specifically to a payl oad
packet. It inforns an SFI how to handl e the payl oad packet, and does
not apply to any other packets.

The mechani sms described in this docunent are not applicable to per-
packet netadata because, by definition, if the "Next Protocol”

i ndi cates "None" then there is no packet followi ng the NSH for the
nmet adata to be associated with.

Security Considerations

Met adat a- onl y packets as enabled by this docunment provide a covert

channel . However, this is only different fromthe netadata feature
in the normal NSH in that it can be sent without the presence of a
data fl ow.

Met adat a may, of course, contain sensitive data and nmay al so contain
i nformati on used to control the behavior of SFIs in the network. As
such, this data needs to be protected according to its val ue and
according to the perceived vulnerabilities of the network.
Protection of netadata may be achi eved by using encrypted transport
between SFC entities or by encrypting the nmetadata in its own right.
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10.

10.

The need to protect the nmetadata is not nodified by this docunent and
forns part of the NSH definition found in [I-D.ietf-sfc-nsh].

The mechani sm described in this docunent might possibly be used to
i ntroduce packets into the SFC overlay network. Therefore neasures
SHOULD be taken to ensure authorization of sources of such packets,
and tunneling of such packets into the network SHOULD be prevented.
The amount of packets with "Next Protocol"” set to "None" on an SFP
MAY be rate limted at any point on the SFP to provide additiona
security.

Further discussion of NSH security is presented in
[I-D.ietf-sfc-nsh].

| ANA Consi derations

| ANA has been requested to create a registry of "Next Protocol"
values in [I-D.ietf-sfc-nsh]. This document requests IANA to
all ocate a value fromthat registry to indicate "None" (TBDl in this
docunent).

It is strongly suggested that a value of 0 (zero) be assigned.
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