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Abst r act

Depl oyment of RPKI-based BGP origin validation is hanpered by, anong
ot her things, vendor mis-inplenentions in tw critical areas, which
routes are validated and whether policy is applied when not specified
by configuration. This docunent is nmeant to clarify possible

m sunder st andi ngs causi ng those mni s-i npl enent at ons.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" are to
be interpreted as described in [RFC2119] only when they appear in al
upper case. They may al so appear in |lower or m xed case as English
words, w thout normative neaning.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 4, 2018.

Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

Depl oyment of RPKI-based BGP origin validation is hanpered by, anong
other things, vendor mis-inplenentions in two critical areas, which
routes are validated and whether policy is applied when not specified
by configuration. This docunent is neant to clarify possible

m sunder st andi ngs causi ng those m s-i npl enent ati ons.

When a route is distributed into BGP, origin validation marks the
announcenent as Not Found, Valid, or Invalid per [RFC6811].

Operational testing has shown that the specifications of that RFC
must be unclear. This docunent attenpts to clarify two areas seening
to cause confusion.

The inplenmentation i ssues seemnot to be about how to validate, i.e.
how to decide if a route is NotFound, Valid, or Invalid. The issues
seemto be which routes to mark and whether to apply policy wthout
operator configuration

2. Suggested Reading

It is assuned that the reader understands BGP, [RFC4271], the RPKI,
[ RFC6480], Route Origin Authorizations (ROAs), [RFC6482], and RPKI -
based Prefix Validation, [RFC6811].

3. Mark ALL Prefixes

An operator should not have to hear fromtheir neighbor that they
announced an Invalid route. Their routers should tell them before
announcing the Invalid route to a neighbor. For this reason,

[ RFC6811] says

"When a BCGP speaker receives an UPDATE from a nei ghbor, it SHOULD
performa | ookup as descri bed above for each of the Routes in the
UPDATE nessage. The | ookup SHOULD al so be applied to routes that are
redistributed into BG from anot her source, such as another protoco
or a locally defined static route."”
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7.

[ RFC6811] goes on to say "An inplenentati on MAY provi de configuration
options to control which routes the | ookup is applied to." 1In the
absence of the operator applying such policy, ALL routes in BGP MJST
be marked.

This means that, on a router, all routes in BGP, absent operator
configuration otherwi se, MJST have been marked because they were
either received via BGP (whether eBGP or iBGP), redistributed from an
IGP, static, or directly connected, or any other distribution into
BGP.

Mar ki ng not Acting

Once routes are marked, the operator should be in conplete control of
any policy applied based the markings. Absent operator
configuration, policy MUST NOT be appli ed.

Aut omatic policy actions such as those described in [ RFC8097], BGP
Prefix Origin Validation State Extended Community, MJST NOT be
carried out or otherw se applied unless specifically configured by
t he operator.

Security Considerations

Thi s docunment does not create security considerations beyond those of
[ RFC6811] .

| ANA Consi derations
Thi s docunent has no | ANA Consi derati ons.
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