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1. Introduction

Bl ockchain [Bitcoin] is attracting a ot of attention anobng
security community since it provides neans for exchangi ng information
anong a set of distrusting entities without the use of digita

certificates and centralized control
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3.

3.

the distrusting parties to reach consensus. Formally, it is regarded
as a new solution to the Byzantine Generals problem well-known in
fault-tol erant distributed systens.

Al though at the tinme of this witing the nmain application of

bl ockchain are financial systens, their use in the field of
networking is being explored (e.g., [Hari2016]). Some successfu
systens exist such as [ Bl ockstack] and [Namecoi n], which aim at
buil ding a secure DNS

The main goal of this docunent is to represent a first step towards
t he understandi ng of the properties of blockchains and their
applicability in the Internet infrastructure, specifically securing
the allocation, delegation and bindings of |IP addresses. First, it

i ntroduces bl ockchain, then it anal yzes how bl ockchain could be used
to secure the delegation of I P addresses. Finally, it presents an
initial design for such an infrastructure. This docunment also
includes a prelimnary security analysis of such system It is
important to note that the goal of this docunent is not to provide a
compl ete architecture that secures |IP address allocation, delegation
and bi ndi ngs.

Definition of Terns
TBC

Bl ockchain in a nutshel
1. Overview

Conceptual ly, a blockchain is a distributed, secure and trustless

dat abase. It can also be regarded as a state machine with rul es that
clearly state which transitions can be performed. Participants in

t he bl ockchai n communi cate through a P2P network. The smallest data
unit of a blockchain is a transaction. Users attach data to a
transaction along with its signature and their associated public key.
Usual ly, the attached data is an asset or a token, sonething that is
uni que and should not be replicated (e.g., coins in Bitcoin). Then
they broadcast this transaction to the other participants. The rest
of the nodes in the network store tenporarily this transaction. At
some fixed intervals in tinme, one of the nodes takes a set of these
transactions and groups themin a block. It then broadcasts this

bl ock back to the network. When the other nodes receive this block
they verify it, renmove the transactions contained in the block from
the tenporary storage and add it after the previous block, thus
creating a chain of blocks. It should be noted that all nodes store
the entire bl ockchain locally. In addition, nost bl ockchains give
sone sort of reward to nodes that add new bl ocks, although this is
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not strictly necessary. Figure 1 presents an overview of the nost
common el ements in a bl ock

Fom e e e oo o e oo o e e oo o e oo +
| Block | Hash(Previous | Hash(All Block | Block Creator

| Nunber | Bl ock) | Transactions) | Si gnat ure
Fomm e - - B B B +
| Transaction 1 |
o m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eo— - +
| Transaction 2 |
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
+ +
+ C. +
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e e +

Transaction N

i +

Figure 1.- Conmon structure of a block
Two basic mechani sns are used to protect the chained data: a chain of
signatures and a consensus al gorithm
3.1.1. Chain of signatures

The chain of signatures operates at transaction level. Consider the
sender and receiver of a token, each with its public-private keypair.
To change the owner of a token, the sender signs the data and the
receiver’'s public key. It then puts together its public key, the

signature, the data and the hash of the receiver’s public key
(Figure 2) to forma transaction

| Sender | Signature Sender | Data | Hash(Receiver |
| Public Key | Private Key | | Public Key)

Figure 2.- Conmon transaction structure in a bl ockchain

In conclusion, the rules of the bl ockchain enforce that:
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3.
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2

o The owner of the receiver private key has total control over the
contents of the transaction. |In Bitcoin this translates in a
central property: only this owner can spend a coin.

0 Wien an owner sends a token to the new owner, it irreversibly
transfers the control of the contents to the new owner

2. Consensus algorithm

The consensus algorithmis the central part of blockchain and it
controls the chaining of data blocks. The nain role of the algorithm
is to provide a set of well-defined rules so that participants agree
on a consistent view of the database. For this it has the follow ng
mai n functions. First, forks (multiple chains) can exist, this my
happen for instance due to varying network | atency anong
participants. In this case the participants nust agree on which is
the valid chain. And second, another inportant function of the
consensus algorithmis to deternine which participants are allowed to
add a new data bl ocks. Section 3.3 contains nore information
regardi ng avail abl e consensus al gorit hns.

It is inportant to note that regardl ess of the consensus al gorithm
in blockchain data bl ocks are al ways added, never del eted nor

nodi fied. This creates a tamper-proof, shared | edger anong all
participants. Transactions can be tracked back by inspecting past
bl ocks, thus enabling the verification of clains by certain parties.

Feat ur es

The following list tries to briefly sunmmarize the main
characteristics of the bl ockchain technol ogy:

Decentralized: No central entity controls the blockchain, it is
shared anong all participants.

No CAs: No digital certificates, Certification Authorities or CRLs
are needed.

Limted prior trust: It is not required to trust other nodes. It is
worth noting that sone consensus algorithns rely on sone linited
| evel s of trust.

Tanper-proof: Since data can be only added but never nodified,
attenpts to alter previous records are detected.

Non-repudi ation: Al nodes share a common, inmutable view on the
status of the bl ockchain, and bl ockchain provi des non-repudiation
mechani sns.
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Censorship-resistant: Gaining control over a transaction involves
havi ng access to the associated private key.

Append-only: Data is always added, but never nodified nor deleted.

Privacy: Entities participating in the blockchain can achieve
privacy using anonynous keys, i.e. random y-generated keys not
related to their identity. In addition, a new keypair should be
generated for each new transaction in order to prevent tracking
[Bitcoin], section 10.

Sl ow updates: New transactions have to be verified, added to a bl ock
and received by all nodes. This results in a delay since the
transaction is created until it is finally available to all the
nodes. This delay will depend on the consensus algorithm and the
bl ock creation rate.

Large storage: The size of the bl ockchain keeps grow ng forever
because data bl ocks are always added. This may result in
scalability issues.

3.3. Description of consensus al gorithns

The two nore popul ar consensus algorithns are: Proof of Wrk and
Proof of Stake.

3.3.1. Proof of Wrk (PoW

In Proof of Work nodes have to solve a conplex nathenatical problem
to add a bl ock, thus requiring some conputational effort, this is
conmmonly know as mining. For exanple in Bitcoin the problemis to
find a hash starting with a fixed amount of zeroes, the only known
way to solve this problemis by brute force. The valid chain is the
one with nost accunul ated conputing power, this chain is also the
nmore expensive in terns of conputing power to nodify. This is
because nodi fying a bl ock going N bl ocks back fromthe tip of the
chain woul d require redoing the conputations for all these N bl ocks.
As a result, an attacker should have nore conputational power than
the power required to create the N blocks to be able to nodify the
chain. Overall, it is commonly assuned that if nore than half of the
nodes are honest the bl ockchain is considered as secure.

PowW of fers rel evant features, adding new bl ocks requires an externa
resource (CPU power) that has an econom cal cost. However this also
results in some rel evant drawbacks

Ri sk of overtaking: The security of PoWis entirely based on
conmputation power. This nmeans that if an entity has access to
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nmore than half of the total bl ockchain’s conputing power it can
control the chain. As aresult and in order to keep bl ockchain
secure, the incentive of taking control of the chain nust be | ower
than the cost of acquiring and operating the hardware that

provi des the equivalent to half of the participants conputing
power. This is hard to guarantee since the econony of the

bl ockchai n and t he econony of the required hardware are

i ndependent. As an exanple an attacker can acquire the required
hardware and operate it, take control of the blockchain to obtain
an econom cal benefit and finally sell the hardware to reduce the
final cost of the attack.

Har dwar e dependency: Bitcoin automatically increases -over tinme- the
compl exity of the mathematical problemthat needs to be solved in
order to add a block. This is done to account for More’ s | aw.

As a result the comunity has designed mning specific hardware
(ASI Cs) that provides a conpetitive advantage. |n this context
bl ockchai n becones | ess denocratic, since the cost of
participating in it increases.

Energy inefficiency: PoWrequires |arge anounts of energy to perform
the conputations (e.g., [mningfarn]).

3.3.2. Proof of Stake (PoS)

The main i dea behind Proof of Stake is that participants with nore
assets (or stake) in the blockchain are nore likely to add bl ocks.
Wth this, the control of the chain is given to entities who own nore
stake. For each new block, a signer is selected randomy fromthe
list of participants typically weighted according to their stake. A
fundamental assunption behind PoS is that such entities have nore

i ncentives for honest behaviour since they have nore assets in the
chai n.

Proof of Stake is seen as an alternative to PoW At the time of this
witing major players in the blockchain environment such as
[Ethereun] are preparing a shift towards PoS, noreover severa

bl ockchai ns based on PoS already exist (eg. [Peercoin]). The main
reason behind this paradigmshift is that PoS addresses some of PoWs
mai n dr awbacks

o It does not require special hardware nor conputationally or
ener gy- expensi ve cal cul ati ons.

0 An attacker must get hold of a significant part of the assets in
order to gain control of the blockchain. As opposed to PoS the
investnment required to gain control of the chain lies within the
chain, and does not invol ve using external resources.
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On the other side, Proof of Stake introduces new sources of attacks:

o In Proof of Stake the signer is selected randomy anong the

stakers. In this context attackers can nanipul ate the source of
randommess to sign nore blocks and ultimately gain control over
t he chain.

0 As opposed to PoW creating forks is very inexpensive, since no
comput ational power is required. The PoS nmust provide nmeans to
sel ect the valid chain, which is typically the |onger one.

0 Collusions of high-stakers can create alternate chains which can
appear to be valid.

IN
@®

ockchain for |IP addresses

4.1. Probl em st at enent
The objective of this section is to analyze if an infrastructure
usi ng bl ockchain can provide a simlar degree of security to
tradi tional PKI-based architectures. Specifically we aimto secure:

o Binding of IP address blocks to the hol der (private key hol der).

0 The allocations and del egations of |P address bl ocks anong their
hol ders.

o0 Binding of IP address blocks to their topological |ocators (eg.
AS nunbers all ocations).

This information is public and shared anong a set of distrusting
entities over the Internet. The architecture nust be able to:

o Allow anyone to verify the legitimte holder of a bl ock of
addr esses

0 Let participating entities allocate address bl ocks w thout
requiring a trusted third party.

0 Restrict the allocation of a block of addresses to only its
| egitimate hol der.

0o Prevent data nodification wi thout the consent of its hol der
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4.2. Analysis

The main rational e behind using bl ockchain to secure |IP address
all ocations is that I Ps can be understood as coins, both concepts
share some fundanmental characteristics

o0 They are unambiguously allocated to entities.

0 Can be transferred between them

0 Cannot be assigned to two entities at the sane tine.
0 Can be divided up to a certain linmt.

Such simlar properties make it possible to envisage a bl ockchain
that allows its participants delegate | P address blocks, simlarly to
how Bitcoin transfers coins. For exanple, ANA could wite a
transaction allocating addresses to the RIRs, which in turn could
allocate themto the LIRs, etc. Conplex managenent |ogic can be
defined as needed for exanple, rejecting a transaction that all ocates
of a block of addresses originated by an entity that does not hold
that block. |In addition, transactions accept nultiple inputs and
outputs, i.e. an arbitrary anmount of public keys either as senders or
receivers. This neans that it is possible to break and nmerge bl ocks
of addresses as required. Section 5 provides nore detail ed

i nformati on about this architecture.

4.3. A consensus algorithmfor |IP addresses

As stated before, the consensus algorithmis a central part of a
bl ockchain. The first consensus al gorithm designed for bl ockchain
was PoW and it is a common choice for new bl ockchain

i npl ement ati ons. However it presents several drawbacks

(Section 3.3.1) for the I P address scenari o.

Usi ng conputing power as a nmeans to secure bl ockchai ns has been
proved to work in financial environments. However, the capability to
add new bl ocks and the security of the chain itself depends on the
computi ng power of the participants, which is not always aligned with
their interest in the well-being of the bl ockchain. Depending on the
obj ectives of the attacker, certain attacks can becone profitable.
Nanely, buying a large quantity of hardware to be able to rewite the
bl ockchain with false data (e.g., incorrect del egations of IP
addresses). This is because the incentives of the participants of
the I P addresses bl ockchain are not linked with their computing
power .
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In contrast, with Proof of Stake the capability to alter the

bl ockchain remains within it. This aspect is of particular

i mportance in the context of securing |P addresses: it woul d nean
that AS dommins holding | arge bl ocks of |IP addresses are nore likely
to add bl ocks. These parties have a reduced incentive in tanpering
t he bl ockchai n because they woul d suffer the consequences: an
insecure Internet. Typically ASes that hold large blocks of IP
address space have their business within the Internet and as such
have clear incentives in the correct operation and security of the

I nternet.

Furthermore, in such blockchain the risk of takeover is reduced
conmpared to PoW the reason is that accunulating a | arge anount of IP
addresses is typically nmore conpl ex than accunul ati ng conputi ng
power. The risk of takeover is also mtigated conpared to other PoS-
based bl ockchains. In this blockchain an attacker woul d buy tokens
fromthe other parties, who receive a nonetary conpensation to
participate in the attack. However, in a blockchain for |P addresses
this would nean buying | P addresses from other parties, who do not
have a clear incentive to sell their blocks of addresses to the
attacker. Because of this, PoS appears to be a firmcandidate for a
consensus algorithmin a blockchain for securing |IP addresses

al | ocati ons and del egati ons.

5. Architecture overvi ew

This architecture mimcs the hierarchy of |IP address allocation
present in today's Internet, with 1ANA on top of it. Al nodes trust
| ANA's public key, which wites a genesis transaction assigning al

of the address space to itself (figure 3).

[ | ANA | Signature 1ANA | Allocate | Hash( 1 ANA [
| Public Key 1 | Private Key 1 | 0/0 | Public Key 2) |

Figure 3.- Genesis transaction

It then begins allocating each bl ock of addresses to the | P address
hol ders. Each transaction allocates part of the address space to the
legitimate hol der, and the rest of space is given back to | ANA using
a new keypair (figure 4).
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oo o e e e e oo - R o e oo +
| | | Rest of | Hash( | ANA |
| | ANA | Signature ANA | space | Public Key 3) |
| Public Key 2 | Private Key 2 4----------- e T +
| | | Allocate | Hash(APNIC |
| | | 001/8 | Public Key 1) |
oo o e e e e oo - R o e oo +

Figure 4.- Exanple allocation transaction

In turn, all the parties in the hierarchy allocate or del egate
address bl ocks following the current allocation hierarchy. Wen a
party wants to verify the allocation of a block of addresses, it

downl oads the bl ockchain and verifies all the blocks and transactions
up to the genesis block, for which it has trust. Figure 5 presents
an exanple of allocation of one prefix to each of the RIRs.

S e e e e e oo - Fom e e e e - - S +
[ [ | Rest of | Hash( 1 ANA [
| | | space | Public Key 4) |
| | Fomm e eaaaa - +
| | | Allocate | Hash( Rl PE |
| | | 005/8 | Public Key 1) |
| | S S +
| | | Allocate | Hash(APNIC |
| | ANA | Signature ANA | 014/8 | Public Key 2)

| Public Key 3 | Private Key 3 +----------- R T +
[ [ | Allocate | Hash( ARl N [
| | | 023/8 | Public Key 1) |
| | S S +
| | | Allocate | Hash( AFRI NI C |
| | | 102/8 | Public Key 1)

| | Fomm e eaaaa - +
| | | Allocate | Hash(LACNI C |
| | | 200/8 | Public Key 1) |
S e e e e e oo - Fom e e e e - - S +

Figure 5.- Exanple multi-output allocation transaction

I nside the bl ockchain the typical operations to nmanage bl ocks of IP
addresses can be defined, such as the del egation of prefixes (figure
6). This helps to enforce the rules of |P addresses managenent. For
i nstance, since this transaction is narked as a del egation, if the
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5.

1.

new owner created an allocation transaction it would be rejected by
the ot her nodes, because the parent transaction does not have the
privileges to performit.

. T I TR Fommemeeeeeeaaaa +
| | | Rest of | Hash(APNIC |
| APNI C | Signature APNIC | space | Public Key 3)

| Public Key 1 | Private Key 1 +----------- R R +
[ [ | Delegate | Hash(Big ISP |
| | | 001.002/16] Public Key 1) |
. - N . +

Figure 6.- Exanple del egation transaction

This chain can define as many operations as required, for instance
storing the binding of AS nunbers to the IP prefixes they announce
(figure 7).

. S I e +
[ [ Si gnature | Bind [
[ Big I SP [ Big I SP | 001.002/16] Hash(Big ISP |
| Public Key 1 | Private Key 1 | AS no. | Public Key 2)

| | | 12345 | |
S S [ S e e e e +

Figure 7.- Exanple binding of AS number to prefix

Addi tional and nore conpl ex operations can be defined if the
managenent logic requires it. For instance, several signatures (from
different parties) can be required to consider a transaction valid,

et c.

Pros and cons

In this section we analyze the pros and cons of a PoS-based
bl ockchai n system conpared to traditional PKI infraestructures:

Advant ages:

0 Decentralized: No central entity controls the blockchain, it is
shared anong all participants.
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(o]

No CAs, CRLs or certificates needed: No digital certificates,
Certification Authorities or CRLs are needed.

Sinplified rekeying: A key rollover can easily be perfornmed by

i ssuing a new transaction allocating the prefixes to a new keypair
controlled by the same holder. This process can be perforned

wi t hout involving any third-party.

Censorship-resistant: since the control of a transaction is

conpl etely under the hol der of the private key, the revocation of
| P addresses without the legitinmate hol der’s pernission involves
obtaining its private key. Even if the private key of the

previ ous owner was conpron sed, ownership of the current
transaction is still preserved, as opposed to the conpronise of a
CA's private key (or a m sbehaving CA).

Limted prior trust: It is not required to trust other nodes.
However, in PoS it is necessary to periodically authenticate the
chain state out-of-band to prevent sone attacks

Sinplified managenent: since CAs are not required, their
managenent overhead i s avoi ded.

Audi t abl e: allocations and del egati ons can be tracked back in the
bl ockchain to deternmine if they originate fromthe legitimte
hol der.

Dr awbacks:

(0]

5. 2.

PoS does not rely on strong cryptographic guarantees: As opposed
to PKI-based systens that rely on strong and wel | - established
crypt ographi ¢ nechani sns, PoS-based infraestructures ultimtely
rely on the good behavi our of the high-stakers.

Sl ow updates: New transacti ons have to be verified and added to a
bl ock, which adds a delay until nodes recognize them as correct.

Costly bootstrappi ng: Wien a node is activated it has to downl oad
and verify the entire bl ockchain.

Large storage required: The bl ockchain grows forever as nore
bl ocks are added, bl ocks cannot be renoved.

Security evaluation
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5.2.1. Attacks against a PoS-based consensus al gorithm

This section presents a list of the nost rel evant attacks against a
Proof of Stake algorithmand how to mitigate them

5.2.1.1. Stake grinding

Stake grinding refers to the manipul ati on of the consensus al gorithm
in order to progressively obtain nore stake, with the goal of signing
bl ocks nore frequently with the ultimate goal of taking control of
the bl ockchain. It proceeds as follows: when the attacker has to
sign a block, it conputes all the possible blocks (varying the data
inside then) to find a conbination that gives the highest possibility
of signing another block in the future. It then signs this block and
sends it to the network. This procedure is repeated for all the next
signing opportunities. Over tinme, the attacker will sign nore and
nmore bl ocks until the consensus algorithmw Il always select the
attacker to sign all blocks, thereby having taken control of the

bl ockchai n.

To prevent this attack, the source of randommess used to select the
signers has to be hard to alter or to predict.

5.2.1.2. Nothing at stake

Not hi ng at stake is one of the fundanental drawbacks of Proof of

St ake and requires careful design based on the incentives of the
participants. In common PoS designs, the signers of the new bl ock
recei ve an econonical incentive (e.g., Ethereun). However this does
not hold in the | P address scenario, since participants shoul d not
receive any incentive. The incentive is, as stated before, achieving
a consistent view of the | P address space and having a secure

I nternet.

5.2.1.3. Range attacks

A range attack is perforned by creating a fork sonme bl ocks back from
the tip of the chain. It is conceptually simlar to the attack nanmed
as 'Risk of overtaking” in Section 3.3.1. In this scenario, the
attacker has privately fabricated a chain which (according to the
consensus algorithmrules) will be selected over the original one.
Benefits of this attack include gaining nore stake on the bl ockchain
(this attack could be part of a stake grinding attack) or rewiting
the transaction history to erase a paynment made in the origina

bl ockchai n.

The sinplest solution to this attack is adding a revert limt to the
bl ockchai n, forbidding forks going back nore than N bl ocks. This
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provides a neans to solidify the bl ockchain. However, nodes that
have been offline for nmore than N blocks will need an external source
that indicates the correct chain. 1t has been proposed to do this
out of band. This is why a PoS bl ockchain is not purely trustless
and requires a small anount of trust.

5.2.2. Attacks against the P2P network

5.2.2.1. DDCS attacks
TBC

5.2.2.2. Transaction flooding
TBC

5.2.2.3. Routing attacks
TBC

6. O her Considerations

6.1. Revocation
TBC

6.2. Key rollover
TBC

6.3. Incentives
TBC

6.4. Storage nmanagenent
TBC

6.5. Transaction censorship
TBC

6.6. Configuration parameters

TBC
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10.

Security Considerations

This docunment ains to understand the security inplications of using
the bl ockchain technol ogy to secure | P addresses all ocati on.

| ANA Consi derati ons
This meno includes no request to | ANA
Acknowl edgenent s
TBD
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